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ceNG noA x,c, ngr cHt xcnfu vlpr NAM
DQc l$p - Tg do - Hqnh phtic

TIIONG Tt./
Quy ilinh v6 an toin, bio mit cho viQc cung cAp dich vg trgc tuy5n

trong nginh Ng6n hirng

Th6ng tu s6 sOlzozqftT-NHNN ngiy 3l thSng l0 rdrm2o24 cua Th6ng

tl6c NgAn hang Nhn nu6c ViQt Nam quy dinh v6 an todn, b6o mflt cho viQc cung

c6p dich w tr.uc tuy6n fong nganh Ng6n hirng, c6 hiQu luc ki5 tir ngdy 0l thSng

0l nim 2025,dugc sria d6i, b6 sung boi:

Th6ng tu sii zZlzOzSruf-Nf{]\w ngiy 3l thing 12 ndm 2025 cria Th6ng

tti5c Ngdn hang Nhd nu6c ViQt Nam sria d6i, bO sung mQt sO AiCu cria Th6ng tu
sii solzoz+mufwN cria Thiing ttiSc NgAn hang Nhd nu6c ViQt Nam quy t[nh
vd an toin, bio mflt cho vi6c cung c6p dich vu tr.uc tuy6n trong nganh Ngdn hang,

c6 hiQu lyc k,5 tu ngdy 0l thring 3 ndm2026.

Cdn ct Luqt Ngin hdng Nhi nudc WQt Nam ngay 16 tluing 6 ndm 2010;

Cdn c* Lruit An todn th6ng tin mqng ngdy 19 thdng ll ndm 2015;

Cdn c* Ludt Anninh mqng ngdy 12 thdng 6 ndm 2018;

Cdn c* LuQt Giao dich ilisn tt ngdy 22 tluing 6 ndm 2023;

Cdn c* Luit Cdc tii ch*c tin &mg ngdy 18 thdng 01 ndm 2024;

Cdn ct NShi dinh ti, |OZ.ZOZZ.wU-CP ngdy t2 thdng 12 ndm 2022 cia
Chinh phti quy ilinh chtc ndng, nhi€m vu, quyin han vd co cdu ili chtc cia Ngdn

hdng Nhd nrdc W€t Nam;

Theo cti ngh! cila Cuc trudng Cltc C6ng ngh€ th6ng tin;

Thiing itiic Ngin hdng Nhd nudc WQt Nam ban hdnh Th6ng tu quy dinh vi
an todn, bdo mQt cho viQc 

"ung "lip 
dich vy trqc tuyih trong ngdnh Ngdn hdngt .

. I Th6ng tu s6 77I2025ITT-NHNN sria d5i, b6 sung mot s6 diAu cua Th6ng tu
sO SOIZOZ+fff-\Ifn fN c0a Thiing d6c Ngdn hAng Nhi nu6c ViQt Nam quy tfinh vA an toirl bAo
mft cho vipc cung c6p dich vu tr.uc tuy6n tong nginh NgAn hing, c6 cdn cri ban hdnh nhu sau:

"Cdn ct LuAt NgAn hdng Nhd rufic WCt Nam sii 46/2010/QH12;

Cdn c* LuQt An todn rh6ng tin mqngsii 86/2015/QH13;

Cdn c* LuQt An ninh mqng s6 24/2018/QH14;
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Chuong I

QUYDINH CHUNG

Didu l. Pb4m vi tli6u chinh vi tISi tuqng 6p dgng

l. Phgm vi di6u chinh

Th6ng tu ndy quy tlinh c6c y6u cAu b6o dAm an toirn, b6o m4t cho vi6c cung

cAp dich vU tr.uc tuy6n trong nganh Ng6n hang, bao g6m:

a) Ho4t dQng ngdn hang vd c6c ho4t tlQng kinh doanh kh6c cria t6 chric tin
dgng, chi nhrinh ngAn hdng nu6c ngodi;

b) Hopt dQng cung rmg dch v1l trung gian thanh toriur;

c) Ho4t <IQng th6ng tin tin dgng.

d)2 Ho4t ttQng cung wrg dfch w TiAn di <lQng;

2. D6i tuqng 6p durrg'

Th6ng tu niy 6p dqng d6i voi c6c t6 chtc tin dgng, chi nhrffi ngAn hang
, '' ,l

nu6c ngodi, t6 chric cung img dlch vU trung gian thanh todn, t6 chric cung img
dlch vU Ti6n di tlQng, c6ng ty th6ng tin tin dgng (sau tl6y ggi chung ld tton vi).

Di6u 2. Gi6i thich tir ngfr vi thu$t ngii

Trong Th6ng tu niry, c6c ttr ngt duoi ddy duo. c hi6u nhu sau:

Cdn ct Lu$t Giao dich tli€n t* sii 20/2023/gHt 5;

Cdn ct Ludt Cdc td chtc tin dltng sd j2/2024/QHl5 duqc stha tt6i, bd sung boi Luqt sii
96/2025/QHr 5;

. Cdn ct Nghi dinh sii 26/2025ND-CP cia Chinh phi quy dinh ch*c ndng, nhiAm vu,

quyAn hqn vd co cdu t6 chric cfia Ngdn hdng Nhd rutdc W€t Nam;

Theo cti ngh! cila Cltc truhng Cltc Cdng nghQ th1ng tin;
Thiing diic Ngdn hdng Nhd nubc WQt Nam ban hdnh Thdng tu s*a itiii, bii sung mgt sii

iliiu cila Thong tu sii 50/2024iT1-NInNN cia Thiing ddc Ng:an hdng Nhd nudc Vi€t Nam quy
tllnh vi an todn, bdo mdt cho vi€c cung ciip dich vu t4tc tuyiin tong ngdnh Ngin hing.-

2 Di6m nAy duo. c b6 sung theo quy ttnh tei khoan 1 Didu I cuaTh6ngwsi;.7712025fff-
NHNN sta d6i, b6 sung mQt s6 didu cria Th6ng tu s6 solz0z+nt-Nrn nt.cria Th6ng dtic NgAn
heng Nha nu6c ViQt Nam quy dinh vA an tin, bAo mit cho viQc cung c6p dich vu truc tuylin
trong ngdnh Ngfln hAng, c6 hi€u luc kti tu ngny 0113/2026.

3 Klroan nay duo. c sria tl6i theo quy dinh tei khoen 2 Didu I cua Th6ng fi sii 77 l2o25rTT-
NHNN sta <16i, b6 sung mQt s6 di6u cua Th6ng tu s6 50/2024lTI-NHNN.cua Th6ng <l6c Ngin
hang Nhd nu6c ViQt Nam quy tlinh vA an toan, bdo mft cho vi€c cung cdp dich 4r tr.uc tuyiln
hong nganh NgAn hing, c6 hiQu lUc kA tu ngAy 011312026.
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l. Dlch w tryc tuy6n trong ngdnh Ngdn hdng (ggi tit ta aicn 4r Online

Banking) ld dich vu quy dinh t4i khoan I Di6u I Th6ng tu niry du-o. c c6c don vi

c.,rrg c6p cho kh6ch hi.ng tr€n m6i trudmg mpng tti5 thyc hiQn c6c giao dich diQn

tu (ggi tit li giao dich), kh6ng bao gdm c6c giao dich tryc tii5p tai c6c tlon v! ch6p

nhan thanh torin qua thiiit bi ch6p nh{n the tai di6m b6n, qua M6 phan hdi nhanh

(Quick Response Code - QR Code) hi6n thf ttr phia kh6ch hang.

2. HQ thiing Online Bankingln mQt tpp hgrp c6 c6u trfic cric trang thiait bi phan
, ,.\ l ,

cimg, phin m6m, co sd dt lipu, hQ th6ng m4ng truyEn th6ng vd an toin, bio m6t

dii san xu6t, truy6n nh{n, thu thfp, xti lj, luu trfi vir trao AOi ttrOng tin s6 phuc vu

cho viQc quan lj vd cung c6p dich vu Online Banking, do don vf thiiSt lfp, quan

tri, v6n hdnh ho4c thu6 b6n thri ba thii5t lQp, quan tri, vin hanh.

3. Phdn mim img dltng Online Banking H phan m6m img dqrng cung cdp

dich vU Online Banking.

4. Phdn mim *ng dqng Mobile Banking le phan m6m img dgng Online

Banking tlugc cii dat tr6n thiait bi di ttQng.

5. Giao dich thanh todn trttc tuydn ld giao dich thanh torin dugc thtlc hiQn

bing phucng ti6.n tliQn tu th6ng qua hQ thiing Online Banking.

6. Khdch hingldcic t6 chric, c6 nhin st dung dich vu Online Banking.

7. Phtrong thilrc x* ly xuyAn su6t $taight-Through Processing) ld phuong

thric tao AOi *rOng tin, dt li€u, tai li€u hai chi€u tg ttQng, th6ng qua kiit n5i an

toiur gita hQ th6ng th6ng tin cta kh6ch hang voi h€ thtine Online Banking.

8. Xdc nhqn giao dich di€n tu (sau tldy gpi ld xdc nhqn giao dich) ldhirfl,
thric x6c nhfn bdng phuong tiQn tti-6n tu ttti tfr,l nien str ch6p thufln cria kh6ch hang

aiii vei c6c th6ng rliQp dt liQu trong giao dich tli€n tu.

9 . Md h6a ditim ttdu itdn didm cu6i lend to end encryption) lir co ch6 mE h6a

an todn th6ng tin d tti6m dAu trudc kfii gui di vi chi duqc giai mi sau khi nhan

du-o. c t4i di,5m cutii trong qu6 trinh rao <t6i th6ng tin glfia cfuc ring dwrg, c6c thiiit
bi trong hQ thting nhim trq+ chti rui ro bi 19, lgt th6ng tin tr€n dudng truyen.

10. He qudn tri co sd dfr li€z ld phin mdm duo. c thiist k6 di6 quan lf, luu tr&,

ruy xu6t vd thgc thi c6c truy v6n at tieu fong co sd dt liQu.

ll3 Khdch hing tii ch*c moi li ti5 chtic m6i dnng ky thanh lfp trong vdng

12 thingho4c t6 chirc moi thilit lap quan hQ voi don vi trong vdng 12 th6ng vd

. 
a Khoan ney duq.c b6 sung theo quy tlinh t4i Didu 2 cria Th6ng tu s6 77I2025ITT-NHNN

sua A6i, f6 sung mQt s6 <tidu cy Th6ng tu s6 S0lZOz+/tt-Nfn rN cria Th6ng <Itic NgAn hang
Nhd nudc ViQt Nam quy dinh vA an tohn, bAo mQt cho viQc cung cip dich vu tnrc tuyiin nong
nganh NgAn hang, c6 hiQu luc ki5 ti ngiry 011312026.
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dugc tlon vi thgc hi€n tl6nh gi6 rui ro, x6c tlinh thdi gian cin 6p dr,rng hinh thuc
ktrop tlung th6ng tin sinh tr6c hgc hoflc chft kj diQn tri an todur cho kh6ch hdng

ndy khi thgc hiQn giao dich. Quy ttinh ndy kh6ng bao g6m:

a) C6c co quan nhd nu6c, don vi sU nghiQp c6ng lflp;

b) C6c t6 chric tin dpng, chi nhanh ngAn hring nudc ngodi;

c) C6c t6 chric ni€m yiit theo quy dfnh tai LuQt chimg khorin;

d) C6c t6 chric thuQc danh s6ch Fortune Global 500 do T4p chi Fortune

c6ng bii vdLo ndm li6n tru6c;

d) Nhe diu tu nu6c ngodi ld nguoi kh6ng cu tru md tdi khoan thaxh toAn

d6 thuc hiQn ho4t tlQng dAu tu girin tirSp tai Vi6t Nam;

e) C6c t6 chric kh6c do tlon vi lpa cho.n vir chju hod,n toin tnich nhiQm v6

c6c rui ro tu viQc lga chgn ndy. Don v! ph6i b6o dam x6c minh chinh x6c ve th6ch
hang vi chiu hoan todn tr6ch nhi6m tltii voi vi6c nhdn biilt kh6ch hang.

Di6u 3. NguyGn tic chung vd Uao tfilm an toin, b6o mAt he thdng th6ng
tin cho viQc cung c5p dich vg Online Banking

l. HQ thiing Online Banking ph6i tu6n tht quy tllnh vC bio dim an todn hQ

thiing th6ng tin c6p dQ 3 trdl6n theo quy tlinh ctia ph6p luft vC Uao dam an toAn

hQ thiSng thdng tin theo c6p dQ, a5i voi ne thr5ng th6ng tin cung c6p {ch vg chuyiin

mgch tii chinh, dich vU bi tru diQn tri phii tuen thri quy tlinh ve bao aam an toin
hp thr5ng th6ng tin cip dQ' a tr& l6n; tuan tht ti6u chu6n TCVN I1930:2017 (ti6u

churAn C6ng nghQ th6ng tin - C6c k! thuQt an toin - YEu ciu co ban vr! an toan hQ

thling th6ng tin theo c6p ttQ) vi quy ilfnh cria Ngdn hang Nhd nu6c vii an toan he

thiing th6ng tin trong ho4t ttQng ngin hang.

2. Bio dim tinh bi miq tinh toirn vgn cria th6ng tin kh6ch hang; b6o ttim tinh
sin sang cria hQ thiing Online Banking d6 cung c6p dfch vu mQt c6ch li6n tgc.

3. C6c giao dich cta lft6ch hang tlugc ph6n loai vd tilffi gi6 mric tIQ rui ro
tiii tni6u theo: nh6m kh6ch hang, hanh vi sri dpng cua kh6ch hang, lo4i giao dfch,

hgn mric giao dlch (nliu c6) vd tu6n thri c6c quy tlinh c0a ph6p luft li€n quan. Tr6n

cs s& d6, tton vi cung cilp cfuc hinh thric x6c nhQn giao dfch phir hgp cho kh6ch

hang llra cho.n, tudn thri t5i ttrl.iu c6c quy dinh sau:
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a)5 Ap dung tOi tfrl,iu mQt trong cric hinh thric xic nhf,n quy dinh tai khoan

3, khoan 4, khoan 5, kho6.n 7, khoan 8, khoi.n 9 DiAu 1l Th6ng tu niy khi thay

AOi tnOng tin dinh danh kh6ch hang.

Truong hqp kh6ch hirng c6 nh6n, kh6ch hang t6 chric moi thay tl6i th6ng tin
gi6y td tuy thnn (bao g6m cdn cu6c c6ng ddn, cin cu6c, cEn cu6c diQn tu, hQ chi6u

cria kh6ch hang c6 nh6n hoec cria nguoi ttai diQn hqp ph6p cta kh6ch hang to

chric) ho{c c6c th6ng tin <ti dEng kf, st {rng c6c hinh thtic x6c nhfln giao dich

(tiii tfriiSu bao g6m si5 aiCn thoai hoac dia chi thu diQn tt ho& cht ky ttiQn nr), 6p

dpng c6c hinh thric x6c nhfn quy dinh t+i khoan 5 Di6u ll Th6ng tu ndy krit hqp

v6i mQt trong c6c hinh thric x6c nhf,n quy dinh tai khoan 3, khoan 4, khoin 7,

khoirn 8, khoan 9 Di6u I I Th6ng tu niy.

b) Ap dung t6i thitiu mQt hoac ki5t hqp c6c hinh thric x6c nhfln giao dich theo

quy tlinh tai Th6ng hr ndy; Trucrng hqp ven ban quy phgm ph6p luft huong d5n

v€ c6c dch 4r quy tllnh tai lJroan I DiAu I Th6ng tu niy c6 quy dinh vC trintr ttrri"

x6c nh$n giao dich thi thuc hi-6n theo vdn ban quy phAm ph6p luft tI6;

c) Otii v6i giao dich g6m nhiAu bu6c, phai thyc hiQn x6c nh4n giao dich tai

bu6c ph6 duyQt cuiii ctng.

4. Thgc hiQn kiiSm tra, iIiffi gi6 an toirn, bAo m{t hQ th6ng Online Banking

dinh ky hang nEm.

5. Thudng xuy6n nhin dang rui ro, nguy co gdy ra rui ro vi x6c dlnh nguydn

nhdn gdy ra nii ro, ki.p thoi c6 bipn ph6p phdng ngta, ki6m so6t vd xri ly rui ro
trong cung c6p dich ru Online Banking.

6. C6c trang thii5t bi ha t6.g k! thuft c6ng nghQ th6ng tin cung c5p dich vu

Online Banking phii c6 b6.n quydn, ng,rdn g5c, xu6t xt 16 rdng. Voi c6c trang

. 
5 Ditim nAy dugc sria ct6i theo quy ttinh tai DiAu 3 cria Th0ng tu s6 ZZIZOZSfff-mlrtN

sria tt6i, bii sung mQt si5 didu cria Th6ng tu s6 50/2024rrt-NHNN cria Th6ng <liic Ngin heng
Nhd nu6c ViCt Nam quy tlinh ud uo toerr, bio m$t cho viQc cung clp dich w truc tuy6n hong
ngdnh NgAn hang.

Khoan 2 vi khoan 3 Didu 12 cua Th6ng tu si:lltZOZSfft+tHNN quy tlinh:

"2..Diii voi cric don vi cung clip dich vu thanh tgdn Wg tuydn cho cd ktuich,hdng cd
nhdn vd tii chtic, thdi gian dp dyng cdc qtty dlnh tai Diiu 3, Diiu I0 Th6ng ttr nay ki tt ngay
01 thdngT ndm2026.

3. Diii voi cric ilon v! chi cung ciip dlch vu thanh todn trt c tuydn cho tluich hang tii
chilrc (I*6ng cung cdp dich v1t cho t:fuich hing cd nhdn), thdi gian dp dqng aic quy ctlnh tqi
Diiu i, Diiu l0Thdngtundyki fingdy01 thting 10ndm2026./.'
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thi6t bi sip hiit vdng ttdi san phAm vd sE kh6ng dugc nhd sirn xu6t ti6p qrc h5 tro,
tton vi phii c6 kii ho4ch ndng c6p, thay th6 theo th6ng b6o cria nhd san xu6t, b6o

<l6m c6c trang thi6t bi ha tang c6 khA nEng ciri ttflt phi6n ban ph6n mAm m6i. Trong
thoi gian chua n6ng c6p, thay Ai5, Oon v! phni c6 biQn ph6p ting cudng bio tlim
an tolur, b6o mflt hQ th6ng Online Banking.

7. DOi voi cdc hQ th6ng 
"rrrg 

c6p dich vU ciing thanh torLn <IiQn tu, dich vU

tr5 trq thu hO, chi hQ, kh6ng ph6i tuAn tht c6c quy tlinh t4i khoan 7, khoan 9, khorin
l0 DiAu 7 vd Mgc 2 Chuong II Th6ng tu ndy.

8. HQ thiSng Online Banking chi duo. c ho4t tlQng 
".r.,g 

c6p dich W cho kh6ch
hang lJti bio dim an todn, bio m{t theo quy ilinh cria Th6ng tu niy vA c6c quy

tllnh cta ph6p lu6t li6n quan.

Chuong II
CAC QUY DINH CU TIIE

Msc 1. IrA TANG KV THUAT CUA HE THONG
ONLINE BANKING

Di6u 4. HQ thSng mlng, truydn th6ng vir an toir, bio m$t

Don vi phii thiiit lfp hQ th6ng m4ng, truydn th6ng vir an todn, b6o mdt tl4t
y6u cAu t6i thiiiu sau:

l. C6 cic gi6i ph6p an toem, b6o mf,t tOi thiiiu gOm:

a) Tu<rng hia img dung ho{c gi6i ph6p b6o vQ c6 tinh ning tuong tluong;

b) Tuong lta co sd dt liQu hoac gini ph6p bio vQ c6 tinh ndng tuong duong;

c) Gini ph6p phdng, ch6ng dn c6ng tir chiii dich vu (DoS - Denial of Service

attack), tin c6ng tu chiSi dich vu ph6n tan (DDoS - Distributed Denial of Service

attack) tti5i vor cdchQ th6ng cung c6p dlch vg tr.uc tiilp tr6n Internet;

d) H9 thiing quan ly vi ph6n tich s1r kiQn an toiur th6ng tin.

2. Th6ng tin kh6ch hang (th6ng tin nhfn bii5t kt6ch hirng, th6ng tin giao dlch
cria kh6ch hang) kh6ng <Iugc lrru ffi t4i phan vung k6t n5i Internet vd phAn vung

trung gian grta mqng nQi b0 vd m4ng Intemet @han vung DMZ).

3. fhir5t lfp chinh s6ch h4n ctriS tOl aa c6c dfch vr;, c5ng tci5t nOi vdo hQ th6ng

Online Banking.

4. K6t n6i fi b6n ngodi mqng nQi b0 vio h€ th6ng Online Banking tl6 quan

ri chi tluo. c thUc hi€n trong trudrng hqp kh6ng tfr,5 tci5t .rdi tt m4ng n6i b0 vd bio
tlAm an todn, tuan thri c6c quy dinh sau:

a) Phni duo. c c6p c6 thAm quyAn ph6 duyQt sau khi xem x6t muc tlich, c6ch
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thuc kiit ni5i;

b) Phei c6 phuong rln quan l1i truy c$p, quan tri h6 thiing tir xa an toirn nhu
sri {rng m4ng ri6ng 6o ho{c phucrrg rin tuong duong;

c) Thiiit bi k6t n6i phii duo. c cii d4t c6c phin m6m bio ttim an tod,n, bio
mat;

d) Phai 6p d\mg t6i thiiiu hai trong c6c hinh thtc x6c nhQn quy dinh tai khoan

l, kho6n 3, khoin 4, khoAn 7, kho6m 8, kho6n 9 Di6u ll Th6ng tu ndy khi tl6ng

nh0p h€ thline;

tt) Sri dr,mg giao thtic truyOn th6ng duo. c mE h6a an todn vd kh6ng luu mE

kh6a bi mat tai c6c phnn m6m tiQn ich.

5. Dudng truy6n ki5t ni5i mqng cung c6p dich vu phii bio dam tinh sin sang
-Lcao vir khi ndng cung c6p dich vu li€n tgc.

Di6u 5. HQ th5ng mdy chri vi phAn mdm hQ th5ng

l. Y6u ciu OOi voi m6y cht:

a) HiQu ning sri dUng tai nguyEn m6y chri bao gdm: bQ xri lj trung t6m

(CPU), bQ nhd trong (RAM), thiCt bi luu trfi d[ liQu, thiilt bi t uy xr6t dfr liQu ktri
Itru trt hopc truy6n nhfn, trung binh hang thring tl5i da80%o c6ng sudt thi6t ki5;

b) H€ thi5ng Online Banking phii c6 m6y chri du phdng bio tlAm tinh sin
sirng cao;

c) T6ch biQt vd l6-gic ho4c vft ly va cfucmily chri ho4t tlQng nghi€p vU kt6c;

d) Phai dugc kiilm ffa, nAng cao mric tlQ an todn, bio mft (hardening) cho hQ

di6u hinh, cfp nhQt c6c bin v6 l5i thudrng xuydn.

2.Donvi ph6i I6p danh mgc c6c phdn mAm dugc ph6p cii tl{t fr6n m6y chri.

Dinh kj, t6i thiiSu 06 th6ng mQt ldn c0p nh4t, ki,3m tra, b6o drlm tu6n thri danh mpc
ndy.

Di6u 6. HQ quin tri co s& dii liQu

l. HQ quan tri co sd dft liQu phii c6 cs ch.i bao vO vi ph6n quy6n truy cfp
',,,tl6i v6i cdc tii nguy€n co so d& liQu.

2. HQ th6ng Online Banking phii c6 co sd dft li-6u dg phdng thim hga, c6
khi n6ng ttray thtl co s& dt li€u chinh vi bio atim ttiy ttri, todu: vgn dt liQu giao
dlch cta ldr6ch hang.

3. HQ quan tri co sd dt liQu phti tluo. c ki6m tra, n6ng cao mric tIQ an toin,
b6o mflt (hardening) vd cfp nh{t c6c ban v6 l5i thuong xuy€n.

4. Don v!phai c6 biQn ph6p gi6m s6t, ghi nhat ky truy cQp co sd dt li€u vi
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c6c thao t6c khi truy cQp co so dfr li€u.

Di6u 7. PhAn m6m rfrng dgng Online Banking
^:)..L C6c y6u cAu v€ an toin, b6o m4t phii duo. c x6c dinh tru6c khi ph6t tri6n

phAn mdm vd t6 chirc, tri6n khai trong qu6 trinh ph6t tri,6n @h6n tich, thiilt kt5, xdy
dyng, kiiSm tht), v4n hdnh chinh thirc vd duy tri ho4t dgng ph6n mdm. C6c h6 so,

tai liQu vd an todn, bio mit cria phdn mAm phAi du-o. c hQ thi5ng h6a, luu tr&, cQp

nhflt <I6ng bO khi he thiing c6 thay tl6i vd kii5m so6t ch4t ch6, h4n chti titip cfln.

2. Dcm vi phii kii5m so6t m6 ngudn phin mAm voi c6c y6u cdu t6i ttri6u:

a) D6i vcri mE ngudn ph6n m€m do don vi tr,r ph6t tri6n:

(i) Dinh kj hoac khi c6 thay OOi pnan m'im img dgng, don viph6i kiiSm tra
mE ngudn nhim loai trir c6c tlo4n md ttQc h4i, c6c l5 h6ng b6o mQt. NhAn su thuc
hi€n ki,3m tra phii tlQc lflp voi nhdn sg ph6t tririn m6 ngudn phin mAm;

(iD Chi ttinh cg thr! c6c c6 nhAn chiu t6ch nhiem quin lf md ngu6n crla phAn

mdm img dgng Online Banking;

(iii) Me ngudn ph6i dugc luu trt an todn tai it nh6t hai <Iia diiim t6ch biQt v6
ttia lf vd c6 biQn ph6p bio vC tinh todn ven cta mE ngu6n.

b) Truong hgp md ngu6n phSn mAm thu6 ngodi gia c6ng (outsourced

software):

(i) Don viphii y6u cAu b6n cung c6p kf cam klit me ngu6n phdn mAm ld hgrp

ph6p, kh6ng gii m4o; cam k6t thUc hi€n c6c thoi thudn vC viQc chinh sria md

ngu6n khi b6o hd.u:h, bio tri ph6n m6m;

(ii) Trucng hgp tlugc ban giao md ngudn, Eudc khi nghiQm thu ban giao m6

ngutin phin mdm, don vi y€u cAu b6n cung c6p phai ki6m tra, xi lf, khic phgc

c6c 15 h6ng b6o m{t trong mE ngudn. Sau khi mi ngudn dugc bin giao, don vi
thpc hiQn theo quy ttinh tai tliiim a khoan ndy;

(iii) Truong hqp kh6ng <Iuo. c bd,n giao m6 ngudn, khi ky nghiQm thu sin
phAm, tton vi phAi y6u ciu b6n cung c6p thgc hiQn dd qu6t, lo4i b6 c6c <lo4n m6
tlQc hai vd lc.i cam ti5t ttrOng c6 c6c tlopn md tIQc h4i trong ph6n m6m img dgng.

3. Ph6n mim tmg dr,rng Online Banking phai dugc ki6m tra, thti nghiQm tru6c
kai v$n hanh chinh thric tl6p img c6c y6u cAu tiii thi6u sau:

a) LQp vd ph€ duyQt k6 ho4ch, kich ban tht nghiQm phdn m6m tmg dwrg

Online Banking, trong tl6 n6u 16 c6c tliAu ki€n ve tinh an todn, bAo mft phii duo. c

tl6p rmg;

b) Ph6t hiQn vd lo4i trtr c6c l5i, circ gian. lQn c6 th6 xdy ra khi nhip s6liQu
oau vao;
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c)6 D6nh giri, dd qu6t ph6t hi€n 16 h6ng, tli6m y6u v6 m[t k] thu{t. D6nh gi6

kh6 ndng phdng, ch5ng c6c l5 h6ng, <ti6m yi5u, kiiiu rin c6ng b6o Aam t,5i ttrliiu
I

cac yeu cau sau:

(i) DOi vdi phAn mAm tmg durrg Online Banking cung c6p qua ndn tang web,

phii phdng, chiing l0 l5 h6ng ptrO Uii5n nh6t du-o. c c6ng bii bcri t6 chric OWASP
(OWASP Top Ten).

(iD D6i voi phdn mdm img drmg Mobile Banking, tllp rmg ti5i thiriu c6c y6u
;. :.

cdu v€ an todrn bdo mf,t img dung di dQng do t6 chric OWASP cdng b6 (OWASP

Mobile Application Security).

(iii) Phi6n ban OWASP Top Ten ho{c OWASP Mobile Application Security
6p dung ld phi€n ban moi ntr6t troac phi€n ban ga" nh6t voi phi6n bdn duo. c ban

hinh trong vdng 06 th6ng;

d) Ghi lai c6c l5i vi qu6 rinh xri lf l5i, dac biet la c6c l5i vC an toin, b6o mflt

trong c6c b6o c6o rr€ tiilm tra thri nghigm;

tt) Ki6m tra thri nghiQm c6c tinh ndng an toirn, bio mit ph6i tlu-o. c thlrc hiQn

tr6n c6c trinh duyQt ptrO Uilin (6p dpng CiSi voi ph6n m€m img dung Online

Banking cung c6p qua ndn tang web) vd c6c phAn m6m h€ tli6u hanh cria thi6t bi
di dgng (6p dune aOi voi phAn m6m img (rng Mobile Banking); c6 co ch6 ki6m
tra, th6ng b6o tric thcvi cho kh6ch hang khi sri dpng ung dUng tr6n c6c trinh duygt,

phi6n ban phAn m6m h€ di6u hdnh cria thi6t bi di tlQng d5 ducr. c ki6m tra vi thri
nghiQm an todn.

4. Tru6c khi triCn khai phAn m6m img d\mg Online Banking moi, don vi phai

tlinh gi6 nhtng rui ro cria qu6 trinh tri6n khai al5i voi hogt dQng nghiQp vu, c6c hQ

th6ng c6ng nghQ th6ng tin li6n quan vh lfp, tririn khai crlc phuong rin han chii,

khic phuc rui ro.

5. Don vi thgc hi-€n quan lf thay aOi ptri6n ban phnn m€m img dUng Online
Banking ttlp tmg c6c y6u ciu saut

a) Xdy dpg tai 1i6u phAn tich danh giri tric tlQng cta viQc thay tt6i A5i voi ne

thiSng hiQn t4i, cic hQ th6ng c6 li6n quan kh6c cta dsn vi vi duo.c c6p c6 thdm
quy6n ph6 duyQt tru6c khi thUc hiQn;

b) C6c phi6n ban ph6n mdm bao g6m ci md ngu6n do don vl qr phat pHiin

6 Di6m nAy tluo. c sria d6i theo quy ilinh tai khoriLn I Didu 4 cua Th6 ngfi s6.77l2}25ltT-
NHNN sta d6i, brl sung mQt sti tli€u cria Th6ng tu sO SOIZOZ+fff-NIttr IN cua Thting <fi5c Ng&r
hAng Nhd nudc ViQt Nam quy dinh vd an toan, bAo mit cho viQc cung cdp dich vU trUc tuy6n
trong nganh NgAn hAng, c6 hi€u lUc kii tr! ngdy 01t312026.
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ho{c do b6n cung cdp birn giao cdn dugc qudrn Iy Qp trung, ltru trt, b6o mAt vd c6

co ch6 phAn quydn cho ttmg thenh vi6n, ghi nhat ky trong viQc thao t6c vdi cric

4p tin;

c) Th6ng tin vA c6c phi6n bin (thoi gian c4p nhf,t, nguoi cfp nhft, hu6ng d6n

cflp nhft vd c6c th6ng tin li6n quan kh6c cria phi6n ban) phii duoc luu tr&;

d) ViQc ndng c6p phi6n ban phdi cdn cri tr6n kl5t qui thri nghiEm vd ttugc c6p

c6 thAm quy6n ph€ duyQt.

6. C6c chric nlng bit buQc cta phin mAm ung dung Online Banking:

a) Toan b0 dtr ligu khi truyCn tr6n m6i truimg mqng holc dt liQu trao d6i
,: Lgita phdn m6m img dqng Online Banking voi c6c aang thi6t bi li6n quan duo. c 6p

dsng co ch6 md h6a diiSm dAu d6n diiim cuiii;

b) B6o tl6m tinh toin vgn cta dt liQu giao dich, mgi sria aOi trai ph6p phii
tluo. c ph6t hiQn, cAnh b6o, ngdn chqn ho{c c6 biQn ph6p xt lj pht hqp d.i bao dam

sg chinh x6c cria dt liQu giao dich trong qu6 trinh thgc hi6n giao dich, lrru trft dft
li€u;

c) Ki,6m so6t phi6n giao dich: hQ th6ng c6 co ch6 tU dQng ng6t phi€n giao

dich kAi nguoi sri dr,ng kh6ng thao t6c trong mQt khoing thoi gian do tlon vi quy

tlfnh hoac 6p dWrg c6c bi6n ph6p bio vQ kh6c;

d) C6 chuc ndng che gi6u tt6i voi viQc hirin thi circ mdkh6a bi mat, me PIN
dung di6 d6ng nhflp vdo hQ thiing;

tl) C6 chuc ning ch6ng ttEng nhfp ty tlQng;

e) Trong truong hqp tai khoan giao dich <IiQn tu quy dinh t?i khoan I Di6u 9
Th6ng tu ndy sri dpng m6 PIN ho{c md kh6a bi mft lim hinh thuc x6c nhAn, phAn

mdm img dgng Online Banking phai c6 c6c chric ndng ki6m so6t md PIN vi md

kh6a bi mQt:

(i) YCu cdu kh6ch hang thay ai5l ma PIN ho4c md kh6a bi mQt trong trudng
hgrp l.h6ch hing duo. c cilp phitmd PIN ho{c mE kh6a bi m$t m4c <Iinh hn dau;

(ii) Th6ng b6o cho kh6ch hang kni mE PIN ho{c md kh6a bi mft sip hiit hiQu

luc st dung;

(iii) Hriy hi€u luc cria mE PIN ho{c mi kh6a bi m{t k:tri tr6t tran st dgng; y6u

cAu kh6ch hang thay aOi ma PIN hoflc md kh6a bi mflt tl6 tr6t tran st dgng khi
kh6ch hang sri {rng mE PIN ho{c m6 kh6a bi mQt dri tt[ng nhip;

(iv) Hriy hi€u luc cria mE PIN ho4c mE kh6a bi mQt trong trudng hqp bi nhQp

sai mE PIN ho{c mE kh6a bi mit li6n tii5p qu6 s5 ta., ao don vi quy tlinh (nhmg
kh6ng qu6 t0 lan; vA th6ng b6o cho khrich hang;
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(v) Don vi chi cip phrit lpi md PIN hofc md kh6a bi mat khi kh6ch hang y6u

ciu vd phii ki,5m tra, nhQn bitit kh6ch hang tru6c khi thgc hipn c6p ph6t lei, b6o

t16m ch6ng gian l{n, gi6 m4o.

g)7 D6i voi kh6ch hang ld t6 chtc, phdn m€m ring dung ttuo. c thi6t ki5 <Ii!

b6o tllm viQc thgc hiQn giao dich thanh to6n trgc tuytin (ngoqi tru thanh to6n the

tryc tuy6n qua don vi ch6p nhan thanh torfur) bao g6m tasi *rii5u hai bu6c: t4o l$p

vd ph6 duyQt giao dch.

Trudrng hqp kh6ch hang ld h0 kinh doanh ho{c doanh nghiQp si6u nh6 6p

dqng ch6 dQ kti torin dcm gi6n, viQc thgc hiQn giao dich htr6ng bEt UuOc trlch bi6t

hai bu6c t4o lap vd ph6 duyQt giao d!ch;

h) C6 chric ning th6ng b6o viQc tldne nh4p lan ttau phin m6m tmg du,rg

Online Banking hoflc viQc it6ng nhQp phAn m6m ung durrg Online Banking tr6n

thitit bi t*r6c voi thiiit bi thUc hiQn <tdng nh$p phan mAm img dsng Online Banking

mn gan nh6t qua SMS ho{c c6c k6nh kh6c do kh6ch hang ttdne ky (diQn tho4i, thu
tti6n tri...), ngopi tru trudng hgp kh6ch hang t6 chric: tl6ng nhflp tr6n c6c thi.it bi
da tl[ng ky st dgng dich vu; ho4c dEng nhflp sri dung t6i thi6u mOt trong c5c hinh
thtc x6c nhan quy dM tai khoin 3, khoin 4, khoi.n 5, khoi.n 7, khoi.n 8, khoan 9

Di6u l1 Th6ng tu ndy.

7. PhAn mdm ung dung Online Banking phai c6 chric ni.ng luu trt t4rc tuyiin
th6ng tin vA tlii5t bi thUc hiQn c6c giao dich ctia kh6ch hang, nhst lcf (log) giao

dich, nhQt kf x6c nhfln giao dich uii thi6u trong vdng 03 thring ve sao luu tiii thili,u

0l ndm, trong d6 gdm:

a) Th6ngiin dinh danh vC ttri6t Ui:

(i) D6i voi thi6t bf di tlQng: th6ng tin dC dinh danh duy nfr6t tfriiit bi (vi du
nhu: s5 IMEI ho4c Serial hofc WLAN MAC hoac Android ID ho{c th6ng tin dinh
danh kt6c);

(ii) D6i voi m6y tinh: th6ng tin di5 dinh danh duy nh6t mriy tinh (vi dp nhu
dia chi MAC ho[c t<6t trqp c6c th6ng tin li€n quan dlin m6y tinh tC cO ttr.i Ointr

danh duy ntr6t may tintr;.

b) Nhat kj, (log) giao dich tiii thi,6u g6m: md giao dich, mE kh6ch hang, thdi
gian khdi tao giao dfch, lopi giao dfch, gi5 tri giao dich (ni5u c6);

7 Di6m ney <tuqc sta d6i theo quy dinhtai khgan 2 Di6u4 cuaTh6ngfi s6.7712025ffi-
NHNN sta <t6i, b6 sung mgt s6 <tidu cria Th6ng tu s6 sOIZOZ+fft-UfnrN cua Th6ng d6c Ng6n
hang NhA nudc ViQt Nam quy .rinh vd an toan, bAo mdt cho viQc cung cAp dich vptr.uc tuyiin
trong ngdnh NgAn hAng, c6 hiQu lgc kii tu ngny Olt3l2\26.
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c) Nhat kf (log) x6c nh{n giao dich tOi ttri6u g6m: hinh thric x6c nhAn giao
dich, thoi gian xdc nhfn giao dich. Truong hqp x6c nhan giao dich bEng hinh thric
khop ttung th6ng tin sinh tr6c hgc, tlon v! thqc hiQn luu trft th6ng tin sinh tric hgc
cria kh6ch hdng khi thpc hi6n giao dich tt6i voi tiii *rieu l0 giao dlch gen nh6t crla
lJr6ch hang tt6.

8. C6c y6u cdu tftii voi phuong thric xri lj'xuy6n su6t:

a) Don vi chi cung c6p dfch W Online Banking bdng phuong thtic xri lf
xuy6n su5t cho kh6ch hang ld t6 chric. Don vi co tnich nhiQm lga chqn, thim dlnh,
girim s6t, quan lf vh c6 th6a thu4n v6i ktr6ch hang khi cung c6p dich W Online
Banking bing phuong thuc xri lj xuy6n su6t;

b)8 Phan mAm img dpng Online Banking ph6i c6 chric ndng x6c thuc k6t n6i
voi phAn mdm cria kh6ch hang t6 chtic di6 beo dem an todm, bio mQt, chting gian

l{n, gii m4o theo ti6u chuAn, quy chuAn quiic t6 hoac Vi€t Nam;

c) Kh6ng UEt tuQc 6p dung nQi dung quy dinh tai tti6m c, tlii5m d, di6m e,

tti6m g, di6m h khoan 6 vd di6m a khoin 7 Didu niy.

9. Ti5 chric phrit hanh th6 c6 cung c6p dich vU thanh to6n tryc tuy6n si dgng
th6 ngdn hang, ph6i c6 phdn mdm img d\mg Online Banking cO tOi ttririu c6c tinh
n6ng sau:

a) Cho ph6p hoflc kh6ng cho ph6p thanh torin t .uc tuy6n;

b) Thi6t Ep han mtc thanh toen tr.uc tuy6n st drng th6 ngdn hi,ng trong
ngey;

c) Cho ph6p ho4c kh6ng cho phdp thanh to6n & nu6c ngodi t4i thi6t bi ch6p

nhAn th6 tai tti6m b6n, m6y giao dlch tu dQng;

d) Cho ph6p kh6ch hang dene ky lga ch-on viQc cht dQng thUc hi€n x6c nhin
ho{c ddng y tt6 tO chtc ph6t hdnh the thuc hiQn x6c nh6n aOi voi t'5t cA hodc mQt

phin giao dich thanh torin t4rc tuy6n sri dqng the ngdn hang (giao dich thanh torin

th6 trUc tuyiin) trong truong hqp sri dgng hinh thric x6c nh{n theo quy tlinh tai
khoan l0 Di6u I I Th6ng tu ndy.

10. Phan m6m fug dgng Online Banking phii c6 chric ndng th6ng b6o cho

kh6ch hang vd c6c giao dich ph6t sinh qua tin nhin SMS ho{c thu diQn tri ho4c

ph6n mdm img {rng Mobile Banking ho{c c6c k6nh li6n l4c kh6c do kh6ch hang

s Di6m nay <lugc sta d6i theo quy dinh t4i khoen 3 Didu 4 cua Th6n gfi sii.'17 /2o25r[l-
NUNI t sta d6i, b6 sung m$t si5 didu cria Th6ng tu s6 50/2024lTLNHNNcria Thiing <Itic Ngdn
hdng NhA nu6c ViQt Nam quy dinh vd an toan, bio mflt cho viQc cung c6p dich 4r tru. c tuyiln
nong nginh NgAn hAng, c6 hiQu lu. c k6 tu ngdy 0l/312026.
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ddng kj.
Di6u 8. PhAn mdm rirng dgng Mobile Banking

PhAn mim rmg dung Mobile Banking do tlon vi cung c6p phni bAo dAm tudn

thrj c6c quy dinh ai Di€u 7 Thdng tu niy vi c6c y6u cA., tur'

L Phii dugc tl5ng kf vd qu6,n lf tai kho ung dung chinh thric cta hdng cung

c6p h9 tti6u hinh cho thiiit bi di tlQng vd hu6ng d6n cni d{t 16 riurg tr6n trang tin
tli€n tt <Ion vi cl6lJr6ch hang tai vd cAi ttat phan mAm img dr,mg Mobile Banking.

Trong trudng hqp vi lj do kh6ch quan mir phin mAm (mg dgng Mobile Banking
kh6ng <Iugc deng kV vd qu6n lj t4i kho img dung chinh thric cria h6ng cung c6p

h€ tti6u hdnh cho thii5t bi di d6.ng, dcm vi phii c6 phuong thric huong din, th6ng

brio, h6 trq cii alflt phdn m6m ung dung Mobile Banking b6o dim an tolrn, bio
m{t cho lJr6ch hang vd b5o cdo vA Ngan hang Nhn nu6c (Cgc Cdng nghp th6ng

tin) tru6c khi cung c6p dich vu.

la.e Kiiim so6t phi6n ban cii iISt ilugc ph6t hanh cria img dt.mg Mobile

Banking:

a) Dinh k}, ti5i thiiSu 03 th6ng m6. t l6n, tlon vi phii tlinh gi6 an todn, b6o m{t
ctia c6c phi6n ban phan m6m img dgng dang cho ph6p k:tr6ch hang cii d4t, sri dgng

nhim xric dinh c6c 15 h6ng bio mflt vi tilinh gi6 khi nlng bi can thiQp boi tQi pham

meng.

b) Truong hqrp lJr6ch hang kich ho4t t6n thiilt bi moi ho4c kich ho4t l4i ung

dgng Mobile Banking, khrich hang phii cdi d{t, sri dgng phi6n ban moi nh6t holc
phi6n ban gan *r6t Uao d6m c6c y6u cAu vd an todn, bio mgt theo quy tlinh. Don

vi phai c6 gi6i ph6p kiCm so6t kh6ng cho ph6p ha phi6n ban (downgrading) xu5ng

sri {mg c6c phi6n ban th6p hon trong trudng hqp niy.

c) Khi ph6t hiQn c6 15 h6ng b6o mft <lugc dr{nh gi6 d mric cao hoEc nghiEm

trgng, don vi phii c6 biQn phdp kiiim tra, kh6ng cho thgc hiQn giao dfch ho[c c6

biQn ph6p ki6m so6t nhim phdng chling tQi pham lqi dtmg 15 h6ng bio mft ttii t6n
c6ng m4ng, thgc hiQn c6c giao dich gian lfn, chilim doat tai san; d6ng thqi don vi
phii thyc hiQn xri Iy, khic phgc, cgp nhflt ngay phi6n ban moi trong thoi gian theo
quy tllnh tei lJroan 6 Didu 14 Th6ng tu niy.

2. Phei duo. c 6p dgng c6c biQn ph6p bio vC <tii tran ctriS aicn ngugc m5

nguon.

e Kloen niy dugc b6 sung theo quy dinh t+ khoAn I Didu 5 cria Th6ng nr s6
77i2025ITT-NHNN srla d6i, b6 sung mot sti didu cl"a 1a6rr* tu s5 50/2024fm-N[tr{N cua
Thiing rliic Ngen hing Nhi nudc ViQt Narn quy tlinh v6 an toan, bdo mft cho viQc cung C5p dich
r1r t4rc $y6n trong nginh NgAn hang, c6 hiQu luc k6 tu ngiy Olt3l2126.
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3. C6 bipn ph6p b6o vQ, ch5ng can thigp vdo lu6ng trao AOI at tieu tr6n img
dgng Mobile Banking vir giira img dpng Mobile Banking voi m6y chri cung c6p
dich vU Online Banking.

4.r0 Tri6n khai chc giiliph6p nhim phdng, ch6ng, ph6t hi6n c6c hdu:h vi can

thiQp tnii ph6p vdo trng dUng Mobile Banking ttd cdi d4t trong thii5t bi di dgng cria

kh6ch hang. IIng dgng Mobite Banking phni tu- tl6ng thorit ho{c dimg ho4t ilQng

vir th6ng b6o cho kh6ch hang ly do nriu ph6t hi6n m6t trong c6c d6u hiQu sau:

a) C6 trinh gO l5i (debugger) dugc gin vdo ho4c m6i trudng c6 trinh gd l5i
tlang hopt dQng; hoic lfti img dUng bi chpy trong m6i trudng gii l6p (emulator)/

m6y 6ol thi5t bf giA lflp; ho6c hopt tlQng d chii dQ cho ph6p m6y tinh giao tiiip tr.uc

titip voi thiiSt biAndroid (Android Debug Bridge);

b) Phan mAm tug dWrg bi chdn md b6n ngodi rmg dpng khi dang ch4y, thgc
hiQn c6c hdnh vi nhu theo d6i c6c hdm ttugc chpy, ghi lai log dt li6u truydn qua

c6c hirm, APL... (hook); hoic phAn m6m img dUng bi can thiQp, <I6ng g6i l4i
(repacking);

c) Thilit bi dn bi ph6 kh6a (root /jailbreak); ho4c bi md kh6a co ch6 bAo vQ

(unlock_bootloader).".

5.rr Kh6ng cho ph6p chric ndng ghi nhd md kh6a bi mft truy cQp, trir trudng
hqp 5p dqng hinh thric x6c nhQn quy ttlnh tai khoan 6 Di6u I I Th6ng tu ndy.

6. D6i voi kh6ch hang c6 nh6n, phii c6 chric nEng ki6m tra kh6ch hang lJri
Lh6ch hang truy cip tan aAu hoic khi kh6ch hang truy cflp tr6n thilit bi kh6c voi
thiiit bi dd truy c{p phdn mAm img dung Mobile Banking mn gan *r6t. Viqc nem
tra kh6ch hang t6i thiiiu bao g6m:

a) Khop tltng SMS OTP hoac Voice OTP th6ng qua si5 ei6r, tho4i tl6 tlugc
kt6ch hang tl6ng ky hopc Soft OTP/Token OTP;

b) Khorp <tung th6ng tin sinh tric hqc theo quy dinh tai khoan 5 Diriu 1l
Th6ng tu niy trong truong hqp vdn ban ph6p luft chuyEn nganh li6n quan iliin
dich vU cung c6p tr6n phdn mdm img dung Mobile Banking c6 quy ttinh thu thflp,

luu trii th6ng tin sinh tric hgc cria kh6ch hang.

r0 KhoAn ndy duo. c sua tliii theo quy dinh t4i khodn 2 DiAu 5 cua Th6ng tu s6

77/2025/TT.NHNN sta rt6i, bi5 sung mot sti diAu cfia Th6ng il s6 50/2024/T'[-N[INN cua
Thiing d6c NgAn hang Nhd nudc ViQt Nam quy dinh vd an tod.,n, bdo m{t cho viQc crmg c6p dch
vu tr.uc tuyiin trong nganh Ngdn hang, c6 hi€u luc k6 tt ngity 011312026.

rr Khoen niy duo. c sua d6i theo quy tlinh tai khoAn 3 Didu 5 cua Th6ng tu s6

77l2025fm-NHNN sria d6i, b6 sung mot sti didu cua Th6ng tu s6 50/2024rI-NHNN cria

Th6ng tliic Ngin hang Nhi nu6c ViQt Nam quy tlinh vd an toiur, bdo mAt cho vi6c cung c6p dich
vu tr.uc tuy6n rong nganh Ng6n hang, c6 hiQu lyc kti tu ngdy Oll3t2}26.
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Mgc 2. xAc xHAN GrAo DICH DIEN TTITHoNc eul
HP THONG ONLINE BANKING

Di6u 9. Truy cip phin mdm rfrng dgng Online Banking

l. Kh6ch hang deng kf st dqng phdn m€m utg durrg Online Banking ph6i

<lugc <Ion vi nhan biiit [r]r6ch hang vi cdp tai khoan giao dich diQn tu. Tii khoan
giao dlch tti-en tri g6m t6n ddng nhQp vn ti5i thiiSu mQt trong c6c hinh thric x6c nhin
quy tlinh tai khoan l, khoan 2, khoin 3, khoin 4, khoin 5, khoi.n 6, khoin 7, khod.n

8, khoan 9 DiAu I I Th6ng tu ndy.

2.Y..hilchhang truy cQp phdn m6m img dpng Online Banking bing tii ktoan
giao dfch ttiQn tri do tlon vi c6p ho4c truy cap beng hinh thric dEng nhflp m6.t ldn

(Single Sigrr On) th6ng qua tai khoan giao dich tliQn tu cta hQ thting th6ng tin
kh6c dd tlugc don vf tich hqrp vi theo iHng kj cta kh6ch hang.

Didu 10. Xic nhin giao dich

1. Di5i voi giao dich thanh torin tryc tuy6n:

a;t2 Ot5i voi giao dich thanh to6n sri dung tai khoan thanh toin ho4c vi ttiQn

tri ho4c tai khoan Ti6n di tlQng ho6c giao dich chuy6n ti6n tu th6 ghi ng, th6 tri
tru6c <linh danh, dcrn v! thyc hiQn phin lo4i giao dich theo c6c nh6m loei hinh
giao dch quy dinh tai Phu lgc 0l ban hanh kdm theo Th6ng tu ndy vd 6p durrg

hinh thric x6c nhfn quy dinh tai Phu lqrc 02 ban hdnh kdm theo Th6ng tu niy, tru
quy <linh tai di6m b, <li6m c, tti€m d vd tlii5m tl khoan ndy;

b) D6i v6i giao dich thanh torln thuc hiQn b6ng phuong thric xt lf xuy6n

su5t, don vi thyc hiQn x6c nhQn giao dich tlSi thi,iu beng mQt trong c6c hinh thric

x6c nhfn quy itinh tai kho6n 7, kho6n 8, khoan 9 Di6u l1 Th6ng tu niy;

c) Diii voi c6c giao dich thanh torin th6 tr.uc tuyi5n (ktr6ng bao g6m giao dch
chuyiin ti6n), tton vi thgc hiQn phdn lo4i giao dich theo c6c nh6m lo4i hinh giao

dich quy dinh ter PhU lgc 03 ban hanh kdm theo Th6ng tu niy vi 6p {mg c6c hinh
thric x6c nh6n quy dinh t4i PhU lUc 04 ban hanh kdm theo Th6ng tu ndy;

d)t3 E.ii voi c6c giao dch mi don vl chti ttQng trich Nq tai khoA,n thanh todn,

chi dQng tich No vi diQn tu, chri ttQng trich Nq tai khoan Ti6n di d6.ng, chri tl6.ng

12Di6mndyduqcsriael6itheoquyilinhtaikhoanIDiAu6cuaTh6ngn sii77l2125frt-
NHNN sta d6i, 5f, 5''ng mQt s6 <lidu cua Th6ng tu s6 SOZOZ+fff-Uf+fN cua Thiing d6c Ngdn
hing Nhd nu6c ViQt Nam quy dinh vE an todn, b6o mrft cho viQc cung cAp dich vU tUc tuyiin
trong nganlr NgAn hang, c6 hiQu llrc k6 tu ngity 0U312026.

13 Dii3m nt tluo. c srla d6i theo quy dinh r4i khoan 2 Didu 6 cua Th6n Enn sit 77l2}25llT-
NHNN srla tt6i, b6 sung mQt si5 didu cua Th6ng tu s6 SO/ZOZafft-Um.m.cua Th,iing d6c NgAn
hang Nha nu6c ViQt Nam quy tlinh vA an toim, beo mat cho viQc cung c5p dich vu- trgc tuyen
trong nganh Ngnn hang, c6 hiQu llrc k6 tir 4ity 011312026.
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thanh to6,n tu th6 crla kh6ch hdng theo th6a thuin voi kh6ch hang, kh6ng phdi 6p

dpng x6c nhQn giao dfch quy tlinh tai dii!:m a, tli6m c khoan 1 DiAu ndy;

d) D6i voi cilc giao dich thanh to6n trgc tuy6n tr6n C6ng Dich vu cdng qu6c
gia, nQp ti6n vdo ng6n s6ch nhd nu6c, kh6ng.bdt buQc phii 6p dpng x6c nh4n giao
dich quy dinh tei <Ii6m a, ili€m c khoan I Di6u ndy.

2.t4 D6i voi giao dich ttdng h-i qu dQng trich Nq tai khoan thanh totur, tU tlQng

trich Ng vi diQn tu, tu il6ng trich Ng tdi khoan Ti6n di ttQng, tg ttQng thanh torin
tu th6 cria kh6ch hAng, don v! 6p dgng t6i thi6u mQt trong c6c hinh thric x6c nh6n
quy ttinh tai khoan 3, khoin 4, khoiur 5, khotn 7, khodn 8, khoan 9 Di6u l1 Th6ng
tu niy.

3. D5i voi cilc giao dich kh6c, ngoiri giao dich quy dinh t4i khoi,n l, khoan 2

Didu ndy, tr6n c<y sd ttffi gi6 rui ro vi tuin thri quy <linh cria ph6p lu$t c6 li6n
quan, don vf lga chgn hinh thric x6c nhfn phi hgp theo quy dinh tei Di6u 11

Th6ng tu niy di3 cung c6p cho k'h6ch hang tt6ng ky sri dgng vd chiu tr6ch nhi6m
v<ri viQc lga chgn nhy.

4. Trutmg hqp kh6ch hang ld nguoi khuyiSt tat, don vi cdn cti <ti6u ki6n, kh6
ning cung img cria don vl minh tlii cung c6p vd huong a6n *racn hang ld nguoi
khuyi5t t{t lua chon hinh thtc x6c nhfn pht hqp, kih6ng bit buQc 6p dqng quy dinh
tai khoan 1, khoin 2, khoin 3 Di6u ndy, nhmg phii bto dim kiiim tra, x6c nhfn
iluo. c sg ch6p thuQn cria kh6ch hang khi thuc hiQn giao dich theo quy dinh cria
ph6p luft vA giao dich tliQn hr vd Th6ng tu nAy.

Di6u 11. C6c hinh thrl'c xic nhin

l. Hinh thric x6c rthQnbdngmd kh6a b{ mqt @assword): kh6ch hang sri dgng

mE kh6a bi mQt ld mQt chuSi ky t." a6 x6c nh6n quyCn truy cQp cria kh6ch hang

vdo hQ thl5ng th6ng tin, ung dung, dich vu ho{c x6c nh{n k:tr6ch hang thuc hiQn

giao dich. Hinh thric x6c nhfn b5ng mE kh6a bi mft phai d6p rmg y6u ciu:

a) Md kh6a bi mit c6 dO dei tisi thiriu 08 lcj ts vd c6u t4o bao g6m tOi ttriiSu

c6c lo.i 4r: s6, chfr hoa, chft thudmg;

b) Thoi gian hiQu lu. c cta md kh6a bi mat t6i da 12 thing, Aiii voi mi kh6a

bi mft ttugc c6p phrit mac ilinh mn CAu: thdi gian hi€u luc t5i da le 30 ngiy.

2. Hinh thric x6c nhfn bing zdPlll(Personal Identification Number) ld hinh
thric x6c nh6n beng md kh6a bi mft trong d6 md kh6a bi m6t ttugc tao tu mQt

ra Di6m niy tluo. c sria dii tlreo quy tlinh tai khoan 3 Didu 6 cr)a Th6ngat s6lltZoZsft-
xtlrtru sua d6i, b6 sung m6t si5 di,iu cria Th6ng tu s6 50/2024lTI-NHNN.cua Thting tt6c NgAn

hnng NhA nu6c ViQt Nam quy dinh vd an toan, bAo mAt cho viQc cung c6p dich vu tr.uc tuy6n

tong ngAnh Ng6n hang, c6 hiQu lgc kti tu ngny OU3|2O26.
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chu6i c6c chfr s6. Hinh thirc xric nhQn bang me PIN (tru trudrng hgp mE PIN gin
v6i the vft lf) phii tlip rmg y6u ciu:

a) Mi PN c6 d0 ddi tOi ttrii5u 06 lcf tu;

b) Thoi gian hiQu lgc cria mi PIN t6i da 12 thing, aiii voi md PIN dugc c6p

ph6t m[c dinh lan tIAu: thdi gian hiQu lgc t6i tla ld 30 ngdy.

3. Hinh thric x6c nh6n beng md Ht6a bi mQt dttng mQt lin (One Time
Password - OTP) td hinh thric x6c nhQn bang md kh6a bi mQt trong d6 mE kh6a bi
mft c6 gi6 tri sri dgng mQt l6n vi c6 hiQu lgc trong mQt khodrng thoi gian nh6t

ttlnh, bao gdm c6c hinh thric sau:

a) .SMS OIP ld hinh thric x6c nhfn th6ng qua md OTP tluo. c grii qua tin nhin
SMS (Short Message Services) ho4c tin nhin th6ng qua dich vu viSn th6ng co ban

fi6n Internet. SMS OTP ph6i tl6p img y6u cAu:

(i) OTP gui t6i lJr6ch hang phai kdm th6ng tin th6ng b6o d6 kh6ch hane nhan

birit ttuqc mgc tlich cria OTP;

(iD OTP c6 hi-eu luc ti5i da 05 phrit.

b) Voice OTP h hinh thric x6c nh$n th6ng qua md OTP duo. c grii qua cu6c

gqi tho4i ho{c cuQc goi th6ng qua dich vg viSn th6ng co ban tr6n Intemet. Voice

OTP phni drip img y€u ciu:

(i) OTP gui t6i kh6ch hang phii kdm th6ng tin th6ng b6o <I,5 kh6ch hang nhQn

bil5t ttuqc mqc ttich cria OTP;

(iD OTP c6 hi€u luc aii tla 03 phrit.

c) Email OTP lir hinh thric x6c nhfln th6ng qua mE OT? duo. c grii qua thu
tlien tu. Email OTP ph6i drlp img y6u ciu:

(i) OT? gui t6i kh6ch hang phii kdm th6ng tin th6ng b6o d6 kh6ch hane nhan

biiit dugc mpc dich cta OTP;

(iD OTP c6 hiQu tsc trii aa 05 phtt.

d) Thd ma nqn OTP lilhinh thric x6c nhfn th6ng qua md OTP tluo. c x6c tlinh
tu mQt bang 2 chi6u (dong, cQt), tuong img voi m5i ddng, cQt li mQt mE OTP. ThC

ma trfn OTP phai ttip tmg y6u cdu:

(i) The ma trfn OTP c6 thoi han sri dgng t6i da 0l ndm k6 tu ngdy deng kj
th6;

(ii) OTP c6 higu luc t5i tta 02 phrit.

d) Sofi OTP ldhinh thric x6c nhgn th6ng qua mi OTP dugc tgo bdi phAn mim
cdi d[t tr6n thi5t bi di rlQng cta kh6ch hang, ph6n m6m Soft OTP c6 ttr6 n pnan
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mAm ttQc l6p ho6c tlugc tich hqp voi phdn m6m rlmg dgng Mobile Banking.

Soft OTP c6 02 lo4i: (i) Sofi OTP loqi co bdn:Md OTP duo. c sinh ngiu nhi6n
theo thoi gian, d6ng b0 v6i hQ th6ng Online Banking; (ii) Sofi OTP loai ndng cao:

Me OTP <Iugc t4o ti5t frqp voi m6 cria timg giao dch, khi thgc hiQn giao dich, hQ

th6ng Online Banking t4o ra mQt md giao dch th6ng b6o cho kh6ch hring ho{c
truydn cho ph6n m0m Soft OTP, kh6ch hang hoac phdn mdm Soft OTP ty tlQng

nhQp md giao dich vdo phdn mim Soft OTP d.i ph6n m6m Soft OTP tpo ra md
OTP.

Soft OTP phni d6p img y6u cAu:

(i) Truong hqp phdn m6m Soft OTP dQc l6p voi phdn m6m rmg durrg Mobile
Banking, ph6i tlugc tton v! tl6ng kj, quan lf t4i kho img d\mg chinh thric cria h6ng

cung c6p h€ tli6u hdnh cho thii5t bi di tlQng vd hucmg d6n cdi ddt 16 reng tren hang
tin <tiQn tri cria don vi ai5 ruracn nang tai vd cdi ttat ph6n m6m Soft OTP;

(ii) PhAn mdm Soft OTP phAi y6u ciu kich hopt tru6c khi sri dpng. Mi kich
ho4t sti dUng Soft OTP do tlon vi cung c6p cho kh6ch hang vd chi tlugc sri dung

a6 kicn host tr6n mQt thiilt bi di ilQng. ME kich ho4t phii duoc thi6t Qp thoi han

hi-6u luc sri dung;

(iii) Phan m€m Soft OTP phii c6 chric nnng kitim so6t truy c$p. Trudmg hqp
.t

truy cfp sai li6n ti6p qu6 s6 ldn do don v! quy tllnh (nhmg kh6ng qu6 l0 len),
phdn m6m Soft OTP phni tu dQng kh6a kh6ng cho kh6ch hang sri dpng ti6p. Don
vf chi m0 kh6a phdn m6m Soft OTP khi kh6ch hang y6u cAu vd phai ki6m tra,

nhfln bi6t lJr6ch hang tru6c khi thUc hi€n md kh6a, b6o tlim chiing gian lfln, giA

m?o.

(iv) Trudng hqp phan mi5m Soft OTP ttQc l4p voi phdn m6m .mg dung

Mobile Banking phii c6 chtc ning kiiim tra khSch hang c6 nh6n tru6c khi cho

ph6p lJr6ch hang sri dpng nn aAu ho{c tru6c }rtri }r}r6ch hang sri dung tr6n thiiSt b!

kh6c voi thi6t bi sri dung dn gan *r6t. viec kiii:m tra kfr6ch hang ti5i thiiSu bao

g6m: (i) khop tlung SMS OTP ho{c Voice OTP th6ng qua sii dign tho4i tti duo. c

kr6ch hang deng ky, (ii) vd knop tlung th6ng tin sinh tric hqc cria kh6ch hang;

(v) Me OTP c6 hi€u luc t6i da 02 phrit.

e)Token OTP liL hinh thtc x6c nhfln th6ng qua md OTP tao boi thiiit bi

chuy6n dpng. Token OTP c6 02 lo4i: (i) Token OTP loqi co bdn: Md OTP dugc

t4o mQt c6ch ngiu nhi6n theo thoi gian, tl6ng bQ voi hQ thting Online Banking;
(ii) Token OTP loqi ning cao'. Me OTP du-o. c t4o ra k6t hqp voi mE cria timg giao

dich. Khi thUc hiQn giao d!ch, hQ thiing Online Bankingt4o ra mQt md giao dich

th6ng b6o cho kh6ch hang, kh6ch hang nhfp m5 giao dich viro Token OTP ilii thil5t

bi t4o ra md OTP. Token OTP c6 hiQu luc t5i tla 02 phrit.
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4. Hinh thric x6c nhdn hai kAnh h hinh thfc x6c nh{n khi kh6ch hdng thgc

hiQn giao dich, hQ th6ng Online Banking sE gui th6ng tin y6u cAu x6c nhQn giao

dlch tli5n ttriiit bi di ttQng cria kh6ch hang qua cu6c goi thopi ho{c cuQc ggi th6ng
qua dfch vU viSn th6ng co bd,n tr6n Internet ho[c qua m6 tin nhin nhanh USSD
(Unstructured Supplementary Service Data) ho[c qua phdn mdm chuydn dgng,

kh6ch hdng phan h6i truc tiiip qua k6nh ita ktit ru5i tt6 x6c nh6n ho{c kh6ng x6c

nh{n thgc hi-6n giao dfch. Y€u ciu x6c nhfn cria hinh thtc x6c nhQn hai k6nh c6

hiQu luc tiii da 05 phrit.

5. Hinh thtc x6c nhpn khop dting th6ng tin sinh tritc hpc ld vigc diSi chiiSu,

so s6nh a6 Uao aam trung khop th6ng tin sinh tric hgc cria khrich hang tlang thgc

hiQn giao dich voi th6ng tin sinh tric hgc cria kh6ch hang dd thu thfp, luu tr& tei

don vi theo quy dinh cria Th6ng iliSc Ngan hang Nhn nu6c. Hinh thtic khorp <lung

th6ng tin sinh tr6c hgc phii t16p rmg tiii *rieu y6u cAu:

a) Trudng ho-? 6p dgng hinh thtic kncrp dring th6ng tin sinh tdic hgc sri dgng

khu6n m{t:

(D C6 d9 chinh x6c du-o. c x6c dlnh theo ti€u chuAn quiSc ti5 nhu sau (ho{c

tuong <luong): C6 t! lQ tu chiSi su < Soh voi t! lQ ch6p nhfn sai < 0,010% theo ti6u

chuin FIOO Biometric Requirement (6p dung aOi voi t{p miu t6i thiCu 10.000

mau);

(ii) C6 khe ndng ph6t hiQn dn c6ng gii m4o th6ng tin sinh tric hgc cria vflt
thii si5ng (Presentation Attack Detection - PAD) dga h6n c6c ti6u chudn quiic t,5

(nhu NIST Special Publication 800-638 Digital Identity Guidelines:
Authentication and Lifecycle Management ho{c ISO 30107 - Biometric
presentation attack detection ho{c FIDO Biometric Requirements) tIiS phdng,

chiing gian lfn, gi6 mpo k:tr6ch hang qua hinh inh, video, m{t n4 3D.

b) Truong hgrp 6p dgng c5c hinh thric khop ttung th6ng tin sinh tric hoc kh6c,

phAi bio dim phdng, ch6ng gian l{n, gi6 mao kh6ch hang theo ti6u chuAn tuong
duong;

c)t5 Giai ph6p phft hiQn tIn c6ng gid m4o th6ng tin sinh tric hqc cta vflt thilj

s6ng (Presentation Attack Detection - PAD) theo quy dinh tai diiim a kho6n niy
do dcrn vi tU tri6n khai ho{c sri dung cria b6n thri ba cung c6p phai dugc c6p chimg
nhfln cria t6 chric/phdng thi nghiQm sinh tiic hgc tluo. c Li6n minh FIDO (FIDO
Alliance) c6ng nhfn ho{c cria T6 chric chimg nh6n (Certification Body) c6p ph6p

ri DiiSm nay duqc sta d6i {reo quy rlinh t+i khoan I Diiu 7 cria Th6n1nr s67712025ffT-
NHNN sta d6i, b6 sung mQt s6 di6u cua Th6ng tu s6 SOIZOZ+fft-NIIlrN cua Th6ng d6c Ngin
hAng Nhir nu6c ViQt Nam quy <linh vd an toirn, bAo m6t cho viQc cung c6p dich vU rUc tuyiin
rong ngAnh Ng6n hdng, c6 hiQu lyc kti ttr ngiry 01t3t2D26.
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x6c nhrfn tu6n tht ti€u chu6n qu6c t.i 0SO), il6p img ti6u chuAn ISO 30107 c6p tI6
2 (Level 2) hoqc tuong duong. Ti5 chfc chimg nhfn (Certification Body) phdi
tluoc c6p ph6p boi Co quan c6ng nhqn (Accreditation Body) tI6 tham gia Th6a
thufn c6ng nhan hn nhau da phuong cta Di6n tlan C6ng nhQn Qudc ti5

(Intemational Accreditation Forum - IA.F Multilateral Recognition Arrangement,
IAFMLA);

d) Truong hgrp kh6ch hdng xric nhdn beng hinh thric khop dtng th6ng tin sinh
tric hgc qu6 s6lAn sai li6n ti6p do don vl quy tlinh (nhung kh6ng qu6 t0 l6n):
kh6a chric ning thUc hiQn x6c nhdn giao dich b6ng hinh thfc khorp tlung th6ng tin
sinh tric hoc, chi md kh6a khi kh6ch hang y6u cAu vd phii kiiim tra kh6ch hang
tru6c khi thuc hiQn, b6o tlAm ch6ng gian l6n, gii mqo;

d) Thoi gian thgc hiQn khcrp ilung th6ng tin sinh tric hgc t6i da 03 phut.

6. Hinh thric x6c tfiArrkhop dilng th6ng tin sinh *dc h7c thi& bi ld viQc tl6i
chi6u, so s6nh tlii b6o ttAm trung lJrorp th6ng tin sinh tric hgc cta kh6ch hdng ilang
thUc hi€n giao dich voi th6ng tin sinh tric hgc qia kh6ch hang <Id luu trft uen thialt
bl di ilQng cria kh6ch hang. Hinh thric khorp dring th6ng tin sinh tric hgc thi.it bi

).pnal oap rmg yeu cau:

a) Chi cho ph6p kich ho4t st dung sau khi c6 sg tt6ng f cta kh6ch hang vd
kh6ch hang t15 thqc hiQn it nh6t mQt giao dich thinh cdng bdng hinh thric x6c nhfln
kh6c;

b) Thoi gian thgc hign khop dung th6ng tin sinh tr6c hgc t6i da 02 phtt.

7. Hinh thric x6c r,hen FIDO (Fast IDentity Online) li hinh thric x6c nh{n
theo ti6u chudn v6 x6c nhfln giao dich sri dgng thuQt torin kh6a kh6ng tlOi xrmg
(gdm kh6a bi mft vd kh6a cdng khai, trong d6 kh6a bi mft dugc dung.t6 kf si5 vd
kh6a c6ng khai dugc dung d6 ki6m tra cht ky sii; ao tien minh FIDO (FIDO
Alliance) ban hinh. Hinh thric x6c nh6n FIDO phni d6p rmg y6u cdu:

a) Kh6a bf mf,t duqc lrru git an toirn tren thiait bi cria kh6ch hang. Kh6ch
hang sri dtmg hinh thric x6c nh{n blng me PIN ho4c khop dfng th6ng tin sinh tric
hqc thi.it bi tlti truy c{p, sti dr,rng kh6a bi m{t k}ri thgc hiQn giao dich;

b) Kh6a c6ng khai duo. c luu trft an toen Bi tlon vi vd tluo. c li6n kiSt voi tai

khotur giao dich <li€n tu cria kh6ch hang;

c) Gini ph6p do tton vi qr tri6n khai hof,c sri dgng cria b6n thf ba cung c6p

phii tluo. c c6p chhg nhf,n cta tti chric tlugc Li6n minh FIDO (FIDO Alliance)
c6ng nhfn.
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8.t6 lfinh th*c xdc nhQn PGP (Pretty Good Privacy) ld hinh thric x6c nh4n

theo ti6u chuAn vA b6o m$t vi x6c thlrc st dgng thuQt to6n mE h6a dung c4p kh6a

kn6ng tl6i xtmg (giim kh6a bi mQt vh kh6a c6ng khai, trong d6 kh6a bi mQt tluo. c

dung ttC kf s6 vd kh6a c6ng khai dugc dung il,i ki6m tra cht kf s6; Ao ti5 chric

ti€u chu6n q,riSc tii IETF (Intemet Engineering Task Force) ban hanh. Hinh thtc
x6c nhQn PGP phii dfup tmec6c y6u cAu:

a) Kh6a c6ng khai cua kh6ch hdng tluo. c tlnng ky voi tlon vi, dugc luu tr&

an toan t4i don vi vir ttugc ti6n kiSt v6i tai khoan giao dich tti-6n tri cria kh6ch hang;

b) C6 phuong thric b6o d6.,rn x6c minh danh tinh chri th6 gin voi kh6a, co

ch6 bao mat vA thu nOi thOa;

c) C6 th6a thu4n vC tnicir ntriQm ph6p lf cria don vi vd kh6ch hang li6n quan

ttiln tinh x6c thgc, tinh toan ve.n vd kh6ng ctriSi UO cria cdc tQp tin giao dich tlugc

kf theo phuong thtc niy.

9.t7 Hinh thric x6c nhan bEng cht lcf tliQn tu an toirn ld hinh thric x6c nhfn
bdng cht lcj ttiQn tt, trong tl6 cht lcf ttiQn tu li cht lcf s6 hoac cht lcj ttiQn tu
nu6c ngoiri dugc c6ng nhan t4i Vigt Nam theo quy tlinh cia ph6p luflt vA cht ky
diQn tt.

10. Hinh thric x6c nh{n tr6n co sd diinh gi6 rui ro ai5i voi giao dich thanh

torln th6 tryc tuyiin theo ti6u chu6n EMV 3-D Secure (sau il6y ggi tiltlz hinh th*c
xac nhfun EMI/ 3DE. Hinh thric x6c nh{n EMV 3DS phii <I6p img y€u cAu: T6

chric ph6t hanh th6, t6 chric thanh tofur the vi tlon vi chSp nh{n thd phai tri6n l,Jrai

ti€u chu6n EMV 3-D Secure.

1 l. Hinh thric x5c nhQn th6ng quz cdc thao tdc thd hi)n su xic nhdn c:ira

kh6ch hang d6i voi th6ng ttiQp dt liQu khi thpc hi6n giao dich nhu bAm chfp nhfln,

ph6 duyQt, grii ho{c c6c ho4t dQng tuong t.u tr6n ph6n m6m img dgng Online
Banking. Hinh thric x6c nhfln th6ng qua c6c thao t6c th6 hi€n sg x5c nhfn cta
kh6ch hang ai5i voi th6ng tliQp dii liQu khi thuc hiQn giao dich ph6i t16p img y6u

cau:

16 Khoen niy dugc s''g <t6i ttreo qly dinh tei khoAn 2 Di6u 7 cua Th6ng tu si
77I2025ITI-NHNN sta <16i, b6 sung mor sti didu cta Th6ng fi s6 

'O12O24|TT-NHNN 
cria

fh6ng d6c Ngan hang Nhd nudc ViQt Nam quy dinh.vA an toan, bdo mit cho viQc cung cAp dch
4r trgc tuy6n trong nganh Ngin hang, c6 hiQu lgc k6 tt ngity 0U3/2026.

17 Khoan niy <lugc sria tl6i theo quy <linh tai ltonn 3 Eidu 7 cua Th6ng tu si5

77I2025ITI-NHNN srla <t6i, b,i sung mot sii tfiAu cua Th6ng tu s6 50/2024[T-NHNN cua
Th6ng d5c Ng6n hang NhA nu6c ViQt Nam quy ttinh vd an toan, b6o mft cho viQc cung cAp dch
W trgc tuyiln trong ngi.,nh NgAn hang, c6 hi€u lUc kii tu ngny Olt3l2126.
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a) Cric thao tAc xitc nhan phAi ilury. c lrru trft nhat kf (log) d6 c6 th6 truy v6n
du-o. c th6ng tin li6n quan il6n cilc thao t6c xfuc nhdn ndy;

b) Kh6ch hang ld t6 chtic vd d6 thuc hign tlEng nhflp phAn mAm img dung
Online Banking sti dpng hinh thr?c x6c nhfn theo quy tlinh tei Diiiu niy trt khoan
1, khoAn 2, khoAn 6, khoan 10.

Msc3. QUANLf vANuAmr
Di6u 12. Quin lf nhin sg quin tri, v$n hirnh hQ th5ng Online Banking

l. Don vi ph6i phdn c6ng nhAn sg girim s6t, theo d6i hopt tlQng cta hQ th6ng
Online Banking, ph6t hiQn vd xri lj c6c s1r c5 ky thuat, c6c cuQc t6n c6ng m4ng.

2. Don vi ph6i ph6n c6ng nhdn sy ti6p nhfn th6ng tin, h5 trq khach ira"g, kip
thoi li6n 14c voi kh6ch hang khi ph6t hiQn cic giao dich b6t thudng.

3. Nhan sg qu6n tri, girim set ve van hdnh he th6ng Online Banking phAi

tham gia c6c kh6a ilio t4o c4p nh6t kiiln thuc an todm, bio m6t hdng nnm.

4. Vigc cdp phit, phdn quyAn tdi khoan quan t4 hQ thiing Online Banking
phii duqc theo d6i, girirn s6t boi b0 phQn tlQc lflp voi b0 phfln c6p ph6t tdi khoan.

Di6u 13. Quin lf holt ttQng cta m6i trulng vfn hirnh hQ th5ng Online
Banking

l. Don vi kh6ng cdi d{t, luu trt ph6n m6m ph6t ri6n img dung, mE ngu6n
tr6n m6i truong v{n hanh.

2.Ho4tdQng quan tri, gi6m s6t vd van hnnh phni tl6p tmg c6c y6u cAu ruu,

a) M6y tinh cta nh6n sg quin tri, girlrn s6t vi vQn hanh chi dugc cii tl{t c6c

phAn m,im ttuoc ph6p sri dung vi phii tlugc cdi ttit ph6n m6m phdng ch6ng md

dQc, cflp nhQt thuong xuy6n c6c m6u nhfn di6n mE dQc vd kh6ng cho ph6p t.u v6
hiQu h6a phdn m,im phdng ch6ng md tlQc;

b) ViQc krit n6i quan tri, giSrn s6t vi van hanh hQ thiing ph6i qua c6c m6y chri

trung gian hoflc c5c hQ thiing quan fi tQp rung an toin, c6 kiiSm so6t, kh6ng thgc

hiQn trpc tiiip tu m6y tinh cria nhAn sy quan tri, gi6m s6t vd vfn hdnh;

c) ViQc st dgng tai khoAn c6 quy'in quan tri phii tluo. c gioi h4n trong khoang

thoi gian tfii tt6 thuc hiQn c6ng viQc vd phii tluqc thu h6i ngay sau ktri kiit ttrric
phi6n lim viQc;

d) Phai c6 biQn ph6p girirn s6t viQc sti dpng tii khoan c6 quy6n quan tri, gi6m

s6t vi vfln hinh, c6 cinh b6o khi c6 tic itQng b6t thudng vio co s& dil liQu, img

dung.

3. Don vi phii tfriiSt t6p chffi s6ch A6i vcvi cilc miy tinh thuc hiQn quan tri,
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gi6m s6t vd v{n hnnh hQ thtSng Online Banking chi duqc ph6p tiit ni5i Ai5n h9 th6ng

Online Banking ho{c c6c hQ thiing thdng tin kh6c cria dcrr vi tli5 phUc vu quan tri,
giri.rn srit vd vfn hanh.

Didu 14. Qunn If 16 n6ng, tli6m y5u vA mit ki thu$t

Don vi phai thgc hiQn quan $ c6c l5 h6ng, di6m y6u cria hQ thiing Online
Banking voi c6c nQi dung co bAn sau:

1. C6 biQn phSp phdng, chting, dd tim ph6t hiQn c6c thay tl6i trrii ph6p d6i

vdi phdn mAm img ftrng Online Banking.

Z. fyi€t lQp c<r chi5 ph6t hiQn, phdng chl5ng xdm nhfp, rln c6ng m4ng vio hQ

thiing Online Banking.

3. Pha5i hqp voi c5c tlon vf quan lf nhd nu6c, c6c tltii trlc c6ng nghQ th6ng tin
kip thdi nim UEt c6c su c6, tinh hu6ng m6t an tod,n, bio mft th6ng tin tlti c6 biQn

ph5p ng[n chan kip thdi.

4. Cip nhft th6ng tin c6c 15 hrSng bAo mft tluo. c c6ng bii c6 li6n quan d6n

phin m6m hQ thiing, hQ quan tri co sO dt li€u vn ph6n mdm img dgng theo th6ng

tin tt HQ th5ng tinh di6m l5 h6ng ph6 biiin (Common Vulnerability Scoring

System version 4 - CVSS v4 hoflc tucng tluong).

5. Thuc hiQn dd qu6t 15 h6ng, diiim yliu cua hQ th6ng Online Banking t6i
thi6u m5i nEm mQt ldn hoec khi tiiSp nhin dugc nhirng th6ng tin li6n quan tliin 15

h6ng, tti6m yi5u m<ri. ptii vOi thanh phAn hp thi5ng ki5t n6i t4rc titip voi Intemet
thuc hi€n dd qu6t 15 h6ng, ttiiSm yi5u tOi thi6u 03 ttling mQt l6n. Drffi gi6 mric ttQ

t6c dQng, rui ro cta ttmg 15 h,5ng, tti6m yi5u v6 mflt k] thu{t duo. c ph6t hi€n cria hQ

thi5ng vi tlua ra phucrng riur, ki! ho4ch xri lf.
6. Thuc hiQn tri6n khai cQp nh$t c6c ban v6 b6o mQt hoqc c6c biQn ph6p phdng

ngta ki.p thoi cdn cri theo tl6nh gi6 mric tlQ t6c tlQng, rui ro:

a) Olii vOi l5 hdng bio mflt tluo.c tlffi gi6 d mtc nghiGm frgng: frong vdng
0l ngdy Aiii vOi thanh phan hQ ttr6ng ti5t nOi tr.uc tii5p voi Intemet; trong vdng 0l
th6ng d.5i vor cfuc thenh ph6n cdn lai sau khi 15 h6ng du-o. c c6ng bii hoac ph6t hien.

b) DOi voi 15 h6ng b6o m{t ttu-o. c tl6nh gi6 6 mtc cao: trong vdng 0l ngiy
ai5i voi ttrantr phan ne tfriing ti5t niii tr.uc tiiSp voi Internet; tong vdng 02 thrflng di5i

vot cilc thanh phen cdn l4i sau khi l5 h6ng dugc c6ng U5 troac ph6t hiQn.

c) Drii voi l5 hOng b6o mft tluo. c d6nh gi6 & mric trung binh hoic th6p: thUc

hiQn trong khoang thoi gian do tlon vi q quyrit t[nh.

Di6u 15. HQ th5ng gi6m sit, theo d6i holt tlQng cria hQ th5ng Online
Banking
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1. Don vi phni thi6t lfp hQ th6ng gi6m s6t, theo d6i hoat d6ng cria h9 th6ng
Online Banking. He th6ng gi6m s6t, theo ddi ho4t dQng ctra hQ th6ng Online
Banking phii thu thQp tlay dt nhat ky (log) cria c6c thanh phAn thuQc h0 th6ng
Online Banking d6 ph6t hiQn, didu tra c6c s1r kiQn U6t ttruong ho{c cdc hdnh vi t6n

c6ng m4ng.

2. Don vi ph6i x6y dpg c6c ti6u chi vd phdn m6m tI6 ciurh b6o c6c giao dich
t6t ttruong dga vdo thoi gian, vi tri tlia ly, tAn su5t giao d!ch, s6 tidn giao dich
(n6u c6), s6 ta" aa"g nhdp sai qu6 quy tlinh vd c6c ddu hiQu b6t thudng kh6c.

Didu 16. Brio drlm hogt tlQng li6n tgc

Don v! ph6i xdy dUne h€ thling dg phdng thim hop, quy trinh, kich ban b6o

tl6rn ho4t dQng li6n tuc cho h6 th6ng Online Banking theo quy tlinh cria Ngdn
hang Nhn nu6c vd bio dim an toin, bio mflt h6 thting c6ng nghQ th6ng tin trong
hoqt tlQng ngdn hang. Ngoii ra, tlon v! ph6i thpc hiQn:

l. Phan tich, x6c dinh c6c tinh hui5ng c6 thr5 gdy m6t an todn th6ng tin vir
girin ilop hopt ttQng cria hQ th6ng Online Banking. X6c dinh, <l6nh giri muc tIQ rui
ro, khA nEng c6 thti xAy ra diii vcri timg tinh hu5ng t6i thiiSu 06 thrlng mQt tan. Lap
danh s6ch c6c tinh hu6ng c6 mric ttQ rui ro, khi ning c6 thti xiy ra theo circ cdp

tlQ cao, trung binh, ch6p nhfn duo. c vd th6p.

2. Xdy dpg phuong rin bao g6m quy trinh, kich ban xri lf khic phuc c6c

tinh huiing c6 mric tIQ rui ro, khi ndng c6 thiS xiy ra 6 cip dQ cao vi trung binh
theo quy dinh t4i khoin 1 DiAu ndy. X6c dfnh thdi gian dimg ho4t tlQng t6i da d.i

phlrc h6i hQ thiing, phuc haii dt liQu cho phuong rin xri ly d6i voi tirng tinh huiing.
T6 chric pnO fi6n phucmg 6n xri lf tt6n c6c nh6n sg c6 li6n quan A,i ni,iu 16 nhiQm

4r, c6ng viQc cAn phii thtrc hiQn khi xri lf.
S. S6 tri ngudn nh6n lpc, tdi chinh vi c6c phuong tiQn k! ttruQt <16 t6 chric

di6n tgp phuong rin xti lj va cilc tinh huiing c6 mric dQ rui ro, lJri n6ng c6 thiS

xiy ra d c6p dQ cao theo dinh tcy ttii ttri€u 0l n6m m6.t l6n.

a. Lip ki5 ho4ch vd ti6n hdnh di6n t{p c6c biQn ph6p bio <l6m hoat ttQng kinh
doanh li6n tgc, ltru giii c6c h6 so c6 li6n quan vd t6 chtic tl6nh gi6 kiit qui diSn

t4p.

Msc 4. BAo vE QUYEN Lgr coA IcrAcn IrANG

Di6u 17. Th6ng tin v6 dich vg Online Banking

L Don vi phAi c6ng b6 ttrOng tin vE dich 4r Online Banking, bio tlim kh6ch

hang c6 khA nnng til5p c{n du-o. c th6ng tin tru6c ho{c ngay tai thoi tli6m d[ng kf
sri dtmg dich vr,r, th6ng tin c6ng bi5 tiii ttri6u g6m c6:
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a) Crich thric cung cdp dich 4r, c6ch thuc truy cdp dich vu Online Banking
rmg v6i tirng phuong tiQn truy cdp;

b) Han mric giao dich (n6u c6) vd c6c hinh thric x6c nhQn giao dich;

c) C6c trang thii5t bi can tnii5t <tr5 st dgng dlch vu, di6u kien voi c6c trang

thi6t bi duo. c sri dgng;

d) C6c rui ro 1i6n quan dr5n viQc sri dpng dich w Online Banking.

2.Donvi phni th6ng tin cho khrlch hang vA c6c di'!u khoin trong th6a thuan

cung c6p, sri dpng dich w Online Banking, tiii thiiSu g6m:

a) QuyAn lgi vi nghia vg cria kh6ch hang st dung dich vp Online Banking;

b) C6c loai dt liQu cua kh6ch hang md tlon vi thu th{p, mgc <lich sri dung dt
liQu cta lJuich hang vi tr6ch nhiQm cria tlon vi trong bio mQt dt liQu cria kh6ch

hang theo quy ilinh cria phrip luQt trir truong hqp don vi vi kh6ch hang d5 c6 th6a

thu4n kh6c v6 viQc b6o vQ dt liQu ktr6ch hang phir hqp v6i quy tlinh cria ph6p luit;

c) Cam kiSt khi n6ng b6o dim ho4t <tQng li6n tpc cria h€ th6ng Online
Banking, trii tfri6u g6m: thdi gian gi6n tlo4n cung c6p dich w trong mQt lan, t6ng

thdi gian gi6n do4n cung c6p dich vu trong mQt ndm tru c6c trudmg hgrp b6t khn

khrlng ho[c b6o tri, ndng c6p hQ thlSng tl6 tluo. c tlon v! th6ng b6o;

d) C6c nQi dung kh6c qia tlon vi a6i voi dich vu Online Banking (ni5u c6).

3. Don v! kh6ng grii tin nhin SMS, thu diQn tt cho kh6ch hang c6 nQi dung

chria dudmg ain nen ttit lHyperlink) truy cQp c6c trang tin ttiQn tu, urr truong hqp

theo y6u ciu cta khrlch hang.

Didu 18. Hurirng d6n khich hAng sri dgng dich vg Online Banking

l. Don vi phai xAy dUng quy trinh, tii IQu huong d6n cii tl[t, sri dlmg c6c

phin m6m, ,ing dwrg, thii5t bi thUc hiQn c5c giao dich ttiQn tu vd cung c6p, huong
ain nracn hang sri dpng c6c quy trinh, tai li6u ndy.

2. Don vi phii huong d6n ktr6ch hang thUc hi€n c6c biQn ph6p bao tl6.,rn an

todn, bio mQt khi sri dr$g dich vu Online Banking, tt5i ttri,Su g6m c6c nQi dung

sau:

a) Bio vQ bi m6t mi kh6a bi mQt, m5 PIN, OTP vd kh6ng chia s6 c6c thiiit bi
luu trft c6c th6ng tin ndy;

b) Nguy6n tic thiiit lfp mi kh6a bi mQt, mE PIN vd thay dtii me kh6a bi m6t,
md PIN cta tai khoan giao dich <tiQn tri;

c) Khdng n6n sri dgng m6y tinh c6ng c6.ng tt6 truy cfp, thgc hiQn giao dich;
kh6ng n€n sri dlmg m4ng WIFI c6ng cQng khi sri dpng dich vU Online Banking;
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d) Kh6ng lm l4i t6n ddng nhap vd md kh6a bi mQt, mE PIN t€n c6c trinh
duyQt;

tl) Tho6t kh6i phdn mAm img dgng Online Banking khi kh6ng sti dung;

e) I.IhAn d4ng vd hanh tl6.ng xri lli mQt s6 tinh huiSng ltra tt6o, gifi m4o trang
tin tli€n tu, phdn m6m img dgng Online Banking;

e) Cdi dit <IAy <fti c6c bin v5 l5 h6ng b6o mQt cta hQ tti6u hdnh, phdn m6m
ung dUng Mobile Banking; xem x6t cii tlat phAn mAm phdng ch6ng m6 dQc vd
cQp nh{t miu nhin diQn md ttQc moi nh6t tren thii5t bi c6 nhAn st dgng d,5 giao
dich;

h) Lga chon c6c hinh thric x6c nhin giao dfch c6 mric tIQ an todn, bio m6t
theo quy ilinh vd phtr hgp voi nhu cdu cta kh6ch hang v6 hgn mric giao dich;

i) Canh b6o c6c rui ro li6n quan diSn viQc sri dUng dich vU Online Banking;

k) Kh6ng sri dqrng c6c thi6t bidi tt6.ng da bi ph6 kh6a 116 tai vi sri dUng phan

m6m img dpng Online Banking, phAn m6m tao OTP;

l) ICrdng cdi tt4t c6c phdn mAm-14, phAn m6m kh6ng c6 ban quyAn, phdn

m6m kh6ng 16 ngu6n giic;

m) Th6ng b6o kip thoi cho don vikhi ph6t hiQn cfuc giao dich bAt thulng;

n) Th6ng b6o ngay cho don vi c6c trudng hqp: m6t, th6t l4c, hu h6ng thit5t bi
t4o OTP, s6 aien thoai nhfln tin nhin SMS, thiiSt bi luu trE kh6a bAo mft r4o cht
kj tli_en tu; bi lta d6o ho4c nghi ngd bi lta tl6o; bi tin t{c ho4c nghi ngd bi tin tdc
.t ^mn cong.

3. Don v!phAi cung c6p cho kh6ch hang th6ng tin vA dAu m5i tit5p nh6n th6ng
tin, s5 diQn tho4i duong dAy n6ng vi chi din cho kh6ch hang quy trinh, c6ch thuc
pht5i hqrp xu lf c6c l5i vd su c5 trong qu6 trinh sri dpng dich vu Online Banking.

4. Don vi phii gi6i thich cho kh6ch hang ve nhirng tru&ng hgrp qr th6 tlon vi
s€ li6n l4c voi kh6ch hAng, c6ch thric, phuong tiQn li6n l4c trong qu6 trinh kh6ch

hang st dung dich qr Online Banking.

Dilu 19. Bio m$t th6ng tin kh6ch hirng

Don vi phni 6p dgng c6c bipn ph6p bio tlAm an toin, bio m{t dt liQu kh6ch

hang, ti5i thiii,u bao g6m:

l. Dt li-6u cta l<tr6ch hang phi,i dugc bio dim an toin, bio m{t theo quy tlinh

ctia ph6p luft.

2. Th6ng tin sri dpng d6 x6c nh|n giao dich cria kh6ch hdurg bao g6m md

ktr6a bi mAt, m5 PIN, th6ng tin sinh hic hgc khi luu trii ph6i 6p dung c6c biQn



27

ph6p md h6a ho{c che d6u d6 bao dam tinh bi mat.

3. Thiiit lap quy6n truy cap dring chric ning, nhiQm 4r cho nhdn sg thlrc hign
nhiem vu truy cap dt liQu kh6ch hang; c6 biQn ph6p gi6m s6t m5i lAn truy cSp.

4. C6 biQn ph6p quan lj truy cfp, ti6p cQn cric thiiit bf, phuong tiQn luu trft
dft liQu cira kh6ch hang d6 phdng ch6ng nguy co 10, lqt dt liQu.

5. Th6ng b6o cho kh6ch hang khi x6y ra s1, c5 lem lO, lo.t dt li€u cta kh6ch

hang vi b6o c6o kip thoi 116 Ngan hang Nhn nu6c ViQt Nam (Cgc C6ng nghQ

th6ng tin).

Chuong III
DITU IGOAN TIII IIANH't

Didu 20. Ch6.IO b6o c6o

C6c tlon v! cung c6p dich vg Online Banking c6 trlch nhiQm gui b6o c6o

b6ng vdn ban vA Ngan hang Nhd nudc ViQt Nam (Cpc C6ng nghQ th6ng tin) nhu
sau:

l. B6o c6o currg c6p dich vu Online Banking:

a) Thdi han grii b6o c6o: fiii ttritiu l0 ngdy ldm vi€c tru6c khi cung c6p chinh

r8 Didu I I vi Diiiu I 2 cua Th6ng tu sti 77I2025ITENHNN srla <I6i, b6 sung mQt sti rtiiu
ctra Th6ng tu s6 SOZOZ+fff-NFIlrtl,t cta Thi5ng rliic Ngnn hang Nhi nudc ViQt Nam quy <tinh
v6 an todn, bAo mflt cho viQc cung c6p dich W tnrc tuy€n tong ngiurh NgAn hang, co hiQu lgc
kti ttr ngdy 0l/312026 qtry dinh nhu sau:

"Diiu 11. Trdch nhiQm d chhc rhqtc hiQn

Thi trttdng cdc cton vi thu\c Ngdn hAng Nhd nrbc ViQt Nam, aic td chtc tin dqtng, chi
nhdnh ngdn hdng mmc ngodi, ctic d ch*c cung ing dich w tntng gian thanh todn, 6 chilrc
cung ilmg dlch vA Tiin di itQng, c6ng ty thdng tin tin dltng chiu tnich nhiQm d chtc thVc hi€n
Th6ng tu niy.

Diiu 12. Diiu khodn rhi hdnh
l. Th6ng tr nay cd hiQu ltrc thi hdnh ki tt ngdy 01 tluimg 3 ndm 2026, trt truong hqp

quy tlinh tqi khodn 2, Htodn i Diiu ttty.

2. D6i v&i cric ilon v! cung cdp dich v4 thanh todn tryc nydn cho cd Htdch hdng cd nhdn
vd tii chtic, thdi gian dp dqng cdc quy dlnh tqi Diiu 3, Diiu t0 Th6ng ru ndy Hi rn ngay 0t
thdng 7 ndm 2026.

3. Diii vqi cdc don v! chi cung ciip dich vu thanh todn t4tc tuyiin cho l:lui,ch hang tii
ch*c (khing cung cdp dlch v4 cho kfuich hdng cd nhdn), thdi gian dp d4ng cdc quy ttlnh tqi
DiAu 3, DiAu I0 Th6ng tu nay M r* ngay 0l thdng I0 nim 2026./."
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thfc dich vU Online Banking;

b) NQi dung b6o c6o:

(i) Dia chi trang tin tliQn tri hodc kho img dgng cung cAp dich vU;

(ii) Ngny cung c6p chinh thuc;

(iii) C6c gini ph6p kiiim tra kh6ch hang truy c{p dich vU Online Banking; c6c
hinh thric x6c nhQn giao dich 6p dUng cho ttmg lo4i giao dich vd h4n mric giao
dich (n6u c6);

(iv) C6c biur sao chimg nh{n vC bao dam an todn b6o mit, phdng, ch6ng gian
l{n, gia mao quy dinh t4i khoan 5, khoan 7 Di,iu I I Th6ng tu ndy.

2.86o c6o dQt xu6t theo y€u cAu cria Ng6n hdng Nhd nu6c.

Di6u 21. Tnich nhiQm cria cdc ilon vi thuQc Ngffn hirng Nhi nrnicre

l. CUc C6ng nghQ th6ng tin c6 tr6ch nhi-6m theo ddi, kitim tra vd phiSi hqp
voi c6c don vi li6n quan d6 xti lf nhfrng vudng mic ph6t sinh trong qu6 trinh thpc
hi€n Th6ng tu ndy.

2. Thanh tra Ngan hang Nhd nu6c c6 tr6ch nhiQm thanh tra, ki6m tra viQc

thi hanh Th6ng tu ndy vd xri lf c6c truong hq,p vi ph4m theo quy dinh cria ph6p

lu4t.

3. Ngan hang Nhn nudc chi nhffi khu v.uc c6 tr6ch nhi6m thanh tra, gi6m

s6t viec thUc hi€n Th6ng tu ndy tgi c6c t6 chric tin dpng, chi nhrffi ng6n hang
2 ,.

nu6c ngodi, t6 chric cung img dich vU trung gian thanh to6n tr6n dla ban thuQc

phpm vi quan lf vd xri lf c6c trudrng hgrp vi ph4m theo quy dinh cria phrip luQt.

Di6u 22. IIiQu lu. c thi hinh

I . Th6ng tu niy c6 hiQu lUc thi hdnh kii tir ngdy 0l thring 0l ndm 2025, trt
truong hAp quy dM tei khoan 2, khodn 3, khoAn 4 DiAu niy.

2. Di6m b khoan I DiAu 4, tti6m d kroan 9 DiAu 7, khoan 3 vd khoan 4 DiAu

8 c6 hiQu luc thi hdnh k6 tt ngdy 01 thring 07 ndm2025.

3. DiiSm b khoan I Di6u l0 c6 hi€u lUc thi hanh k6 tu ngny 0l thring 0l ndm

2026.

4. Diiim c khoirn 5 Di6u ll, diiim c khoin 7 DiAu ll, ttii5m b (iv) hhoan I
DiAu 20 c6 hiQu lUc thi hanh kii tri ngdy 0l th6ng 07 nim2026.

. 'e giAu nay dugc srla d6i theo quy dinh tai DiAu 8 cua Th6ng tu s6 77l2025frLNHNN
sr:a d6i, to sung mQt s6 diAu cua Th6ng tu s6 50/2024IT[-NHNN cta Th6ng d6c NgAn hang
Nhd nu6c ViQt Nam quy <Iinh vd an toan, bAo mft cho viQc cung cAp dich vu fivc tuy6n trong
nginh Ngin hang, c6 hiQu lgc k6 tu ngdy 011112026.
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5. C6c v6n bdrr sau tl6y h6t hiQu lgc kii tir ngdy Th6ng tu ndy c6 higu lgc:

a) Th6ng tu s6 35/2016/TT-NHNN rtgiry 29 thring 12 nim 2016 cria Th5ng
di5c Ng6n hang Nhd nudc ViQt Nam quy tlinh v6 an toin, bio mQt cho viQc cung

c6p dlch vg ngdn hang tr6n lntemet;

b) Th6ng tu s6 35/2018/TT-NHNN tgiry 24 thang 12 n6m 2018 cria Th6ng

tli5c NgAn hang Nhd nudc ViQt Nam sria d6i, bO sung mQt sO aiAu cta Th6ng tu
sO lSlZOtOfff-NHNN ngiry 29 thing 12 n6m 2016 cria Th6ng tliic Ngdn hang

Nhi nu6c Vi6t Nam quy t[nh v6 an todm, b6o mft cho viQc cung c6p dich vp ngAn

hang tr6n Intemet.

6. Bei b6 Di6u 25 cria Th6ng tu s6 O9\\O^O|TT-NHNN ngiry 2l thrfng 10

ndm 2020 cta Th6ng diic NgAn hang Nhd nu6c Vipt Nam quy dinh vd an toan hQ

th6ng th6ng tin trong hopt ttQng ngdn hang.

Didu 23. Quy ilinh chuy6n ti6p

1. C6c giao dich tl6ng lcf tg tlQng trich Ng tai khoan thanh torin, fu tlQng trich
Nq vi diQn tu, tU tlQng thanh toan tir th6 cria lJr6ch hang <Iugc thgc hiQn tru6c
ngdy Tli6ng tu niy c6 hi€u luc thi henh dugc tiiip tgc thyc hiQn <liln hiit thoi hen

cria th6a thu6n tt6 giao kilt; trudng hap th6a thuQn kh6ng x6c dinh thoi han thi
tlugc ti6p tuc thUc hiQn diSn h6t ngdy 31 thang 12 ndm2026.YrQc sria d6i, b6 sung,

gia hqn th6a thuQn phii tuAn thri theo quy ttfnh tai khoan 2 Eitu l0 Th6ng tu niry.

1a.20 CLc giao dich tleng kj tU dQng trich Ng tai khoan Ti€n di dQng duo.c

thUc hiQn tru6c ngdy Th6ng tu ndy c6 hiQu lgc thi hanh duqc tii5p qrc thuc hiQn

di5n hiit thcvi han cria th6a thu6n dE giao ki5t; truong hgrp th6a thufn kh6ng x6c tlinh
thoi hen thi <Iuo. c tii5p {rc thUc hiQn di5n h,5t ngdy 31 thring 12 ndm 2026. Vi€c sta
d6i, bO sung, gia han th6a thudn phii tuan tht theo quy dinh tAr khoan 2 Di6u l0
Th6ng tu niy.

2. C6c mE kh6a bi mft, m6 PIN tlang duo. c sri dpng tru6c ngiy Th6ng tu ndy
c6 hiQu luc thi hinh thi tluo. c tii5p {rc st dgng cho d6n khi kh6ch hang thay tl6i
hoac ttiin hiit thoi gian hiQu luc cta md kh6a bi mfq md PIN. Kii tu ngdy Th6ng
tu ndy c6 hiQu lgc, cilc mdkh6a bi mft, m6 PIN khi ttray tt6i ph6i tuSn tht quy
dinh tAr khoin l, khoan 2 DiAu l1 Th6ng tu ndy.

Di6u 24. T6 chrrirc thgc hiQn

Ch6nh VEn phong, Cqc truong CUc Cdng nghQ th6ng tin vd Tht trudng c6c

20 Khoan nAy dugc b.i sung quy dinh tai DiBu 9 cua Th6ng tu sis 77I2025ITI-NHNN
snfa d6i, bo sung mQt sti didu cua Thdng tu sii SO/ZOZ+fft-NtnfN cria Th5ng diic NgAn hang
Nhd nu6c Viet Nam quy tlinh vd an toAn, bio mflt cho viQc cung CIp dich vU trUc tuy6n trong
nganh NgAn hang, c6 hiQu lgc k6 tn ngdy 0l/3/2026.
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don vi thuQc NgAn hdng Nhd nu6c ViQt Nam, Chri tich Hgi d6ng qu6n tri, Cht
tlch HQi d6ng thanh vi€n, T6ng gi6m d6c (Gi6m tt6c) c6c t6, chric tin dgng, chi
nhrffi ngdn hdng nu6c ngohi, c6c t6 chric cung img dich vg irung gian thanh to6n,

cdng ty th6ng tin tin dpng chiu tr6ch nhi€m t6 chric thlrc hiQn Th6ng tu ndy./.

.i
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, pnAx roar 
"^o 

rt.lHffioi'oAx rngc ruvrx
@an'hdnh kim theo Th1ng tu sd 77/2025/TI:-NIINN ngay 3t tluing l2 ndm 2025 cfia Thiing ddc Ngin hdng Nhd nudc hQt Nam)

Giao dich loai A Giao dich logi C

2r Phg lrrc 
"ay. 

auEc thay th6 theo quy dinh hi Dilu l0 cua Th6ng tu s6 zztZOZSfff-Xt+fN sria d6i, bO sung mot s5 diAu cta Th6ng tu
s6 SOIZOZ+fft-UfnfN cua Th6ng <tiic Ng6n hing NhA nudc MQt Nam quy tlinh v0 an toAn, bio mft cho viQc cung cAp dich vr,r tr.uc tuyiin hong nganh
NgAn htuig.

KhoAn 2 vi lhoAn 3 Di6u 12 cua Th6ng tu sti ZZlZoZsfff-NtStN quy rlinh:
*2. Ddi vai ai,c Qonvi cung cdp dich vu ttunh todn tryc nrydn cho cd l:tuich hing cd nhdn vd d ch*c, thdi gian dp dang cdc qtty dinh tqi Diiu 3,

Diiu l0 Th6ng nt ndy E fi ngAy 01 iluing 7 ndm 2026.
. 3. Diii voi cdc don vi chi cung ciip dich w thanh todn Wc uydn cho kkich hdng tii chtbc (kh6ng cung cdp dich v4 cho khdch hdng cd nlain), thdi
gian dp dqtng cdc quy dinh tsi Dtiu 3, Diiu 10 Th6ng tu ndy kb tt ngdy 0t thdng I0 ndm 2026./."

STT Logi hinh giao dich Giao dich logi B Giao dich logi D

I Kh6ch hing c6 nhin

I Nh6mI.l:

- Chuyr-ln ti6n giiia c5c
tai k*roan thanh tofur, th6
ghi ng,!h6 ffi tru6c ttinh
danh (sau &iy ggi chung
la the) cua mQt kh6ch
htng trong mQt 6 chric

TAt ci c6c giao dich.
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STT Logi binh giao dich Giao dich loaiA Giao dich lo4i B Giao dich logi C Giao dich logi D

cung img dich vu thanh
torin.

- Chuyiin tidn gifra c6c vi
tliQn tu cta mQt kh6ch
hang trong m6J tii chric
cung img dich vU trung
gian thanh toan.

2 Nh6mI.2:

- C6c giao dich thanh
to6n hang h6a, dich vu
hep phAp duo.c t6 chtic
cung img dich vU thanh
toan, trung gian thanh
torin, t6 chric cung img
dich ru Ti6n di <lQng

crrng c6p ho[c t4i c6c

<ton vi ch6p nhAn ftanh
to6n do c6c t6 chric cung
mg dich"vlr thanh to6n,
trung gian thanh to6n, t6
chric cung ung dich W
TiAn di dOng chiu tnlch
nhiQm lua cho.n, thAm

Giao dch th6a min
di6u ki-€n:

Giao dfch th6a m5n
c6c diAu ki6n:

Giao dich th6a m6n c6c
tli6u kiQn:

G+T<5triQuVND. (i)G+T>5triQu
VI{D.

(i)G+T>l00triQu
\.TND.

(ii)G+T<l00tiQu
\./ND.

(ii)G+T<l,5r,iVNID.

Giao dich thda min
<IiAu ki€n:

G+T> l,5ti\,/ND.
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STT LoSi hinh giao dich Giao dich logi A Giao dich logi B Giao dich logi C Giao dich loai D

tlinh, girim s6t vi qu6n

ly.

3 Nh6m I.3:

- Chuy6n ti6n gita c6c

tai khoan thanh to6n,

th6, vi tliQn tu, tai khoan
-, :.
I len Cl OQng cua cac cnu
tdi kho6n, chri th6, chri vi
diQn tt, cht tai khoan
Ti€n di <lQng kh6c nhau.

- ChuyrAn ti6n giira c6c

tdi khodn, th6, vi diQn tri,
tai khoan Ti6n di ttQng

md t4i crlc tii chric cung
ung dlch qr ttranh torln,

ti5 chfc ph6t hanh th6, t6
chric cung ung dich vU

trung gian thanh toan, t6
chric cung rmg dich vu
TiAn di dQng khdc nhau.

- Chuy6n tiAn vio Vi
tliQn tu tt tdi khoan ngdn
hang ho{c th6 cria chri Vi

Giao dich chuyiin
tiAn, rut ti6n gita Vi
<IiQn tri vd tai khoan
thanh toen, th6 cria

chri vi tliQn tu tai ngdn
hang li6n kiSt theo quy
dlnh cria phSp luft
th6a m6n c6c diAu
kiQn:

(D G S l0 triQu VND.

(ii)G+Tr,*520triQu
VND.

Giao dich (ngo4i trir
giao dich chuy6n tidn,

., ,.1nrt tlen glua vr o19n

tu vi tai khoan thanh
torin, th6 cta cht vi
ttiQn tri tgi ngdn hang

1i6n ktit theo quy ttinh
cria ph6p lu$t) th6a
mf,n c6c diAu kiQn:

(i) G S 10 tri€u VND.

(ii)G+Tksth<20triQu
\.IND.

Giao dich th6a mdn mQt

trong c6c truong hqp
sau:

l. Trudmg hqp l: Giao
dich th6a m6n c6c didu
kiQn:

(DGSl0triQuVND.

(ii)G+Tur,>20triQu
\,TND.

(iiDG+T< 1,5 r,ivND.

2. Trudng hqp 2: Giao
dich th6a mdn c6c diAu

kiQn:

(i)G>l0tri€uVND.

(iD GS 500 friQu VND.

(iii)G+Ts l,5tyvND.

Giao dich th6a min
mQt trong c6c trudmg

hgrp sau:

l Trubng hgp l: Giao
dich th6a m6n c6c

oleu Klen:

(D G S l0 triQu VND.

(ii)G+Tk.th>20triQu
\.IND.

(iii)G+T>l,5ry
VND.

2. Trudng hqrp 2: Giao
dich th6a mdn c6c

dleu Klen:

(i) G > l0 triQu VND.

(ii)G<500trieu
\TND.
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STT Logi hinh giao dich Giao dich logi A Giao dich lo4i B Giao dich lo4i C Giao dich lo4i D

tli€n tu tpi ngdn hang
li€n ki5tt.

- Rrit ti6n ra kh6i Vi <liQn

tir v6 tei kJroan thanh
to6n ho[c th6 cta chri vi
tliQn ui tpi ngdn hang

li6n ktit.

(iii)G+T>1,5ri
VIID.

3. Trudng hqp 3: Giao
dich th6a mdn di6u
kiQn:

G > 500 tri6u VND.

4 Nh6m I.4:

Chuy6n ti6n fi€n ng6n
hlurg ra nu6c ngodi2.

Giao dich th6a m6n c6c

oleu Kten:

(i) G s 200 triQu VND.

(ii)G+Ts l ti\rND.

Giao dich th6a mdn
mQt trong cric trudng
hgp sau:

l. Trudng hgrp l: Giao
dich th6a min c6c

dreu klen:

(DGS200trieuVND.

(iDG+T> I ri'{ND.

2. Trudng hqp 2: Giao
dich th6a mdn diAu

kiQn:

G > 200 triQu VND.

I Khich hirng t6 chfC
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STT Lo4i hinh giao dich Giao dich lo4i A Giao dich lo4i B Giao dich logi C Giao dich logi D

I Nh6m II.l:

Chuy6n tiAn gita c6c tai
l,lhoan thanh torln ho4c

Vi <liQn tu cria ctng mQt
kh6ch hang trong mQt t6
chric cung rmg dich 4r
thanh toriLn hoic tii chtic
cung img dfch vg trung
gian thanh torln.

Tdrt ch cic giao dich.

2 Nh6m II.2:

- Chuyiin ti6n giiia c6c

tai khoan thanh to6n, vi
diQn tt cta c6c chri tai
khodur, cht vi diQn tu
kh6c nhau.

- Chuy6n tiAn gita c6c

tai k:troan, vi <liQn tu m&
tai c6c tti chric cung img
dich vU thanh to6n, t6
chtc cung ung dich vu
trung gian thanh torin
kh6c nhau.

I. Lo4i Cl:

Giao dich cria kh6ch
hang t6 chric m6i th6a
mdn mQt trong cdc

trudmg hqp:

l. Trutmg hgp l: Giao
dich th6a mdn c6c diAu

kiQn:

(D G > 50 triQu VND.

(iDGs1ry\rND.

(iii)G+Ts10r,ivND.

I. Lo4i Dl:

Giao dich cia kh6ch

hang t6 chric m6i th6a

m6n mdt trong c6c

trucrng hqp:

l. Tru&ng hqp l: Giao
dich th6a mdn c6Lc

oleu Klen:

(i) G > 50 triQu VND.

(ii) Gs I fi \rND.
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STT Lo4i hinh giao dich Giao dich lo4i A Giao dich lo4i B Giao dich lo4i C Giao dich lo4i D

- C6c giao dich ftanh
to6n hang h6a, dfch vg
hq,p ph6p dugc t6 chric
cung (mg dich W thanh
toAn, trung gian thanh
torln cung c6p ho4c t4i
c6c tlon vi ch6p nhin
thanh to6n do c6c t6
chric cung img dfch vtr
thanh toAn, trung gian
thanh to5n chiu tr6ch
nhiQm lua cho.n, th6m

tllnh, gi6m s6t vd qu6,n

li.
: _.:.- unuyen tlen vao vr

dien tt tt tei kfioan ngin
hang ho{c th6 cua cht Vi
tliQn tu tei ng6n hang

li6n k6tt.

- Rtit tiAn ra kh6i Vi tti€n
fii va tai khoan thanh
todn ho{c th6 cria chri vi
tti€n tu t4i ngSn hang
li6n ktit.

2. Trudng hgp 2: Giao
dich th6a mdn c6c didu
kiQn:

(D G S 50 triQu VND.

(ii)G+Trctr,>100triQu
\,/ND.

(iii)G+Ts l0ri,/ND.

II. Lo4i C2:

l. Trudng hqp l: Giao
dich cira kh6ch hang t6
chric m6i th6a min c6c
oleu Klen:

(D G S 50 triQu VND.

(ii)G+Ti"r,<l00tri€u
\./ND.

2. Trudng hqp 2: Giao
dfch cria cric diii tuqng
khric th6a mdn c6c didu
kiQn:

(iii)G+T>l0ri
\TND.

2. Trudng hqp 2: Giao
dich th6a m6n c6c

oleu Klen:

(D G S 50 triQu VND.

(ii)G+Trcil,>100
tri€u VND.

(iii)G+T>10ri
\,/ND.

3. Trudng hqp 3: Giao

dich th6a m6n didu
kiQn:

G> I tj/ VND.

II. Lopi D2:

Giao dich cria c6c d6i
tuqng kh6c th6a mdn
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STT Logi hinh giao dich Giao dich logiA Giao dich logi B Giao dich loqi C Giao dich lo4i D

- Chuyiin ti6n vdo tai
' -.:Knoan llenoloQng.

O Gs I r,j,vND.

(ii)G+TS l0tivND.
mQt trong c6c trudng
hs?:

l. Truonghgp 1:Giao
dich th6a m6n c6c

oleu Klen:

(DGsltivND.
(ii)G+T>10ri
VND.

2. Trudmg hqp 2: Giao

dich th6a min tti6u
ki-Cn:

G> I ti\rND.

3 Nh6m II.3:

Chuy,in tiAn [6n ng6n

hing ra nudc ngodi2.

Lo4i C3:

Giao dich th6a mdn c6c

oreu Klen:

(D G S 500 tri€u VND.

(iDG+TssrivND.

Lo4i D3:

Giao dlch th6a mdn

mQt trong c6c trudrng

hqp sau:

1. Trudng hqp l: Giao
dich th6a mdn c6c

oleu Klen:
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Ghi chrt:

G: Gi6 tri cta giao dich.

Tr,u,' T6ng gi6 ni c6c giao dich lopi A, lopi B vd lo4i C2 (d6i voi kh6ch hang t6 chric moi) cria timg nh6m lo4i hinh giao dich tld
thUc hiQn cria mQt tii khoan thanh to6n hoflc mQt thl (bao gim cd giao dich chuydn tiin vdo Vi di€n t* tit tdi khodn thanh todn
hoQc thd cila chil Vi di€n t* tqi ngdn hdng li6n kdt khi thuc hi€n tuAn ilng dyng V{ di€n tu)hoic mQt vi di6n tt (kh6ng bao gim
giao dich chuyiin tiin vdo chinh Vi ilien t* d6 til tdi khodn thanh todn ho(c thd cia chi Vi di€n t* tqt ngdn hdng fiAn kAt khi thryc

hiAn *An img dryng Vi ili€n tt) holc m6J tai ktroan Ti6n di ttQng cta kh6ch hang t?i mQt tii chric cung img dich vq thanh toSrn

ho{c t6 chric cung img dich vu tmng gian ttranh torln hodc t6 chric cung tmg dich vu Ti6n di dQng, kh6ng bao g6m c6c giao dich
chir dQng trich Ng tai khoan thanh tori.n, chri dQng trich Ng vi tliQn tri, chri d6ng trich Ng tii khoan Ti6n di d6ng, chfr <lQng thanh
to6n tu th6. Trcr, duo. c tinh gi6 ni bdng 0 tai th6i di.im <ldu ngdy ho4c ngay sau ttri dracn hang b6 ph6t sinh giao dich trong hgiy
st dprtg hinh ttuic x6c nhfn cho giao dich loai, C hopc 1o4i D (d6i voi khdch hang cd nhdn) ho{c giao dich lo4i C t ho4c D I (d6i
voi kh6ch hang t6 chric moi).

T: T6ng gi6 trl c6c giao dlch cria tirng nh6m lo4i hinh giao dich dE thUc hi6n trong ngiry @ia m\t tdi khodn thanh todn hoQc m6t
thd (bao gim cd giao dich chuytin tiin vdo Vi di€n tft t* tdi khodn thanh todn hodc thd cfia chi Vi ili€n tir tqi ngAn hdng hAn kit
khi thwc hi€.n trAn img dqtng Vi di€n t*) hodc mot V{ di€n t* (kh1ng bao gim giao dlch chuydn tiin vdo chinh V{ dien t* d6 ti tdi

STT Logi hinh giao dich Giao dich logi A Giao dich lo4i B Giao dich loqi C Giao dich lo4i D

(i) c s 500 trieu vND.

(ii)G+T>5rivND.

2. Truong hqp 2: Giao
dfch th6a m6n didu
kiQn:

G > 500 triQu VND.
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khldn tfunh todn ho(c thd cfia chi Vi tliQn ttYai ngdn hdng fiAn bdt khi thuc hi€n tr€n ilng d1tng Vi di€n tb) hoQc mflt tdi khodn
Tiin di ttQng) cria khrlch hang tpi mQt t6 chric cung img dich vg thanh toriLn hoflc t6 chric cung rmg dich vg trung gian thanh torin
ho{c t6 chric cung rmg dich vU TiAn di dQng), kh6ng bao gdm c6c giao dich chri ttQng trich Ng tai khoan thanh to6n, chri dQng

trich Nq vi ttiQn tu, cht dQng kich Ng tai khoAn Tidn di dQng, chri tlQng thanh tori,n tir th6.

(l) D6i voi giao dch chuyiSn tidn vio Vi tli€n tu tu tai khoan thanh torir/ the cta chri vi tli€n tu tai ng&r hang li€n kiit, viQc ph6n

lo4r grao dich cin ct theo tai khoan thanh toen, th6 li6n kiit voi Vi tliQn tu.

(2) Han mric quy d6i theo ty ei6t4ithoi tliiim thuc hi€n giao dich.

(3) Trunng hqp kh6ch hang h hO kinh doanh'ho{c doanh nghiQp si6u nh6 6p dung cn6 aO t6 torln don gian, viQc phdn loqi giao
dich tuong t.u kh6ch hang c6 nhdn.
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xAC NHAN-crAo DICH TTTANH TorN rRr/c rUyEN
(Ban'hdnh kim theo Th6ng ttr sd 77/2025/TT,NHNN nCdy 3 t thting I 2 ndm 2025

.-,-

. prta-!fuQng il6c Ngin hdng Nhd ntdc Wst Nam)

2 Phg luc ney duqc thay th6 theo quy iflnh tai DiAu l0 cua Thdng tu $ 77l2025fm-ut+tN sria
d6i, b6 sung mQt s6 diAu cua Th6ng tu s6 solzoz+frr-rU+W crira Th6.ng rt6c Ngin hAng NhA nuoc Vifl
Nam quy <linh vA an todn, bdo mft cho viQc cung cAp dich 4r tr.uc tuy6n trong nginh Ngin hAng.

I(hodn 2 vA khoAa 3 Didu 12 cua Th6ng tu s6 77I2025ITT-NHNN quy ttinh:

"2. Diii v&i cdc tlon vi cung ciip dich vtt thanh todn Wc tttydn cho cd Htdch ling cd ntuin vd td
chtbc, thdi gian dp dyng cdc quy dinh tqi Diiu i, Diiu 10 Th6ng u ndy kE ti ngdy 01 tMng 7 ndm 2026.

3. Diii voi cdc don vi chi cung cdp dich vu thanh todn trlrc tuydn cho kluiLch hang tii chrhc (khilng
cung cdp.dich ry cho khdch hdng cd ntrdn), thdi gian dp dltng cdc qtty dinh tqi Diiu j-, Diiu 10 Thilng
tu nay kA fu ng6y 0l thdng l0 ndm 2026./."

STT
Giao
dich

Hinf, thirc i6c nh$n girio aicn tlanh toin trfltu$n t5i thi5u

Kh6ch hirng c6 nhin Khich hirng t6 chrfrc-. '

I

2

Giao
dich
loer
A

- ME kh6a bi mflt ho{c md PIN
(truc,ng hqp dE x6c nhfn tai

bu6c ding nhap thi ktr6ng bEt

buQc phii x6c nhfln t4i budc
thuc hiQn giao dich).

- ME kh6a bi mflt ho{c md PIN (truonC
hqp tl6 x6c nhAn t4i bu6c tl6ng nhap thi
k'h6ng bit buQc phii x6c nhfln t4i bu6c
thUc hiQn giao dich).

- SMS OTP hoic Voice OTP ho{c
Email OTP;

- Ho{c Th6 ma trdn OTP;

- Hopc khop ttung th6ng tin sinh tric
hqc thi6t bi(r) cria nguoi tl4i diQn hgrp

ph6p hoflc c6 nh6n tlugc nguoi <t4i diQn

hgp ph6p riy quyAn (niiu c6).

Giao
dich
loai
B

- SMS OTP ho[c Voice OTP
ho{c Email OTP;

- Ho{c Th6 ma rfn OTP;

- Ho{c Soft OTP/ Token OTP
logi co ban ho{c nAng cao;

- Ho{c hai k6nh;

- Ho{c knop dung th6ng tin
sinh mic hqc thi6t bi(t)

- HoEc FIDO;

- Ho{c cht lcf tliQn tri an toirr.
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STT
Giao
dich

Hinh thric x6c nhin giao dich thanh to6n tru,c tuy5n t5i ttri6u

Kh6ch hirng c6 nhAn Kh{ch hirng t5 chric

3 Giao
dich
lo4i
C

- OTP gui qua SMS/Voice holc
Soft OTP/Token OTP loai co
ban.

- Vd k6t hsp lftop dring thdng
tin sinh tric hgc.

l. Lo4i giao dich C I :

- Khop dring th6ng tin sinh hic hgc cria

nguoi dpi diQn hqp ph6p, kiSt hqp voi
Soft OTP/Token OTP loai co ban hoflc

hai k6nh.

2.Lou giao dich C2,C3:

- Soft OTP/Ioken OTP loai co ban;

- Hogc hai k€nh.

4 Giao
dich
lo4i
D

- Soft OTP/Ioken OTP lo4i
ndng cao hoac FIDO ho{c chft
kf tliQn tti an todn,

- Vd kl5t hSp k}ro? tlung th6ng
tin sinh tr6c hgc.

l. Lo4i giao dich Dl:

- Khorp tlung th6ng tin sinh nic hgc cria

ngu<ri d4i diQn hqp ph6p, ki5t hgp voi
Soft OTP/Ioken OTP lopi ndng cao

ho4c FIDO ho{c cht lcf tliQn tu an toin.

- Ho{c cht kf di€n tu an todn <Iu-o. c tich
hgrp voi tai khoan ttinh danh diQn tu cria

t6 chric.

2.Lou giao dich D2,D3:

- Soft OTP/Ibken OTP lo4i n6ng cao;

- Ho4c FIDO;

- Ho{c cht lcf <liQn tu an toirn.

Ghi chri:

- C6c hinh thric x6c nhfln quy ttinh chi titit tai Oi6u 1l Th6ng tu ndy.

^t.- D6i v6i kh6ch hang c6 nhAn:

+ Ilinh thtc xic nhQn giao dich loqi D c6 thii xtic nhQn giao dich loqi A, B, C.

+ IIinh thftc xic nhfin giao dich loqi C c6 thi xdc nhQn giao dich loqi A, B.

+ Ilinh thtc xdc nhdn giao dich loqi B c6 thii xtic nhQn giao dich loqi A.

- o6i vOi ktr6ch hang t6 chric:

+ Ifrnh thtc xic nhfin giao dich loqi Dl c6 thii xric nhgn giao dich loqi A, B, CL
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+ Inn
c2, c3.

h th*c xdc nhqn giao dich loqi D2, D3 c6 th4 xdc nhqn giao dich loqi A, B,

+ Ifinh thuc xdc nhqn giao dlch loqi C (g1m Cl, C2 vd C3) c6 thi xdc nhqn giao
dich loqi A, B.

+ Ifinh thtc xdc nhqn giao dich loqi B cd thii xdc nhqn giao dich loqi A.

- Trudng hqp kh6ch hang ld hQ kinh doanh ho{c doanh nehiQp si6u nh6 6p dgng chti

d0 k6 to6n tlon giin, 6p dUng hinh thuc x6c nhin giao dlch tucrng tU kh6ch hang c6 nhAn.

Trong tI6, aOi vOi hinh thric khop tlung th6ng tin sinh tric hgc vd hinh thric knop tlung
th6ng tin sinh tric hqc thi6t bi, th6ng tin sinh tric hgc sri dgng a,3 d6i ctriiSu, so srinh ld
cta nguoi tlai di-6n hgp ph6p ho{c c6 nhdn tlugc nguoi d4i diQn hqp phdp ty quy6n (ni5u

c6).

(l) Truong hqp kh6ch hang de d5ng nhQp rmg dgng Online Banking beng khop dung

th6ng tin sinh tric hoc thii5t bi, ktr6ng 6p dUng biQn ph6p x6c nhQn nAy khi thUc hiQn giao

dlch trong phi6n ddng nh{p t16.
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PEU LUC 03
PHAN LOAI GIAoDICH THAI\H TOAN TIIE TRIIC TUWN

ftan hdnh kim theo Th6ng tr sii 50/2024/TT-NHNN ngoy 3 t tluing I0 nim 2024
ctia'lniing aic Ngdn hdng Nha iwc)

Logi hlnh giao dich Giao dich logi E Giao dlch logi F Giao dich lo4i GSTT

I C6c giao,: dich thanh to6n
hAng h6a, dich w hqp ph6p
duqc t6 chrlc cung rmg dich
w ttlanh to6n cung c6p ho{c
tai c6c iloir vi ch6p nhan the
do c6c t0 chric cung img dich
vu thanh to6n chiu tr6ch
nhi€m lUa chqn" tham dinh,
gi6m s6t vd qu6n V.

Giao dich thda mfln tli€u kiQn:

G+T< 5 tri€uWD.
Giao dlch th6a min c5c
di6u kiQn:
(i)G+T>5triQuMrlD.
(ii)G+TS l00triQu
VNID.

Giao dich th6a mdn c6c di6u
ki€n:
G+T> l00ti€uMIID.

G: Gi6 u! pria giao dich.

T: T6ng giri tri c6c giao dich dE thgc hi6n trong ngdy cria th6 dang giao dch cria khrioh hang t+, m6J t6 chric phrit hdnh th6,
kh6ng bao g6m c6c giao dich do t6 chric ph6t hanh ttr6 chri dQng thanh to6n tu the theo th6a thuQn voi kh6ch hang.

Ghi chi:



xAc Nu+N .roo rr"IlYrlHfilt"^ rHt rRr/c ruvrN
(Ban hdnh kdm theo Th6ng u sd 77/2025/TT-NHNN ngay 3t thdng I2 ndm 2025

cfia Th6ng diic Ngin hdng Nha rumc Wst Nam)
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STT Giao dich
Hinh thrfrc x6c nh$n giao dich thanh to6n th6

trgc tuy6n t6i tni6u

I Giao dich lo4i E Mn kh6a bi m6t hoac mE PIN (truonC hgp dd x6c

nhAn tAi bu6c tt6ng nh$p thi kh6ng b6t buQc phAi x6c

nhan tai bu6c thsc hiQn giao dch).

2 Giao dich loai F - SMS OTP ho{c Voice OTP ho{c Email OTP;

- Hoqc Th6 ma trQn OTP;

- Ho[c Soft OTP/ Token OTP loai co b6n;

- Ho[c knorp tlung thdng tin sinh tric hqc thi6t bi;

- HoEc hai k6nh.

J Giao dich lo4i G - Soft OTP/Ioken OTP 1o4i ndng cao;

- Ho4c FIDO;

- Ho{c cht lcj tliQn tu an todn;

- Hopc EMV 3DS.

23 Phg lgc nAy dugc thay th6 theo quy rlinh tai DiAu l0 cria Th6ng tr sit 77/2O25|TT-
NHNN sta d6i, b6 sung mQt s6 di6u cua Th6ng tu s6 50/2024rrT-NHNN.c'ra Thting d6c Ng6n
hnng NhA nudc ViQt Nam quy <tinh vA an tdn, beo mflt cho viQc cung cip dich vu tuc tuy6n
trong ngAnh NgAn hing.

Khoin 2 vd khoAn 3 DiAu 12 cua Th6ng tu S 77/2025ITI.NHNN quy <linh:

"2. Diii voi cdc ilon vi cung cfo dich vu thanh todn t4tc wydn cho cd ltlulch hang cd
nhdn vd d chtc, thdi gian d,p dqng cdc quy dinh tqi Diiu 3, Diiu t0 Thing ttt ndy kd ti ngdy
0l thdngT ndm 2026.

i. Diii voi cdc ilon fi chi cung cdp dich vu thanh todn Wc tuydn cho khdch hdng tii
chttc (lh6ng cung cdp dich'nt cho kMch hing cd nhin), thdi gian dp dqtng cdc quy ttinh tai
DiAu 3, DiAu 10 Thdng tu niy ki ti ng6y 0l tMng l0 ndm 2026./."
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Ghi chri:

- C6c hinh thric x6c nh4n quy dinh chi ti€t t4i Di6u I I Th6ng tu ndy.

- Hinh thirc x6c nhQn giao dlch lo4i G c6 thiS x6c nh4n giao dlch lo4i E, F.

- Hinh thirc x6c nh4n giao dlch loai F c6 th€ xric nhgn giao dich loqi E.

NGAN HANG NHA NTI6C

VIETNAM
'=:-

ser Jf, /vBHN-NHNN

Nai nhQn:

- Ban L6nh d4o NHNN;
- Vdn phdng Chinh phir (dO tl[ng C6ng b6o);

- C6ng th6ng tin <liQn tri NHNN;
- Luu VP, PC3p

xAC THUC VAN BAN HqPNHAT

Hd NOi, ngdy J21tu6ng d ndm 2026

KT. TH6NG D6C LONG DOC

Doirn Th6i Son
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