Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé k¥ thuét:
1.1. Gi6i thi¢u chung vé dw toan, géi thau:

- Tén dy toan: Mua sam hang hoa Gia han ban quyén phan mém cho thiét bi
tuong ltra Fortinet

- Tén goi thiu: Mua sdm hang hoa Gia han ban quyén phan mém cho thiét bi
tuong ltra Fortinet

- Chu dau tu: Cong ty Pau tu Tai chinh nha nudc Thanh phd H6 Chi Minh
- Hinh thirc Iyra chon nha thau: Chao hang canh tranh (qua mang).
- Phuong thure lya chon nha thau: Mot giai doan mQt tii hd so
- Thoi gian thyc hién goi thau: Tdi da 30 ngay ké tir ngdy hop dong c6 hiéu luc
- Ngudn vén: Chi phi hoat dong ctia HFIC
- Loai hop dong: Tron goi
- Pia diém cung cap hang hoa: S6 67-73 Nguyén Du, phuong Sai Gon, thanh
pho H6 Chi Minh
1.2. Yéu cau vé k¥ thuét:
Yéu cau vé k¥ thuat bao gdbm yéu cau vé ki thuat chung va yéu cau vé ky
thuat chi tiét do1 véi hang hoa thude pham vi cung cap cta goi thau, cu thé:
1.2.1. Thong tin vé thiét bj twong lira bén moi thau dang sir dung:

a) Thiét bi tuong ltra FortiGate-401F hiéu Fortinet (Unified Threat Protection
(UTP) (IPS, Advanced Malware Protection, Application Control, URL, DNS &
Video Filtering, Antispam Service, and FortiCare Premium).

- S/N: FG4H1FT923903416

1.2.2. Yéu ciu vé ky thuit ciia phan mém bao vé hop nhit cho thiét bi
twong lira: Ban quyén phin mém bao vé hop nhit cho thiét bi tudng lira FortiGate-
401F thot han 36 thang hi€u Fortinet Unified Threat Protection (UTP) (IPS,
Advanced Malware Protection, Application Control, URL, DNS & Video Filtering,
Antispam Service, and FortiCare Premium)



STT

Tinh nang

Chi tiét

IPS

IPS (Intrusion Prevention System) c6 kha ndng phat hién va ngan chéan
cac cudc tn cong mang thong qua viée phén tich giao thirc bang Protocol
Decoder va d6i chiéu véi co sé dir lidu chir ky tan cong (Attack
Signatures) duoc xay dung tir hoat dong nghién ctru, phan tich mdi de
doa ctia hé théng Threat Intelligence (TI), két hop véi cong nghé AI/ML.
IPS hd trg Deep Packet Inspection (DPI) dé kiém tra chuyén sau luu
luong mang, bao gdm ca dit lidu trong cac phién két ndi dugc ma hoa, tir
d6 nang cao kha niang phat hién, ngan chin va bao vé hé théng trudc cac
moi de doa di biét ciing nhu cac bién thé tAn cong mai.

Application
Control

Application Control cho phép ap dung céc chinh sach str dung mang dua
trén viéc nhan dién ung dung tir luu lugng mang. Tinh nang nay cung
cap kha nang nhan dién va thyc thi hanh dong chi tiét theo ting ting dung
hodc nhom tng dung. Vi kha nang kiém tra sdu vao ung dung gitip nang
cao kha nang kiém soat, giam sat va quan 1y viéc sir dung cac tng dung
cling nhu cac dich vu dam may cong cong.

URL, DNS
& Video
Filtering

URL Filtering cho phép kiém soét hodc han ché quyén truy cap ciia nguoi
dung dén cac tai nguyén web dya trén phan loai trang web, ndi dung,
URLs/domains, ... nham cung cap kha ning kiém soat toan dién d6i voi
n6i dung ma ngudi dung co thé truy cap, dong thoi bao vé hé thdng trude
cac moi de doa phat sinh tir Internet.

DNS Filtering phén tich céc truy van DNS va gitip bao vé hé thong trudc
cac mdi de doa nhu botnet, malware va cac tén mién doc hai. DNS
Filtering cung cap cac phuong thic loc DNS nhu phéan loai trang web
dua trén DNS, danh sach chan tur ngué)n bén ngoai, loc tén mién tinh va
ho tro DNS translation.

Video Filtering cho phép loc cac video YouTube dura trén nhiéu tiéu chi
nhu phan loai video, tiéu dé video, mo ta video va ID kénh. Cac tiéu chi
nay cho phép 4p dung cac ngoai 1¢ (override) chi tiét hon d6i véi mot
kénh, nguoi dung hodc video cu thé.

Antispam
Service

Email Filtering ap dung b loc thu rac nhiéu 16p gom local options, truy
van Anti-Spam DB va thong tin tir nguén bén thir ba. HJ tro cac giao
thirc mail nhu IMAP/IMAPS, POP3/POP3S, SMTP/SMTPS.

Unified
Threat

Protection
(UTP)

Phan mém bao mat FortiGuard Unified Threat Protection (UTP) bao gom
cac tinh ndng bao mat: IPS, Advanced Malware Protection (AMP),
Application Control, URL,DNS & Video Filtering, Antispam Service,
and FortiCare Premium

Advanced
Malware

Phan mém bao mat FortiGuard Advanced Malware Protection (AMP)
bao gom céc tinh ning bao mat: Antivirus (AV), Botnet Domains, Mobile

2




Protection | Malware, Virus Outbreak Protection, Content Disarm & Reconstruct,
(AMP) FortiGate Cloud Sanbox.

Fortl(?are Dich vu ho trg va bao hanh phﬁn cung cép do Premium.

Premium

1.3. Cac yéu cau khac:

- Yéu cau phai c6 thu xac nhan cia hang Fortinet.

Muc 2. Ban vé: Khong co.

Muc 3. Kiém tra va thir nghié¢m:

Hang hoa phai duoc kiém tra, thir nghiém va nghiém thu. Moi chi phi lién quan da
bao gom trong gia du thau.




