Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuit
1.1. Gidi thigu chung vé dw dn/dw todn mua sim, goi thiu

- Tén g6i thau: Thay thé thiét bi tuong lira cho hé théng mang CNTT quan tri doanh
nghié¢p tai CSO.

- Nguén vén: Ké hoach mua sim TSCP nim 2026.
- Thot gian thuc hién: 90 ngay.

- Pia diém: Tai Tru s¢ Trung tim Piéu 6 HTD mién Trung-80 Duy Tén, Phudng
Hoa Cuong, Thanh phd Pa Nang.

1.2. Yéu cdu vé ky thugt

a) Yéu cau vé k¥ thuat chung: Nha thau phai cung cap tai liéu vé mat k¥ thuat co day
da noi dung gidi thidu ki thuat, cong nghé, tinh ning, thong s ky thut.

b) Yéu cau vé ki thuat chi tiét :

STT Danh muc Yéu ciu k§y thuit tdi thiéu

Dang thiét ké: Rack-mounted

Thong lugng Firewall: > 79.6 Gbps
Firewall Throughput (Packet Per Second): > 105 Mpps
Maximum Sessions: > 7800000

New Sessions(Connections)/Sec: > 412000
Firewall Policies: > 10000

IPv4 Firewall Throughput: > 79.6 Gbps
Thong lugng [IPSec VPN : > 21.6 Gbps
SSL VPN Throughput: > 3.6 Gbps
Concurrent SSL-VPN Users: > 5000
SSL/TLS Inspection Throughput: > 8 Gbps

SSL Inspection Connections Per Second: > 6000

Thiét bi tudng lira
thé hé moi

SSL Inspection Concurrent Connections: > 800000




STT

Danh muc

Yéu cau k§ thuit tdi thiéu

IPS Throughput: > 12 Gbps

NGFW Throughput: > 10 Gbps

Thong luong Threat Prevention: > 9 Gbps
Application Control Throughput: > 28 Gbps

Tong so cong mang 1Gbps RJ45 hodc 1/10Gbps RJ45
(bao gdm ca card mé rong di kém néu c6): > 12 cong

Tong s6 khe cam SFP+ trén thiét bi (bao gdm ca card hodc
module m¢ rong di kém néu co) : >4 cong

Téng s6 khe cam UpLink trén thiét bi (bao gdm ca card
hodc module m¢ rong di keém néu co) : > 8 cong

S6 cong USB: > 1

S6 cong Console: > 1

O cimg SSD: > 2x480 GB hoic > 1x960 GB
Nguén dién: 1+1 Redundant Hot-swap

Hb tro co ché du phong : Active-Active, Active-Passive,
Clustering

HO tro tinh ning SD WAN

Thoi han st dung ban quyén cac tinh niang NextGen
Firewall:

- IPS;

- Anti-Malware Protection;

- Application Control;

- URL DNS va Video Filtering;

- Antispam: > 36 thang

Yéu cau vé dich vu bao hanh va hd tro k¥ thuat t6i thiéu
nhu sau:

- HO tro 24/7/365: Tiép nhan yéu ciu qua web, chat va
dién thoai.




STT

Danh muc

Yéu cau k§ thuit tdi thiéu

- Thoi gian phén hoi (SLA): Thoi gian phan hoi 1 gi¢ cho
cac 16i nghiém trong (Critical) va phan hoi trong ngay lam
viéc tiép theo cho cac 13i thong thudng.

- Bao hanh phéan cing (RMA): HO tro thay thé thiét bi
phan cimg tiéu chuan vao ngay lam viéc tiép theo.

- Cap nhat phan mém: Cung cdp cic ban cip nhat
firmware ma&1 nhat cho thiét bi.

Bao hanh va hd trg ki thuat chinh hing: > 36 thang

II

Module SFP+
10Gbps Optics

Téc do: 10Gbps
Khoang céach truyén: > 300 mét
Loai Module: Multimode

Tinh twong thich: Tuong thich hoan toan véi thiét bj tuong
ltra thugc pham vi goéi thau

Hang san xuat: Cung hang san xuat voi Thiét bi tuong lira
thé hé méi thudc pham vi goi thau

Thoi han bao hanh: > 12 thang

II

Module SFP+
10Gbps Base-T

Téc do: 10Gbps

Chuan két ndi: RJ45

Tinh tuong thich: Tuong thich hoan toan voi Thiét bj
tuong lua thé hé maéi thude pham vi géi thau

Hang san xuat: Ciing hang san xyét v6i Thiét bi tuong lira
thé hé méi thudc pham vi goi thau

Thoi han bao hanh: > 12 thang

IV

10GE SFP+ Passive
Direct Attach Cable
3m

Chiéu dai cap: > 3 mét

Téc do: 10Gbps

Loai cap: Passive Direct Attach Cable

Tinh twong thich: Twong thich hoan toan vé&i Thiét bi
tuong lra thé h¢ méi thudc pham vi goi thau

Hang san xuat: Cuing hang san xuat voi Thiét bi tuong lira
thé hé mai thudc pham vi goi thau




STT

Danh muc

Yéu cau k§ thuit tdi thiéu

Thoi han bao hanh: > 12 thang

Dich vu trién khai
lap dit va cdu hinh
tich hgp vao hé
thong hién hiru

Dich vu trién khai lip dat va cau hinh tich hop vao hé
thong hién htru:

Hién trang:

- 02 Thiét b1 Juniper SRX550M lam firewall core, hoat
dong & ché do Chassis cluster.

- Céc két noi voi LAN noi bd ctia nguoi dung, Server, di
interne‘g, wireless, WAN EVN/NSMO duoc pgén,céch
boi thiét bi twong Itra Juniper SRX550M dé thiét 1ap
cac chinh sach bao mat.

- Thiét bj duoc thiét 1ap cac chinh sach dé chi cho phép
cac giao thirc hop 1€ di qua gilra cac vung mang va
duogc thiét 1ap cac tinh nang Nextgen Firewall phu hop.

- Security Logs va System Logs ciia thiét bi dugc day vé
hé thong quan 1y log tap trung.

- Thiét bi dugc giam st qua SNMP dé canh béo khi ¢6
van dé v€ hiéu nang hoac hu hong thiét bi.

- Quan tri vién quan Iy thiét bi thong qua hé thong PAM.

Yéu cau:

- Thyc hién thay thé 2 thiét bi tuong lia Juniper
SRX550M va thiét 1ap day du tinh nang va thiét ké
dang duoc str dung nhu thiét bi Juniper SRX550M hién
hitru trong hé thong mang.

- B sung cac tinh ning méi cua thiét bi dé ting cudong
bao mat cho h¢ thong mang.

Vat tu phu phuc vu thi cong lép dat tdi thiéu bao gém: 1
thung cap mang CAT6, 8 soi day nhay quang, 8 soi day
nhdy dong, 1 hop dau bam mang RJ45 va cac vat tu khac
phuc vu thi cong lap dat thiét bi.

1.3. Cdc yéu cdu khdc

Muc 2. Ban vé




E-HSMT niy gdm c6 cac ban v& trong danh muc sau ddy: Khong c6 ban vé.
Muc 3. Kiém tra va thir nghiém

Céc kiém tra va tht nghi€ém can tién hanh gom co:

- Kiém tra du sb luong, thong sd ki thuat dung theo yéu cau.



