MAiu s6 01A - PHAM VI CUNG CAP

Chu dau tu 1iét ké chi tiét danh muc céc dich vu yéu cu, mo ta ngén gon dich vu theo Bang sau:

Chuong IV - BIEU MAU MOI THAU

STT Danh muc dich vu Mo ta dich vu Khéi lwong Pon vi tinh Dia diém thuc hién dich Ngay hoan
moi thiu vu thanh dich vu
1 Duy tri, cap nhat, hd tro k¥ thuat | Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/12/2026
cho Dich vu cung cap dir liéu cac | Chuong V nghé cao Hoa Lac, Xa
nguy co (Kaspersky Data feeds) Hoa Lac, Thanh phd Ha
(12 théng) Noi
2 Duy tri, bao hanh hd tro ky thuat | Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/12/2026
phan mém cép nhat miu, cap nhat | Chwong V nghé cao Hoa Lac, Xa
mot chiéu, luu trir dit liéu cho hé Hoa Lac, Thanh phé Ha
thong (12 thang) Noi
3 Duy tri, bao hanh hé trg k¥ thuat | Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/12/2026
phan mém phan tich, xir 1y tan Chuong V ngh¢ cao Hoa Lac, Xa
cong c6 chu dich KATA (Phién Hoa Lac, Thanh phd Ha
ban Stardard) (12 thang) Noi
4 Duy tri, bao hanh hd tro ky thuat | Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/12/2026
phan mém phan tich, xir 1y tin Chuong V ngh¢ cao Hoa Lac, Xa
cong co6 chu dich KATA (Phién Hoa Lac, Thanh phé Ha
ban Advanced) (12 thang) Noi
5 Dich vu Threat Lookup (12 Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/3/2027
thang) Chuong V ngh¢ cao Hoa Lac, Xa
Hoa Lac, Thanh phé Ha
Noi
6 Dich vu APT Report (12 thang) | Theo quy dinh tai 1 License L6 CN27A, Khu cong 31/3/2027
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Chuong V nghé cao Hoa Lac, Xa
Hoa Lac, Thanh phd Ha
Noi
7 Duy tri hé théng phong chéng ma | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
ddc va cac nguy co mat ATTT Chuong V ngh¢ cao Hoa Lac, Xa
qua duong Email (12 thang) Hoa Lac, Thanh phd Ha
Noi
8 Duy tri, bao hanh hé trg k¥ thuat | Theo quy dinh tai License L6 CN27A, Khu cong 30/6/2027
phan mém quét va danh gia 16 Chuong V ngh¢ cao Hoa Lac, Xa
hong Nexpose (12 thang) Hoa Lac, Thanh phd Ha
Noi
9 Duy tri, bao hanh hd tro k¥ thuat | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
phan mém ra soat ma ngudn Chuong V ngh¢ cao Hoa Lac, Xa
Checkmarx (12 thang) Hoa Lac, Thanh phé Ha
Noi
10 Phan mém giam sat trang thai hé¢ | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
thong Solarwinds (12 thang) Chuong V ngh¢ cao Hoa Lac, Xa
Hoa Lac, Thanh phé Ha
Noi
11 Duy tri ho tro k¥ thuat 24/7 Hé Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
thdng dién toan dam may (Phan | Chwong V nghé cao Hoa Lac, Xa
mém dién toan dam may, Phan Hoa Lac, Thanh phé Ha
mém quan 1y luu trir ddm may, Noi
Phan mém quan trj ha tang dién
toan ddm may) (12 thang)
12 Duy tri, cap nhat, ho tro ky thuat | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
thiét bi tudng lira 16p g dung Chuong V nghé cao Hoa Lac, Xa
cho web Imperva X2020 (12 Hoa Lac, Thanh phd Ha
thang) Noi
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13 Duy tri h¢ thong tuong lira bién | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
(Palo alto) cho hé théng dam may | Chuong V ngh¢ cao Hoa Lac, Xa
(02 b9) (12 thang) Hoa Lac, Thanh phd Ha
Noi
14 Duy tri hé théng tuong ltira Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
Internal (Sonicwall) cho h¢ théng Chuong V nghé cao Hoa Lac, Xa
dam may (01 b9) (12 thang) Hoa Lac, Thanh phd Ha
Noi
15 Duy tri phan mém h¢ thong tuong | Theo quy dinh tai License L6 CN27A, Khu cong 31/12/2026
Itra Tap chi ATTT (02 bo Chuong V nghé cao Hoa Lac, Xa
Hillstone) (12 thang) Hoa Lac, Thanh phd Ha
Noi
Tai liéu dvwoc in tir Hé théng e-GP tai dia chi https://muasamcong.mpi.gov.vn 3




Chwong V. YEU CAU VE KY THUAT
Yéu cau vé k¥ thuét bao gdm cac ndi dung co ban nhu sau:
1. Gi6i thiéu chung vé dy toan mua sim, goi thau:

Goi thau sb 06: “Duy tri, cap nhat, bao hanh va hd tro k¥ thuat cac thiét bi, phﬁn
meém cong ngh¢ thong tin nam 2026

Dia diém thyuc hién: L6 CN27A, Khu cong nghé cao Hoa Lac, Xa Hoa Lac,
Ha Noi

Ngudn vén: Ngan sach qudc phong - chi Co yéu Chinh phi.

Loai hop dong: Tron géi.

Thoi gian thuc hién goi thau: 548 ngay.

2. Muc tiéu cong viéc:

Yéu cau cung cap hang hoa thu¢c goi thau phai dam bao dung, du ndi dung trong
Mau s6 01 A-Pham vi cung cap va yéu cau k¥ thuat ctia goi thau.

3. Yéu cau k¥ thuit ciia goi thau:

STT Néi dung Yéu cau ky thuat

1 Duy tri, cip nhit, bio hanh va hé | Thoi gian: 12 thang, tir 01/2026 - 12/2026.
tro' ky thuét cho Dich vu cung cép
dir lieu cac nguy co (Kaspersky .
Data Feeds) - 12 thang - Bao gom cac loai: IP reputation, Malicious
Hashes, Malicious URL

- Danh sach IoC dugc lam maéi thuong xuyén

Hang san xuét: Kaspersky

- Cac truong thong tin trong mdi IoC goém: Id, lan
dau phat hién, 1an cudi phat hién, mic d6 pho bién,
cac qudc gia bi anh huong, cac dbi tuong c6 lién
quan, linh vyuc bi anh hudng...

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhi¢m khéc phuc, khi ¢6 su c¢b xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tir khi nhan dugc yéu cu, nha thau phai c6 ky
thuat truc tiép vao tu van, hd tro khic phuc su cb.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.




STT Noi dung Yéu ciu ky thuat
+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.
+ Xir 1y céac 161, su ¢b cua hé théng khi c6 yéu cau.
+ Co gidy chung nhan (licence) cua héang theo
ding thoi gian yéu cau.
2 | Duy tri, bdo hanh hd trg ky thuat | Thoi gian: 12 thang, tir 01/2026 - 12/2026.

phin mém cip nhit mau, cip nhat HANna san xudt: Kaspersk

mét chidu, lwu trir dir lidu cho he | o9 oo XUk RASPEISKy | .

théng - 12 thang - Bao gom cac tinh ndng: File reputation, Anti-
APT, URL reputation
- Cho phép thém vao co s& dit lidu cac dbi tugng
khong tin tudng/khbng an toan
- Ho tro REST API
- Giam sat va quan tri qua giao dién Web
- Hd tro nhiéu mé hinh trién khai
- License hd trg 18n tai 50,000 user.
- Nha thau phai c6 cam két dap Gmg day du cac ndi
dung sau:
+ Co6 trach nhiém }(héc phuc, khi ¢6 su cb xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tur khi nhén dugc yéu cau, nha thau phai co ky
thudt truc ti€p vao tu van, ho trg khac phuc sy co.
+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.
+ HJ trg k¥ thudt khi ¢6 yéu cau lién quan dén hé
thong.
+Xtr Iy cac 101, sy ¢6 cua hé thong khi co yéu cau.
+ C6 gidy chtng nhan (licence) cua hing theo ding
thot gian yéu cau.

3 | Duy tri, cip nhit, hd tro ky thuit | Thoi gian: 12 thang, tir 01/2026 - 12/2026.

phin mém phén tich, xir 1y tin
cong c6 chu dich KATA (Phién ban
Stardard) - 12 thang

Hang san xuét: Kaspersky

- License hd tro bang thong 1én dén 1 Gbit/s, 01
Sanbox.

- Thu thap lwu lvong mang va phén tich tin cong

- Bao gdm cac cong nghé phan tich: Anti-malware,
Sandbox, IDS, URL




STT

Noi dung

Yéu ciu ky thuat

- Bao gom cac thanh phan: Sensor dé’thu thap luu
lugng mang, Sandbox d€ phan tich moi de doa tién
tién va Central Node d€ quan ly tap trung

- Sandbox hd tro tiy bién méi truong trén Windows
- Cho phép nhap cac mat khau méu dé tmg dung do
quét cac tép tin nén c6 mat khau

- Luu log cac hanh dong ctia quan tri vién trén ng
dung

- Co s¢ dit liéu dugce cép nhat ty dong hodc thi cong
- C6 kha nang tich hop voi Kaspersky Private
Security Network

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhiém khic phuc, khi c¢6 su ¢d xdy ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ke tir khi nhan dugc yéu cau, nha thau phai co ky
thuat truc ti€p vao tu van, ho trg khac phuc su co.
+ Tién hanh nang cap, cap nhat khi cé phién ban
moi.

+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ X1 1y céac 161, su ¢b ctia hé thong khi c¢6 yéu cau.
+ C6 gidy chtng nhan (licence) cua hing theo ding
thot gian yéu cau.

Duy tri, cip nhit, hé tro ky thuat
phin mém phén tich, xir ly tin
cong co chi dich KATA (Phién ban
Advanced) - 12 thang

Thoi gian: 12 thang, tir 01/2026- 12/2026.

Hang san xuat: Kaspersky

- License hd trg bang thong 1én dén 2 Gbit/s, 02
Sanbox.

- Thu thap luu lwgng mang va phan tich tin cong

- Bao gém céc cdng nghé phan tich: Anti-malware,
Sandbox, IDS, URL

- Bao gom céc thanh phf‘?ln: Sensor dé’thu thap luu
lu”qng mang, Sandbox qé phan tich méi de doa tién
tien va Central Node dé quan ly tap trung

- Sandbox hd trg tly bién moi truong trén
Windows




STT

Noi dung

Yéu ciu ky thuat

- Cho phép nhap cac mat khau mAu dé ang dung do
quét cac tép tin nén cd mat khau

- Luu log cac hanh dong cua quan tri vién trén ing
dung

- Co s¢ dir liéu duoc cap nhat tu dong hoac thu
cong

- CO kha nang tich hop vai Kaspersky Private
Security Network

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhiém }(héc phuc, khi ¢6 su cb xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tir khi nhén dugc yéu cau, nha thau phai co ky
thuat truc ti€p vao tu van, ho trg khac phuc su co.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ X1 1y cac 101, sy co cua hé thong khi cé yéu cau.

+ Co gidy chirng nhan (licence) cua hang theo ding
thot gian yéu cau.

Dich vu Threat lookup

Thoi gian: 12 thang, tir 04/2026 - 03/2027.
Hang san xuat: Kaspersky

- Cho phép tim kiém thong tin vé cac ma Hash, IP
va domain

- Trich xuét két qua tim kiém ra céc dinh dang CSV,
STIX (.xml) va loC

- Danh gia, phan loai trén timg dbi tugng tim kiém

- Bao gdm khung thoi gian dbi twong dugc xac dinh
nguy hai

- Vi tri d6i tuong gy hai
- Thong ké viéc phat hién ddi twong

- Liét ké danh sach cac ddi tuong khéc c6 lién quan
dén doi tugng dang tim kiém




STT

Noi dung

Yéu ciu ky thuat

- Hé thdong bo sung tra két qua tim kiém trén céac
nguon khac nhau nhu OSINT, Dark web, Surface
web...

- Nha thau phai c6 cam két dép tmg day du cac noi
dung sau:

+ C6 trach nhi¢m khéc phuc, khi ¢6 su c¢b xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio

ké tir khi nhan dugc yéu cau, nha thau phai co ky
thuat truc tiép vao tu van, hd tro khic phuc su cb.

+ Tién hanh nang cap, cap nhat khi c6 phién ban

moi.

+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé

thong.

+ Xir 1y cac 181, su ¢d ciia hé thong khi ¢6 yéu cau.
+ Co6 gidy chung nhan (licence) cia hing theo
ding thoi gian yéu cau.

+ C6 k¥ thuat hd trg theo yéu cau khi cu hinh tich
hop vao h¢ thong Qradar.

Dich vu APT Report

Thoi gian: 12 thang, tir 04/2026 - 03/2027
Hang san xuat: Kaspersky

- Bao gém Béo c4o tom tat, Bao céo chi tiét

- Bao gom cac IoC lién quan dén cudc tin cong
- Bao gom ludt YARA cho timg cudc tan cong

- Cac bao cdo dugc phan loai, loc theo nhom tin tic,
quoc gia bi tan cong va linh vuc

- Nha thau phai c6 cam két dap Gmg day du cac ndi
dung sau:

+ C6 trach nhiém khic phuc, khi co6 sy ) xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tr khi nhan dugc yéu cau, nha thau phai c6 k¥
thuat truc ti€p vao tu van, ho trg khac phuc sy co.
+ Tién hanh nang cap, cap nhat khi ¢ phién ban
moi.

+ Hb tro k¥ thuat khi co yéu cau lién quan dén hé
thong.

+ Xu ly cac 161, su c6 cua h¢ thong khi c6 yéu cau.




STT Noi dung Yéu ciu ky thuat
+Co gidy chirmg nhan (licence) cua hang theo ding
thoi gian yéu cau.
7 | Duy tri, cip nhit, h§ trg k§ thuat | Thoi gian: 12 thang, tir 01/2026 - 12/2026.

hé thong phong chdéng ma déc va
cac nguy co mat ATTT qua dudng
Email 12 thang

Hang san xuét: Kaspersky
- B4o v¢€ trén may chu Email Exchange

- DO quét email di, dén va luu trit trong Microsoft
Exchange Server

- Bao gdm: Anti-phishing, Anti-spam, Content
filtering, Anti-malware

- Boc tach ma doc khoi Email
- Loc cac dinh kém va ndi dung trong Email

- Cho phép dung SPF, DKIM va DMARC dé phat
hién spam

- Luu trlr ban sao cua cac doi twong nguy hai tiém
an

- Thong bao cho nguoi gui, ngudi nhan va quan tri
vién biét vé email c¢6 chira ma doc

- Co s dir ligu dugc cap nhat tuy dong hodc thu cong

- Cap nhat cac mau phat hién ma doc mai nhat tir
hang va hd trg ki thuat khi cin nang cap phan mém,
hd tro cac van dé phat sinh khac trong qué trinh str
dung hé thong

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhiém khéc phuc, stra chira khi co6 su cd
x4y ra trong thoi gian ngan nhat. Trong thoi gian 24
gio ké tir khi nhan dugc yéu cau, nha thau phai co
k¥ thuat truc tiép vao tu van, hd trg khic phuc sy
6. C6 bién phap thay thé tam thoi trong thoi gian
stra chira dé dam bao hoat dong lién tuc cua hé
thong. Trong truong hop thiét bi phai giri di sta
chita, moi thu tuc va chi phi phat sinh khi giri thiét
bi di stra chita va giri tra thiét bi cho Chu dau tu s&
do Nha thau chiu trach nhi¢m.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.




STT

Noi dung

Yéu ciu ky thuat

+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ Xu ly cac 161, su c6 cua h¢ thong khi c6 yéu cau.

+C6 gidy ching nhén (licence) cua hang theo ding
thoi gian yéu cau.

Duy tri, bao hanh hd tr¢ ky thuat
phan mém quét va danh gia 16 hong
Nexpose - 12 thang.

Thoi gian: 12 thang, tir 7/2026 - 6/2027

Hang san xuét: Rapid7

- Cép nhat cac mau nhan dién 16 hong méi nhit tir
héng

-Ho trg ky thuat khi can nang cép phﬁn mém hodc
cac van dé phat sinh trong qua trinh str dung.

- License véi day dii tinh nang, hd tro quét dén 250
dia chi IP

- Nha thau phai c6 cam két dap tmg day du cac ndi
dung sau:

+ C6 trach nhiém khic phuc, khi c¢6 su ¢d xdy ra
trong thoi gian ngan nhat. Trong thoi gian 24 gid
ke tir khi nhan dugc yéu cau, nha thau phai cé k¥
thuat truc ti€p vao tu van, ho trg khac phuc sy co.
+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ Hb tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ Xir 1y cac 161, su ¢d ciia hé thong khi ¢6 yéu cau.
+ C6 gidy ching nhan (licence) ciia hing theo diing
thot gian yéu cau.

Duy tri, bdo hanh hé trg ki thuat
phan mém ra soat ma nguon
Checkmarx (12 thang)

Thoi gian: 12 thang, tr 01/2026 - 12/2026

Hang san xut: Checkmarx

- Cép nhat cac mau nhan dién 16 hong m&i nhat tir
héng

- H tro k¥ thuét khi can nng cAp phan mém hoac
cac van dé phat sinh trong qua trinh str dung.

- License hd trg phan tich tinh cic ngdn ngit 1ap
trinh:  Java, J2SE,J2EE, JSP, SCALA, C#,

VB.NET, JavaScript, VBScript, ,HTML5, ASP,
VB6, C/C++, Perl, Android (Java), iOS (Objective




STT

Noi dung

Yéu ciu ky thuat

C and SWIFT), Dart; hd tro cho tir 10 project trd
1én.

- Nha thau phai c6 cam két dap Gmg day du cac noi
dung sau:

+ C6 trach nhiém khic phuc, khi co su ¢b x4y ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tir khi nhan dugc yéu cau, nha thau phai co ky
thuat truc tiép vao tu van, hd trg khic phuc su cb.
+ Tién hanh nang cp, cap nhat khi c6 phién ban
moi.

+ HJ tro k¥ thuat khi ¢6 yéu cau lién quan dén hé
thong.

+ X1r Iy cac 161, su ¢b cua hé théng khi co yéu cau.
+ Co gidy ching nhén (licence) cua hang theo ding
thoi gian yéu cau.

10

Ph'?ln mém giam sat trang thai hé
thong Solarwinds (12 thang)

Thoi gian: 12 thang, tr 01/2026 - 12/2026
Hang san xuat: Solarwinds

-Giam sat trang thai, hi¢u nang cia may chu, Gng
dung: Theo doi tinh trang hoat dong
(uptime/downtime) cua server va ung dung theo
thoi gian thuc.

-Thu thap dir liu hiéu nang cua CPU, Memory,
HDD, tai nguyén cua hé thong....

- Ty dong phat hién cac may chu, dich vy va ng
dung trong mang dé giam sat trang thai....

- Dashboard tap trung cho phép xem téng quan
trang thai cta toan bo hé théng, loc theo tirng may
chu, tng dung riéng, béo céo chi tiét va tuy chinh
giip theo doi hiéu nang theo khoang thoi gian cu
the...

-Canh bao tu dong khi vugt ngudng (CPU qua tai,
dich vu downtime, 16i phan cing...)

- Hb trg mdi truong da dang nhw (VMware, Hypet-
V, cloud...)

- M6 rong va tich hop véi cac module khac nhau
(Network Performance Monitor (NPM); Ip address
manager, Log Analyzer




STT

Noi dung

Yéu ciu ky thuat

- Nha thau phai c6 cam két dap Gmg day du cac ndi
dung sau:

+ C6 trach nhiém khic phuc, khi c¢6 su ¢d xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio
ké tr khi nhan dugc yéu cau, nha thau phai c6 ky
thuat truc ti€p vao tu van, ho trg khac phuc sy co.
+ Tién hanh nang cép, cap nhat khi c6 phién ban
moi.

+ HJ tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ X1r Iy cac 161, su ¢b ctia hé théng khi co yéu cau.
+ C6 gidy ching nhan (licence) cuia hing theo ding
thoi gian yéu cau.

11

Duy tri hd trg ky thuat 24/7 Hg
thong dién toan dam may (Phan
mém dién toan dam mAy, Phan
mém quéin Iy hru triv dam may,
Phin mém quan tri ha ting dién
toan dam may (12 thang).

Thoi gian: 12 thang, tir 01/2026 - 12/2026.
1.Phan mém dién toan dam may
Bdo dam hé tro cho cdc tinh néing:

+Trién khai cac may 4o thong qua cac template
hoac tu cau hinh theo nhu cau.

+Lua chon storage theo céc policy da dinh nghia
san.

+Di chuyén nhanh chong cdc may 4o sang mot hé
thong khac ma khong c6 downtime.

+H6 trg m& rong tai nguyén CPU, RAM cua cic
may chu do. TO1 uu tai nguyén va cd thé tat may
chu vao thoi diém hé thong yéu cau it tai nguyén.
+Bdo mat dir li¢u, thuc hién backup va restore céac
may 4o.

+Dbam bao tinh lién tuc cua ing dung ngay ca trong
tinh hudng server bi 16i ma dir liéu khong bi mat.
+Cho phép cac bén thir 3 st dung cac APIs cho céac
ung dung backup/storage.

+Quan 1y tap trung cac server thanh mot khéi va tu
dong can bang tai.

+DPam bdo tinh lién tuc cua cong viéc khi mot h¢
thong cd 101.




STT

Noi dung

Yéu ciu ky thuat

+Cho phép tao, cau hinh va duy tri cac ving bao
mat riéng biét.

+T6i vu truy xuét luwu trir va mang.

+Hb trg Kubernetes.

2. Phan mém quan 1y luu trir ddm may

Bdo dam hé tro cho cdc tinh nang:

+ Quan 1y dung luong luu trir.

+ H)b tro cac loai luu trit khac nhau Block Storage,
File Storage, Object Storage.

+Quan ly cac ha tang phan cimg luu trir da dang tir
nhiéu nha cung cap khac nhau.

+ Cung cap duogc dich vu dam bao tinh sin sang va
an toan dir liéu

+ San sang kha ning mo rong.

3. Phdn mém quan tri ha tﬁng dién toan ddm may
Bdo dam hé tro cho cdc tinh nang:

+ Cung cip nén ting quén tri tap trung cho nén tang
dién toan ddm may trén mot giao dién duy nhat.
Cung cap cac chtrc nang quan tri chu dong nham
dao bao chat luong dich vu cho cac img dung quan
trong nhu phan quyén, dich chuyén may do, lap lich
can bang tai phan tan, san sang cao.

+ Cong cu quan ly tai nguyén trén Private Cloud

+ Cong cu hd tro trién khai ha tang, thiét bi, img
dung mdt cach ty dong.

+ Quan 1y viéc phan quyén tai nguyén.

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhi¢m khéc phuc, khi ¢6 su c¢b xay ra
trong thoi gian ngan nhat. Trong thoi gian 24 gio

ké tir khi nhan dugc yéu cau, nha thau phai c6 ky
thuat truc tiép vao tu van, hd tro khic phuc su cb.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ HO tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.




STT

Noi dung

Yéu ciu ky thuat

+ Xu ly cac 161, su c6 cua h¢ thong khi c6 yéu cau.

+ C6 gidy ching nhén (licence) cua hang theo ding
thoi gian yéu cau.

12

Duy tri, céip nhit, ho trg ky thujt
Thiét bi twong lira 16p ng dung
cho web Imperva X2020 - 12 thang

Thoi gian: 12 thang, tir 01/2026 - 12/2026.
Hang san xuét: Imperva

- Cap nhat cic mau phat hién tan cong maéi nhit tir
hang va hd trg k¥ thuat khi can nang cap phan mém,
hd trg cac van dé phat sinh khéc trong qué trinh st
dung: X2020 Web Application Firewall, Annual
Enhanced Support

- Cap nhat va hd tro k¥ thuat thanh phan quan tri
tuong ltra img dung web: VMI150 Management
Server Virtual Appliance, Annual Enhanced
Subscription.

- Nha thau phai c6 cam két dap Gmg day du cac ndi
dung sau:

+ C6 trach nhiém khéc phuc, stra chita khi c6 su )
x4y ra trong thoi gian ngan nhat. Trong thoi gian 24
gio ké tir khi nhan duoc yéu cau, nha thiu phai co
k¥ thuat truc tiép vao tu van, hd trg khic phuc sy
6. C6 bién phap thay thé tam thoi trong thoi gian
stra chira dé dam bao hoat dong lién tyc cua hé
thong. Trong truong hop thiét bi phai giri di sta
chita, moi thu tuc va chi phi phat sinh khi giri thiét
bi di stra chira va guri tra thiét bi cho Chu dau tu s&
do Nha thau chiu trach nhi¢m.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ HO tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ X1 1y céc 101, su c6 cua hé thong khi c6 yéu cau.

+ Co gidy ching nhan (licence) cua hang theo ding
thoi gian yéu cau.

13

Duy tri hé théng tuong lira bién
(Palo alto) cho hé thong dam may
(02 b9d) (12 thang)

Thoi gian: 12 thang, tir 01/2026 - 12/2026.
Hang san xuét: Palo alto

- Cap nhat cac mau phat hién tan cong mdi nhat tir
hang va ho tro k¥ thuét khi can nng cap phan mém,
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hd trg cac van dé phat sinh khéc trong qué trinh st
dung tuong ltra

- Cap nhat va hd tro k¥ thuat thanh phén quan tri
tuong lra

- Xt 1y céc 101, sy coO cua hé thong khi c6 yéu cau

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ Co trach nhiém khic phuc, stra chita khi c6 su ch
xay ra trong thoi gian ngan nhat Trong thoi gian 24
gid ké tir khi nhan dugc yéu cau, nha thau phai co
ky thuat truc tlep vao tu van, hd tro khic phuc su
0. Co bién phap thay thé tam thoi trong thoi gian
sta chira dé dam bao hoat dong lién tuc cua hé
thong. Trong trudng hop thiét bi phai gui di sira
chita, moi thu tuc va chi phi phat sinh khi guri thiét
bi di stra chita va gui tra thiét bi cho Chu dau tu s&
do Nha thau chiu trach nhiém.

+ Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ Ho trg k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ Xtr 1y cac 16, su c6 ciia hé thong khi ¢ yéu cau.

+ Co gidy chirng nhan (licence) cua hang theo ding
thot gian yéu cau.

14

Duy tri, cip nhit, bio hanh va hd
tro ky thuat thiét bi Twong lira
(Sonicwall) biao dam ATTT cho hé
thong CNTT - 12 thang

Thoi gian: 12 thang, tir 01/2026 - 12/2026.
Hang san xuat: Sonicwall

- Cap nhat cac mau phat hién tin cong mdi nhét tir
hang va hd trg ki thuat khi cin nang cap phan mém,
hd tro cac van dé phat sinh khac trong qué trinh str
dung tuong lra

- Cép nhat va hd tro k¥ thuat thanh phan quan tri
tuong Itra

- Nha thau phai c6 cam két dap tmg day du cac noi
dung sau:

+ C6 trach nhiém khic phuc, stra chita khi c6 su ch
xay ra trong thoi gian ngan nhat Trong thoi gian 24
gior ké tir khi nhén dugc yéu cau, nha thau phai c6
k¥ thuat truc tlep vao tu van, hd tro khic phuc sy
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6. C6 bién phap thay thé tam thoi trong thoi gian
sua chita dé dam bao hoat dong li€n tuc cua hé
thong. Trong truong hop thiét bi phai gui di sta
chira, moi thu tuc va chi phi phat sinh khi guri thiét
bi di sura chira va gui tra thi€t bi cho Chu dau tu s€
do Nha thau chiu trach nhiém.

+ Tién hanh nang cép, cap nhat khi c6 phién ban
moi.

+ HJ tro k¥ thuat khi c6 yéu cau lién quan dén hé
thong.

+ X1r Iy cac 161, su ¢b ctia hé théng khi co yéu cau.

+ Co gidy ching nhén (licence) cua hang theo ding
thoi gian yéu cau.

15

Duy tri, bdo hanh hé trg ky thuat
h¢ thong twong hira Tap chi ATTT
02 thiéet bi Hillstone - 12 thang

Thoi gian: 12 thang, tir 01/2026 - 12/2026.
Hang san xuat: Hillstone

- Cap nhat cac mau phat hi¢n tan cong mdi nhat tur
hang va hd trg ky thuat khi can nang cap phan mém,
hd trg cac van dé phat sinh khac trong qua trinh str
dung tuong ltra

- Cap nhat va hd tro k¥ thuat thanh phan quan tri
tuong ltra

- Nha thau phai c6 cam két dap Gmg day du cac ndi
dung sau:

+ C6 trach nhiém khac phuc, stra chira khi o sy cd
xdy ra trong thoi gian ngan nhat Trong thoi gian 24
gid ké tir khi nhén dugc yéu cau, nha thau phai co
ky thuat truc tlep vao tu vén, hd tro khic phuc su
0. Co bién phap thay thé tam thoi trong thoi gian
stra chita dé dam bao hoat dong lién tuc cua hé
thong. Trong truong hop thiét bi phai gui di sta
chita, moi thu tyc va chi phi phat sinh khi giri thiét
bi di stra chita va gui tra thiét bi cho Chu dau tu s&
do Nha thau chiju trach nhiém.

+Tién hanh nang cap, cap nhat khi c6 phién ban
moi.

+ HO trg ky thudt khi ¢6 yéu cau lién quan dén hé
thong.

+ Xu ly cac 161, su c6 cua h¢ thong khi c6 yéu cau.
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+ Co gidy chung nhan (licence) cua hing theo
ding thoi gian yéu cau.




