Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat
1.1. Gi6i thiéu chung vé dy an/dy toan mua sim, géi thiu

- Tén goi thau: Cung cip va lap dat hé théng wifi tai Truong Pai hoc
Ngoai ngit, Pai hoc Hué

- Tén Nhiém vu: Mua sam tai san, trang thiét bj hé thong Wifi tai Truong
Pai hoc Ngoai ngir, Pai hoc Hué.

- Chu dau tu: Truong Pai hoc Ngoai ngir, Pai hoc Hué.

- Pia diém thyc hién: S6 57 Nguyén Khoa Chiém, phudng An Cuu, thanh
phé Hué.

- Hinh thirc LCNT: P4u thiu rong rii, trong nudc qua mang.

- Phuong thire LCNT: M6t giai doan, mot tai ho so.

- Loai hop dong: Tron goi.

- Nguén von: Ngudn thu hop phap ctia Trudng Pai hoc Ngoai ngir, Pai
hoc Hué

- Thoi gian thuc hién: 90 ngay.

1.2. Yéu cdu vé ky thudt

STT | Tén hang Théng s6 ky thuit va cac tiéu chuin
héa/dich vu lién
quan
I ROUTER
FIREWALL
ROUTER ROUTER FIREWALL (Thiét bl twong lira)
1 FIREWALL System Performance and Capacity
AL 1s oo Firewall throughput of IPv4 packets (1518-byte UDP packets) 4: 15
(Thiét bi tuong
lira) Gbps

Firewall throughput (packets per second): 2.3 Mpps

Concurrent sessions (TCP): 1000000

New sessions/second (TCP): 134000

Firewall policies: 4000

SSL VPN throughput (1392-byte): 3 Gbps

Concurrent SSL. VPN users (recommended maximum, tunnel mode):
1000

Application control throughput (HTTP 64K) 2: 10 Gbps

[Psec VPN throughput (512-byte): 4 Gbps

Gateway-to-Gateway [Psec VPN Tunnels: 1000

Port Specifications

Fixed service port: 8 x 10/100/1000BASE-T ports; 2 x 1GE SFP ports; 4
x 10GE SFP+ ports

Fixed management port: 1 x RJ45 MGMT port (reusing Ge0/0); 1 x
RJ45 console port (RS-232)
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STT | Tén hang Théng s6 k¥ thuit va cac tiéu chuin
héa/dich vu lién
quan
USB port: 2 x USB 2.0 ports
Storage
Hard drive: No hard drive is included with the package. A 1TB SATA
hard drive can be added; to ensure syslog safety and system stability,
please use a branded hard drive..
Hb trg cac miu bao vé tir Virus, hd trg cac mau phong chdng xam
nhap, phong chéng tan cong DOS/DDOS, IPS, ho tro Blacklist,
Allowlist, hd trg SSL Proxy.
Chinh sach hd trg: Simulation policy; Policy configuration wizard;
Policy optimization; Policy lifecycle; SSL proxy policy
Quin tri: H6 trg quan tri qua Cloud
Hb trg tinh ning SD-WAN:
HO tro mang SD-WAN cho céac thiét bi khong c6 dia chi IP cong
cong (public IP address)
Béo c4o dir liéu 1én bang diéu khién giam sat SD-WAN (SD-WAN
dashboard)
HG tro 3 loai mang ludi SD-WAN gé)m hub-spoke, mesh, custom
SD-WAN h$ tro hién thi trang thai tryc tuyén ctia cac diém truy cap
(spoke site)
SD-WAN hd trg hién thi chat luong lién két trén toan mang
SD-WAN hd trg thong bdo, canh bdo va dé xuét xur 1y dir 1iéu ngoai
1¢
1 HE THONG
CORE
Céng giao tiép co dinh:
. Cong 1G/10G SFP+: >20
.Cong 10GE/25GE SFP28: > 4
! SWITCH . Cong 40G QSFP+: >2

Dung lugng chuyén mach: >760 Gbps

Téc dd forward goi tin: > 565 Mpps

Kich thude bang dia chi MAC: > 32K

HO tro gdp chong Switch tdi da: > 2 thiét b

HO trg Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

HO trg Hot swapping ngudn va cap; Hd trg 2 module ngudn rdi

HJ tro quén Iy qua tip trung va lién mach qua Cloud:

. Cloud web

. Cloud APP

. Giao dién Cloud hd tr¢ da ngon ngir

. Cloud hd trg tinh ning cau hinh mang tu dong (auto-configured
network)

. Cloud hd trg cac tinh niang AI nhu chuyén ving AI (Al
Roaming), ban do nhiét AI (Al Heatmap), chuan doan AI (Al
diagnostics)

. Cloud hd tr¢ cac tinh ning AR nhu AR Roaming test, AR
HUD




STT

Tén hang
héa/dich vu lién
quan

Thong s6 ky thudt va céc tiéu chuin

Quén tri qua Cloud 1a mién phi theo vong doi (Limited-lifetime)"

B cap nguodn

Cong suat modi ngudn 1a 150W, tuong thich véi hé thdng Switch Core

Switch 24-Port
GE

Cong cb dinh:

.>24 x 10/100/1000 Mbps electrical ports with auto-
negotiation

.> 8 x 1GE/10GE SFP+ ports
Téc dd chuyén géi > 512 Mpps
Dung lwgng chuyén mach > 688 Gbps
Dia chi MAC > 64000
Bang ARP > 24000
S6 lugng thiét bj xép chong: > 4

Hd trg Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

HO tro Hot swapping ngudn va cap; hd trg 2 module ngudn roi

HS tro quan 1y qua tip trung va lién mach qua Cloud:
. Cloud web
. Cloud APP
. Giao dién Cloud h trg da ngén ngi

. Cloud h6 tro tinh nang cAu hinh mang tu dong (auto-
configured network)

. Cloud h(‘:) trg cac tinh nang Al nhu chgyén vung Al (Al
Roaming), ban d6 nhiét Al (Al Heatmap), chuan doan Al (Al
diagnostics)

. Cloud hd tr¢ cac tinh ning AR nhu AR Roaming test, AR
HUD

Quan tri qua Cloud 1a mién phi theo vong doi (Limited-lifetime)

Switch 24 port
POE

Cong giao tiép co dinh:
.>24x 10/100/1000BASE-T
.>4x 1GE/10GE SFP+
Dung lwgng chuyén mach: > 128 Gbps
Téc do forward géi tin: > 96 Mpps
Kich thude bang dia chi MAC: > 16 000
RAM:>1GB
Ngan sach PoE: > 370W
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STT

Tén hang
héa/dich vu lién
quan

Thong s6 ky thudt va céc tiéu chuin

S6 luong thiét bi xép chong > 4

HJ tro Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

Quan tri: CLI, Web management, Cloud, telnet

HJ tro tinh nang mang tur t6 chirc SON (Self organizing network)
HJ tro quén Iy qua tip trung va lién mach qua Cloud:

. Cloud web

. Cloud APP

. Giao dién Cloud hd tr¢ da ngon ngir

. Cloud hd trg tinh ning cau hinh mang tu dong (auto-configured
network)

. Cloud hd trg cc tinh niang AI nhu chuyén ving AI (Al
Roaming), ban dd nhiét Al (Al Heatmap), chuan doan AI (Al
diagnostics)

. Cloud hd tr¢ cac tinh ning AR nhu AR Roaming test, AR
HUD
Quan tri qua Cloud la mién phi theo vong doi (Limited-lifetime)

111

THIET BI WIFI

WiFi cho phong
hoc

Chuan Wifi 6 ho trg cac tiéu chuan 802.11a/b/g/n/ac/ax
Radio:
. Radio 1: 2.4 GHz, two spatial streams, 2x2 MU-MIMO
. Radio 2: 5 GHz, two spatial streams, 2x2 MU-MIMO
Data rates: > 2.402 Gbps
Loai ang ten:

. Tich hop san bén trong loai dng-ten da huéng(omni-
directional)

. Trong d6 c6 2 ang ten 2.4 GHz, 2 ang ten 5 GHz
Do lgi ang ten:
. 2.4 GHz: >5 dBi
.5 GHz: >5 dBi1
Cong nghé radio: hd trg OFDMA
Bao mat: HO trg md hod dit lidu WPA, WPA2, WPA3
Cong:
.01 * 10/100/1000BASE-T Ethernet port (hd trg PoE)
. Cong quan 1y: RJ45

C6 dén Led trang thai; HO trg Wireless roaming; hd tro cim ngudn
truc tiép; HO trg nt bam reset; HO trg khoéd chong trdm

S6 lugng thiét bi hoat dong t6i da dugc dé xuat cho mdi AP: > 120
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Tén hang
héa/dich vu lién
quan

Thong s6 ky thudt va céc tiéu chuin

S6 lugng BSSIDs t6i da: > 32
HG tro ché d Fat/FIT/Cloud Manage

Hd trg Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

HO tro tinh nang WIDS (H¢ théng phat hién xam nhép khong day),
bao gém theo ddi nhi€u song RF, phat hién va ngan chan AP gia mao,
chong gid mao ARP, v.v...

HO tro tinh ning mang tyr to chitc SON (Self organizing network)
HS trg quan 1y qua tip trung va lién mach qua Cloud:

. Cloud web

. Cloud APP

. Giao dién Cloud h trg da ngén ngi

. Cloud h6 tro tinh nang c4u hinh mang tu dong (auto-
configured network)

. Cloud h(‘:) trg cac tinh nang Al nhu chgyén vung Al (Al
Roaming), ban d6 nhiét Al (Al Heatmap), chuan doan Al (Al
diagnostics)

. Cloud hd tr¢ cac tinh nang AR nhu AR Roaming test, AR
HUD

Quan tri qua Cloud 1a mién phi theo vong doi (Limited-lifetime)

WiFi cho hoi
truong 16n + nho

Chuan Wifi 6 hd trg cac tiéu chuan 802.11a/b/g/n/ac/ax
Radio:
. Radio 1: 2.4 GHz, two spatial streams, 2x2 MU-MIMO
. Radio 2: 5 GHz, four spatial streams, 4x4 MU-MIMO
Data rates:> 5.375 Gbps
Loai ang ten:

. Tich hop sin bén trong loai dng-ten da huéng(omni-
directional)

. Trong d6 c6 2 ang ten 2.4 GHz, 4 ang ten 5 GHz"
Do lgi ang ten:

. 2.4 GHz: >5 dBi

.5 GHz: >6 dBi1
Cong nghé radio: hd trg OFDMA
Béo mat: H tro ma hoa dit lieu WPA, WPA2, WPA3
Cong:
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STT | Tén hang Théng s6 k¥ thuit va cac tiéu chuin
héa/dich vu lién
quan

. 1 x 100/ 1000/2500/5G Base-T (H trg PoE)

. 1 x 10/100/1000Base-T RJ45 Ethernet

. Cong quan 1y: RJ45 hoic USB( loai A)
Nut bAm: Hd tro nat bam reset
S6 luong thiét bj hoat dong tdi da dugc dé xuat cho mdi AP: >150
S6 lugng BSSIDs t6i da: > 32

HO trg Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

HO tro tinh nang Al t6i wu song bang 1 click chudt

HS tro quan Iy qua tip trung va lién mach qua Cloud:
. Cloud web
. Cloud APP
. Giao dién Cloud hd tr¢ da ngon ngit

. Cloud hd tr¢ tinh nang ciu hinh mang ty dong (auto-
configured network)

. Cloud h€) trg cac tinh nang Al nhu chl}yén vung Al (Al
Roaming), ban do nhiét Al (Al Heatmap), chuan doan Al (Al
diagnostics)

. Cloud ho tr¢ cic tinh ning AR nhu AR Roaming test, AR
HUD

Quan tri qua Cloud 1a mién phi theo vong doi (Limited-lifetime)

3 WiFi cho sanh + Chuan Wifi 6 hd trg cac tiéu chuan 802.11a/b/g/n/ac/ax
Thu vién Radio:
. Radio 1: 2.4 GHz, two spatial streams, 2x2 MU-MIMO
. Radio 2: 5 GHz, two spatial streams, 2x2 MU-MIMO
Data rates: > 2.402 Gbps
Loai dng ten:

. Tich hop san bén trong loai dng-ten da huéng(omni-
directional)

. Trong d6 c6 2 ang ten 2.4 GHz, 2 ang ten 5 GHz
D¢ lgi Ang ten:

. 2.4 GHz: >5 dBi

.5 GHz: >5 dBi
Cong nghé radio: hd trg OFDMA
Bao mat: HO trg md hod dit lidu WPA, WPA2, WPA3




7

STT

Tén hang
héa/dich vu lién
quan

Thong s6 ky thudt va céc tiéu chuin

Cong:
.01 * 10/100/1000BASE-T Ethernet port (hd trg PoE)
. Cong quan 1y: RJ45

C6 dén Led trang thai; HO trg Wireless roaming; hd tro cim ngudn
truc tiép; HO trg nat bam reset; HO trg khoéd chong trdm

S6 lugng thiét bi hoat dong t6i da dugc dé xuit cho mdi AP: > 120
S6 lwong BSSIDs tdi da: > 32
HG tro ché d Fat/FIT/Cloud Manage

HO trg Chinh sach bao vé CPU (CPP) va Chinh sach bao vé nén tang
mang (NFPP)

HO tro tinh nang WIDS (H¢ théng phat hién xam nhép khong day),
bao gém theo ddi nhi€u song RF, phat hién va ngan chan AP gia mao,
chong giad mao ARP, v.v...

HO tro tinh ning mang tyr to chitc SON (Self organizing network)
HS tro quan 1y qua tip trung va lién mach qua Cloud:

. Cloud web

. Cloud APP

. Giao dién Cloud h trg da ngén ngi

. Cloud h6 tro tinh nang c4u hinh mang tu dong (auto-
configured network)

. Cloud h(‘:) trg cac tinh nang Al nhu chgyén vung Al (Al
Roaming), ban d6 nhiét Al (Al Heatmap), chuan doan Al (Al
diagnostics)

. Cloud hd tr¢ cac tinh nang AR nhu AR Roaming test, AR
HUD

Quan tri qua Cloud 1a mién phi theo vong doi (Limited-lifetime)

IV

LINH KIEN
KET NOI

Day tir Router
xudng sw

Day tir Router xudng sw core cable, 5 m (16.40 ft.) - Hang chinh
hdng

Téc do truyén 25.78 Gbps
Form factor:SFP28

Loai dau n6i:SFP28 to SFP28
C6 hd trg DDM/DOM

Chiéu dai: Sm
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Tén hang
héa/dich vu lién
quan

Thong s6 ky thudt va céc tiéu chuin

Day stack 2 sw

core - 40G-5M - Hang chinh hang

Téc do truyén 41.25 Gbps (4 x 10.3125 Gbps)

Form factor:QSFP+

Loai dau ndi: QSFP+ to QSFP+

Loai cap ndi: Orange, 3.0 mm (0.12 in.) core diameter, at least OM2

Chiéu dai: 5m

Module quang

10G - Hang chinh hang

Téc do truyén:> 10.3125 Gbps

Form factor:SFP+

Loai d4u ndi Duplex LC

Loai cap: SMF

Khoéng cach truyén > 10Km

Ti 1& 15i bit (BER) 1.00E-12

C6 kha nang chan doan dir liéu (DDM/DOM)

Budc song:1310nm

HA TANG
MANG

Cap quang 4FO

(4 core / 4 sgi)

Soi quang tiéu chuan G652.D

Ong dém 16ng nhdi dau chira 4 sgi quang (4Fo)
Phan tir chiu lyc trung tim phi kim loai (FRP)
Soi chéng thim quan quanh FRP

Bang chéng thim quan quanh 15i cap

Soi aramid réc vé cap

Lép nhya HDPE bao vé bén ngoai

Hop phdi quang
ODF 4FO trong
nha

Dung luong: 4 soi quang (4FO)

Vit liéu vo hop: Nhua cao cip chiu lyc, pht hgp cho méi truong
trong nha

Twong thich dau nbi: SC, LC

Phu kién di kém: 4 ddy han quang (Single mode hodc Multimode),
4 adapter (SC/LC/FC/ST), 4 co nhiét loai 6cm

Day nhay quang

Pau két ndi LC-LC (LC UPC to LC UPC);
Kiéu soi quang: OM4 50/125um

Chiéu dai cua day: 1.5m

Puong kinh cép: 2.0mm
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STT | Tén hang Théng s6 k¥ thuit va cac tiéu chuin
héa/dich vu lién
quan
4 Cép mang Cat 6 | 4-Pair, 23 AWG, 305m, Blue (Hang chinh hang)
5 Déiumang Cat 6 | Cat6 Unshield RJ45 plugs 8P8C, 50u, Diu bam mang Cat6 RJ45
khong chdéng nhiéu (hop 100 dau)
6 Nep Vuong Kich thudc 30mmx16mmx1.7m
7 Nep Vuong Kich thuéc 40mmx18mmx1.7m
8 Nep vudng Kich thudc 20mm x10mm x 1.7m
9 Ong ludn day
dién 020 x 2.92M
10 Khép nbi tron
020
11 CoL©20
12 T Rack 19" Wallmount, ctra Mica 6U 450 (HxWxD) 322x550x450mm; 01
quat, 01 thanh cam dién 3 6 3 chau loai 16A
13 Ta Rack 19" (HxWxD) 1060 x600x600mm; 02 quat, PDU 06 6 cdm da nang
loai 16A 01 khay ¢o0 dinh, 01 khay truot
14 Day be Vemo' (2x2.5)mm?-300/500V
Vat tu phu (Dinh
15 vit, bang keo, day
rat, tac ké...)
15.1 Bang keo Bang keo loai 200Yard
15.2 Lat nhua Bi=2510 soi
(5x200mm)
15.3 0 ce“im 02 chau, 16A, Bao gom: Hop + Mit che
03 1o
154 Pinh cac loai
15.5 | Téc ké nhya + Vit | Kich thudc M5x40
Nhén cong thi
16 cong lap dat toan

bo hé thong,...
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1.3. Cdc yéu cdu khdc

- Tién do cung cap hang hoa: 90 ngay;

- Pia diém cung cap: S6 57 Nguyén Khoa Chiém, phuong An Cyu, thanh
pho Hué

Muc 2. Ban vé: Khong c6 ban v€ kém theo.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gdm co:

Kiém tra hang héa khi giao hang:

- Kiém tra tai chd hang hoa dugc ban giao vé sb luong, chung loai, xuat
xur, nhan hang hoa.

- Kiém tra so bo dong gbi bén ngoai

- Néu ké:t qua kiém tra vé sd luong, chung loai, Xudt xi, quy cach hang
hoa ching t6 rang hang hoa phu hop véi Hop dong thi hai bén s€ tién hanh ky
Bién ban ki€m tra hang hoa

- Cac quy dinh khac theo quy dinh.
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