Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
1. Gi6i thi¢u chung vé dy an/dw toan mua sim, géi thau:
- Tén gobi thau: G6i thau s6 01: Thué dich vu xac thuc khudén mat va chéng
gida mao khudn mat.
- Tén du toan mua sam: K& hoach thué dich vu CNTT: Thué dich vu x4c
thuc khudén mat va chong gia mao khuén mat.
- Chu dau tu: Toéng cong ty Cong nghé - Vién théng Toan cau.
- Dia diém thyc hién: Tong cong ty Cong nghé - Vién thong Toan ciu, dia
chi: S6 103-105 Nguyén Tuan, Phuong Thanh Xuan, Ha Noi.
- Ngu6n~V6n: Nguén thu tir hoat dong san xuat kinh doanh ctia Tong cong ty
Cong nghé - Vién thong Toan cau.
- Loai hop dong: Theo don gi4 ¢ dinh.
- Thot gian thyc hién goi thau: 380 ngay (trong d6 15 ngay xay dung, phat
trién, hinh thanh dich vu va 365 ngay thué dich vu).

- Quy mo:

+ Dich vu xac thyc sinh tric hoc khudén mit (1a dich vu xac thuc dién tr
dugc Trung tam xac thyc dién tir cung cap cho cac ca nhan, t6 chtrc va doanh
nghiép c6 nhu cau sir dung trén quy mo toan qudc trong cac linh vuc nhu: ngan
hang, duong sat do thi, hang khong, y té, gido duc...), voi khéi lugng du kién trién
khai nhu sau:

STT Dich vu Quy mo
1 | Dich vu x4ac thuc khuén mat 1:1 158 triéu luot
2 | Dich vu chéng gid mao khuon mat 79 triéu luot

2. Muc tiéu cong viéc:

Muc tiéu chung:

Cung cap giai phap xac thuc danh tinh toan dién bao gom dich vu chong
gid mao khuon mat va dich vu xac thuc khudén mat dén cac té chirc, doanh nghiép,
ca nhan gop phan nang cao tinh minh bach, an toan bao mat trong cac hoat dong,
giao dich trén mai truong dién ti.

Muc tiéu cu thé:

- Dich vu chéng gid mao khudén mat kiém tra, phat hién va ngan chan cac
hanh vi st dung cac an pham, cong cu, cong ngh¢ cao dé danh ltra hé thong, gia mao
khuon mat cua ngudi khac.

- Dich vu xéc thuc khuén mat 1:1 cho phép xac nhan danh tinh cia cong dan
thong qua viéc so khdp hinh anh chup chan dung va anh gbc luu trir trong co sé di



liu.

- Dbam bao dg chinh xéc cao, kha nang xtr Iy s6 lugng 16n nhu cau st dung
cua cac t6 chuc, doanh nghi¢p, ca nhan..

3. Yéu ciu k§y thuit ciia géi thau:

3.1. Cac yéu cau vé chat lwong dich vu, k¥ thuit, cong nghé, kha ning
ket noi lién thong va an toan thong tin

3.1.1. Tiéu chuin ky thudt dp dung

S6 | Loaitiéu | Ky hiéu tiéu N x Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
1 | Tiéu chuin vé két ndi
‘ HTTP vi.1 Hyp.ertext Transfer Protocol Bt buoe 4p dung
. Truyén siéu version 1.1
" | van ban HTTP v2.0 Hypertext Transfer Protocol | Khuyén nghi ap
' version 2.0 dung
FTP File Transfer Protocol Bt budc ap dung
Hypertext Transfer Protocol | MOt hozc ca hai
HTTP v1.1 version 1.1 tiéu chuan
1.2 | Truyén tép tin HTTP v2.0 Hypertext Transfer Protocol | Khuyén nghi ap
' version 2.0 dung
Web-based Distributed | Khuyén nghi ap
WebDAV Authoring and Versioning dung
i RTSP Real-time Streaming Protocol Khuygnr?ghl ap
Truyén, phat ’1.1 g
luong am . Khuyén nghi 4p
1.3 thanh/  hinh RTP Real-time Transport Protocol dung
anh £ .
RTCP Real-time Control Protocol Khuyén nghi ap
dung
Truy cap va £ .,
1.4 |chia sé dir|ODatav4 Open Data Protocol version 4.0 Khuyén nghi ap
ligu dung
Truvén  thu Simple Mail Transfer |
1.5 diélzl 0 SMTP/ MIME | Protocol/Multipurpose Bat budc ap dung
¥ Internet Mail Extensions
dClléflllg - tilzg)] POP3 Post Office Protocol version 3 Bt budc 4p dung
1.6 cip hop thu IMAP drey] | Internet  Message  Access ca halfleu"’huﬁlfl
dién tir Protocol version 4 revision 1 doi voi may chu
17 Truy cap thu LDAP v3 Lightweight .Dlrectory Access Bt buoc 4p dung
muc Protocol version 3
Dich vu tén . L1 A g
1.8 midn DNS Domain Name System Bat budc ap dung




S6 | Loaititu | Ky hiéu tiéu A A o x Quy dinh 4p
TT chuin chuin Tén day du cua tiéu chuan dung
Giao Vap )
1.9 |mang c6 két| TCP Transmission Control Protocol | Bat budc ap dung
noi
Giao van ’
1.10 | mang khong | UDP User Datagram Protocol Bat budc ap dung
két noi
IPv4 Internet Protocol version 4 Bit budc ap dung
|1y |Lien  mang ]?iét.b‘fé?c ap ‘;‘-??g
. LAN/WAN | [py6 Internet Protocol version 6 OI.VO,I cac ¢ get
bi ¢6 két noi
Internet
Institute  of Electrical and ’
IEEE 802.11g | Electronics Engineers Standard | Bat budc ap dung
L1 Mang cuc b (IEEE) 802.11¢g
' khong day Institute  of Electrical and Khuvén nehi 4
IEEE 802.11n | Electronics Engineers Standard y dun ghtap
(IEEE) 802.11n e
Truy cap
Internet  voi Wireless Application Protocol | jz,, .
1.13 thiét b khong WAP v2.0 version 2.0 Bat budc ap dung
day
SOAP v1.2 Slmple Object Access Protocol
version 1.2
Dich vu Web | WSDL V2.0 Web Serv1qes Description Ba‘E buog apvdunqg
1.14 Language version 2.0 mot, hai hoac ca
dang SOAP A 2
. . ba ti€u chuan
Universal Description,
UDDI v3 Discovery  and  Integration
version 3
Dich viu Web | pESTRul  web Khuyén nghi &
1.15 | dang service Representational state transfer y d ng hap
RESTful ung
WS BPEL v2.0 Web Sgrv1ces Business Process Khuyén nghi ap
Execution Language Version 2.0 dung
WS-I  Simple )
Dich vu dic SOAP Bmd%ng Slmple SOAP Binding Profile | Khuyén nghi ap
1.16 | . Profile Version | Version 1.0 dung
ta Web 1.0
WS- . . 4 .
. Web Services Federation | Khuyén nghi ap
Federation 3
Language Version 1.2 dung

vl.2




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
WS- £ .
Addressing Web Services Addressing 1.0 Khuyen nghi dp
dung
v1.0
WS- . o X .,
o Web  Services Coordination | Khuyén nghi ap
Coordination Version 1.2 dun
Version 1.2 ' ung
WS-Policy Web  Services Coordination | Khuyén nghi ap
vl.2 Version 1.2 dung
OASIS  Web
Serylces Web Services Business Activity | Khuyén nghi ap
Business Version 1.2 dun
Activity ' e
Version 1.2
WS- Discovery | Web Services Dynamic | Khuyén nghi ap
Version 1.1 Discovery Version 1.1 dung
WS- Web Services Metadata | Khuyén nghi a
MetadataExc yen nghi ap
h Exchange dung
ange
Network Time Protocol version | |
. o | NTPV3 3 Bat bugc ap dung
Dich vu dong N .
LI7 | . - - mat trong hai
bo thoi gian NTPv4 Tetwork Time Protocol version tidu chudn
2 | Tiéu chuén veé tich hop dir liéu
. _| XML v1.0 (5™ | Extensible Markup Language o
Ngon  nglt| Edition) version 1.0 (5™ Edition) Bat bugc ap dung
2.1 | dinh dang van - mot trong hai
ban XML v1.1 (2™ | Extensible Markup Language tidu chuin
Edition) version 1.1
Ngon ngr . .
dinh dang van | ISO/TS Electrqmc Business L
2.2 A . ) Extensible Markup | Bat budc 4p dung
ban cho giao | 15000:2014 Language (ebXML)
dich dién tir guage (e
binh  nghia
23 |4 111(\;9 .‘30 XML Schema XML Schema version 1.1 Bit budc 4p dung
trong tai liéu | V1.1
XML
£ 2. g Bit budc 4p dung
2.4 ﬁéﬁn doi du XSL Extensible Stylesheet Language | phién ban méi
S nhat.
25 N{o hinh hoa UML v2.5 Umﬁed Modelling Language | Khuyén nghi &p
do1 tuong version 2.5 dung
26 RDF Resource Description | Khuyén nghi ap
Framework dung




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
Mo - i Khuyén nghi 4
nguyén  dit | OWL Web Ontology Language Y dung tap
lidu Hi8
Trinh didn bo 8-bit Universal Character Set|
2.7 Wi tu " | UTF-8 (UES)/Unicode Transformation | Bat budc ap dung
; Format
Khuén thuc
2.8 | trao ddi thong | GML v3.3 | 9cography Markup Language | gy o0 45 dung
o e 1 version 3.3
tin dia ly
Truy cfp va|wMmsvl30 |OPenGIS Web Map Service | peiac 4 dyng
’ thong tin dia ; : ,
Iy WES v1.1.0 }Vle‘t()) Feature Service version Bt bugc ép dung
Trao dbi dit £ .,
2,10 |Tigu dic ta tai | XMIv24.2 | o Vietadata - Interchange | Khuyn ngh &p
liéu XML o {ng
S6 diang ky P A e 1 : .
211 |sicu di lieu ISO/IEC S6 dang ky sicu dir li¢u| Khuyén nghi ap
(MDR) 11179:2015 (Metadata registries - MDR) dung
BO phan Wygh 15836 |Bo phan tir siéu di liéu Dublin | Khuyén nghi ap
2.12 |siéu dir liéu 12017 Core dun
Dublin Core ’ g
binh i dang
trao doi dur )
2.13 lieu mo ta doi | JSON RFC JavaScript Object Notation Khuyén nghi ap
tuong dang | 7159 dung
kich ban
JavaScript
Ngon ngir mo . X .,
2.14 | hinh quy trinh | BPMN 2.0 Busm.eSS Prgcess Model and | Khuyén nghi ap
A Notation version 2.0 dung
nghi¢p vu
3 | Tiéu chuén vé truy cip thong tin
HTML v4.01 Hypertext Markup Language | Batbudc, ap
version 4.01 dung
Chuan  ngi W3C Web Content Accessibility | Khuyén nghi ap
31 dung Web WCAG 2.0 Guidelines (WCAG) 2.0 dung
HTML 5 Hyp'ertext Markup Language | Khuyén nghi ap
version 5 dung
Chuan  noi Extensible Hypertext Marku .
3.2 | dung Webmé | XHTML v1.1 yp P'| Bit budc 4p dung

rong

Language version 1.1




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tieéu chuan dung
Cascading Style Sheets
€882 Language Level 2 )
. n . Bat budc ap dung
33 Glac‘)' ‘ dién CSS3 Cascading Style Sheets mét trong ba tiu
nguoi dung Language Level 3 %
chuan
XSL Extepmble Stylesheet Language
version
Dinh dang Plain Text (.txt): Danh |
(.txt) cho cac tai liéu co ban khong c6 | Bat budc ap dung
cau truc
Dinh dang Rich Text (.rtf) phién
(.rtf) v1.8,|ban 1.8, 1.9.1: Danh cho cac tai | ,z,, . ,
v1.9.1 liéu c6 thé trao doi gilra cac nén Bat buge dp dung
khac nhau
oo Pinh dang vin ban Word m¢ | Khuyén nghi ap
3.4 | Van ban (docx) rong cuia Microsoft (.docx) dung
binh dang Portable Document
(pdf) — VL4, | i) phien ban 1.4, 1.5, 1.6, 1.7:
vl.5,vl.6,v1.7 | L ns 1ea ,
Danh cho cac tai liéu chi doc 1A,
Bat budc ap dung
(.doc) Dinh dang van ban Word cua | mdt, hai hodc ca
) Microsoft (.doc) ba tiéu chuan
Dinh dang Open Document Text
(odt) vI.2 | " dt) phien ban 1.2
Pinh dang Comma eparated
Variable/Delimited (.csv): Danh | J., . .
(-csv) cho cac bang tinh can trao dbi Bat buge dp dung
gitra cac trng dung khac nhau.
(xsx) Pinh dang bang tinh Excel mo | Khuyén nghi ap
3.5 |Bang tinh ’ rong cua Microsoft (.xlsx) dung
Dinh dang bang tinh Excel cua
(-xIs) ! ,
Microsoft (.xls) Bét budc ap dung
Pinh dang Open Document m(f)t‘ Poéc Cf‘ hai
(.ods) v1.2 Spreadsheets (.ods) phién ban tiéu chuan
1.2
Dinh dang Hypertext Document
(.htm): cho céac trinh bay dugc | ¢, A .
(-htm) trao doi thong qua cac loai trinh Bat buge dp dung
duyét khac nhau
3.6 | Trinh dién (.pptx) Pinh dang PowerPoint mé rong | Khuyén nghi ap
’ cua Microsoft (.pptx) dung
Pinh dang Portable Document | Bit budc ap dung
(.pdf) (.pdf): cho céc trinh bay luu dudi | mdt, hai hodc ca

dang chi doc

ba tiéu chuan




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
Dinh dang PowerPoint (.ppt) cia
(:ppY) Microsoft
binh dang Open Document
(-odp) v1.2 Presentation (.odp) phién ban 1.2
IPEG J th Photographic Expert Group
(jpg)
9 ‘ GIF v&92 Graphic Interchange  (.gif) | B4t buoc 4p dung
3.7 | Anh do hoa version 89a mot, hai, ba hodc
TIFF Tag Image File (.tif) ca bon tiéu chuan
PNG Portable Network  Graphics
(.png)
Anh gin véi Tagged Image File Format for | ., , . .
3.8 toa do dia ly GEO TIFF GIS applications Bat buc dp dung
MPEG-1 Moving Picture Experts Group-1 Khuyén nghi ap
dung
MPEG-2 Moving Picture Experts Group-2 Khuy(el?u?ggm ap
Phim anh, am . . Khuyén nghi 4p
3.9 thanh MPEG-4 Moving Picture Experts Group-4 dyng
MP3 MPEG-1 Audio Layer 3 Khuyén nghi dp
dung
AAC Advanced Audio Coding Khuy(ein nght dp
ung
Cac dinh dang cua Microsoft £ .,
(asf), (wma), Windows Media Player (.asf), Khuyén nghi ap
(-wmv) dung
) (-wma), (.wmv)
3.10 ;111}? nfm ti};;mh (.ra), (.rm), | Cac dinh dang Real Audio/Real Khuyén nghi ap
’ (.ram), (.rmm) | Video (.ra), (.rm), (.ram), (.rmm) dung
(.avi), (.mov), | Cac dinh dang Apple Quicktime | Khuyén nghi ap
(.qt) (-avi), (mov), (.qt) dung
GIF v&9a Graphlc Interchange  (.gif) | Khuyén nghi ap
version 89a dung
Dinh dang Macromedia Flash | Khuyén nghi ap
(.swf)
(.swf) dung
3.11 | Hoat hoa ) ; . )
(swh) Dinh dang Macromedia | Khuyén nghi ap
’ Shockwave (.swf) dung
(.avi), (.qt), | Cac dinh dang Apple Quicktime | Khuyén nghi ap
(.mov) (.avi),(.qt),(.mov) dung
3.12 Chuan  ndi WML v2.0 W1re;less Markup  Language Bit budc 4p dung
dung cho version 2.0




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
thiét bi di
dong
313 B(_: k’y tue va ASCII Amerlcar} Standard Code for Bt buoe 4p dung
ma hoa Information Interchange
Bo ky tu va TCVN TCVN 6909:2001 “Cong ngh¢ |
3.14 |ma hoa cho thong tin - B ma ky tu tiéng Vi¢t | Bat bude ap dung
A 6909:2001 - s
tieng Viét 16-bit
Zip Zip (.zip) Bit budc ap dung
3.15 | Nén dir liéu . . mot hoac ca hai
.gzv4.3 GNU Zip (.gz) version 4.3 tiéu chuin
Ngon ngtr . . th
3.16 | kich ban phia | ECMA 262 | CCMASeript version 6 (67 pey ) 50 40 Gung
. , Edition)
trinh khach
RSS v1.0 RDF Site Summary version 1.0 | B4t buge ap dung
: icati mdt trong hai
Chia sé ndi|RSSv2.0 Real.ly Simple  Syndication s hgx
3.17 version 2.0 1cu chuan
dung Web .
ATOM v1.0 ATOM version 1.0 Khuyén nghi ap
dung
Java Specification Requests 168 | J. ., .
ISR 168 (Portlet Specification) Bat buc dp dung
Chuén két ndi ISR286 Java Specification Requests 286 | Khuyén nghi 4p
318 ling dung (Portlet Specification) dung
' cong  thong Web  Services for Remote | . , . |
tin di¢n tur WSRP 1.0 Portlets version 1.0 Bat buc dp dung
Web  Services for Remote | Khuyén nghi ap
WSRP'v2.0 Portlets version 2.0 dung
4 | Tiéu chuén vé an toan thong tin
S/MIME v3.2 Secp re Mu} t-purpose Internet Bit budc 4p dung
41 An toan thu Mail Extensions version 3.2
| dién tur £ .
' OpenPGP OpenPGP Khuyén nghi ap
dung
. SSH v2.0 Secure Shell version 2.0 Bit budc ap dung
49 An toan tang T . Seouri -
. giao van TLS v1.2 1rzanspor‘[ ayer Security version Bt budc 4p dung
HTTPS Hypertext Transfer Protocol Bt buoc 4p dung
Secure
43 An A oA tqa " FTPS File Transfer Protocol Secure Khuyen nghi ap
truyén tép tin dung
SFTP SSH File Transfer Protocol Khuy€n nghi dp

dung




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tieéu chuan dung
An toan . .
44 |truydn  thu | SMTPS Simple Mail Transfer Protocol Bt buoc 4p dung
L Secure
dién tur
. POP3S Post Office Protocol version 3| ,
An toan dich Secure Bat budc ap dung
4.5 |vu truy cap mot hodc ca hai
hop thu IMAPS Internet Message Access tiéu chuin
Protocol Secure
46 An toan dich DNSSEC Domaln‘ Name System Security | Khuyén nghi &p
vu DNS Extenssions dung
47 An toan tang IPsec - IP ESP Internet Protocol security voi IP Bét budc ip dung
mang ESP
An toan
4.8 thong tin Sho WPA2 Wi-fi Protected Access 2 Bit budc 4p dung
mang khong
day
TCVN C(ing 11gh¢_: ‘Ehong tin. ~Ky~thg?t Khuyén nghi 4p
7816:2007 mat ma thuat toan ma dir li€u dun
' AES Hne
3DES Triple Data Encryption Standard Khuyen nghi dp
dung
Gii thut ma Khuyén nghi ap
4.9 h,lal thuat ma PKCS #1 V2.2 RSA Cryptography Standard -| dung, st dung
oa ™ | version 2.2 luge d6 RSAES-
OAEP dé ma hoa
ECC Elliptic Curve Cryptography Khuyzn nght ap
ung
TCVN Cong nghé thong tin. Cac ky | Khuyén nghi ap
11367-6:2022 | thuat an toan. Thudt todn mat ma. dung
Bit budc ap
dung, st dung
o IPRes #1 v | ROA Coprogrphy Standard - yee gy
410 | Gidi thuat chir ' RSASSA-PSS dé
ky s0 ky
ECDSA Ell1pt1‘c Curve Digital Signature | Khuyén nghi ap
Algorithm dung
Giai - thuat Khuyén nghi 4
4.11 | bam cho chit | SHA-2 Secure Hash Algorithms-2 yen nghi ap
At dung
ky so
Gigi thuat Rivest-Shamir-Adleman - KEM |
4.12 *" | RSA-KEM (Key Encapsulation Mechanism) | Bat budc 4p dung

truyén khoa

Key Transport Algorithm




S6 | Loaitiéu | Ky hi¢u tiéu A Al 2 Quy dinh 4p
TT chudn chuin Tén day du cua tiéu chuan dung
ECDHE Elliptic Curve Diffie Hellman | Khuyén nghi ap
Ephemeral dung
Giai phap xac . . £ .,
413 | thuc ngudi sit | SAML v2.0 Security Asserﬂon Markup | Khuyén nghi ap
Language version 2.0 dung
dung
XML
Encryption XML Encryptlon Syntax and Bt bugc dp dung
Syntax and | Processing
An toan trao | processing
4.14 |d6i ban tin
XML XML
Signature XML .Slgnature Syntax and Bt buoc 4p dung
Syntax and | Processing
Processing
Quan ly khoa X ..
tin XML P ' Hne
Giao thuc an . £ .,
4.16 | toan thong tin | P3P v1.1 Plat.form for. Privacy Preferences | Khuyén nghi ap
. 1A Project version 1.1 dung
ca nhan
Ha tang khoa cong khai Khuyen nghi dp
dung
Cu phéap .
tong | PKCs#7 v1.5 | 2P e
mat ma cho | (RFC 2315) encrypting version lgS ‘
ky, ma hoa TYPHng '
ca phap Cryptographic token information
thong tin thé | PKCS#15 vl1.1 .
Ao syntax version 1.1
mat ma
g:(i)n p hgg PKCS#8 V1.2 | Private-Key Information Syntax
e (RFC 5958) Standard version 1.2
4.17 |khoariéng
Giao dién theé | PKCS#11 Cryptographic token interface
mat ma v2.20 standard version 2.20

Cu phéap trao
doi thong tin
ca nhan

PKCS#12 v1.1

Personal Information Exchange
Syntax version 1.1

Khuon dang

darllh saCI} RFC 5280 Certificate  Revocation  List
chung thu so Profile

thu hoi

Khuén dang Public = Key  Infrastructure
chtng thu s6 RFC 5280 Certificate




S6 Loai tieu | Ky hiéu tiéu A AR an o en x Quy dinh ap
TT chuin chuin Tén day du cua tieéu chuan dung
S@El phai)hgﬁu PKCS#10 v1.7 | Certification Request Syntax
& (RFC 2986) Specification version 1.7
thuce
Giao thire
traflg thai RFC 6960 On-line Certificate status
ching  thu protocol
tryc tuyén
Giao thirc gan . .
tem thoi gian RFC 3161 Time stamping protocol
Information technology Security
ISO/EEC techniques - Time stamping
18014-1:2008 | services
ISO/EEC Part 1: Framework
Dich vu tem | 18014-2:2009 |Part 2: Mechanisms producing
thoi gian ISO/EEC independent tokens
18014-3:2009 | Part 3: Mechanisms producing
ISO/EEC linked tokens
18014-4:2015 | Part 4: Traceability of time
sources
418 An toan cho | WS-Security | Web Services Security: SOAP | Khuyén nghi ap
) dich vu Web | v1.1.1 Message Security Version 1.1.1 dung
I;élu(l)iréu d:‘; I;g The Incident Object Description Khuvén nehi 4
419 | z. T« RFC 7970 Exchange Format version 2 yen nghi ap
doi sy cO an dung
\ (IODEF)
toan mang

3.1.2. Yéu ciu chung

- H¢ thong cung cap dich vuco kién triic va cong nghé tién tién hién dai,
phuc vu véi toc d6 nhanh, tinh san sang cao, ddm bao an toan bao mat va c6 du
phong. Pam bao kha ning nang cap va mé rong hé théng trong twong lai.

- Hé théng duoc xdy dung dua trén cac cong nghé mai tién tién, hién dai
va dang dugc sur dung phd bién, rong rai trén thé gidi, dap tng cac yéu cau ky
thuat cao vé hiéu nang hoat dong, tinh bao mat va kha nang nang cap, mé rong hé
théng.

- Hé thong phai dam bao an toan thong tin sinh tric trong qua trinh cung
cap dich vu, dap tng cac ti€u chuan vé bao mat:

+ Bao mat dir liéu, danh tinh ctia cong dan dbi véi dir liéu cin cude (s6 can
cudce cong dan) va anh khuon mat, chong 16 lot dit li¢u.

+ M4 hoa dit liéu s6 cin cudc cong dan chong dao nguoc vé dir liéu 13, ké
ca trong trudng hop xay ra sy cd mat an toan hé thong.



+ Ma hoa dir li¢u trich chon dat trung khudén mat hoac dir li¢u vector chéng
ddo nguoc vé dit liu anh khuon mat, ké cd trong truong hop xdy ra sy cO mat an
toan h¢ thong.

+ Chong kha nang dinh danh cong dan hoac lién két s can cudc cong dan
voi dir li€u trich chon dac trung khuon mat hoac véi dir li¢u vector khi xay ra su
cO mat an toan h¢ thong.

- Hé thé)ng phai dam bao vé chat luong dich vy, tinh chinh xac cta két qua
xac thuc va kha nang duy tri hoat dong xuyén suot ciia h¢ thong:

+ Dich vu xéc thuc chdng gia mao khudn mét phai dap ung tiéu chuan
ISO/IEC 30107-3, dat chtrng nhan iBeta cap do 2.

+ Dich vu xéc thuc khuén mat phai c6 do chinh xac cao dugc cac t6 chuyén
mon cua thé gio1 kiém thir va cong nhan két qua.
+ Heé théng phai dam bao kha nang xur 1y t6i thiéu 500 TPS.

+ He thdng phai co giai phap kiém soat chat lugng dir liéu thu thap tur thiét
bi dau cudi, danh gia an toan cua thiét bi dau cudi va c6 kha nang tir chdi dich vu
khi phét hién thiét bi dau cudi khong an toan.

3.1.3. Yéu cdu ky thudt dwa trén chit lwong dau ra ciia dich vu

STT Tiéu chi

I | Yéu ciu chung vé tiéu chuin Quaéc té

1 Pap tng chit luong va dinh dang anh dau vao theo tiéu chuan ISO/IEC 15444-
1 (JPEG2000) va ISO/IEC 10918:1994 (JPEG)
Pat tiéu chuan kiém dinh chéng tan cong gia mao khuon mat mac dg 2 cua
2 |iBeta theo tiéu chuan ISO/IEC 30107-3 (Level 2 Presentation Attack
Detection)
Yéu cau vé viéc trich chon dic trung hoic vector héa anh mit tir dir liéu
ngudn
Str dung thuat toan trich chon dac trung hoac vector héa anh mat riéng. Dir
1 liéu dic trung trich chon hodc vector khong thé str dung dugc boi bat ky hé
thdng ctia don vi thir 3 ndo khac.
Tir cac dir liéu didc trung trich chon hodc vector khong thé khoéi phuc lai dir

11

2 liéu anh gdc ban dau.

3 M&di ban ghi trong kho dir li¢u dfr liéuq dac trung trich chon hodc vector hoa
khong hinh thanh bd thong tin dé€ c6 thé dinh danh cong dan.
Cho phép thuc hién trich chon dac trung hoac vector héa anh mat tir dir li€u

4 ngudn theo 16 (batch) voi khéi luong 16n trong hiru han thoi gian. Téng s6 anh
mat tir dir li€u ngudn khoang 100 triéu ban ghi, thoi gian xtr 1y t6i da khong
qua 03 ngay (1 ngay = 24 gio).

5 Pong thoi, c¢o giai phap cho phép thuc hién trich chon dic trung hodc vector

hoa anh mit ddi véi cac dir liéu anh phat sinh
III | Yéu ciu vé xac thwe khudn mit 1:1 va chong gia mao
1 Xac thuc khuén mat 1:1
11 |- Do chinh xac dat >99%, FAR<0.0001% va dugc to chirc chuyén mén the
) gidi cong nhan két qua kiém thir.




STT Tiéu chi
1.2 | - Cao diém FR 1:1 Peak TPS: 500 TPS
1.3 | - Thoi gian phan hdi trung binh FR 1:1 Response Time: <1 gidy
2 | Chéng gia mao (liveness detection)
21 |- Dat ching nhén iBeta Presentation Attack Detection Level 2 theo tiéu chuan
) Quoc té ISO/IEC 30107-3 do vién kiém thir iBeta cap.
2.2 | - Cao diém Liveness Peak TPS: 500 TPS
2.3 | - Thoi gian phan hdi trung binh Liveness Response Time: <1 gidy
3 | Cho phép thiét lap ngudng trang khdp
4 | Két qua xéc thyc 1a ty 18 trung khdp
5 | D6i v6i anh thu thip tir bén thir ba dé d6i sanh véi anh gbc:
51 |- Xay dungvacong b cac tiéu chuan chat lugng t0i thicu d6i voi anh thu thap
) tur bén thur ba dé€ doi sanh véi anh goc.
sy |~ Coco ché kiém tra chét luong anh khi tiép nhan tir bén thir ba & SDK (xir Iy
) ngay trén thiét bi cia nguoi dung) hoac/va Backend.
IV | Kha ning kiém soat gi6i han s6 lwong giao dich
1 Cho phép ciu hinh gié1 han s6 lwgng giao dich/[don vi thoi gian — theo ngay,
gio phut, giay] doi véi tirng don vi st dung dich vu
Kiém soat bang license hodc gidi han s6 luong giao dich hodc giai phap twong
2 | duong d6i véi cac thiét bi c6 tich hgp SDK (nham kiém soat s6 luong license
SDK dugc tich hop stir dung)
V | Yéu cau vé mdi trwomg phat trién, tich hop
1 Cung cip moi trudng dev/test phuc vu phat trién, kiém thir hé thong trude khi
dua vao moi truong production
) Hé thong trang bi cho mdi truong dev/test c6 di cac thanh phan va chirc nang
tuong du:(mg moi truong productlon
VI | Yéu ciu vé két noi véi hé thong Trung Tam Xac Thue Dién T
C6 kha nang tuy chinh, tich hop hé théng TTXTPT.
1 Thoi gian tich hop san sang cung cap dich vu tdi da 05 ngay ké tir ngay ky hop
dong.
VII | Yéu ciu vé két noi véi Bén thir Ba (Third Party)
1 C6 cung cap bd cong cu phat trién phan mém SDK dé Bén thir Ba c6 thé dé
dang tich hop vao céc ing dung.
) Khong luu trir dir li€u sinh trac anh mit va cac thong tin kém theo khac nhan
duoc tir Bén thir Ba
VIII | Yéu ciu vé bio mit
1 C6 giai phap bao mét dir liéu, danh tinh cta cong dan d6i voi dir liéu can cude
(sb can cudc cong dan) va anh khuon mit, chng 10 lot dit lidu.
C6 giai phap ma hoa dit liéu sd cin cude cong dan két hop dic trung khudn
, | matde tim kiém bang dir li¢u di ma héa, chong dao nguoc ve dir liéu 3, ke
ca trong truong hop xdy ra sy cd mat an toan h¢ thong, c6 kha nang chong tan
cong vét can.
C6 giai phap mé hoa dir liéu trich chon dat trung khuén mét hodc dir li¢u vector
3 chong dao nguoc vé dir lidu anh khuon mat, ké ca trong trudng hop xay ra su

cb mat an toan hé thong.




STT Tiéu chi

C6 giai phap chéng kha niang dinh danh céng dan hodc lién két sb can cude
4 cong dan véi dir 1iéu trich chon dac trung khudén mat hoac voi dir li€u vector
khi xay ra sy ¢d mat an toan hé théng

C6 giai phap bao v¢ ¢ phia dau cudi ludng xac thuc khudn mit trong do bao
gdm cac bién phap bao vé luong thu thap thong tin khudn mat; ludng két ndi

5
API; chéng cac loai hinh thirc tin cong gia mao ludng video khuén mit, gia
mao s dung tri tu¢ nhan tao nhu deepfake...

6 Cé giai phap xéc thuc stir dung dit li¢u s6 can cude cong dan da ma hoda va trich

chon dac trung khudén mat da ma hoa ma khong can gid1i ma dir liéu.

Chtrc ning tim kiém, truy van dinh danh céng dan va so khdp dic trung dé
dinh danh cong dan phai dugc van hanh trong moi truong tinh todn tin cdy,
bao dam tinh ¢6 1ap qua trinh xur ly. M1 trudng tinh todn tin cay nay phai dugc
7 | bao vé tinh toan ven ctia ma, cau hinh va dir liéu trong qua trinh thuc thi, dong
thoi ngan chdn moi hinh thire truy cép, quan sat hodc can thiép trai phép, véi
su hd tro cua co ché tin cay géc dua trén phﬁn cung bao mat nham bao dam
tinh toan ven ciia nén tang va moi trudng thuc thi.

IX | Cac yéu cau khic

Hé¢ théng cung cép dich vu phai duoc trién khai doc lap tai dia diém theo yéu
cu,

Pon vi cung cap dich vu chiu trach nhiém cung cap ha ting may chu tinh toan,
2 | may chii luu trit va cac phan mém phuc vu cung cap dich vu xéac thyc sinh trac
hoc khudén mat va dich vu chong g1d mao khudén mat.

Don vi cho thué dich vu chiu trach nhiém nang cép, bo sung ha tﬁng may chu
3 | tinh todn, may chu luu trit va cac pham mém dam bao hiéu ning cia hé thong
dap tng su ting trudng vé nhu cau st dung.

Hé thong phai dam bao cung cap dich vu 24*7%365 (bao gom ngay nghi, 18 va
thir 7, chu nhat).

Trong trudng hop can 1am rd vé chirc ning, giai phap theo yéu cau cua don vi
chu tri thué dich vy, don vi cung cip dich vy phai trién khai hé thong thi diém
chtng minh kha ning dap ung toan bd cac yéu cau k¥ thuat cua giai phap tai
dia diém do don vi chi tri thué dich vu chi dinh.

C6 kha niang dy phong (tai chd, tir xa tai DR)

Co tinh sin sang cao

C6 kha niang dé dang mé rong, ning cip

Giao dién than thién, dé quan tri, van hanh

Nelie BEN o))

3.1.4. Cdcyéu ciu chi tiét vé chivc nang nghiép vu doi véi hé thong cung
cap dich vu

3.1.4.1. Mo hinh tong quan hé thong



- e <
HE THONG SINH TRAC HOC
Cac hé théng -
str dung dich vy 3 S Guri dir liéu dong CSDT vedtor
CSDL Lru—  Nhan di liéu dong bd <«— bé héa anh mat
dbng bé i ‘
Guri Phan hoi
Hé théng 16i xac thure
Dich vu 16i xtr Iy »| Vector khuén mat

Nhan két qua Nhan két qua

Giri déi sanh Gri kiém tra
Dich vu xac thuc D‘!ch'vu chang g[a ma'o
- oy va xac thuc khuén mat

khuén mat 1:1 14

Hé théng tich Gri yéu cau
¢ ho;g ic Bigu hudng dich vu
op Tra két qua
Luru giao dich, Cap nhat két qua Ky s6 két an xac thue
CSDL giao 2o
dECh, \og
HSM

3.1.4.2. Mé ti chi tiét
a. Piéu hwong dich vu
Chirc nang

- Piéu hudng dich vu 1a diém tiép nhan tap trung cho tt ca cac yéu cau xac
thuc sinh trac hoc tir hé thong tich hop.

- HO tro cac dich vu xac thuc:

« Xac thuc khuén mat 1:1

« X4ac thyc chéng gia mao va xac thue khuon mit 1:1
- Piéu hudng dich vu dam bao:

«Dinh tuyén dung dich vu xtr Iy

. Théng nhét ludng nghiép vu

Ludng xir Iy

- Heé thong tich hop giri yéu cau xéc thuc sinh trac hoc dén diéu hudng dich
vy, kém theo thong tin dir liéu khuon mat, s6 CCCD cua nguoi dung, cac thong
tin nghiép vu phuc vu tra ctru doi soat giao dich.

- Tiép nhén yéu cau, thuc hién:



«Kiém tra tinh hop 1¢ ctia yéu cau
« Ghi nhén thong tin giao dich

- Can ctr vao ma dich vu dugc yéu cau, dieu hudng dich vu xac dinh luong
xtr ly phu hop:

« Chi xac thuc khuon mat 1:1
JKét hop xac thyc chéng gid mao khuén mat va xac thyc khuén mat 1:1
- Piéu hudng dén cac dich vu 16 twong tmg va theo ddi trang thai xtr 1y.

- Nhan két qua tu dich vu 161, thuc hién ky sb két qua xac thuc sinh tric
hoc.

- Téng hop két qua va tra phan hoi cho hé thdng tich hop.
b. Dich vu 16i xit Iy xdc thwe sinh tric hoc

- Dich vu 161 1a phﬁn AT 161 phai thuc hién xac thuc chéng gid mao khudn
mat va xac thuc khuon mat theo ding quy trinh da dugc phé duyét.

- Dich vu 161 phéai ddm bao tinh chinh x4c, bao mat va dap img thoi gian xi
1y (<Is) vdi tat ca cac yeu cau xac thyc.

- Dich vu 161 bao gém:

o« Xac thuc khuon mat 1:1

« X4c thuc chdng gia mao va xac thuc khuén mat 1:1

- Két qua tra tra vé bao gom:

« Trong sd két qua.

. Canh bao néu thiét bi dang str dung dé thuc hién xac thuc khéng an toan.
c. Dong bé dir ligu

Churc nang

- Sau qua trinh x4y dung co s& dit lidu vector hoa ban dau, hé thong s& can
tiép tuc dong bd cac dir liéu vector hoa phat sinh, cip nhat, v. v.... Boi vay can
xay dung co ché déng bd dit 1iéu nhim dam bao dit liéu sinh tric hoc khudén mit
luén duoc déng bo déy du, chinh x4c, bao mat va nhanh chong.

- Dich vu dé)ng bo phai ho tro:

.Df‘mg bo dit li€u vector hda anh mat phat sinh, cap nhat.

.Dam bao tinh bao mat trong co ché dong bd.

«Dam bao thoi gian déng bo ngay khi ¢ phat sinh.

«C6 co ché sao luu du phong, xir Iy trong truong hop dong bo 16i.

- Viéc dong bo dir liéu phai khong anh huong va khong lam gian doan cac
nghi¢p vu xac thyc dang dién ra.

Luéng xir Iy



- Khi c6 phat sinh dir li¢u sinh tric hoc méi hodc cap nhat, dich vu déng bd
tiép nhan thong tin.

- Dir li€u khudén mat duoc vector hoéa va ma hoa.

- Dich vu d(‘A)ng bo dir li€u gui dir li¢u vector hoa da dugc ma hoa sang Hé
thong sinh trac hoc.

- Dt li€u vector hoa dugc luu trir vao co s¢ dit li€u sinh trac hoc phuc vu
xac thuc sinh trac.

d. Kiém tra, doi sodt giao dich
Chirc nang

- Hé thdng phai ghi nhan day du thong tin cua tat ca cac giao dich xac thuc
sinh trac hoc.

- Dt li€u giao dich phai phuc vu:

«Doi soat nghiép vu.

Kiém tra, giam sat.

. Théng keé, ddi soat s6 luong giao dich.
« Thanh tra, kiém toan.

- Hé théng phai dam bao thong tin giao dich khong bi thay d6i sau khi ghi
nhan.

Luéng xir Iy

- Heé thdng ghi nhan:
«M3 yéu cau.

«Ma dich vu.

«Pon vi yéu cau.

« Thoi diém xtr 1.
«Két qua xac thuc.

- Hé thong dbi soat khong luu lai thong tin s6 CCCD va dit 1iéu khudn mit
cua cong dan.

- Dt 1i¢u giao dich duoc luu vao co s& dir 1iéu chuyén biét phuc vu ddi soat.
- Hé théng cho phép thuc hién:

« Tra ctru lich sur giao dich.

«D6i chiéu két qua xac thuc theo ting tiéu chi nghiép vu.

.Théng ké, d6i soat, dém sb luong giao dich.

3.1.4.3. Cdc chirc ning ciia hé théng cung cdp dich vu

3.1.4.3.1. M6 ta chirc nang dich vu san ¢é



a. Ludng xac thuwe khuén mat 1:1

fng dung Té chirc He théng Td chire
stF dung dich vu st dung dich vu

SDK
Sinh trdc hoc

Hé théng
Sinh trdc hoc

Hé théng tich hop

Ngueéi dung

Yéu cau xéc thue—

Giri yéu cu ldy ma giao dich—————————>

1€ - Hién thi giao dign xac thuc- -

Thure hién chup anh

chén dung

Khai tao SDK
va gl dnh chdn dung

(€ D liéu khudn mat - ------

———— D liéu khudn m——»

Kiém tra gdi tin

A _GL'ri yéu cu xédc thure
gém 56 CCCD + D liéu khudn mat

N Gri yéu clu xac thue
g6m 56 CCCD + Di¥ liéu khudn mat

o --e--o--Travé ket qué----------
L EEEEEEEE -Tra vé két qua------=====--

I

Tiép nhan két qua
xir Iy theo nghiép vu

R SEEEEES Hién thi két qua----- S T vkl -2
Ma budc Tén budc Thue hién Dién giai buéc thue hién
BO1.1 Nguoi dung yéu cau xac Neusi ding Ngu?l dlgng t,hl.IC hién Ch}IC nang trén Ging dung
thue c6 yéu cau xac thuc khuon mat 1:1
s A A , Ung dung tao yéu cau x4c thuc ciia nguoi ding
BO1.2 Gui yéu cau xac thuc Ung dung véi h¢ théng cila TCSDDV
LA~ . Hé¢ thong clia Tra vé ma giao dich, dinh danh cho yéu ciu xac
B01.3 Tra vé ma giao dich TCSDDV thue
Ung dung hién thi giao dién va hudéng dan cac
B01.4 Mo giao dién xac thuc Ung dung thao tac d€ nguoi dung thuc hién chyp anh chan
dung
BOLS Thyc hién chup anh chan Negusi ding Ngu’O} dungA hudng vao camera va thuc hién
dung chup anh chan dung.
Khoi tao SDK, guri anh . Ung dung khoi tao va guri anh chan dung cho
BO1.6 chan dung Ung dung SDK
SDK xtr 1y anh chan dung va tra vé cho Ung
Tré dit lidu khuén mit v2 dung:
ra dit liéu khuén mat va
B01.7 T PO SDK - Dit liéu khudn mit (43 dugc ma hoa), dir liéu
2 anh goc \ L TR A A oX e 1fr 1A A f
nay chinh la dir liéu s€ gui tdi hé thong xac
thue.
PO SO , Ung dung tiép nhan cac thong tin tir SDK tra vé
BO1.8 Chuyén tlgﬁ)ugu li¢u xdc Ung dung va chuyén tiép xuéng Hé théng ciia TCSDDV
, Hg¢ théng clia TXCSDDV x4c thyc gbi tin nhan
-2 o H¢ thong cua duogc xuét phat tr Ung dung cta t6 chirc dam
BOL9 Kiém tra goi tin TCSDDV bao tinh duy nhit va toan ven cua goi tin trong
toan b phién giao dich.
HE théne i Hé théng cia TCSDDV giri yéu cau xac thuc
i yéu cAu x4 grong cua | khudn mat 1:1 toi He thong tich hop bao gom:
B02.1 Gui yéu cau xac thyc TCSDDV 11~ mat - : g op g
- Ma giao dich




Ma budc

Tén bwéc

Thue hién

Dién giai buéc thue hién

- Ma TCSDDV

-S6 CCCD

-Dit liéu lghuf)n mat (la df; liéu da dugc ma hoa,
chuyén tiép tr SDK ctia Ung dung).

B02.2

Gt yéu cau xac thuc

Heé thdng tich hop

Hé thong tich hop t1ep nhan yéu cau tir Hé
thong TCSDDV, kiém tra tinh hop 1& cua yéu
cau va chuyén tiép t6i Hé thong sinh tric hoc
voi ma dich vu la Xac thuc khuoén mat 1:1

B02.3

Tra két qua xac thuc

Hé thdng Sinh tric
hoc

Hé théng Sinh tréc hoc xir 1y yéu cau xéc thyc
khudn mat, tra vé két qua cho H¢ thong tich hop
(Két qua pha1 dugc ky s6) bao gom:

- Trong sb két qua xéc thuc khudn mat 1:1

- Canh bao thiét bi thyc hién xac thyc khong an
toan (néu co)

B02.3

Tra két qua x4c thuc

Hé théng tich hop

He¢ thdng tich hop tiép nhan két qua xac thuc
khuon mat tir HE thong sinh trac hoc va chuyén
tiép két qua ve cho Hé thong ciia TCSDDV.

B02.4

Tra két qua xac thuc

Hé thdng
TCSDDV

Heé thong cia TCSDDV tiép nhan két qua tir Hé
thdng tich hop, xtr Iy theo nghiép vu cua T
chire sau @6 tra két qua vé cho Ung dung

B02.5

Hién thi két qua xac thuc

Ung dung

Ung dung cia TCSDDV tiép nhan két qua xac
thlgfc tr He ,théng cua TCSDDV va hién thi
thong béo két qua cho ngudi dung

b. Ludng xac thwe chdng gia mao khuén mit va xic thwe khuén mit

U¥ng dung T4 chirc
stF dung dich vu

SDK Hé théng T4 chirc HE théna tich hor Hé théng
Sinh tric hoc st dung dich vy 9 °p Sinh tréc hoc

Ngu&i ding i
Yéu clu xac thue—» Giri y&u cau I3y m giao dich——————————
[ -mmmmmmmm e Tra vé ma giao dich -------------snmnmns
Khéi tao SDK——> o
Me giao dién
TR Hién thi giao dign Xac thiye - === ---======-- - xéc thue &nh mé
Thuc hién cac burdc
xac thirc theo yéu céu

(€ - - - - - - DiF liéu khudn mat--------

———————— Di¥ liéu khuén mt——m>»
:I Kiém tra goi tin

G yéu chu xac thirc Giri yéu clu xac thyc
| gémsé CCCD + DiF liéu khudn mat gém s6 CCCD + D liéu khudn mat
. ---Tra vé kétqué----------
[ - mmmm e e Tra v& két qua--=--==-===--
Tiép nhan két qua
xir Iy theo nghiép vu
e mm e A LA A E e e X
L LTRSS Hién thi két qua----- Tra ve ket qua
Ma buéc Tén budc Thuc hién Dién giai bwéc thuce hién
Neudi dine véu Nguoi dung thuc hién chiic nang trén ng dung c6 yéu
BOI1.1 &l £y Nguoi dung cau xac thyc chong gia mao khuén mat va xac thuc

cau xac thuc

khuo6n mat.




Ma buée Tén bwéc Thuwe hién Dién giai budc thye hién
Giri yéu cau xéac . Ung dung tao yéu cau xac thyuc ciia ngudi ding voi hé
BO1.2 thuc Ung dung thdng cia TCSDDV
BO1.3 Tré vé md giao He thong cua Tra vé mi giao dich, dinh danh cho yéu cau xac thuc
' dich TCSDDV glao Gieh, d ¥ -
BO1.4 Khoi tao SDK Ung dung lsjlr)llg< dung khoi tao SDK, truyén cac tham so cau hinh
e, SDK thong qua tng dung dé hién thi giao dién va
B01.5 Mo gliﬁi}en xac SDK hudéng dan céc thao tac dé nguoi dung thyc hién cac
j budc thu thap dit liéu khuén mat
Thuc hién cac s , \ . A ,
B01.6 budc thu thap dit Neuoi ding NgumA dunNg h}rong vdo camera va thyc hién céac bude
N N N thu thap dir liéu khudn mat dé xac thyec.
liéu khuoén mat
SDK sau khi thu thap dir li¢u khuén mat tor nguoi
A dir lié 5 dung, tra vé cho ung dung:
B01.7 Traduhe_iukhuon SDK u ~g r v ! % 1.1~g o o
mat - Dit liéu khuon mit (da duoc ma hoéa), dit liéu nay
chinh 1a dir liéu s€ guri tdi hé thong xac thuec.
XA s - Ung dung tiép nhén céac thong tin tir SDK tra vé va
B01.8 Ch}l yen tiep du Ung dung chuyén tiép xudng Hé théng cia TCSDDV
liéu xac thuc
Hé théng cua TXCSDDV xac thyc goi tin nhan dugc
.2 e Hé théng cua xudt phat tir Ung dung cia to chirc dam béo tinh duy
BOL9 Kiém tra goi tin TCSDDV nhit va toan ven cua goi tin trong toan bd phién giao
dich.
Hé théng cia TCSDDV giri yéu cdu xac thuc chdng
gié} mao khudn mat ‘vé x4c thyc khuén mat t61 Hé
thong tich hgp bao gom:
BO2.1 Giri yéu cau xac Heé thong ctia - Ma giao dich
’ thue TCSDDV - Ma TCSDDV
-S4 CCCD
- Dir liéq khuon mat (1a dir liéu da dugc ma hoa,
chuyén tiép tir SDK ctia Ung dung).
Hé thong tich hop tiép nhan yéu cau tir Hé thong
G yéu cau xac A A TCSDDV, kiém tra tinh hop 1& ctia yéu cau va chuyén
B02.2 thue Hg thong tich hop tiép toi HE théng sinh tric hoc v&i ma dich vu la Xac
thuc chong gia mao khudn mat va xac thyc khuén mat
Hé thdng Sinh tric hoc xir Iy yéu cau xac thyuc cl}éng
gia mao khuéq mat va xac tht,rg khubn mat, tra vé k§t
qua cho H¢ thong tich hop (Ket qua phai dugc ky s6)
Tra két qua xéac Hé thdng Sinh tric bao o ) ' gom:
B02.3 thue hoc - Trong s6 két qua xé4c thyc chong gia mao khudén mit
- Trong s6 két qua xac thuc khuén mat 1:1
- Qémh béo thiét bi thyc hién xac thyc khong an toan
(néu co)
Hé théng tich hop tiép nhan két qua xac thuc chdng
Tra két qud xac A A , gia mao khudn mat va xac thuc khudén mat tr H¢ théng
B02.3 thuc HE thong tich hop sinh tric hoc va chuyén tiép két qua vé cho Hé thong
cua TCSDDV.
' thyc TCSDDV op, Y o REMED VL

két qua vé cho Ung dung




M3 buée Tén budc Thue hién Dién giai buéc thue hién
ST Ung dung ciia TCSDDV tiép nhan két qua xéc thuc tir
Bo2.5 | Hiénthiketqua Ung dung Hé théng ciia TCSDDV va hién thi théng bao két qua
xac thuc 2
cho ngudi dung

c. Ludng diing ky dir liéu khudn miit vao co sé dir liéu vector hoa

. e Hg théng
-“ Hie thong Hieh hop Sinh tréc hoc
Quart tri vién
Gri yéu cau enroll
—gomfgg (érgggung —> Giri yéu cau enroll B .
| gdmanh chan dung—y| | — M@hoasé CCCD 4 /=
+s8 CCCD + dir ligéu khuén mat -
Dir liéu ma héa
b ST Tra vé két qua-------
€ Travé kétqua------ -
DB Vector
: i héa
Ma n , o K ol o
. Tén budc Thue hién Dien giai budc thuce hién
budc
e, o Quan tri vién giri yéu cau dang ky dit liéu khudn
BOLI Giri yéu cau dang ky Quan tri vién mat vao Co s& dir liéu vector hda phuc vu xac thuc
Hé thdng tich hop tiép nhan yéu cau tir quan tri
sea A L , Hé¢ thong tich vién, kiém tra tinh hop 1 clia yéu cau va chuyén
BO1.2 | Guri yéu cau dang ky hop tiép thong tin gdm S6 CCCD + Anh chan dung
xuong H¢ thong Sinh trac hoc.
14 X - A A . Hé théng sinh tric hoc tiép nhan yéu cau ding ky
+ S A < a1 A st QA \
B01.3 Ma hga S0 Cp CD, di He thaong Sinh dir liéu khu6n mit, thyc hién ma héa S6 CCCD va
liéu khuoén mat trac hoc oo a
dwr liéu khudn mat.
Luu dirlieu khuon mat |y 600 ginh | He théng sinh trdc hoc Twu dit Tiéu da ma hoa vao
B01.4 vao Co s& dir liéu vector P o 1A .
hoa trac hoc Co s6 dit liéu Vector hoa
A g A . Hé thong Sinh tric hoc tra két qua théng bao dang
B02.1 Tra két qua dang ky He thong Sinh | 4 ™13 Jliew vao CSDL Vector héa: Thanh
trac hoc " Lo
cong/That bai
s DAL 2 4w , Hé¢ thong tich He¢ thdng tich hop nhan két qua tir Hé thong sinh
Bo2.1 Tra ket qud dang ky hop trac hoc va thong bao két qua cho Quan tri vién.

3.1.4.3.2. M6 ta chirc néng tiry bién




a. M3 héa dix liéu CSDL vector sinh tric hoc khudn mit
CSDL vector khuon mat phai dugc ma hdéa dam bao 3 ti€u chi:
- Chéng dao ngugc vé dit lidu goc;

- Khong lién két dinh danh chu thé cua dit lidu;

- Ché)ng 16 lot thong tin c& nhan.

§6 CCCD BIO_ID

o:&@a
—J

Vector dac w
. Vector ma
trieng khudn .
- hda
mat

-S6 CCCD phai dugc thuc hién ma hoa dya trén thuat toan theo céc ti€u
chuan TCVN hoic ISO/IEC dé tao thanh chudi BIO ID khong thé dao nguoc vé
s0 CCCD.

- D li¢u trich chon dac trung khuon mat phai dugc ma hoa sur dung giai
thuat ma héa theo cac tiéu chuan TCVN hodc ISO/IEC. Dit liéu trich chon dic
trung khuon mat khong thé dao nguoc vé anh khuén mait va giai thuat ma hoa phai
cho phép xac thye khudn mit ma khong can giai ma dir liéu trich chon dic trung.

- Toan b0 co s¢ dir liéu phuc vu cung cép dich vu xéac thuc khuén mat phai
dugc mi hoa dam bao an toan thong tin. Co sd dit liéu khong can phai duoc giai
ma khi khai thac cung cép dich vu, cac tac vu tim kiém hoic tinh toan so khép
duoc thue hién truc tiép trén dit 1liéu ma hoa, dam bao toi da bao mat dit lidu.

- Co s¢ dir liéu khong duoc luu trix s6 CCCD rd va vector khudn mit rd
dam bao khong lién két dinh danh va chdng 10 lot thong tin c4 nhan.

b. B cong cu phat trién SDK

- Pé thyc hién xac thuc sinh trac hoc, hé théng phai cung cép bd cong cu
phat trién SDK cho cac T chirc sir dung dich vu tich hop vao tng dung dé thuc
hién 1§y dwr liéu khuon mat, gui yéu cau xac thue sinh tréc, déng tho1 dam bao an
toan thong tin.



- Cac budc thao tac dé xac thuc (hudng dan, chup anh, v.v...) trén tmg dung
duogc thyc hién thong qua SDK. Ung dung chi can tich hop SDK va cau hinh céc
tham sd can thiét.

- SDK phai c6 co ché bao vé toan dién nham ngan chan trich xuét dit liéu,
phat hién va han ché céac hanh vi bat thuong, can thi¢p, gia mao, phat lai, tu dong
hoa hodc phan tich dich nguoc trong qué trinh thuc hién xéac thuc trén img dung.

- Moi dir liéu truyén tr SDK dén hé théng dich vu xéc thuc phai duoc ma
hod, dam béo tinh toan ven, xac thuc ngudn gui va chdng thay doi dit liéu trong
sudt qua trinh truyén.

- SDK phai ¢6 co ché quan 1y license riéng khi tich hop cho timg Ung dung
cta td chuc st dung dich vu khac nhau.

- SDK cho phép tuy chinh céc tham sd cau hinh vé giao dién dé dong bo
mau sac voi cac Ung dung cta To chire str dung dich vu khac nhau nhur:

« Noi dung thong bao.

« Mau sic cac thanh phan trong giao dién.

Phong chit, c¢& chir.

. Tat/bat cac niit chirc nang.
c. Tich hop hé thong Trung tAm xac thue dién tir

Cung cp cac giao dién 14p trinh tng dung (API) phuc vu tich hop hé thong
TTXT:

- API cung cdp mi token cho Hé théng Trung tdm xac thuc khi sir dung
dich vu cua H¢ théng Sinh tric hoc

« Resquest Body:

. . Kiéu dir | Bit .
STT Tén truong g bub Mo ta
i€u udc

Do H¢ théng xéc thuce sinh tric
1 | clientld String X hoc cung cap cho Hé thong
Trung tdm xéc thuc

Do H¢ théng xéc thuce sinh trac
2 | clientSecret String X hoc cung cdp cho Hé théng
Trung tam xéc thuc

. Response Body:

STT Tén truong . 5 Mo ta




Trang thai két qua tra vé

1 | statusCode Number X 1: Thanh cong
101: That bai
Néu statusCode = 1
Token cho cac phién lam vi¢c
2 | accessToken String tiép theo
Bit budc khi statusCode = 1
3 expiresin Number Thoi han token
4 tokenType String Loai token, mac dinh Bearer
Néu statusCode = 101
5 | errorDetail String No6i dung 16i

- API tiép nhan théng tin cong dan, dir liéu khuon mat phuc vu xac thuc
chéng gid mao khudén mat va xac thuc khudén mat.

« Resquest Body:

ST X . Kiéu dir | Bat o
Tén trwong n . Mo ta
T li¢u bufc
1 transld String X Ma giao dich
2 personld String X S6 CCCD cuia ngudi ding
3 facel Strin « Dt liéu khuon mat thu thap tur
acelmages g SDK
« Response Body:
. . Kiéu dir | Bit .
STT Tén truong o . Mo ta
liéu budc
Thanh cong (Http Code 200)
Két qua xac thuc (c6 ky s6) theo
, , . chuan JWS. La chudi Base64 c6
1 biometricResult String X
format:
<header>.<payload>.<signature>

M&b ta ciu tric két qua sinh tric <payload> sau khi parse theo chuin

JWS
1 transId String X La trudng transld ¢ request body
2 statusCode Number | x Trang thai két qua tra vé
3 data Object X
3.1 result Number | x Két qua giao dich




3.2

liveness

Object

3.2.1

result

Number

Két qua chong gia mao:
1 - Xac thuc
0 - Khong xac thyc

322

SCore

Float

Trong so6 cua két qua

3.3

faceMatch

Object

3.3.1

result

Number

Két qua xac thuc khuon mat 1:1:
1 - Xac thuc
0 - Khong xac thyc

332

SCore

Float

Trong so6 cua két qua

3.33

confidence

Number

Do tin cay

1 - Thap

2 - Trung Binh
3 - Cao

34

deviceRisk

Object

Théng tin canh béo thiét bi
khong an toan.

34.1

isHighRisk

Boolean

Canh bao thiét bi khong an toan:
- true: Thiét bi khong an toan
- false: Thiét bi an toan

342

flags

Array

Danh sach ma nguyén nhan canh
béo thiét bi khéng an toan:

I: REPACK
2: EMULATOR
3: HOOK

4: DEBUG

5: ROOT

6: UNLOCK BOOTLOADER
8 .

VIRTUAL ENVIRONMENT
10: ADB

11: DEVELOPER _SETTING
Vi du. flags: [2,3.,4]

That bai (http code: 400)

1

transld

String

La truong transld & request body

2

statusCode

Number

Trang thai két qua tra vé

3

errorDetail

String

Noi dung 16i




- API tiép nhan thong tin cong dan, dir liéu khuon mat phuc vu xac thuc
khuon mat.

« Resquest Body:

ST a . Kiéu dir | Bait .
Tén trwong n . Mo ta
T li¢u bufc
1 transld String X Ma giao dich
: S6 dinh danh ca nhan ciia nguoi
2 personld String X .
dan
3 facel Strin < Dt liéu khuon mat thu thap tur
acelmages g SDK
« Response Body:
. . Kiéu dir | Bit .
STT Tén truong ” . Mo ta
licu budc
Thanh cong (Http Code 200)
Két qua xéac thuc (c6 ky sd) theo
: : : chuan JWS. La chudi Base64 c6
1 biometricResult String X
format:
<header>.<payload>.<signature>

M6 ta ciu tric két qua sinh tric <payload> sau khi parse theo chuin

JWS
1 transld String X La truong transld ¢ request body
2 statusCode Number | x Trang thai két qua tra vé
3 data Object X
Két qua tong:
3.1 result Number | x 0 - Khong xac thuc,
1 - Xac thuc
3.2 faceMatch Object X

Két qua xac thuc khuén mat 1:1:
3.2.1 |result Number | x 1 - Xac thuc
0 - Khong xéac thuc

3.2.2 | score Float X Trong sb ctia két qua

Do tin cay
3.2.3 | confidence Number | x 1 - Théap
2 - Trung Binh




3 -Cao

Thong tin canh bao thiét bi
khong an toan.

Canh bao thiét bi khong an toan:
3.3.1 |isHighRisk Boolean | x - true: Thiét bi khong an toan

- false: Thiét bi an toan

33 deviceRisk Object X

Danh sach ma nguyén nhan canh
béo thiét bi khong an toan:

I: REPACK

2: EMULATOR

3: HOOK

4: DEBUG

5: ROOT

6: UNLOCK BOOTLOADER
8:

VIRTUAL ENVIRONMENT
10: ADB

11: DEVELOPER SETTING

Vi du. flags: [2,3.,4]

3.3.2 | flags Array X

That bai (http code: 400)

1 transld String X La truong transld ¢ request body
2 statusCode Number | x Trang thai két qua tra vé
3 errorDetail String X Noi dung 16i

3.1.5. Yéu cdu vé sao lwu dw phong
3.1.5.1. Cac logi sao luu du phong
- Full backup: Sao luu toan b CSDL 12 sao luu tat ca dit liéu trong database,
thuong 1a vé mat vat 1y. Tirc 14 ban sao luu s& bao gom tat ca cac file lién quan
trong database: data file, transaction log, control file,...
- Incremental backup: Sao luu nhitng thay doi cia CSDL ké tir ban sao luu
toan bd gan nhat.
- Archive Log: Nhat ky luu trir.
3.1.5.2. Chién lwgc sao lwu dw phong

Str dung ca 3 loai sao luu néu trén (Full Backup, Incremental Backup,
Archive Log) dé sao luu CSDL vector khuoén mit mé hoéa cia TTXTDT. Khi su
cd xay ra voi CSDL chinh, sy két hop ca 3 loai sao luu du phong c6 thé khoi phuc



lai day du ciu trac va dit liéu caa CSDL tai bat ky thoi diém nao trude khi xay ra
su ¢o.

- Full Backup (Level 0): 1 lan/tuin, vao cac thi 7 hang tudn. Luu 4 ban sao
luu tmg véi 4 tudn. Khi hoan thanh sao luu ban tht 5 s& x6a ban sao luu thir 1
dam bao dit li¢u sao luu s€ dugc xoay vong du 1 thang.

- Incremental Backup (Level 1): St dung Differential backup (sao luu
nhing thay d6i ké tir ban Incremental Backup gan nhat). 1 lan/ngdy, vao 22h hang
ngay. Dt liéu sao luu s€ dugc xoay vong hang thang.

- Archive Log: 1 1an/12h, vao 12h va 24h hang ngay. Dir liéu sao luu s&
duoc xoay vong hang thang.

3.1.6. Cdc yéu ciu vé chit lwong dich vu, cong nghé ciia ha ting kj
thuat
3.1.6.1. Mé hinh ha tang kj thugt

Gateway T STH - APP Zone | STH- DB Zone

Service

—

@

AP Gateway

Al
y 8
(-
%
i‘

Vector Databa:
GPU Server - 02 CPU Server - 02 CPU Server - 01 Server - Active Server - StandBy

3.1.6.2. M0 td chi tiét

a. Gateway
Pay 1a diém tiép nhan cho cac yéu cau (requests) tir hé thong tich hop dén
hé thong sinh tric hoc.

- Thanh phén chinh: API Gateway.

- Chtrc nang:

.Can bang tai (Load Balancing): Phan phéi luu lugng truy cap dong déu
dén cac cum server xir 1y phia sau, tranh tinh trang nghén ¢d chai tai mot diém.

Diéu huéng (Routing): Nhan dién cac yéu ciu xac thuc sinh tric hoc va
chuyén huéng chinh xac dén cac service tuong (mg trong App Zone.



.Bao mat: Péng vai trd nhu mot 16p bao vé dau tién (Reverse Proxy), hd
trg xac thuc API Key, gidi han luu lugng (Rate Limiting) dé ché)ng tan cong DDoS
va bao vé cac service ndi bo.

b. STH - App Zone

Thuyc hién cac thudt toan phuc tap vé nhan dién va dbi sanh sinh tric hoc.
Phan ving ndy duoc bao vé boi hé thong tudng lira (Firewall) ngin cach véi
Gateway va DB Zone. Cac cum server déu duoc thiét ké theo mo hinh sén sang
cao (High Availability).

Cum Server Dich vu (Service):

- GPU Servers (01 & 02): Pugc trang bi cac bo vi xur ly dd hoa manh mé,
chuyén dung dé chay cdc mo hinh Deep Learning/Al Céc server ndy dam nhéan
nhiém vu thyc thi phan xi 1y 16i cac m6 hinh AI véi kha nang xir 1y song song tdc
d0 rat cao, dap ung khoi luong xir 1y 16n.

- CPU Servers (01 & 02): Pam nhan céc logic nghiép vu, diéu phdi quy
trinh x4c thuc, xir Iy cac tac vu tinh toan thong thuong va quan 1y giao tiép giita
cac thanh phan.

- KMS Servers (01 & 02): Bam bao moi truong tinh todn tin cay, bao dam
tinh 6 1ap qua trinh xtr 1y. Moi xtr 1y dit liéu sinh tric hoc déu duoc thyc thi thong
qua cum KMS nay dé dam bao tinh an toan tuyét d6i, tuan thi cac tiéu chuan bao
mat dir licu.

c. STH - DB Zone

Kho dir liéu vector dac trung khuon mat.

M6 hinh hoat dong: Str dung co ché Data Guard véi kién tric Active -
Standby.

- Vector Database Server - Active: Tiép nhan cac yéu cau doc/ghi dit liéu
tho1 gian thuc. Cac vector dac trung duoc luu trit tai day dé phuc vu viéc ddi sanh
1:1 hoac 1:N.

- Vector Database Server - Standby: Pong bo dit liéu lién tuc (Sync) tir
server Active. Trong truong hop server Active gip su ¢, server Standby sin sang
chuyén doi vai tro dé dam bao hé thong khong bi gian doan.

- Vector Database Server - Backup: Mot server doc lap thuc hién nhi€ém vu
sao luu dit liéu dinh ky tir cum Active/Standby. Pay 1a chdt chan cudi cing gitp
phuc hoi dit lidu trong cac tinh huéng tham hoa hoic 16i dit liéu hé théng.

3.1.6.3. Tai nguyén cung cdp dich vu

a. Tai nguyén xur ly mo hinh tri tué nhan tao Al:



- Dich vu xac thuc khuon mat 1:1: 158.000.000 Iwot/nam.
- Dich vu chbng gia mao khudn mat: 79.000.000 lugt/nam.
- Luu luong cao diém: 500 giao dich/gidy (TPS).

- Thoi gian phan hdi trung binh: nhé hon 1 giay.

- Mbi ludng xtr Iy sir dung 8 core CPU, 1 Card GPU va 64 GB RAM dap
tng 32 TPS: 500 TPS / 32 TPS = 15.625 ~ 16 ludng xt 1y song song.

- Pé dam bao tinh sén sang, can trang bi 2 may cha song song, mdi may
cht ¢am nhiém 8 ludng xur 1y, twong dwong cdu hinh mdi méy chi: 64 core CPU,
8 card GPU va 512 GB RAM.

b. Tai nguyén xw ly logic:

- Dich vu xac thuc khuon mat 1:1: 158.000.000 Iwot/nam.
- Dich vu chéng gid mao khuon mat: 79.000.000 lugt/nam.
- Luu luong cao diém: 500 giao dich/gidy (TPS).

- Thoi gian phan hoi trung binh: nhé hon 1 gidy.

- Mdi ludng xtr 1y str dung 2 core CPU va 32 GB RAM dap tng 32 TPS:
500 TPS /32 TPS = 15.625 ~ 16 ludng xir 1y song song.

- Pé dam bao tinh san sang, can trang bi 2 may cha song song, mdi may
cha ¢am nhiém 8 ludng xtr 1y, trong dwong cau hinh mdi may chu: 16 core CPU,
va 512 GB RAM.

c. Tai nguyén moi trwong thuc thi an toan

- Dich vu xac thuc khuon mat 1:1: 158.000.000 Iuwot/nam.

- Dich vu chéng gid mao khuon mat: 79.000.000 lugt/nam.

- Luu luong cao diém: 500 giao dich/gidy (TPS).

- Thoi gian phan hoi trung binh: nho hon 1 gidy.

- Mbi ludng xur 1y str dung 2 core CPU va 8 GB RAM dap tmg 32 TPS: 500
TPS /32 TPS = 15.625 ~ 16 ludng xtt Iy song song.

- Trang bi module bdo mat mé rong ddm bao moi truong thuc thi an toan:
Trusted Platform Module 2.0 V3.

- Pé dam bao tinh san sang, can trang bi 2 may chu song song, mdi may
cht dam nhiém 8 ludng xtr Iy, trong dwong cau hinh mdi may chu: 16 core CPU,
64 GB RAM va Trusted Platform Module 2.0 V3.

d. Tai nguyén luu tri



- Dung luong trung binh mdi ban ghi vector khuén méit ma hoa: 25 KB.
-S6 lugng vector khuon mat ma hoa: 100.000.000 ban ghi.

- Dung lugng trung binh mdi nhat ky giao dich: 2 KB.

- S6 lugng nhat ky giao dich tbi thiéu: 237.000.000 nhat ky giao dich/nam.
- Hé s6 du phong dam bao dap umg dung luong phat sinh: 30%

- Tong dung luong luu trit 5 nam: (25 KB x 100.000.000) + (5 x 2 KB x
237.000.000) x 30% = 6.5 TB.

- Bé dam bao tinh sin sang, can trang bi 2 may chu luu trir hoat dong & ché
do Active - Standby

e. Sao luu dw phong

- Pé dam bao chién lugc sao luu du phong, dung luong may chu can dap
ung sao luu 5 ban ghi CSDL: 5 x 6.5 TB =32.5 TB.

3.1.6.4. Danh muc thiét bj téi thiéu yéu ciu:

- Cac may chu tng dung tri tu¢ nhan tao va xu 1y logic phai c6 ngay san
xuat sau ngay 01/01/2021.

- Thong s k¥ thuat tdi thiéu:

STT Danh muc Pon vi S6 lwong Muc dich sir dung

A STH - APP Zone

May chu Al
CPU: 64 core
GPU: 8 x 48GB VRAM s A a1, iae N
> AL Thuyec thi phan xir 1y 181 cac mo
1 10,752 CUDA cores GPU Thiét bi 2 Jue T phan xu ly
Cacd hinh AI
ar

RAM: 512GB DDR4
DISK: 960GB SSD

May chu logic
) CPU: 16 core Thiét bi > T’hl_}'C thi (Eac 10Aglc ngh}ep vu, XU
RAM: 512GB DDR4 ly tinh toan thong thuong

DISK: 960GB SSD

May chu KMS
CPU: 16 core
RAM: 64GB DDR4 o
3 DISK: 960GB SSD Thiét bi 2
Trusted Platform Module 2.0

V3

Mbi truong thyc thi an toan khi
xtr ly dir liéu sinh trac hoc.

B STH - DB Zone

Vector Database Server —
1 Active Thiét bi 1 Co s0¢ dir liéu vector hoa khuon

CPU: 16 core mat trang thai active
RAM: 512GB DDR4




STT

Danh muc Pon vi S6 lwong Muc dich sir dung

DISK: 960GB SSD, 6.5TB
SSD

Vector Database Server —

Standby

CPU: 16 core A Co s¢ dir liéu vector hoa khuon
Thiét bi 1 < -

RAM: 512GB DDR4 mat trang thai standby.

DISK: 960GB SSD, 6.5TB

SSD

Vector Database Server —
Backup

CPU: 16 core

RAM: 128GB DDR4
DISK: 960GB SSD

32.5TB SSD

Sao luu dir li¢u dinh ky tor cum

Thiét bi 1 Active/Standby

3.1.7. Yéu cdu vé vin hanh qudn tri hé thong cung cdp dich vu

TT

Noi dung Chi tiét

- Tiéu chuén dich vu 24*7%365 (bao gdm ngay nghi, 18 va th 7,
chu nhat).
- bia diém lam viéc: Lam viéc tir xa va lam viéc truc tiép tai noi

cai dat hé thong cung cap dich vu (khi c6 yéu ciu).
Phuong

< - Phan hdi thong tin vé& phuong an khic phuc xir 1V su ¢b tron
thire ho tro & b & Pt ¥yt &

thoi gian 02 gio ddng ho ké tir khi nhan dwoc yéu cau hd tro.

- C6 mat tai dia diém cai dat dich vu hodc truy cép tir xa dé khic
phuc su c6/ 161 hé théng trong thoi gian 04 gio ddng ho ké tir khi
nhan dugc yéu cau hd trg cua Bén A.

Quidn tri hé thong cung cip dich vu dang hoat dong

+ Kiém tra két qua van hanh dich vu hodc theo ddi nhat ky (log)
hoat dong cua h¢ théng cung cép dich vu.

+ Xéc dinh nguyén nhan 15i hodc c6 kha ning gy ra 16i dich vu.
+ Pé xuat xtr Iy hodc giam sat két qua xir 1y cac su cd phat sinh
trong qua trinh van hanh dich vu.

+ Dé xuat giai phap dé tbi wu hoat dong cho fichj, chtrc ndng hoac
Chi tiét noi | mot nhém chire néng cua dich vu.

dung + Kiém tra, xac dinh yéu cau hd trg dé xac dinh 15i dich vu hoic
yéu cau phat sinh hodc hudéng dan sir dung.

+ Kiém tra két qua xur 1y 15i.

Quidn tri hé thong

+ Thuc hién tao hodc cap nhat thong tin, khoa tai khoan quan tri,
phan quyén theo quy dinh.

+ Giam sat viéc tuan tha quy ché, quy dinh phan quyén quan tri




TT | N¢i dung

Chi tiét

theo quy dinh.
+ Giam sat hoat dong quan tri trén hé thong.

Kiém soat, doi soat dii liéu
+ Thuc hién kiém soat, do1 soat dit liéu khi co6 yéu cau.

Tiép nhén, kiém tra va hé tro cdc yéu ciu

+ Tiép nhan, phan tich, kiém tra va khic phuc 16i dich vu.

+ Kiém tra lai dich sau khi khic phuc 16i hé théng hoac co s¢ dir
liéu.

+ Thuec hién stra doi, nang cép phén mém nham dam bao céc tiéu
chuan hoat dong cuia hé théng cung cap dich vy khi ¢6 yéu cau
ctia co quan chirc nang trong kha nang, nang luc ctia don vi cung
cép dich vu.

Hb tro k§ thuat 24/7
I H& tro ky thuat & xir Iy sw c6 Thoi gian
1 Tiép nhan thong tin va phan hoi <2h
2 Xt 1y sy ¢b
2.1 Su ¢b thong thudng khong gy gian doan dich vu <48h

2.2 | Sucd gay gian doan hé thong

2.2.1 | - Xu ly tam thoti, khoi phuc lai dich vu <4h
2.2.2 |- Xur ly dut diém, chay dich vu binh thuong (khong bao <48h
gom dir liéu)
3 HO tro k¥ thuat (thay ddi cAu hinh, hd tro trong gio hanh <48h
chinh)
11 Bio tri, nang cap phién ban phan mém (nhan théng Thoi gian
bao trong gio hanh chinh)
1 Thong bao vé bao tri nang cap hé théng co gian doan Trudc 48h
dich vu

2 Thong bao vé bao tri nang cip hé thdng khan cip co gian Trudc 24h

doan dich vu

3.1.8. Yéu cdiu déi véi nha cung cip dich vu




3.1.8.1. Yéu cdu vé ning lywc chuyén mén, tai chinh

3.1.8.1.1. Yéu cdu vé néng lyc, kinh nghiém

C6 kinh nghiém thuc tién trong linh vuc phat trién va trién khai cac Hé
théng cong nghé thong tin cip quy mé qudc gia.

C6 kinh nghiém thuc hién cac hop dong twong tu phu hop véi quy mé cia
ké hoach theo quy dinh ctia phap luat.

3.1.8.1.2. Yéu cau vé néng lyc tai chinh

Cé tu cach phap nhan, dugc thanh 1ap va hoat dong hop phap tai Viét Nam.

C6 nang luc tai chinh, hoat dong 6n dinh, khong trong qua trinh giai thé,
pha san hodc céc hinh thirc twong duong theo quy dinh cta phép luat.

3.1.8.2. Yéu cdu vé ning luc nhéin sw

3.1.8.2.1. Yéu cau vé nhan su trién khai hé thé'ng cung cd'p dich vu

STT Noi dung yéu ciu
1 | Nhan su chii chot:

- 01 nhan sy dau mai tiép nhan va di€u phdi (nhan sy chu chot):

+ Tot nghiép dai hoc chuyén nganh cong ngh¢ thong tin (bao g0m céc
nganh dung dao tao vé CNTT va cac nganh gan dao tao vé CNTT thudc
Hé théng nganh nghé dao tao May tinh va cong nghé thong tin theo quy
dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022 cia Bo Thong
tin va Truyén thong)

+ C6 t6i thiéu 05 nam kinh nghiém tinh tir thoi diém tét nghiép dai hoc.
2 | Nhén su trién khai:

- To1 thi€u 3 nhan su.

+ Tot nghiép dai hoc chuyén nganh cong ngh¢ thong tin (bao g0m céc
nganh dung dao tao vé CNTT va cac nganh gan dao tao vé CNTT thudc
Hé thong nganh nghé dao tao May tinh va cong nghé thong tin theo quy
dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022 cia B6 Thong
tin va Truyén thong)

+ Tbi thiéu 02 nam (24 thang) kinh nghiém lam viéc tinh tir thoi diém
tot nghiép dai hoc.

3.1.8.2.2. Yéu cau vé nhén su quan tri van hanh

STT Noi dung yéu ciu

1 | Nhan su trién khai:

- T61 thi€u 3 nhan su.




STT

Noi dung yéu cau

+ Tt nghiép dai hoc chuyén nganh cong ngh¢ thong tin (bao gdm cac
nganh dung dao tao vé CNTT va cac nganh gan dao tao vé CNTT thude
Hé thong nganh nghé dao tao May tinh va céng nghé thong tin theo quy
dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022 cua Bo Thong
tin va Truyén thong)

+ T6i thiéu 02 ndm (24 thang) kinh nghiém lam viéc tinh tir thoi diém
tot nghiép dai hoc.

w

.1.8.2.3. Yéu cau vé nhén sw hé tro ky thudt

STT

Noi dung yéu cau

Nhan sv trién khai:

- T61 thi€u 2 nhan su.

+ Tt nghiép dai hoc chuyén nganh cong ngh¢ thong tin (bao gbm céc
nganh dung dao tao vé CNTT va cac nganh gan dao tao vé CNTT thudc
Hé théng nganh nghé dao tao May tinh va cong nghé thong tin theo quy
dinh tai Thong tu s6 08/2022/TT-BTTTT ngay 30/6/2022 cia Bo Thong
tin va Truyén thong)

+ Toi thiéu 02 ndm (24 thang) kinh nghiém lam viéc tinh tir thoi diém
tot nghiép dai hoc.

3.1.8.3. Cdc yéu cau khdc déi véi nha cung cdp dich vu

- H¢ théng cung cép dich vu phai dugc trién khai doc lap tai dia diém theo

yéu cau.

- Pon vi cung cap dich vu chiu trach nhiém cung cap ha ting may chi tinh

toan, may chu luu trir va cac phan mém phuc vu cung cap dich vu xac thuc sinh
trac hoc khuon mat va dich vu chong gid mao khuén mat.

- Pon vi cung cap dich vu chju trach nhiém nang cap, bo sung ha ting may

chu tinh toan, may chu luu trit va cac pham mém dam bao hi€u nang cua h¢ thong
dap ung su tang trudng v€ nhu cau st dung.

- Pon vi cung cép dich vu chiu trach nhiém quan tri van hanh hé théng cung

cap dich vu dam bao cac yéu cau tai muc 6 v€ Yéu cau vé van hanh quan tri h¢

thong

cung cép dich vu.

- C6 kha nang du phong (tai chd, tir xa tai DR)
- Co tinh san sang cao

- C6 kha nang dé& dang mé rong, nang cap

- Giao dién than thién, dé quan tri, van hanh




3.1.8.4. Yéu cdu vé an toan, bio mdt théng tin, div liéu

- C6 giai phap bao mat dir liéu, danh tinh ctia cong dan ddi véi dit liéu can
cudc (sé can cudc cong dan) va anh khuon mat, chéng 10 lot dir liéu.

- C6 giai phap ma hoa dir liéu s cin cude cong dan két hop dic trung khudn
mat dé tim kiém béng dir li€u da ma hoa, chéng dao ngugc vé dir liéu o, ké ca
trong truong hop xay ra sy ¢d mat an toan hé théng, c6 kha ning chong tin cong
Vet can.

- C6 giai phap ma hoa dir li€u trich chon dat trung khuén mat hoac dir li¢u
vector chong ddo nguoc vé dir liéu anh khudn mit, ké ca trong trudng hop xay ra
su cO mat an toan hé thong.

- C6 giai phap chdng kha ning dinh danh céng dan hoic lién két s6 can cudc
cong dan vaéi dir liu trich chon ddc trung khudn mat hoac vaoi dir licu vector khi
Xay ra su c6 mat an toan hé thong.

- C6 giai phap bao vé ¢ phia dau cubi ludng xac thuc khudén mit trong d6
bao gdm cac bién phap bao vé ludng thu thap thong tin khudn mit; ludng két ndi
API; chéng céc loai hinh thirc tin cong gia mao ludng video khudn mit, gia mao
st dung tri tu¢ nhan tao nhu deepfake...

- C6 giai phap xéac thuc str dung dit liéu sd cin cude cong dan d3 ma hoa va
trich chon dac trung khudén mat da ma héa ma khong can gidi ma dir lidu.

3.2. Yéu cau vé thoi gian thué va tién d9, thoi gian xdy dung, phat
trién, hinh thanh dich vu

3.2.1. Thoi gian thué: 365 ngiy (tinh tir thoi diém nghiém thu, ban giao
dich vu dé dua vao st dung dén khi két thic thoi gian thué dich vu)

3.2.2. Thoi gian xdy dung, phdt trién, hinh thanh dich vu: 15 ngay, bao
gom:

- Thoi gian trién khai ha ting k¥ thuat cung cap dich vu: 2 ngay.

- Thoi gian cai dit phan mém cung cép dich vu: 2 ngay.

- Thoi gian tuy chinh tich hop hé thdng: 5 ngay.

- Thoi gian tao 1ap co so dit liéu ma hoa gbe: 3 ngay.

Thoti gian thyc hién kiém thtr hodc van hanh thu: 3 ngay.
3.3. Phwong 4n quin ly, chuyén giao
- Sau khi két thuc thoi gian thué, nha cung cap dich vu phai chuyén giao

toan bd thong tin va dir 1i€u hinh thanh trong qua trinh thué dich vu cho chu tri
thué dich vu



- Nha thau cung cép dich vu cé trach nhiém lén Phuong phap, cong cu,
quy trinh va vai tro, trach nhiém ctia mdi bén trong qua trinh chuyén giao; phuong
an kiém tra xac dinh tinh trang thong tin va dir liéu hinh thanh trude khi chuyen
giao; phuong an sao luu, phuc héi dit liéu trude khi chuyén giao (néu can thiét);
phuong 4n kiém tra tinh trang thong tin va dit liéu hinh thanh sau khi chuyén giao;
phuong an kiém tra, d6i soat dir liéu sau khi chuyén giao; phuong an x6a thong
tin va dir liu lién quan dén chu tri thué dich vu trén cac hé thong tai nha cung cap
dich vu sau khi chuyén giao trinh chu tri thué dich vu chip thuan sau d6 sé& tién
hanh thuc hién.

3.4. Yéu ciu phat sinh trong qua trinh khai thac, sir dung dich vu

- Trong thoi gian thué dich vy, néu c6 phat sinh vain dé vé ha tang trang
thiét bi CNTT thi nha cung cap dich vu c6 trach nhiém bao hanh, stra chira, bao
tri hoac thay thé theo y€u cau cua don vi chu tri thué;

- Truong hop don vi chu tri thué yéu cau tich hop cac san pham dich vu
khac hodc dé nghi ning cip, chinh stra theo quy trinh va nghiép vu méi c6 lam
anh huong dén nén tang, kién tric ciia hé thong phan mém thi don vi chu tri thué
va nha cung cap dich vu tién hanh thuong thao, b6 sung ndi dung, kinh phi vao
phu luc hop déng thué dich vu.

4. Giai phap va phuong phap luan:

Nha thau chuan bi dé xuat giai phap, phuong phap ludn tong quét thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phuong phap luan;
2. Ké hoach trién khai.
5. Quy dinh vé Kiém tra, nghiém thu san phim:

Céc kiém tra thir nghiém can tién hanh gom c6: Kiém tra thong so, chirc ndng
so v&i yéu cau cua E-HSMT va ban giao, nghiém thu dua vao st dung.



