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Chwong V. YEU CAU VE KY THUAT

- A
uc 1. Yéu can

vé ky thuit

1.1. Gidi thiéu chung vé dw todn mua siim, g6i thiu

- Bén mdi thau: Bao Quan ddi nhan dan.

- Tén géi thiu: HH-06 “Phén mém 4o hoa”.

- Nb6i dung géi thau: Cung cip gia han ban quyén phin mém 4o hoéa thiét bi
cin bing tai.

- Pia diém thuc hién: 86 7 Phan Pinh Phung, phirong loan Kiém, Tp Ha Noi.

- Théi gian thyc hién g6i thiu: 60 ngdy.

1.2, Yéu ciu vé ky thugt
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1 Ban - Chung loai: ADC VPX/BLX Software Subs (Fixed Model})
quyén hodc tirong dwong.
thl’-n - Phin mém sau khi duoc gia han ban quyén phai dam bao cic
mém ao tinh nfing cua hé théng nhv sau:
hfi'akthlét a/ Yéu ciu vé tinh niing:
ll;;;‘gu}[éi - Can bing td] th(:)ng }ninh ""”:‘, chuyén mach qéi dung s€ chia nho
(12 chc -hwz’mg lfét noi d-én h¢ thong, (fam bﬁc? o1 l}c’ra vig¢c phin
thing) phdi cac Tuong dir lién tir may chi bdo dién tix t&i ban doc. HE

théng ¢6 hd tro nhiéu thudt todn can bang i va co ché kiém tra
trang thai hoat dong cua cac may chi bao di¢n tr mét cach thong
minh cho phép hé théng nén & mike sin sang cao nhat, dap tng
kip thoi cho moi két nbi ciia ban doc dén hé théng bdo dién W
hay cac tng dung quan tri ndi dung cua Bao.

- Phin m&m 40 hoa cin biing tai ¢6 kha ning ting toc hidu ning
ca Phin mém bao dién tir hay cic img dung quén tri ndi dung
thong qua két hop cac cong nghé madi nhat nhr AppCompress,
Appche, TCP Optimization, TCP Multiplexing, TCP Buffering
cho phép cac Phin mém trén nén web ciia bao thuc hién nhanh
hon so vai viée chay tryc tiép trén may chu.

- Ngodi ra, hé théng con ¢é kha ning hd trg bao mét img dung
toan dién cho phép bao vé cac tng dung web khoi cic tin cong
i 1op tng dyng nhu SQL injectios, chén ma dge CSS, foreeful
browsing, cookie poisoning, chéng; that thoat va rod ri dit lidu ciia
khach hang.
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- Ngoai ra, hé théng con ¢6 kha niing hd trg bao mat irqg dung
toan dién cho phép bac vé cac ung dung web khoi cac tan cong
tir 16p tmg dung nhr SQL injec'tion, cpén ma dbc CSS, forceful
browsing, cookic poisoning, chong that thoat va rd ri dit ligu clia
khach hang.
-~Tinh ning tél}g toc SSL,' cia phin mém 4o hoa dwoc tich hep
san giup h¢ thong tang toc ’céc ﬁng dl,l’ﬂg wcb co sir dung giao
thirc SSL, giam tai viéc thiat 1dp két ndi SSL va ma hda tir ban
doc ta1 cac may chu web. Tinh nang tang toc SSL cho phep gidm
tai CPU trén may cha, giai phéng tai nguyvén may chu dé phyc
vu cho nhimg nhiém vu khac

- Gidi phap 40 héa cin béng ti zitp gidm thidu chi phi trién

khai va van hanh bang cach gidm s6 may chi.

b/ Yéu ciiu chung:

- Can bing tai tmg dung trén nn tang Virtual Appliance.

- (iai phidp cho phép trién khai irén méi trudng 4o hod
Vmware, KVM, XenServer.

- Hoan toan tuong thich véi ha ting gidi phap caa Citrix Aodic
twong drong.

¢/ Céu hinh yéu ciu trién khai 40 héa:

- Théng lugng hé théng > 5Ghps

- Hdtro cac nén ting ao hoa: ESXi, KVM, Citrix Hypervisor.

- L7 HTTP CPS > 530,000

- TCP CPS = 220,000

- Thong lugng SSL > 5Gbps

- Théng hrong nén dir Lidu > SGbps

- TCP concurrent connections > 3,500,000,

d/ Tinh niing phin mém:

- Ho trg c4n bang tai cho ga’tc dich vy web, may chu tap tin,
may c}n’x phin giai tén mién va nhiéu cac dich vu khac chay
trén nén TCP, UDP.

- Hbtrg tuy chink cac hd 5o ¢én bang tai dya trén cae tham s
nhu mire sir dung CPU, B§ nhé, théi gian phan hoi.

- HE)' trg cac thudt toan E:z’in’bﬁng’ tai nhur: s0 lugng két ndi it
nhﬁ‘E, théi gian phan hoi t6t nhat, theo ham })ﬁn{ cua dia chi
nguén, theo him bam cia dia chi dich, it ket ndi hoat déng
nhét va thoi gian phan héi trung binh thap nhat.

- Hd trg cac co ché giif phién dira theo dia chi ngudn, dia chi
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dich, mé dinh danh cua phi€n ma hoa SSL
Hb tror cac o ché giit phién dua theo dja chi ngudn, dia chi
dich, mé dinh danh cda phién mé hoa SSL.

x - - A A
Ho trq tinh ndng giai, ma hoa két ndi SSL.

Cho phép c¢Au hinh chinh sach kiém soat truy cip dé loc cac
luu lugng mang theo IP va bac vé€ img dung bén trong khoi
truy cép trai phép.

Cho phép phan chia thanh nhiéu min luu lugng, tng dung
thudc modt mién luu lugng co thé giao tiép voi cac thyc thé
va xir 1§ luu legng truy cdp trong mién d6. Luu hrgng giita
cac mién khong thé giao tiép vigi nhau didu nay cho phép st
dung lai cac dia chi TP giéng nhau tal cac mién.

H6 trg Multipath TCP cho phép két ndi sir dung déng thoi
nhidu duong din két ndi toi dia chi dich.

HG trg chuyén mach dua trén ndi dung (Content Switching)
ciia cac yéu cau két ndi dya theo céc thuge tinh: kicu thiét
bi, ngoén nglr, Cookie, Dit liéu 16p tmg dung web.

HO tro can bing tai luu lugng theo chidu ta trén nhigu duong
két ndi internet.

Hé tro cin bing tai cho cac két ndi t&i may chi co s¢ dit licu
MySQL., MS SQL dua theo theo tén co sd dir ligu, té€n ngudi
dimg,

Ho trg tinh niing nén dir Lidu, hru ndi dung tinh va déng,

Hb tro tinh ning TCP Buffering dé ting toc viée cung cap
va phan hoi tir may chi 16 ngudi dung.

Cho phép chéng céc dang tin cdng tir chéi dich vu.

HO tro bao vé tranh cac tn cong nguy hai vao ting dung web
thong qua tinh ning loc n6i dung cia cic yéu cau truy cap
téi g dung.

H& tro tinh nang loc, stra ddi théng tin phan hi, gidi han két
nbi dé giap giam thidu holic ngiin chin viée tin cong vao img
dung.

Cho phép tao hd so cdc dudng din két ndi va cé thé chia
thanh cac danh muc khic nhau phuc vy viéc ngan chian két
nbdi khong mong muébn.

Cho phép gidm sit cac dich vi @& chuyén hwang két ndi t6i
méay chii ¢6 kha ning phén hdi cac yéu cau.

Thiét bj hd try trién khai:
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+ Active/ Active - trién khai hai thiét bj chay song song
+ Active/Passive — trién khai 01 thiét bi hoat déng/01 thiét
bi & ché do cho.

- (3141 phap cod the xac thue ngirdn dung két hop v mét khan

dimg mdt 1An (OTP) ma khong cin tich hop véi gidi phap
ciia bén thir 3 dé ting khi ning bdo vé khi ngudi ding két
ndi tir internet vao may chu tng dung bén trong ndi bg.

- H® trg quan tri qua giao dién b hoa va giao dién dong 1&nh

1.3. Cic yéu cau khac

- Nha thau phai chdo thau hang hoa ¢é ngudn gde, xudl xir 1 rang; hop phap,
hop 18 va dim bao yéu ciu vé ban quyén va sé hitu tri tué thuong hiéu, hang héa.

- Théng sb k¥ thudt va tiéu chudn nén trén 13 yéu céu tdi thidu, nha thdu phai
chao hang héa cé théng s6 ky thuat va tidu chuan tdi thidu twong duong, dap img
yéu cau hojic cao hon, wu viét hon (Uu viét hon nghia 1a: ¢é cung tinh ning, img
dung t6i thidu va tuong thich vdi yéu ciu duge md ta, dam bio hoan toan tuong thich
vé&i ha thng va giai phap hién c¢6 cia Chin du tr; ngoai ra ¢d thém nhiéu tinh ning,
{rng dung khac virot trdi hon niva, kha ning dap tmg réng hon, téc 46 cao hon-nhanh
hon, tiéu chudn cao hon, tmg dung cong nghé hién dai hon, kha ning mé rong trong
tuong lai d& dang v3 hidu qua hom. .. cé kém theo cAc 3i liéu dé chimg minh).

- Trong trudng hop nha thau chio hang hoa cé thong sd k¥ thut va cac tiu
chuiin ¢6 théng s6 va cong nghé khic so vai yéu ciu thi nha thiu phai thuyét minh
tinh twong duong (vé dc tinh k¥ thudt, tinh ning, chite ning, hiéu qua sir dung, tiéu
chudn cong nghé, kha ning twong thich ...) cua hang hoéa d6 kém theo tai liéu dé
chirng minh (catalog scan ban géc hogic do nha san xuat céng bd, link din dén cong
b chinh thirc ctia hiing san xudt hodic cac tai liéu k¥ thudt khac c6 lién quan do hing
san xudt cong bd).

- Nha théu phai cam két cung cip ban g cac loai gidy v, ching nhan ¢6 lién
quan cia hang héa cung cdp cho goi thiu nay ciia hing sén xut hodc co quan co
tham quyén cip.

- Nha thau phai cam két hang hoa cung cap cho géi thau nay hoan toan phi hgp
yéu cfiu v& an ninh, an toan franyg thiét bi, phin mém st dung trong Bé Qudc phong.

Muc 2. Bin vé
Khong ap dung.



Muyc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém cén tién hénh gém cé:

— Kiém tra chung vé hang héa va cac chimg tir kém theo.

—  Kiém tra cac thong s ky thuit, chirc ning, tiéu chuin ciia hing héa.

— Vin hanh thir nghiém céc tinh nang cua thifét bi dam bao chét lugng va
dac tinh k¥ thudt dap mg yéu ciu cua hop dong.

— Thir nghi'm van hanh & cac ché do don dong, lién dong theo quy dinh

— Phdi hop véi cac don vi chic ning ciia Bé Qudc phong dé kiém tra va
nghiém thu theo quy dinh.



