Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu v& k¥ thuit

1. Giéi thiéu chung vé dy toAn mua sim, géi thiu:

- Tén géi thau: HH-05 “Cung cép trang thiét bj va dich vu”.

- Pia diém thyc hién: $6 7 Phan Binh Phung, phudmg Hoan Kiém, Tp Ha Noi.

- Nbi dung chinh ciia géi thau: Cung cap trang thiét bi va djch vu CNTT.

- Thai gian thye hién goi thau: 365 ngay.

2. Muc tiéu cong viéc:

Cung cip trang thiét bi va dich vu CNTT phuc vu xuéit ban Bao Quaén d61 nhan dan.
3. Yéu ciiu k¥ thujt cia géi thiu:

3.1. Yéu ciu chung:

- Dich vy béo tri trang thiét bi phong méy chi; t5i uu phan mém gidm sit hé thong,
gidm sdt an toan thong tin may chi phai dam bao tuyét dbi an toan trén cic trang thiét bi
hién c6 cua Bao Quan dfi nhan dan, khong giy anh hudng va gian doan van hanh an toan
cla toan b hé thong,

Cung cép trang thiét bi theo danh muc va véu ciu drdi ddy.
3.2. Yéu cén k§ thuit cu thé:

Tém tht yéu ciu ctia dich vu phai dap ing cic thong sb k§ thuat va tidu chudn sau day:

TT Néi dung Théong s6 k¥ thuit va cac tién chuin @

I |Bao tri bao dudng |4 Yéu cau chung: ‘

phong mdy chd, | - DPon vi thue hién phai ¢6 nhiu kinh nghiém trong vi¢c

dicu hoa, phing cung cap, 1ap dit va bao tri, bao dudng phong may chu,

chay chira chay, di€u hoa, phong chéy chira chdy, cac trang bi mdy chu,

cac trang bi may thict bi mang hién ¢ cua Toa soan.

chi, thiét bi mang | - Thie hién bao tri 6 thang/lan, duy tri va trre hd tro ky
thuit 24/7 subt thoi gian thue hién hop dong 365 ngay.

b. Yéu cdu cu thé:

- Bao tri, bao dudng thiét bi may chn, hru trit:

Kiém tra moi trudmg

Vé sinh thiét b

Kiém tra day két ndi

Kiém tra trang thai thibt bi

Kiém tra hiu niing hoat déng ciia thiét bj

+ + + + +




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

+ Kiém tra log system thiét bj
+ Kiém tra phién ban BiOS, Firmware

- Béo tri, bao dudng thiét bi mang, san switch, twdmg lira:

Kiém tra mdi trirdmg

V& sinh thiét bi

Kiém tra diy két ndi

Kiém tra chit luong két nbi

Kiém tra trang thai thiét bi

Kiém tra hidu niing hoat dong ciia thiét bi
Kiém tra log system thiét bi

Luu trit dir ligu

Kiém tra phién ban hé diéu hanh.

- Bao tri, bao dudng hé théng; UPS:
Ghi nhén nhat ky, théng tin cai dat.
V¢ sinh céng nghiép.

Kiém tra nhiét dd lam viée.

Kiém tra quat.

Kiém tra ddu ndi dong lic.

Kiém tra diu ndi binh acquy.

+ + + + + + + + o+

+ + + + + + +

Kiém tra thong s 1am vigc.
Kiém tra do dém, phong binh acquy.
+ Kiém tra chuyén d6i gifra cac khéi.
- Béo tri, bao dudng hé théng didu hoa:
Ghi nhén nhat k¥, théng tin cai dit.
Kiém tra hoat dong ciia Block v& monitor quat dan
nong.
Kiém tra hoat dong cia quat dan lanh.
Kiém tra hoat &dng quat d4o.
Kiém tra cudmg d6 dong dién.
V¢ sinh bao dudng dan lanh..
V¢ sinh bao dudng dan nong.
- Béo céo két qua bao tri, bao dudng:
+ Pianh gia tbng quan thiét bi
+ Danh gi4 v& hiéu ning thiét bi

+

+ +

+ 4+ + + +

| + Baocao vé a0 luu cdu hinh, phién ban HDH




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

+ Khuyén cdo, dé xuit.
c. S8 legng trang thiét bi gém cé:
- May chu (vit Iy va ao héa): 45 bo.
- Thiét bi mang cac loai (switch, firewall, router): 35 b,
- UPS cac loai: 04 bo.
- Bidu hoa (théng thuong va chuyén dung): 04 bd.
- Hé thdng Tuu trit SAN: 01 bo.
- Thiét bi va phu kién khac: 01 géi.

b

Béo tr, t6i tu héa
phin mém giam sat
hé théng

-
. Yéu rAn .r"hnng'
L il F ' F FWEFE .

- Pon vi thye hién phai 13 dom vi hiéu 1 toan bd hé théng
giam sét [cinga (thuyét minh hiéu biét vé hé thdng), co
nhiéu kinh nghiém trong cung cp va béo tri hé thong giam
sat Icinga tuong tu.

- Pam bao duy tri vin hanh day ¢ cic tinh ning giam sét:

r
+ Tinh nang gu’lm o4t tat ca rda
. A AANiE ALRRAL. FR" D L U

ALL oFebl LA

L]
ac thanh phan cia hé thon

(phin ctng, phin mém, dich vu...).

+ Duy tri ngudng canh bao ddi véi til ¢a céc thanh phin
giam sat.

+ Tracim, théng ké lich str, sy kigén ciia hé théng: dang théng
tin, biéu dd. .. va cho phép lap bao co cac dinh dang PDF,
CSV...

+ V& so db thoi gian thye hé théng, tiy bién giao dién quén

- Thuc hién bao tri 6 théng/lﬁay duy tri va truc ho tror ky
thuét 24/7 suot thoi gian thuc hién hop dong 12 thing.
b. Yéu cdu cu thé:
- Dinh ky kiém tra hé thing:
+ Kiém tra méi trudmng
+ Kiém tra hién trang két n6i

+ Kiém tra hiéu ning hoat \ong




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

+ Kiém tra trang thai hé diéu hanh, phién ban cép nhit
+ Kiém tra log, event

+ Kiém tra dich vu (service)

+ Kiém tra Co s& dit lidu

+ Kiém tra lndng két ndi

Danh gi4, dé xuét, khuyén nehi vé hé thong:

+ Danh gia tong quan

+ Pénh gia vé phién ban hé diéu hanh, phin mém
+ Khuyén nghi v& hé théng

+ Dé xuit phwong én xit Iy

Téi vu hé thong:

+ Nang cp phién ban hé diéu hanh, phz"‘m mém

+ Téi uu hé thong

+ Xirly cac vin dé phat sinh.

Dich vy gidm sat an
toan thong tin cho
cc may chu

. Yéu cau chung:

S6 lwong may chi ciin giam sat: 10 may chi.

Pon vi thuc hién phai 14 don vi ¢6 kinh nghiém trong linh
vue cung cap dich vy gidm sat an toan, an ninh ha tang
mang cdng ngh¢ théng tin.

Giam sat sy ¢b theo 3 Tier (1, 2, 3).

Ho tro trién khai tich hop voi cac giai phép trén Cloud va
on-prem.

Cung cip dich vy tip hgp céc tinh ning hop nhit trén 1
nén tang sir dung giai phap c6 cée tinh nang tich hop sin
trén mot nén tang cla cung mdt nha sdn xuét, bao gém:
Next Generation SIEM, Multi-Tenacy, sensor, IDS,
Network Traffic Analysis, BIG Data, Al, Machine
Learning, Network Visibility, UBA, Agent, SOAR,
Threat Intelligence, Incident Management, Sandbox, Log




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

Parser, Luu trit ra External | torage (NFS), co sin B xu
ly dit liéu — Data Processor.

- Pam bao cung cap dich vy theo diy di cac yéu cau vé tinh
niing theo yéu ciu tai muc b) duéi ddy.

- Thye hién cung cép dich vy va ho trg ky thudt vao bét ky
thoi diém nao 24/7/365 trong subt thoi gian thyc hién hop
dong 12 thang.

b. Yéu cau cy the:

- Giam sat, phathi¢n, img cru vaxu Iy sy cb 24/7/365: phat

hién tan cbng xadm nhap; tien hanh diéu tra, khoanh viing va
cd 14p pham vi bi tAn cong khdi hé théng mang; thue higén
cac bién phap nghi€p vu, ra soat, phin ing trén toan mang
dé tmg clru, xt ly va ngin chin viée leo thang, md rong
pham vi 1ay nhiém.

- €6 sin module Quan 1y sy ¢b - Incident Management
gillp quan trj vién theo doéi duge qua trinh xir 1¥ cac tinh
huong xay ra trén h¢ thong. Cac thong tin case bao gom:
Théng tin vé nguedi tao case, mirc dd wu tién, cac comment,
Tag, Trang thai New, In Progress, hodc Closed.
- Giam sat, phat hién bét thudng trén may chu:

+ Giam sat va phat hién cdc ddu hiéu tin céng mang nhu
dau hiéu két ndi dén may chu diéu khién ma doc (C&C),
dau hi¢u lay lan ma ddc dién rdng trong hé thong.

+ (iam sat va phat hién cac dau hidu bat thudng trén 16p
thiét bi ddu cudi (mdy tram/may chii) trong hé thong ciia

khach hang.

+ Phat hién cac ddu hiéu xam nhép trén 1dp thiét bi déu
cudi.
- 6 kha ning phén loai cac hanh vi tin céng: Abnormal
Parent/ Child Process, Cryptojacking, DNS Tunneling
Anomaly, Mimikatz Credential Dumn, SQL Dumpfile
Execution, SMB Suspicious Copy, Command & Control
Reputation Anomaly; Domain Generation Algorithm
(DGA); Endcoded PowerShell, Encrypted C&C, File
Action Anomaly, RDP Revers: Tunnel, RDP Registry
Modification, RDP Settings Hijacking, Malware on Disk,




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

RDP bluckecp, RDP Scssion Hijacking.

- Giam sat, phat hién tan cong 16p mang: phan tich tw dong
va phat hién céc dAu hidu bét thudng, ciac nguy co bi tAn cong
tiém 4n frén 1ép mang; cung cap cic cdng cu hé tro doi ngti
quan (r] trong qua (rinh didu tra, truy vét va phan tich chuyén
sau cac ddu hidu tin céng mang.

- Tinh hgp sin coéng cu phan tich mang Network Traffic
Analysis (NTA) cho phép phat hi¢n: Application Usage
Anomaly, Data Ingestion Anomaly, Handshake Failures,
Long Application Session Anomaly, Outbytes Anomaly,
Plain Text Password Detected, RDP QOutbytes Anomaly,
Recently Registered Domains, SQL Anomaly, Uncommon
Application Anomaly, User Agent Anomaly, WAF Internal
Attacker Anomaly, WAF Rule Violation Anomaly.

- €6 kha nang capture cac théng tin sau: Théng tin tir L2-
L7 bao gdm céc loai dit lidu: Dit lidu Network, Server, tng
dung, nguoi dung, syslog, S lidu hidu sudt L4-L7, URI va
tén mién, Xac thyc that bai, M MD5 Hash cua file tai
xudng.

- Thu thap dit liéu biing sensor: sir dung céc sensor dé thu
thap dit liéu tho nr xa va cac log dé xac dinh méi de doa ma
ngén xép bao mét hign c6 khong phat hign.

- Cung cAp kha nang hién thi trang thai cua hé théng cho
phép hién thi dy du cc théng tin: Sensor Health, Sensor
Authorization, Sensor Need Upgrade, Average
Compression Ratio, Average Packet Bytes Input, Average
Mctadata Output, Input/Output Rate, Scnsor Activity Status,
Input/Output  Bytes, CPU, Memory, Disk.

- Tinh nang H§ thong scnsor phén tich dif 1i¢u: ¢6 sin ban
quyén xir Iy IDS & APT, cong nghé DPI cho phép nhédn dién
> 4000 tmg dung network, dit liéu dugc giam thiéu tir PCAP
sang metadata vai ti 18 > 100:1.

- Quén Iy, phén tich nhat k¥ (log) tap trung: thu thap, chuin
hoa, luu trir va phan tich twong quan toan bo nhét ky hé
thong, cac sy kién an toan thong tin mang duwrge sinh ra trong
hé thong cong nghé thong tin cia t6 chic va cung cap kha

| ndng giam sat va phan tich dit ligu van hanh theo thén gian |




TT

Ngi dung

Théng s6 k¢ thuit va cdc tidu chuin

thue.

- Kha nang nhin Syslog va parser log: Cho phep nhan
syslog theo cac dang ti€u chuan duéi day: CEF, CEF2,
Generic capture, Generic syslog, HTTP JSON, JSON
stream, JSON beats, LEEF, RFC3164, RFC 5424.

- Bao cao dinh ky: bio cao dinh ky dugc tao l4p trong sudt
qua trinh cung cap dich vu theo yéu cau cua khach hang.

- D& xuat m6 hinh trién khai dich vu: gbm so db logic va
thuyét minh chi tiét.

Mady tinh xach tay

Dell 14 DC14250 Aodc twong dwong

Intel Core 5 120U (10 cores. up to 5.0 GHz).

Ram 16GB; O luu trit: 512GB SSD.

Pin: 4 Cell-54Whr.

Man hinh: 14 inch (1920x1200).

Phin mém ban quyén Win 11; OfficcHome24; 0S365.

My tinh d& ban
cho can bo

Dell Tower ECT1250 kodc tirong duong

Intel Core i3-14100 |

Ram 8GB

O luu tri: 512GB $SD

D hoa: Intel UHD Graphics 730

Ngoai vi: ax+BT

Ban phim, chudt déng bd

Phén mém ban quyén: McAfee LS; Win 11 Home.
Man Hinh Dell P2425H hoge tuong dwong (23.8 inch -
FHD - IPS - 100Hz - Sms - USB TypeC)

Miy tinh dé ban
cho bién tap vién

Dell OptiPlex 7020 Tower hoge tuwong dwong
Intel Core 15-14500

Ram 8GB

O litu trit: 512GB

D6 hoa: Intel UHD

Man Hinh Dell P2425H hodc firong dwong (23.8 inch -
FHD - IPS - 100Hz7 - 5ms - USB TypeC)




TT Npi dung Théng s6 k§ thuit va cdc tidu chuin
7 M,iy anh cho ph(‘mg BOdy Nikon Z9 hodce tuwong d‘uvng
Quéc t€ Ong kinh: NIKKOR Z 70-200mm £/2.8 S II
Ong kinh tiéu cy thm trung: NIKKOR Z 24-120mm /4 S
beén: SB5000
Phy kién di kém: TG chéng 4m. chan méy. tii dung. thé nhé
8 | Mdy tinh bang 1Pad Pro WiF1i + Cellular 12GB 512GB hodac tirong dirong
iPad Pro 13 M5 2025 WiFi + Cellular 12GB 512GB
9 | Than may anh Body Nikon Z8 hodc tirong diong
F & r .’} -
10 | Ong — kinh  24- e KOR 7 24-120mm £/4 S hode trong dwong
120mm
11| Ong kinh tele siéu jpeeyr 7100-400mm £4.5-5.6 VR S hodc tuwong diong
zoom 100-400mm S S
12 | Ong kinh tele zoom _ _ .
70-200mm NIKKOR Z 70-200mm /2.8 S II Aodc twong dicong
13 | Day deo may anh [Peak Design Leash hodc tuong dwong
chong mo Mau: Pen; Size: nho.
14 | Thé CFexpress [Lexar Professional CFexpress Type B GOLD Series 256GB
Gold 256GB hogc tuong duong
15 Thé SDXC 128GB SDXC Sandisk 128GB 2000X 300MB/s UHS-II hedc furong
dueong
16 | Pau doc USB 3.1 Péau doc USB 3.1 Lexar Professional CFexpress Type B
Ctexpress hodc tirong duong
“Ghi chu:

- Nha thau can thuyét minh phuong an, gii phap k¥ thuat dé thue hién cac nhidém vu cu
thé néu trén, kém theo cac kich ban, tinh hudng d6i véi mdi truemg hep (néu cd). Phuong
&n va giai phap k¥ thuat phai dua vao mot hé thong thue té ma nha thiu d3 hodc dang thue
hién (c6 tai liéu kém theo dé chimg minh).

- Treomg hop nha thau & xuit hang hoa cé thong sb k¥ thudt va cac tiéu chuin khac so
v6i yéu cu thi nha thiu phai thuyét minh tinh twong duong (vé dic tinh k¥ thuat, tinh



nang, chire nang, hiéu qua sir dung, tiéu chuin cong nghé ...) cia hing héa thay ddi d6
kém theo tai li¢u 4¢ chimg minh sy phu hgp cia cac thay doi do6 (catalog scan ban goc
hoic do nha san xuét cdng bd, céc tai lidu ki thuft khac ¢6 lién quan).

- Nha thau phai dé& xuit hang hoa 13 trang thiét bi mdi 100%, ddng bo, nguyén dai nguyén
kién; ngudn gdc, xuit xur, thoi gian san xuét rd rang; hop phap, hop 16 va dam bio yéu cau
vé ban quyén va s& hitu ori tué thuong hidu, hang héa; dam bao cung cap gidy chimg nhan
xudt xit (C/O) (dbi va&i cac thiét b san xuat, 13p rap ngoai 1anh thd Viét Nam) va gidy
chimg nhan chiét luong (C/Q) cua tit ca cic hang muc hang hoéa. (C/Q va C/Q chi duge
coi 12 hop 1& khi mo ta day da va r6 rang ciu hinh va thong s& k¥ thudt cta thiét bi dé
ching minh tinh dong b caa san pham).

4. Yéu ciu khéc ddi véi cdc hang muc cung cap djch vu:

- Nha thau phéi 11 don vi ¢4 nhiéu kinh nghi¢m trong Tinh vyc cia géi thau; 14 nha
cung cap dich vu bao tr1, dich vy giam sat An toan thong tin. Trong truong hop nha thau
la dui 1y ban hing cia nha cung cap Dich vu bao tri, Dich vu (iiam sat an toan thong tin
thi nha thau phai ¢é chirng nhan dai 1y ciia nha cung cép (scan ban goc tai liéu kém theo).

- Nha thiu cén thuyét minh phuong an, giai phip k¥ thudt de thure hign cac nhiém
vu cy thé néu trén, kém theo cac kich ban, tinh hudng d6i véi m01 trudmg hop (néu ¢o6).
Phuong 4n va giai phap k¥ thuit phai dua vio mdt hé thong thire t& ma nha thau d3 hodc
dang thyc hién (cé tai lidu kém theo dé chung minh).

- Nha thau phii am hiéu vé dich vu bio tri trang thiét bi phong may chi: di thyc
hién (61 thiéu 01 hgp dong cung cap dich vu twong tu hang muc nay (scan ban goc céc tai
11éu dé ching minh).

- Nha thiu phai am hidu vé hé thf)ng giam sat Icinga cua Bdo Quén di nhén dén va

cd kinh nghiém duy tri, bao trl hé théng giam sat Icinga twong tu: d& thye hién tdi thiéu
01 hO‘p dong cung cip hoiic bio tri hé théng giam sat Icinga (scan ban gbc cac tai lidu dé

||||||||

- Nha th;iu ¢an b tri nhan sy co trinh d§ chuyén mon vé k¥ thuat phu hop trong
linh vyc cua goi thdu (Nop scan ban gbc: van bang va chimg chi lién quan cua nhan sy)
d8 trye tiép dam nhidm céc cdng viée ciia gbi thau theo ydu cau sau:

+ Quan Iy dy 4n: 01 ngudi; Kinh nghiém: tbi thidu 03 ndm trong linh vyre gbi thiu,
d4 tham gia t6i thidu 01 dy an twong tr; Trinh d6 chuyén mén: Pai hoc chuyén nganh vé
CNTT hodc tirong dwong; Chimg chi chuyén mon: PMP va MCSE hodc firong duwong.

+ Can b phuy trach trién khai: 01 nguoi; Kinh nghiém: t6i thiu 03 nim trong linh
vuc goi thau, d3 tham gia tdi thidu 01 du 4n teong tu; Trinh d9 chuyén médn: Pai hoc
chuyén nganh v& CNTT hodc Toén tin ¥ng dyng hogc twong diong; Chimg chi chuyén
mon: CISSP va VCP hogc nirong dirong.

+ Cén b trién khai: 01 ngudi; Kinh nghiém: t61 thiéu 03 nim trong linh virc goi



théu, 33 tham gia t5i thicu 01 dy 4n twong tr; Trinh d¢ chuyén mdn: Pai hoc chuyén nganh
vé CNTT hoic Pién ti-Vién thong hodc An toan thong tin hodc twong diong; Chimg chi
chuyén mén: Téi thiu 01 can bd trong nhém ¢é chitng chi v& LPI 1 hodc fwong dirong va
01 cén bd trong nhdém cé chimg chi Cisco CCNP hadce twong dwo‘ng

- Nha thau phai chiu hoan toan trach nhiém vé viéc cung cép dich vu clia géi thau
kh1 ’mPn khai neu x.av A S C n hé th(mg din (1911 anh hudmg. gian doan quy trinh san xu__f

xuit ban cua Toa soan.
- Nha thau phéi chju hoan ton trdch nhiém néu c6 bat ky khiéu kién cta bén thir ba
vé van (€ ban quyén cua cac dich vu cung cip cho goi thiu nay.

- Trong sudt thai gian thue hién hop ddng 12 thing, nha thu cén:

+ B6 tri nhan su b trg k¥ thudt 24gid/ngay+7ngdy/tuin trong sudt thai gian thue
hién hop dong 12 thang,

+Cam }(ét xu ly sy ¢b trong vong 01 gidr ké t khi nhin duoc yéu cau cia don vi
str dung vao bat ky thon diém nao.

+ Nha théu phai thyre hién kiém tra, giam sat hé théng thudng xuyén va dinh ky i
thiéu mdi thing 02 1an vdo ngay 01 va ngdy 13 hang thing, vi cung cip béo cdo, tai liéu
cho chu dau tu sau khi hodn thanh céng viéc.

+ Bao c4o, dé xuil cac van dé vé k¥ thudt kip thoi (néu co).

Muc 2. Ban vé
Khéng ap dung.
Muc 3. Kiém tra va thir nghiém, nghiém thu sin phim:

Céc kiém tra cén tién hanh gom cb:

* Poi voi cde hang muc cung edp dich vy:

- Pinh k¥ kiém tra tmg nhiém vu cdng viée theo yéu ciu.

- Déi chiéu cic yéu ciu phat sinh va mirc do dap tmg yéu céu.
- Van hanh tha ng,hlem cac linh nang cua hé lhong dam bao chat luong va yéu ciu
k§ thuat, dap ing yéu cu clia hop ddng.
Phéi hop kiém tra va nghiém thu theo quy dinh ctia Bé Quéc phong.

* Poi voi cdc hang muc cung ccfp trang thiét bj:

- Kiém tra chung vé hang hoa (ngudn gde xudt xir, ching loai...), chimng tir kém theo.

- Kiém tra cac théng s6 k§ thuét, chirc ning, tiéu chudn cia hang héa.

- Van hanh thir nghiém cace tinh nang cua thiét bj dam bao chét hrong va dic tinh ki

thnat dap img yén cAu cia hop 4 ddn
- Thir nghiém véan hanh & cac (,hé dd don dong, lién dong theo quy dinh.
- Phdi hgp véi cac don vi chie nang ciia Bo Quéc phong & kiém tra va nghiém thu
theo quy dinh.



