Chuong V. YEU CAU VE KY THUAT

1. Giéi thiéu chung vé dy todn, géi thiu:

- Tén gbi thédu: DV-02: “Dich vu phén tan ndi dung, chéng tAn cong mang trén hé
thong phéin tan nd1 dung toan cau cho bao dign oI, dich vy thir di€n tir bao mat™.

- Pia diém thyc hién: $6 7 Phan Pinh Phing, phudong Hoan Kiém, Tp Ha Nai.

- N§i dung chinh cua goi thdu: Cung cap Djch vu phén tin ndi dung, chdng tin céng
mang trén hé thong phéan tan ndi dung todn cau cho bdo dign tir, dich vy thu dién t&r bdo
mét ciia Bao Quéin ddi nhin dan.

- Thivi gian thue hién goi thiu: 365 ngay.
2. Muc tiéu cong viée:

Cung cﬁp dich vy phin t4n ndi dung, chéng tin cong mang trén hé théng phan tan
ndi dung toan cau cho béo dién tif, dich vy thir dién tir bAo mét cia Bao Quéin d6i nhin dan.

3. Yéu ciu ky thuit cha géi thiu:

3.1. Yéu ciu chung:

- Dich vy cung cép cho gdi thau phai dong b, c6 ngudn gde chinh hing,

- Dich vu phai dugc cai dit, van hanh hoan toan twong thich vdi ha ting trang thiét
bi ctia Bao Quén ddi nhin dan, khong gy anh hwong va gian doan vén hanh an toan cia
toan bd hé thong.

3.2. Yéu ciu k§j thudt cu thé:

Tom tit véu cau cua dich vy phai dap tmg cac thong s6 k¥ thuit va tidu chuan sau
day:

TT' | Danh myc dich vy Théng s k¥ thuat va cac tiéu chuin

1. | Dich vu phan tan | - La giai phé.p mang phan phdi ndi flyng Content Delivery
ndi dung (CDN) Ne‘tyvork'[CDN). Mot he thi}ng myng nhiéu I‘{lfly chu dugce ~dﬁ‘t G
nhi€u noi khac nhau trén thé g1 va chira nhimg ban sao dit hiéu
cua ndi dung website trong hé thé: ng va khi ngu’Ui dung truy cdp
vao thi cac ban sao d6 nim tai mét may chi gan vOi ngudi dung
nhit s& duge thay thé véi dix igu n1 dung goc cua website. Gia
sir nhur may chi website & Chau Au nhung khi mét nguoi ding &
Viét Nam truy c¢dp vao thi nhimg dir i§u ma ngudi dung nhén
dugc 14 ban sao ciia may chii gbe duge Lru trit tai nhitng méy chit
trong hé thong CDN ¢ khu vyre Pong Nam A hodc hoic tai Viét
Nam noi gan nguoi dung nhat

- Giai phap duge cung cap béi nha cung cép uy tin trén thi
trwomg. Nha cung cép ¢o san hodc hop tac chia sé sit dung nhiéu
may chii & nhidu ving dia Iy khic nhau trong nwde va trén thé
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gidi d& dam bao khi ngudi doc truy cép ndi dung hinh anh, 4m

thanh, video clip, van ban. .. tir trang web cia Bao Quén ddi1 nhéin

dan thi mdy cho gan ngudi doc nhét s& cung cép ndi dung, gitp

tang tbc @6 phan hdi ndi dung cho ngudi doc, va giam tai ap e

v& xir 1y dit lifu trén méy chi chinh ciia B4o Quan ddi nhén dén.

- Ngoai muc dich chinh ning cao bang théng — Bandwidth dat
tbc dd cao nhat cua ban doc dén may chu, cai thi¢n tdc do tai dir
lidu, mdt wu diém khéc 13: s& c6 nhidu may chu du phang, cac
may chii ¢é thé thay vha" hoat #6ng ngay lap tic ndu ¢& | may
chu nao dé bi gip su cb.

- Yéu chu vé dung lhrong, bing thong, mang may chi va ha ting;

+ Thoi gian dich vy CDN: 12 thang.

Dung hagng lira trir CDN: 2TR;

Bang théng trong nude CDN: 130T B/thang;

Bing théng quéc t8 CDN: 10TB/thang;

Bing thang Trung Qudc: 500G B/théng

Mang ludi POP (Points of Presence):

= Tai Ha Noi: ¢6 it nhét 03 may chi;

= Tai TP H6 Chi Minh: ¢6 it nhét 03 m4y chu;

" Cohe tdng trong va ngoal nudc (it nhét 250 PoPs ¢ 30
qude gia trén thé gidi, cung chp danh sach cic qude gia co dit
PoPs)

= Hating CDN d3t tai ti thiéu 03 ISP: VNPT, FPT, Victtcl
vai bang thong toi thidu 13 500 Gbps (cung cip tai lidu, hop
déng chirng minh).
+ C6ha ting trong va ngodi nude (it nhat 280 PoPs & 33 quéc

gia).
+ Kha ning m¢ rong bang thong den 600Gbps/ISP vio thoi
16m can dictm

+ Bing théng téng ha ting CDN t6i thidu dat | Tbps.
+ 118 thong CDN phai six dung giai phap High Available /

Failover, tu dong c6 lap ving/thiét bj sur ¢d.

- Yéucdu va q,nlg Tue ) ](\1 thuat:

+ Kha ning chiu tai hcrn 10,000,000 CCU cung luc.
+ Bao dam tinh lién tuc cia CDN: CDN sir dung gidi phap

dinh tuyén (routing) theo GEQ/ISN cila remote address (dia chi
"3) r-ua_ pnrl_ngpr d’n uvp‘l‘ 11'1111'1 phnn 11('\] i'hnﬁg hﬂ ID r‘uu mgf mﬂy

+ + + + +

chii node dé end-user thlet ]ap két ndi khi truy cép.

+ AnIP may chu gbc giup bao v§ may chu khdng bi 16 thong

tin IP tranh cac i ro khai thac 18 hong tr cac dich vu web duogc
chay trén scrver nhir; database, storage, vv...

AL A WE Luave s el s Dev L iy

+ Mid-Cache (Qrigin Shield: Nhim gitip giam sb luong
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request va traffic giri vé Origin trong truong hop co nhiéu ndi
dung chira duge cache va cung lGc c6 rat nhidu server DA goi vé
origin.

+ Rate limit: han ché sb luong request giri/nhén dén origin
nhim giam thidu tin cong DDosS.

+ Custom CNAME: tao cac custom CNAME trong mét pham
vi nhé cac CNAME theo nhd mang hode tity chon cac CNAME
rieng theo [SP.

+ Load Balancing: cau hinh cic mode load balancing: Round
Robin, TP Hash hodc Weighted & back-end khi ¢6 yeu chu.

+ Multiple Origin: Cho phép cé thé sir dung nhiéu Origin cho
domcun dich vu CDN: domain s dung nhiéu Origin ¢o thé duge
cdu hinh Override SNI v& Headers riéng biét cho timg Origin.

+ Origin Control: HB trg quan 1y Origin TP server, Override
SNI hoéc tuy chinh Origin Headers

+ Failover: Mic dinh khi thém nhiéu Origin cho domain thi
h§ th()ng d3 hé o failover, khi CON Khong thé két ndi 1oi mot
Origin trong danh sach (status code la 502 hodic 503), hé théng s&
tr dong chuyen sang mot Origin tiép theo dé két ndi, thnr tyr s& lan
luegt tor trén xudng.

+ Origin Override Headers: Ung véi mbi Origin, ¢o thé tuy
chon override Headers bz"mg cach thém thudc tinh vé1 dinh dang
JSON viao trudng Headers khi thiét 13p Origin, cAc key duge thém
vao s& duge thay thé khi c6 bat k¥ request nao duge yéu cau tir
end-user &i dén cic may chi CDN va dén Origin.

+ Origin Protocol: ¢o thé sir ap dung céc protocol khi két nbi
dén Origin nhu: HTTP, HTTPS, Follow.

+ Origin S3 Protocol.

+ Origin Root Directory {(Ba-e Directory): cb thé si dung
Origin URL vao path ma mudn st dung 1am root directory.

+ HG trg HTTP/2 va HTTP3.

+ H3 tro TPVE

+ HTTP Strict Transport Security (HSTS): Cho phép dung
tinh ning Override Response Headers ctia dich vy CDN dé thiét
1ap header Strict Transporl Securily.

+ Force HTTPS: Hb trg ngudi ding ap dung redirect toan bd
traffic di qua h& théng CDN.

+ Access Control: HS tro thiét 1ap cic phuong thirc Whitelist,
Blacklist va Token cho domain sit dung qua dich vu CDN.

+ Cache Control; Co thé tao mdt hodc nhidu Cache Control
policy khac nhau cho tirg domain khac nhau cfia minh ma khéng
bi gidi han,
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+ Redirect Control: Co the sir dung redirect status code 301
va 302. Redirect policy ¢o thé duge tao nhidu dudng din khac
nhau cho nhiéu domain khéc nhau, Redirect policy chi hoat dong
ding v&i domain trong ung.

+ CORS Control; H& trg thém hoiic override CORS header
clia domain di qua dich v CDN ma khéng cén phai stra ddi gi
thém Origin.

+ Purge Control: HJ trg x6a theo prefix hoic 13 x04 toan bd
dudmg din bao gbm ca queryStrin~. Purge Cache hd trg 5 phuong
thirc:

- X6a Cache theo duong dan tuyét dbi
- X6a Cache bao gbm co chiira “kjr fr” nhdp vao
- X6a Cache theo bat dau mét ky ty
- Xéa Cache theo két thuc bing ky tur
- Xba Cache theo dudi file (vi du .mp4, .m3u8...)
H3 trg HTTP Range
GEO Block ping can:

LaLF BFEUFLFY FRLETE SO Lol

- 110 trg cau hinh “Cho phép ngoai trir Quoc gia/Lanh thd”

- H3 trg céu hinh “Chin tit ca ngoai trix Qubc gia/Lanh th§”

Condition Rules - Cho phép tiry bién cdc tham s6:

- File Extension

- HTTP Referer

- HTTP Method

- HTTP User-Agent

- Client 1P

- File Name

- URI PATH

Ap dung cac quyén: Thiét lap TTL, Access Deny, Redirect,
No-Cache, Max-age

Sceurity Token ndng cao: Basic Token Schema v2, Canal+
Token + BLOS

Whitelist Referrer & App Package dé kiém soat truy cap ndi
dung

Rate limit két hgp IP + URL theo thai gian

+ Prefetch Control: Khi thao tac prefetch toan b server DA
s& tir dong request vé server Origin d& kéo dit liéu 1én cac POPs
ctia CDN ngay ci khi khéng duge yéu cau tir ngudi ding cudi.

+ TLSs Control: Hb tro phién ban TLS 1.2 va 1.3.

+ Content Compression: Cé hd trg Gzip & Origin,

+ Minify HTML, JS, CSS: ty ddng x{ 1y remove cic khoang

trang va cac ky ty khong dimg dén dé giam kich thude cia tip
| tin.
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+ Image Resize, Convert Webp: HG tro nén va giam kich
thude anh dé tiét kiém bing théng nhung vin giit nguyén chét
lugng hinh anh.

+ Acccss Logs: HO trg tai cac tip tin Access Log (da duge
nén .ez) v& dé xem thém cdc thong tin cia ngudi ding cudi nhr;
IP, Quéc Gia, Thoi gian, Uscr-Agent, Referrer, [P server DA,
TTFB, Scrvice Timg, ...

+ Audit Logs: ¢6 thé xem c4c hanh ddng da duge thao tic trén
portal, bao gom cac théng tin: email truy cip, hanh déng va théi
gian.

+ SSL Certificate Management: HS trg thong bio thoi gian
hét han, domain dang duge assign, théng tin cua SSL.

+ APT: H3 trg khich hang sir dung APT dé tuong tic véi dich
vu ma khoéng cén st dung trén portal.

+ Live Streaming Low Latency:

PUSH Method:

Dau vao: RTMP

L ]

e Chimng thre théng qua Whitelist IP

¢ Chimg thire thdng qua Credential (user/pass)

e Cho phép tao nhiéu RTMP Application (Live
Entrypoint)

¢ Pihura:

¢ Hb trg mét trong cac dinh dang sau: HTTP-FLV hodc
HTTP-HLS

o HJ trg giao thic ddu ra HTTPS cho dinh dang HTTP-
FLV, hoic HTTP-HLS

e Dam bao 6 tré so vdi ludng tin hidu dau vao < 2 gidy

Bao mit link déu ra:

¢ T tro tit / bt tinh nang bao mit link déu ra

e Bao mit link diu ra hd g viée két hop mét lrong cac
tham s6: IP remote client, dudmg dan file, expiretime,
chudi text bao mat (secrect key)

¢ Cho phép v& hidu hda token d3 tao ra; véi cc stream
duoc bao vé boi token dang dugce truy cdp hop 1€ bai IP
clia ngudi dong. Trong taudng hop cin thiét, tinh nang
cho phép v hidu token va chiin truy cfp tir TP d6 cia
ngudi ding, ngay ci khi token vAn cd chua hét han
(expire time)

» Cho phép chi tng dung cy thé duge quyén phat stream.

o Cho phép chi website cu thé dugc quyén phét stream.

+ Storage: HO trg giuo thirc FTP, SFTP va 3, ¢6 thé sir dung ‘
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théng tin §3 Credential d& sir dung véi cdc SDK hd try quan 1y
file bang S3 nhuy AWS hodic Minio.

+ Large File Download — LFD 1a Iuu trit tich hop cho nhu ciu
sit dung luru trit va quan ly trén cung mot portal quéan tri.

+ Hé théng storage sir dung dubng truyén network 20Gbps va
kha nang chiu tai dap ng dugc trén 30,000 request/s.

+ Replication: Hé théng dwoc xiy dung theo co ché
Replication d& dam baa dit liéu luén duge hru trir & nhiéu server
& gitip cho viéc doc ghi dat dugc performance tdt nhit,

+ Coh¢ théng monitor gitp theo déi higu suat hoat dong mot
cach tudng minh cic chi sé vé lugng request per second, traffic,
bandwidth, HIT rate va HTTP Status Code vai do tré dudi 5 phit.

+ Tinh nang hew trit Clowd Storage 53:

- 33 Compatiblc; Hoan toan twong thich voi cac API va cong cu

AWS S3

- High Performance: Truy cép dirge ting tdc boi CDN véi SLA

Q0 00%,
R

- Multiple Interfaces: Bang diéu khién web, SDK, cong cu dong
1énh CL1, REST API

- Sceure: M4 héa hodic hru triv phan tan, phan quyén & mire
bucket

A

+ Tinh nang Web Accelerator:

- Hd trg Cache cho cac dinh dang: Image (png, gif, jpeg),
Javascript, CSS, HIML5 Audia/Video.

- Téi wru dir lidu cho céc thiét bi di dong.

- Cho phép v hiéu hoda / kich hoat tinh ning Web Accelerator
thea timg object.

- Image Optimization: H3 trg WebP/AVIF sir dung céc thuft
toan nén tién tién.

+ Tinh nang phdn tich nang cao (Advanced Analytics):

- Dashboard theo d&i Bandwidth/Traffic theo timg TSP va
Domain

- Theo dbi cdc mi 181 HTTP status code

- Loc theo thoi gian (gid/ngay/thang), Domain, vitri dia Iy

- Xem bdo céo lugng truy cip theo nha mang (ISP)

- User Agent: thong ké& Browsers, Operating Systems, Devices

- Referrer: theo ddi nguén truy cip website

- Most Popular Content: théng k& ndi dung duee truy cip nhidu
nht.

- Visitor: thong ké tdng ]uong unique visitors.

Xuét bao céo theo thoi gian d6i véi tat ca domain

Quan tri phan quyén: Cho phép tao ngusi ding quan tri, phin
quyén admin/report.




TT | Danh muc dich vu Théng sb k¥ thuit va cde tida chudn
Pinh tuyén CDN theo ISP: Nh'in dang IP thudc ISP nao va tiy
dong dinh tuyén toi vu. '
2 | Dich vu chén g tin | - Dich va duge cai dit hop nhat va quan li cong h¢ thong CDN

cong mang trén h¢
thong phin tin nji
dung toan cau

hién cé trén cling platform (Multi CDN), gitp ting cudng
thém kha nfing chiu tai, ting téc do load web, gidm thiéu
khi ning tin cong Website 1én mitc tot nhét.

Bao vé cho website QDND.VN (1 domain va 7 record).

- Doanh nghiép phai 13 doanh nghiép bio mat va ¢ gidy
phép kinh doanh san phim, dich vu an toan théng tin mang
do B3 Théng tin va Truyén théng cip (dinh kém gidy chimg
nhdn con hiédu luc).

- C6 thé d& dang mé réng trén ha ting trén portal két ndi vai
tat ca cac nén tang cloud nhu: GOOGLE, AWS, AKAMAL
ALIBABA Cloud, VNCDN.

- Céac nha cung cflp cd it nhit 6 POP 16n tai Viét Nam, bao
gdm Ha Noi va Thanh phd H6 Chi Minh c6 dit dn cac TSP
1én VNPT, FPT, Viettel, Mobiphone.

Yéu cdu vé Bing thong dich vu (Bang théng ctiia mbi POP):

- 6 Tbps (HB trg trong khoang thdi gian trién khai dich vu ké
ca trrdng hop ¢6 tang trudng bing théng)

Domain/application :

- DNS dugc quan Iy ¢6 hd trg DNS Security

- Nha cung cap ho trg trién !{hai ca di chuyén May chu dinh
danh va di chuyén tirng phan CNAME

Orgin sclector: WAF ¢6 kha ning lya chon origin dé ldy ndi

dung theo diéu kién duoc thiét 1ap sin: Host header, TP client,

Monitoring: HS tra gidm st dd ted va uptime ciia website bing

cac hinh thitc Real User Monitoring hoac Synthelic

monitoring.

ZeroSSL, Let's Encrypt SSL: Nha cung cip hd tro ZeroSSL

hodc Let's Enerypt SSL.

Tinh nang DdoS:

Tinh nang phong chéng DDoS 16p 7

- Nha cung cp ¢6 lien két véi thit ca cic
ISP/Telecommunication company Viét Nam: FPT, VNPT,
Viettel, Mobhiphone va tit cA cdc don vi cung cdp nhr
GOOGLE, AWS, AKAMAL ALIBABA Cloud, VNTCDN
dé piam st va ngin chin tan cong trén Layer 3.4,7 cia m6
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hinh mang OSI.

- Hd trg phat hign va ngin chin cac cudc tin cong Zero-day
DDOS attack.

- Cho phép phéng chéng DDoS mitigation layer 7 khéng gidi
han bt ké s6 1an, kich thuée hojic théi luong thn cong ma
khéng tinh thém phi.

- Trong vong 1 phit Nha cung cip phai dam bao giam thiéu
90% cdc cude thn cong DDoS.

- Nha cung cip cung cip cac hinh ddng quy tic DDoS tng
dung khac nhau bao gdm block hodc deny, log hoic
monitor, allow

- Nha cung cép cho phép ngudi ding didu chinh dd nhay va
hanh ddng ena quy t mo DDoS ena itng dung cho moi quy t ‘mo
riéng lé.

Tinh ndng phong chdng DDoS 16p 4

- Cho phép phong chdng va gidgm thiéu DDoS layer 4 (TCP
va UDP, ICMP)

- C6 kha nang chong DDoS Layer 4 tai ting PoP trén toan
cau ma khdng cén chuyen vé cac trung tim chéng DDoS tip
trung gdy thém dg té,

Chi tiét cde logi tdn cong DID6S dwge chéng:
+ Chéng SYN Flood

+ Chdng UDP Flood

+ Chdng ICMP/ICMP Fragmentation Flood
+ Chéng SYN-ACK / ACK+PSH Flood

+ Chéng Fraggle/Smurf/Land Attack

+ Ch('mg Slowloris Attack

+ Chong HTTP Flood

+ Kiém soat cong (Port) truy cip

| Gioi han so lugng két 1101/tan 80 timg IP, co thé dit theo
don v1 gidy.

Tinh ning WAF

- Nha cung cip 6 tuong lira img dung web (WAF) bao gom
tbi thiéu bo quy tic droc ciu hinh tnrée dé  phit hién chéng
lai cic cube tan cong OWASP hang dau, 15 héng zero-day.
Céc bd quy tic dugce cip nhit tu dong va thuong xuyén dé
d6i phé vér cac cude tAn cong méi.

- Nha cung cdp cho phep ngumi ding diéu chinh hanh dong
cla bat ky ID quy tac WAF riéng 1é ndo. Céc hinh dong bao

gbm chin, cho phep lrru nhat ky, bo qua.
- Nha cung .r*-;:p cd 1B Thidu 100 quy ! 15 WAF 11:1)’ chinh um

wAS LWL ALELWhd WwALEENIL TACL

kh4 nang khop véi nhidu trud ag khic nhau bao gdm s dja
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chi IP, quéc gia, luc dia, tiéu d% gidi thiéu HTTP, dwdng din
URI, chubi truy van

C6 thé dé dang md réng trén ha tAng trén portal két ndi véi
tit ca cac nén tang cloud nhur; GOOGLE, AWS, AKAMALI,
ALIBABA C]oud V‘\TCD’\T

Nha cung cép cung cAp cach klem tra quy thc tudng lura
(xem trwde quy tac) trude khi trién khai 38 dam béo ring
quy tic s& hoat ddng nhu mong doi.

Nha cung cép hd tro vide gidi mi cde tuy chp Web qua
SSL/TLS (HTTPS)

C6 co ché ngan chin do mat khéu theo: HTTP status code
hoic thong béo tra v tir origin

Tinh nang phat hi¢n va phan Gng vé1 BOT

Nha cung cip cung cAp khéa ning phat hién, phan loai va
giam thiéu Turu Tugng truy cfip bot hode tw dong.

Nha cung cip c6 thé tao cac quy tic tiy chinh dé so khép
cdc yéu chu véi didm sd bot ¢1 thé (hosc pham vi) cling véi
cac truong khac d& thuc hién céc hanh ddng cu thé bao g("im
ngin chin, ghi log, CAPTCHA va thir thach duge quan 1y
Nha cung cap cb kha ning xac dinh cdc bot tét bing cich
st dung co s& dif ligu chit ky Aarge cdp nhit ty déng 16n cac
bot tét méi.

Nha cung cép cung cip mot co ché dé dua Javascript vio
trinh duyét dé giup xac dinh bot

Nha cung ¢ péﬁ cung cAp bing ¢ Miédn khidn phén tich bot trong

|||||

do the hién xac suit kha nang request dén tr bot cling nhu
ngu(m g()(, truy cép cua bot.

Bang diéu khién c6 the loc va di sdu vao diém sb bot cu thé
hojic mdt loat diém sé bot.

Hanh dong phén ung véi Bot: Block hodc Allow hoic
Challenge

Céc tinh ning biao mit bé sung

Tinh nang Rate Limiting

Cho phép Rale Limiling v&i cac quy tic tiy chinh dé dit
gidi han s6 lugng request cho mQt URL/zone)

Cho phep Rate Limiting theo qubc gia.

Cung cap kha ning dém s6 lugng yéu ciu theo dia chi IP
nguon, tiéu d¢ HTTP va cookie.

Thong bao 161 cho may khach ¢o thé Wiy chinh duge.

HA trg kha ning chuyén tiép thong tin [P Client thyc cua
ngudi dung cho backend

HJ trg cée giao thirc méi nhét: HTTP/3, TLS 1.3
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Yéu ciu quén tri va giam sét

C6 quan tri qua Web

- HO troy tinh niing xac thyuc da nhan 6 véi cic tai khoan quén tri

- Cho phép canh bao chitng chi sip hét han

- 14 trg tinh niing Configuration version control/audit log
cho phép theo doi su thay doi chu hinh phuc vu audit va
khoi phuc cdu hinh cii (néu céan)

H3 trg bao cdo va didu tra sir cd:

- Auack Types

- Time frame

- Top source IP/Country

- Throughput

Status {Response code)

Dich vu thu dién i
bao mait

- Dap tng nhu ciu sit dyng cmail theo tdn mién va hou trir i lidu,
Hé théng email duge bao mat toan dién ca chiéu nhan va chidu gii
voi 1op bio mat théng minh 48 dam bio email dén nowdi ding 12
emall sach.

- Hé théng email phai c¢6 twong lira bao mét, c6 ap dung cong nghé
Machine Learning va ving 4o (Virtual arca) thong minh dé kiém
duy8ét email trnrdc khi nhén vao hé thing mail server,

- Nha cung cip hé théng email phdi thue hién lwu trir div lidu tai
Viét Nam (theo quy dinh tai Nghj dinh sd 53/2022/ND-CP ngay
15/8/2023 cuia Chinh phi Quy dinh chi tiét mdt sb didu ctia Ludt An
ninh mang}, ﬂ

- Ha& théng tudmg lra email dat tiéu chudn va duge chimg nhin b
Garner, Rapid7 hodc tuong dwong

- He théng d4p tmg 100% cic yéu chu ki thudt cia B8 quy tic bao
mét Email toan cau TTU-T X.1236 hodc tuong dwong

- Chi tiét dich v

+ Dich vu xa¢ thyc t&n mién SSL che mail.qdnd.vn.
+ Téng dung lrong: 130GB (130 account).
Céc tinh nang ky thudt:

- Déng bd hoa email d& dang v6i Outlook va céc g dung client
khéc bing giao thitc Exchange (MAPIEWS).

- Giri email nhanh chdong va nang cao ti 18 email vao inbox,

- Bio vé email véi b loc email gifim i 16 spam dén 99%, bao mit
2 16p (multi Authenticaxor), chiing chi s§, ma hoa email/két nbi.

- Déng b cong viée hang ngay voi tinh nang Luru trix tip tin, Quén
ly danh ba, Lich hen, Ghi chil - tit ca trong mot nén ting.

- Giam thiéu mat thong tin véi MX duy phong, tir dong luu trir va
diéu phbi email khi may chi gip sur 6.

- Cho phép giri/hin email véi khéi Iegng va s6 luong 6m.




TT

Danh muc dich vu

Théng sb k¥ thuit va cde tida chudn

- Kiém soat mbi account email khong chiém qué nhidu tai nguyen.

- Nhanh chéng ndng cip dung lrong hyu triv va email theo yéu céu
ctia don vi str dung,

- Béo vé dir liéu truyén dén may chii an toan véi cée giao thirc mé
héa da dang: SMTPS, IMAPS, POP3S.

- Tudmg hra email dya trén Al va may hoc c6 thé chdng lai céc
cudc tn cdng Social Engineering thong qua viée phan tich hanh vi.

- Hé thong tudng hra email thé hién trang thai thu nhu: Mail Spam,
mail sat DKM, mail whitelist, mail hlacklist, mail chin URL d6c hai,
mail ¢6 code dbc hai.

- H& thdng tudmg hra email phét hién va ngin chin gid mao dia chi
Email: Ngan chiin cic hanh vi trom ciip thong tin va Email lira ddo
va kiém tra tinh hop 18 ciia Email dén,

- Theo d&i dinh tuyén giri & nhan: Néu 15 trinh Email bi thay dbi,
hé théng s& phat hién va canh béo cho ngudi nhén v x4c thure Email
den.

- Phat hién va ngin chin tén mién trong tw: Phét hién cic Email
gid mao tén mién twong tur nhir Email thit va ngén chan cic tén mién
Email gid kho phat hién nht, chuyén Email dang ngd thanh hinh anh.

- Vimg 40 (VA): kiém tra tit c4 dia chi dugr lién ket véi thur bang
cach mé trude trong VA dé kiém tra céc ma dc duge an di. Loai bo
cac mbi nguy hai tiém &n khéc bing cach kiém tra tht ca cic URL ¢
trong email, néu nhin thiy c6 mot lién két khac, hé thong sé tu dong
iy lién két d6 dén khi d4m bao khong con URL nao sot lai.

- Phat hién va ngin chin ma doc méi: 118 méng kiém tra mi doc
t¢p dinh kém, phén tich hanh vi ngudi dung va phan tich URL, Link
1dng Link d¢én *n lin,

- Loc malware va céc yéu t6 nguy hiém trong mail: Cong nghé Al
va phin ving 4o giip loc malware. Phat hién cac dwong link nguy
hiém, cdc tén mién gin gibng véi tén mién nhén trdnh thn cong
phishing.

- Day mail bi chin va whitelist email: Mot 56 doanh nghiép céu
hinh email chua chuén (thiéu SPF, DKIM, hogic tén mién bj danh dau
spam di v cac 16 chire quc 18) ¢ thé duge ddy mail dén voi ngudi
ding va whitelist dé trao d6i mail.

- Blacklist mail: Chan email khach hang cho du dé la mail sach,
mail cu hinh chuAn v&i tat ca gia tri va khong o malware hay bét o
nguy hi¢m nao.

- Kiém tra mail bi chén truc tiép trén Secu E Cloud: Nguoi dung
c6 thé ty kiém tra mail chiin khong cn nhd ngudi quan tri.

- Béo cdo: Quan trj vién duge chi ddng bat hodic tit tinh nang thiét
14p giri bdo c4o tinh trang cac mail bi chiin trong ngay dén ngudi ding
cudi va ity chinh theo khung giér nt in bo céo.




TT | Danh muc dich vu Théng sb k¥ thuit va cde tida chudn

- Quan Iy mail giri ra va hd tro I¢ > mail d4u ra, s& kiém soat duoe
tinh trang spam mi ddc sang cac mail cia ddi tac.,

- HB& théng twdng lira thé hién phan loai thu nhw: Mail binh thuéng,
mail bi chin, mail nguy hiém, mail drge duyét va cé tinh ning Filter
& truy suét dir lidu nhanh chéng.

- Log: kiém tra lich sit ding nhip va filter log.

- Tao nhém mail: méi nhom t6i da 100 dia chi.

- Bé& loc virns/malware: B loc virus/malware cho cdc mail giri ra
gitp loc mail users gii ra ludn sach va dam hao uy tin cho doanh
nghiép.

- Khéa Ngudi Ding Giri Ra khi ¢ déu hiéu tAn cfng ra bén ngoai:
Ngﬁnfchén viéc giri ra clia mot ngudi diing chi dinh - viéc nay s& han
ché t5i da mi ro khi mdt trong nhitng may tinh cia khach hang bi
nhiém virus, mé déc.

- Phé duyét giri mail: Ngudi quén tri ¢6 thé quan 1y duyét mail giri
trén webmail

- Quan 1y mail giri ra: Ngudi quan tri c6 thé giéi han sb hrong,
dung lugng mail g ra, cai it DKM, thu hdi email, cai diit bao cao
linh ddng dén ngudi quan tri va ngudi dimg théng thuong.

- Ten gi¢ giri mail: Dat lich va hen gicr giri mail theo ngay, gio,
phut... Nguéi ding c6 thé giri mail céng vise cho nhau va xac nhan
¢cOng viéc dua trén mail.

- Béo c4o: Quian trj vién duoc chil dong bat hodc tét tinh ning thiét
lap giri béo céo tinh trang cic mail bi chin trong ngay dén ngudi dimg
cudi va tiry chinh theo khung gio‘ nhin bao cdo.

- Hé théng mail bao mat co kha ning loai bo tit ca cac URL doe
hai, kiém tra URL t6i diém endpoint. Ngin chin it ¢a cac t8p doc
hai, Ransomware... va nhimg tic nhén gay hai méi nhat. Tir d6, gitp
cho t0a soan stir dung email an toan hon, tranh céc thiél hai vé mit 1ai
chinh ¢ling nhu tréanh bj mét cic th ng tin ¢a nhan hodic cac dit lidu
cong viéc quan trong qua email.

UGhz chii: Trudng hgp nha thiu d& xuat giai phap cong nghé, k¥ thuat khac so véi yéu
vnn thi nha th"l cin n chitng minh kém theo ta1 liéu;

adfa maala ~dan

- Tinh tuong duong va vugt rdi vé cong nghé cua gidi phap ky thuil khic do trong
vi¢e dam bao khai thac sir dung higu qua theo cac yéu cau cia goi thau (co kém theo tai lidu
dé chimg minh).

- Tinh twong thich cta giai phap ki thuit khic d6 tmg dung trén ha tng phén cimg va
phan mém cia Bao Quan déi nhéan dan hién co 14 hoan toan twong thich, phu hgp, khong gay
xung d6t ma vin dam bio an toan, hidu qua, hidu ning khai thic str dung hé thémg.



4. Quy dinh vé kiém tra, nghiém thu sén pham:

Cac k]f‘m tra r:m i‘lf‘n hanh gnm co:

- Kiém tra chung vé dich vu (nha cung cip, chang loai, ngudn gbc...).
_Kiém tra thong b k¥ thuat (tinh niing, chirc néng) cia dich vy, phin mém.

Vian hanh thir nghiém céac tinh ning dam bio chét luong va dic tinh k¥ thuat dap
rng yéu cau cua hop dong.

_ Phoi hop kiém tra va nghiém thu theo quy dinh ctia B6 Quéc phong.
5, C4c yéu ciu khic:

- Nha thau phai 1a don vi cé nhiéu kinh nghiém trong linh vyc ciia goi thau; c6 4p
dung cac h¢ thong quan ly: ISO 27001, ISO 20000-1; dat tiéu chuan Doanh nghiép khoa
hee va cong ngh¢ cna B Khoa hge va Cong Ngh¢ cap (dinh kém gidy chimg nhén con
higu hre).

- Nha thau da trng trién khai va cung cip tbi thiu 02 hop dong cung cap dich vu
phan tan ni dung (CDN) va dich vy chdng tan cong mang trén hé théng phan (an ndi dung
toan cu trong thoi gian ti nam 2021 tro lai day.

- Nha thiu phai chiu hoan toan trach nhi¢m vé viéc cung cap dich vu cua goi thiu

khi trién khai trén ha ting cua Bao Quién d6i nhin dan néu xdy ra sy cb hé théng dan dén
nnh hurmrr glan ﬁnaﬂ qﬂy h'n"l]'l c;ﬂr\ vnaf Yuaf ]'\nn Pun Tnn sean.

- Nha thau phai chiu hoan toan trach nhiém néu cé bat ky khiéu kién cua bén thit ba
vé van d8& ban quyén cia cac dich vy cung cdp cho géi thdu nay.

- Nha 'rh'm thnymr minh phwr‘mg an ky thnét cna gbi Th'm trong do phm kém theo
théng tin tai khoan thir nghiém (gém duong dan link truy cfip, tén va mat khau tai khoan

thir nghidm) dé Bén moi tha}u danh gia tinh néng, nang lyc k¥ thuét dich vy ma nha thau
dang van hanh so vdi dé€ xuéat k¥ thuét cia nha thiu cho gdi thau nay.

- Nha thiu cin bé tri nhan su co trinh d§ chuyén mén vé k¥ thuat phu hop trong
linh vyc cua goi thau (Nop scan ban ge: vin bang va chirng chi li€n quan cia nhén su)
dé truc tiép dam nhiém cac cong viée ciia gdi thau theo yéu cau sau:

+ Can b{ phy trach ky thuat: 01 ngudi; Kinh nghire: t61 thidu 05 nim trong linh
vire g6i thau; Trinh d6 chuyén mén: Pai hoc cac chuyén nganh khoa hoc may tinh, truyén
thong mang may tinh, cong ngh¢ thong tin, tin hoc tng dyng, cong nghg k¥ thuit may
tinh, dién ti-vién théng, thong tin v6 tuyén, dién-dién tir hode fwong diong; Ching chi
chuyén mon: CISSP ho'ic CRISC hodc CEH hodc BTL1 Aoac tirong duong.

+ Cén bd k§ thuat: 01 nguoi; Kinh nghiém: ti thiéu 03 nim trong linh vuc goi
théu; Trinh d6 chuyén moén; Pai hoc, cao df’mg cac chuyén nganh: khoa hoc may tinh,
truyén théng mang may tinh, cng nghé thong tin, tin hoc vmg dung, cong nghé k¥ thut
may tinh, dién fr-vién théng, thong tin v6 tuyén, dién-dién t\r hodc twong dirong; Chimg



chi chuyén mon: Certified Information Security Manager (CISM), Offensive Penetration
Testing hodc twong dwong.

- Trong subt thai gian thue hién hop ddng 12 thang, nha thau cin:

+ B4 tri nhéan sy hd tro k§ thuat 24gid/ngay+7ngay/tuin trong sudt thoi gian thye
hign hop dong 12 thang.

+Cam két xr Iy S ¢6 trong vong 01 gitr ké tir khi nhan duoc yéu cau cua don vi sir
dung vao bat ky thot diém nao.

+ Thye hién kidm tra d& tbi wu tdc d6 va hidu qua cée dich vy t6i thidu mai thang

02 14n vao ngdy 01 va ngay 15 hang thang, va cung cip b: 0 c4o, tai liéu cho chil déu tu
sau khi hean thanh cong viéce.



