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GIAI THiCH PINH NGHIA VA TU VIET TAT

STT | Pinh nghia/ Tir viét tit Giai thich
1 CNTT Cong ngh¢ thong tin
2 NSD Nguoi st dung
3 CPbT Chu dau tu (Bén thué)
4 NT Nha thau (Bén cung cép dich vu)
4 THDL Tich hop dir liéu
5 UBND Uy ban nhén dan
6 Céang vu Céang vu duong thuy noi dia
, Hé t\héng Quan 1y thu phi str dung cong trinh két cau
7 H¢ thong thu phi ha tang, cong trinh dich vy, tién ich cong cdng trong

khu vuc cang bién trén dja ban thanh phd HO6 Chi Minh
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PHAN I: CAC YEU CAU THUE DICH VU

1. Yéu ciu vé chit lwgng dich vu ha tz‘lng CNTT phuc vu trién khai hé théng Quan
1y thu phi sir dung cong trinh két ciu ha ting, cong trinh dich vu, tién ich cong
cong trong khu vue cang bién trén dia ban thanh pho H6 Chi Minh.

1.1. Yéu cAu niing hre nha cung cép dich vu
'Nha cung cap dich vu c6 kinh nghiém trong viéc van hanh, quan tri hé thong va
cung cap dich vu an ninh thong tin.

Nha cung cép dich vu phai c6 chimg chi ISO 9001 vé hé théng quan 1y chat luong
con hiéu luc.

Nha cung cép dich vu phai c¢6 chirng chi ISO 27001 vé tiéu chuan quan 1y an toan
thong tin con hicu luc.

Nha cung cép dich vu phai c6 ching chi ISO 27017 vé kiém soat bao mat an toan
thong tin cho cac dich vu ddm may con hiéu lyc.

Nha cung cap dich vu phai c6 chimg chi ISO 27018 vé bao vé thong tin dinh danh
ca nhan trong moi1 truong ddm may cong cong con hicu lyc.

Nha cung cép dich vu phai c6 gidy phép cung cép dich vu vién thong (ISP).

Ha tdng nha cung cip dich vu phai dat i thiéu cip d6 3 vé an toan hé théng thong
tin 461 vo1 h¢ thong dién toan dam may va phuong an bao dam an toan thong tin phu hop
voi theo tiéu chuan quoc gia TCVN 11930:2017 hodc Ti€u chuan quoc t€¢ ISO/IEC 27001
hodc tuong duong.

Ha tdng nha cung cip dich vu phai dat i thiéu cip d6 3 vé an toan hé théng thong
tin d61 voi trung tam dir liéu va phuong an bao dam an toan thong tin phu hop voi theo tiéu
chuan quéc gia TCVN 11930:2017 hodc Ti€u chuan quoc té ISO/IEC 27001 hodc tuong
duong.

Nha cung cap dich vu c6 s&n trung tam dit liéu dugc thiét ké dap tng Hang 3 theo
tiéu chuan quoc gia TCVN 9250:2021 (hodc Rate-3 theo ti€u chuan ANSI/TIA-942-
B:2017), hodc Tier 3 theo ti€u chuan cua Uptime Institute.

Nha cung cép dich vu phai c6 ching nhan kinh doanh san pham, dich vu an toan
thong tin mang theo quy dinh.

Trong truong hop lién danh: Nha cung cdp dich vu thiee hién pham vi cong viéc
nao thi cung cdp tdi liéu chirng minh di diéu kién thiee hién néi dung lién quan do Nha
thau dam nhan.

1.2. Yéu céu vé chét lwong dich vu
1.2.1. Ning lyc k§ thuit h¢ thong

Thiét bi: Sir dung hé thong thiét bi cai dit cac tng dung, phan mém dat tiéu chuan
chat lugng tot, 6n dinh, dugc cung cap chuyén nghi¢p. Cac thiét bi ludén dugc du phong
doi.
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V& quéan 1y c4u hinh:

- Nhén su quan tri hé thong ctia nha cung cip dich vu sé truc tiép quan 1y khai bao
cau hinh thiét bi.

- Bén str dung dich vu s€ thyc hién gidm sat hoat dong tir xa thong qua cong cu quan
1y, gidm sat hoat dong ctia toan quyén doi véi h¢ thong thué.

Thiét ké trén co s& tong quat, co tinh du phong cac thiét bi quan trong, du phong
céc thanh phan ngay trong céc thiét bi hé thong, dam bao d6 tin cay cho hé théng, thong
tin dir 1i€u va cho viéc mo rong sau nay.

Kha ning mé rong: Nang luc cua hé thdng phai c6 kha ning dap tng cac yéu cau
m¢o rong khi dir 1i€u, so luong giao dich, s6 lwgng nguoi dung ting 1én.

C6 kha ning quan tri hé thdng va khic phuc sy ¢b mot cach dé dang.

Hé thdng luu trit ¢6 kha ning quan 1y chit ch&, thdng nhat, bao dam cho hoat dong
on dinh, giam thiéu kha ndng xay ra 101.

Hé théng co tinh dy phong cao, han ché xay ra tinh trang “13i don diém” (SPOF —
Single point Of Failure) cho mét s6 thanh phan.

1.2.2. Co sé ha ting phuc vu

~ Vitrd dia ly cua trung tdm dir li¢u: xa khu dan cu, toan nha dt hé thong ha tang
thiét bi biét lp... dam bao an ninh, an toan phu hgp theo tiéu chuan tuong duong TCVN
9250 (Ti€u chuan Trung tam dir li¢u - Yé&u cau vé ha tang ky thuat vién thong) hodc tuong
duong.

Ha tang mang vién thong: trién khai trén ha tang mang tich hop véi cac thiét bi
dugc trang bi d61 du phong, nang luc xtr 1y cao, dong b dugc ho trg chinh hang nhu Cisco,
Netapp, Checkpoint, ... & cap do nha khai thac dich vu.

Ha tang trung tdm dir liéu: St dung ha tang trung tam dit liéu & cAp d6 nha khai thac dich
vu dugc dau tu dong bo, du phong cao, cu thé:

- Nguf)n dién lu6i trung thé duoc thiét ké theo mach vong trung thé c6 kha ning
véan hanh, chuyén tai linh hoat trong moi trudng hop, co dy phong day du. Tir mach vong
cap 2 ngd vao trung thé khac nhau dén 2 tram bién ap dat tai 02 vi tri riéng biét, doc lap
nam ngoai trung dir li¢u;

- Ngudn dién tir hai tram bién 4p nay di vao hé théng UPS du phong N+1( dit tai
phong ngudn doc 1ap), cap dién cho toan b thiét bi cong nghé thong tin trong Trung tim
dir liéu véi ngd ra 220V+ 1%, phan phdi trén 2 thanh nguén PDU khéc nhau cho mdi tu
rack, thoi gian Iuu dién du phong t6i thiéu 30 phuat/ 100% tai.

- Pam bao ngudn dién lién tuc trong trudng hop mat dién trén ca 2 ngd dién vao,
Trung tdm dir li€u phai trang b1 may phat dién du phong 1+1, thoi gian mat dién ludi va
may phat hoa tai <= 17 giay;
7 - H¢ thong dicu hoa chinh xéc du phong N+1: ddm bao nhigt d 210C = 10C; do
am RH 55% + 5%. H¢ thong diéu hoa chinh xac st dung hé thong dong luc hoc chat long
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bén trong, nham phan tich va lam mat hiéu qua hon va st dung cong nghé quat EC
(Electronically Commutated) hodc twrong duong nham giap tiét kiém nang luong.

- Vi tri lap ti rack phu hop voéi thiét ké theo tiéu chuan twong dwong TCVN 9250
hodc tuong duong.

- Hé théng PCCC str dung khi an toan cho thiét bi va cac thiét bi chita chay bang
tay danh cho khu vuc hanh lang bén ngoai Trung tam dit ligu.

- Tiép dét cho hé théng CNTT < 2Q, ¢6 cét loc sét duong ngu@)n va cét loc sét lan
truyén.

- San nang voi tai tap trung 4.5 KN/diém, tai phan bd déu 12KN/m2, tai va dap
50Kgs, dién trd bé mat 105 Q - 108 Q (chong tinh di¢n), kich thude san 600x600mm, chi¢u
cao chan san 400mm.

- Ha ting dugc quan 1y tap trung qua cac cong cu quan 1y giam sat chuyén ding
- D61 ngii k¥ thuat tryc van hanh, gidm sat hé théng 24/7.
- Camera IP giam sat an ninh; kiém soét ra/vao bang khoa sd, thé ti.
- Nhan vién bdo v¢ toa nha Trung tam dir li€u truc 24/24.
Ha tang cap quang két ndi da hudéng dén cac ISP:

- Trung tam dit liéu phai c6 két ndi cap quang da hudéng téi hau hét cac nha cung

cap duong truyén ISP 16n ¢ Viét Nam nhu VNPT, FPT, Viettel, CMC,Mobifone Global,

.. thong qua PoP dat tai phong cap cua trung tam dir liéu. Huong cap quang di tir cac nha

cung cap duong truyén dén Trung tdm dit liéu cta TP theo it nhat 2 hudng cap khac nhau,

dau noi theo kiéu vong ring hodc dy phong 1+1 nham dam bao chat luong dich vu duong
truyén tot nhat.

- Viéc cung cip duong truyén két n01 theo yéu cau phai duoc thyc hién nhanh
chong. Trung tam dir liéu phai c6 PoP két ndi ctia cac nha cung cap dich vu duong truyén
ISP tao thuan loi cho viéc cau hinh khai bdo md kénh sir dung dich vu.

- Dich vu két ndi Internet cia Trung tam dit liéu phai c6 cong két ndi v6i nhiéu nha
cung cap dich vu Internet 16n ¢ Viét Nam, dugc thuc hién phan tai déu trén cac hudng ket
noi dé trach nghén va dugc dinh tuyén ty dong chuyén hudéng khi c6 sy cd6 duong truyén
xay ra.

- Hé thong Internet Gateway: Hé thong Internet Gateway ctia Trung tam dir lidu
phai gdm it nhat 2 Router Gateway két ndi Internet qudc té va 2 Router Gateway két ndi
Internet trong nude dugce cAu hinh dy phong chia tai v6i nhiéu két ndi dén cac ISP khéc
nhau qua cac kénh truyén dan cap quang theo mach vong Ring hodc dy phong 1+1.

Hé thong chuyén mach 15i trung tAm (Core Switch)

- H¢ théng chuyén mach 15i trung tAm phai duoc trién khai cai dit, cdu hinh dya
trén nén tang cong nghé mang dugc dinh nghia bang phin mém, hd tro linh hoat tich hop
mg dung va tu dong héa chuyén mach, linh hoat di chuyén tmg dung trong méi trudng
dién todn dam may ma van duy tri dugc an ninh bao mat va do san sang cao.
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- Hé théng chuyén mach 15 trung tdim duoc cdu hinh dy phong, c¢6 kha ning chia
tai cung cép két n6i cac khu vuc dich vu (truy cép Internet pubic, private, DMZ...) va cung
cap két ndi, lién thong véi cac hé thdng khac nhu Tuong lira Internet, Tuong lira tng dung
Web, IPS, APT, Can bang tai, SIEM, .... Nang luc cua H¢ théng chuyén mach 15i trung
tam phai c6 kha ning hd trg chuyén mach cho cac két ndi.

Ha tiang bao mit, an ninh thdng tin cia Trung tim dit liéu:

Ha tang bao mat, an ninh thong tin duoc thiét ké va trién khai tich hop dép ung day
du cac quy dinh yéu cau vé Hé thong thong tin cAp d6 3 theo Nghi dinh 85/2016/ND-CP vé
bao dam an toan hé thong thong tin theo cip do va Thong tu s6 12/2022/TT-BTTTT ngay
12 thang 8 nam 2022 cua Bo Thong tin va Truyén thong quy dinh chi tiét va huéng dan
mot sd diéu cuia Nghi dinh sb 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu
vé bao dam an toan hé thong thong theo cap do theo Quyet dinh s6 401/QDb- STTTT ngay
12 thang 12 nam 2022 cua S6 Thong tin va truyén thong vé viéc phé duyét cap do an toan
hé thong thong tin dbi v6i Hé thdng thu phi st dung két cau ha tang, cong trinh dich vu
tién ich cong cong trong khu vire cira khau cang bién khu vyc Thanh phd HO Chi Minh.

Cac giai phap thué dich vu an ninh dap Gmg tiéu chi ctia hé théng nhu sau:

Tham chiéu dich vu

STT Can cur Noi Dung twong tmg

béap ung phuong an dam
bao an toan h¢ théng thong
tin cap d6 3 quy dinh tai/Co phuong 4n quan 1y truy
Khoan 2, Diéu 9, Nghi dinh|cap, quan trj hé théng tir xa
85/2016/ND-CP. an toan st dung mang riéng
Pap ung yéu ciu quy dinh|d0 hodc phuong an tuong
tai diém i, khoan b, myc 1, duong; st dung San pham
phan II, phy luc III, Thong/ Mang riéng ao

tu 12/2022/TT-BTTTT
ngay 12/8/2022.

Tinh ning ttuy cap két ndi
tor xa VPN trong dich vu
may chu do.

Dap ang phurong an dam bao
an toan h¢ thong thong tinCg phuong an quan 1y truy
cap do 3 quy dinh tai Khoan cap giita cac ving mang va
2, bitu 9, Nghi dinhphong chéng x4m nhap sir
85/2016/ND-CP. dung San pham Tudng lira
Pap ung yéu ciu quy dinh €0 tich hop chirc nang
tai diém ii, khoan b, myc 1, phong, chong xam nhap
phan 11, phu luc III, Thong hodc San pham Phong,
tu  12/2022/TT-BTTTT|chong xam nhap 16p mang

ngay 12/8/2022.

Dich vu tuong ltra da 16p
(Internal  Firewall +
External Firewall)
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Dap tng phuong an dam bao
an toan hé théng thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinhy;
85/2016/ND-CP.

Pap tng yéu ciu quy dinh
tai diém iii, khoan b, muc 1,
phan II, phu lyc III, Thong
tu 12/2022/TT-BTTTT
ngay 12/8/2022.

C6 phuong an can bang tai,
du phong nong cho cac thiét
bi mang chinh, t61 thiéu bao
gom thiét bi chuyén mach
trung tam hodc tuong
duong, thiét bi tuong lua
trung tam, tuong loa Ung
dung web, hé théng luu triv
tap trung, tuong lua co sé
dir liéu (néu co)

Dich vu can bang tai

Dap tng phuong an dam bao
an toan hé thong thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

Daép ng yéu cau quy dinh tai
diém v, khoan b, muc 1
phan IL, phu luc II, Théng tu
12/2022/TT-BTTTT  ngay
12/8/2022.

C6 phuong 4an chan loc
phﬁn mém doc hai trén moi
truong mang st dung
Tuong lua tich hgp chiic
ning phong, chdng mi doc

trén moi truong mang hodc

phuong an twong duong

Dich vu phat hién va ngan
chan xam nhéap IPS

Dap ung phuong an dam bao
an toan hé thong thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

Dap tng yéu cau quy dinh tai
diém vi, khoan b, muc I,
phﬁn I1, phu lyc III, Thong tu
12/2022/TT-BTTTT  ngay
12/8/2022.

C6 phuong an phong chng
tAn cong tu chdi dich vu; st
dung dich vu cua doanh
nghi¢p hodc San pham
Phong, chéng tin cong tur
chdi dich vu dbi voi cac hé
thong Trung tam dir liéu,
dién toan dam may, hé
théng Dinh danh, xac thuc
dién tr, chirng thyc dién tu,
chir ky s6 va hé théng Két
ndi tich hop, chia sé dit liéu

Dich vu phong chéng tan
cong tu choi dich vu
(DDoS)

Dép tng phuong an dam bao
an toan hé thong thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

bap ung yéu cau quy dinh

tai ‘diém vii, khoan b, muc 1,
phan II, phu luc III, Thong

C6 phuong an phong chdng
tin cong mang cho tUng
dung web; st dung San
pham Tudng lira tmg dung
web

Dich vu tuong lira Ung
dung Web
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tr  12/2022/TT-BTTTT
ngay 12/8/2022.

Dap ung phuong an dam bao
an toan hé thong thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

Dap tng yéu cau quy dinh
tai diém x, khoan b, muc 1,
phﬁn I1, phu lyc III, Thong
tu 12/2022/TT-BTTTT
ngay 12/8/2022.

C6 phuong an giam sat hé
thong thong tin tap trung

Yéu cau dich vu giam sat
may chua trong dich vu
may chu do.

Dap ung phuong an dam bao
an toan hé théng thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

Pap tmg yéu ciu quy dinh
tai diém xi, khoan b, muc 1,
phﬁn I1, phu lyc III, Thong
tu 12/2022/TT-BTTTT
ngay 12/8/2022.

C6 phuong an giam sat an
toan hé thong thong tin tap
trung st dung San phim
Quan 1y va phan tich su kién
an toan thong tin hodc San
pham twong duong

Dich vu dich vu Phat hién,
canh bdo sém cac van dé
nguy co lién quan dén an
toan thong tin (SIEM)

Dép tng phuong an dam bao
an toan hé théng thong tin
cap d6 3 quy dinh tai Khoan
2, Piéu 9, Nghi dinh
85/2016/ND-CP.

Pap tmg yéu ciu quy dinh
tai diém xi, khoan b, muc 1,
phﬁn I1, phu lyc III, Thong
tu 12/2022/TT-BTTTT
ngay 12/8/2022.

C6 phuong an quan ly sao
lvu dy phong tap trung sur
dung hé théng luu trir tap
trung va San pham quan ly
luu trir tap trung

D‘ich vu sao luu va phuyc
hoi dir liéu

10

Dép tng phuong an dam bao
an toan hé théng thong tin
cap d6 3 quy dinh tai Khoan
2, Diéu 9, Nghi dinh
85/2016/ND-CP.

Pap tmg yéu ciu quy dinh
tai diém xiii, khoan b, muc

1, phan II, phu luc III,

C6 phuong an quan 1y phan
mém phong chdng mi doc
trén may chi/may tinh
nguoi dung, st dung Séan
pham Phong, chdng ma doc
va/hodc San pham Phat hién
va phan ung su ¢ an toan
thong tin trén thiét bi dau

Dich vu phong chéng ma
doc trén may chu
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Thong tu  12/2022/TT-|cudi, c6 chirc ning quan ly
BTTTT ngay 12/8/2022.  |tap trung

1.3. Yéu ciu vé k¥ thuét, cdng nghé dé dap tng yéu cau chét lwong dich vu

DPam bao dap Gng tiéu chi vé Chat lwong dich vu dap g theo Phy Lyc I, Théng tu
16/2024/TT-BTTTT ngay 30 ngay 12 ndm 2024 cua B6 Thong tin va Truyen thong quy
dinh quy dinh chi tiét noi dung cong tac trién khai, giam sat cong tac trlen khai, nghiém
thu dbi véi du an dau tu tng dung cong ngh¢ thong tin; xac dinh yéu ciu vé chét luong
dich vu va cac no1 dung dac thu cua hop dong thué dich vu d6i véi thué dich vu cong nghé
thong tin theo yéu cau riéng.

Céc dich vy, gidi phap phai tudn thu cac quy dinh hoat dong giam sat an toan h¢
thdng théng tin tai Thong tu s6 31/2017/TT-BTTTT ngay 15 thang 11 ndm 2017 cua BO
Thong tin va Truyén thong.

Thong tu 56 39/2017/TT-BTTTT ngay 15 thang 12 nam 2017 cua B6 Thong tin va
Truyén thong vé Ban hanh danh muc tiéu chuén k¥ thuat vé tmg dung cong nghé thong tin
trong co quan nha nudc.

Danh muc tiéu chuan k¥ thuat vé ing dung cong nghé thong tin trong co quan nha

nudc:
Loai tiéu Ky hiéu tiéu Tén diy dii ciia tiéu Quy dinh ap
STT 2 2 2
chuan chuin chuin dung
1 Ti€u chuan veé két no1
A .. | HTTP vl.1 Hypertext . Transter Bit budc ap dung
11 Truyén siéu Protocol version 1.1 ’ '
van ban HTTP v2.0 Hypertext . Transfer | Khuyén nghi ap
Protocol version 2.0 dung
FTP File Transfer Protocol Bit budc ap dung
HTTP v1.1 Hypertext . Transfer mf)t hoa;c ca hai
Protocol version 1.1 tiéu chuan
A A s Hypertext Transfer | Khuyén nghi ap
12| Truyentep tin | HTTP v2.0 Protocol version 2.0 dung
Web-based Distributed Khuvén nehi 4
WebDAV Authoring and Y gt ap
.. dung
Versioning
Real-time Streaming | Khuyén nghi ap
A .. | RTSP
Truyén, phat Protocol dung ’
13 ludng am RTP Real-time Transport | Khuyén nghi ap
’ thanh/  hinh Protocol dung
anh RTCP Real-time Control | Khuyén nghi ap
Protocol dung
Truy cap va X .
14 | chia sé dit | OData v Opep Data  Protocol | Khuyén nghi ap
lidu version 4.0 dung
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Loai tiéu Ky hiéu tiéu Tén day di cia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
Truva Simple Mail Transfer
1.5 ruyen - SMTP/ MIME | Protocol/Multipurpose Bat budc ap dung
thu dién ta : .
Internet Mail Extensions
Cung chp | POP3 Post. Office Protocol .
dich vu tru version 3 Bat budc ap dung
1.6 cA : h()y Internet Message Access | ca hai tiéu chuan
P 1P IMAP drevi Protocol  version 4 | do1 v4i may chu
thu dién tur ..
revision 1
. Lightweight  Directory
1.7 rl;lr&lg cap thu LDAP v3 Access Protocol version | Bit budc ap dung
' 3
Dich vu tén . L1 A
1.8 midn DNS Domain Name System Bat budc ap dung
Giao van Transmission  Control
1.9 | mang c6 két | TCP Bat budc ap dung
% Protocol
noi
Giao van ,
1.10 | mang khoéng | UDP User Datagram Protocol | Batbudc 4p dung
két noi
IPva zmemet Protocol version Bét bude 4p dung
111 Lién  mang B,aﬁt budc ap dung
' LAN/WAN Internet Protocol version | do1 voi cac thiét
IPv6 ., LA £
6 bi c6 két nodi
Internet
Institute of Electrical and ,
IEEE 802.11g | Electronics  Engineers | Bat budc ap dung
112 Mang cuc bd Standard (IEEE) 802.11g
' khong day Institute of Electrical and Khuvén nehi 4
IEEE 802.11n | Electronics  Engineers dun Y gl ap
Standard (IEEE) 802.11n | “'®
Truy cap
Internet  voi1 Wireless Application LA
113 thiét bj khong WAP v2.0 Protocol version 2.0 Batbuge ap dung
day
SOAP v1.2 Simple Objgct Access .
. Protocol version 1.2 Bat budc ap dung
Dich vu Web . R N
1.14 dane SOAP Web Services | mot, hai hodc ca
ane WSDL V2.0 Description  Language | ba ti€u chuan
version 2.0
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Loai tiéu Ky hiéu tiéu Tén d:‘iy du cuaa tiéu Quy dinh ap
STT 2 x 2
chuin chuin chuin dung
Universal  Description,
UDDI v3 Discovery and
Integration version 3
115 {d);rcfgj vu Web RESTful web | Representational  state | Khuyén nghi ap
R'E STful service transfer dung
Web Services Business Khuvén nehi &
WS BPEL v2.0 | Process Execution duny ght ap
Language Version 2.0 g
WS- Simple ’
SOAP Binding | Simple SOAP Binding | Khuyén nghi ap
Profile Version | Profile Version 1.0 dung
1.0
WS- } . X .
: Web Services Federation | Khuyén nghi ap
Federation )
V12 Language Version 1.2 dung
WS- ) Web Services Khuyén nghi ap
Addressing :
v1.0 Addressing 1.0 dung
WS- Web Services Khuvén nehi 4
1.16 Dich vu dac | Coordination Coordination  Version duny ght ap
’ ta Web Version 1.2 1.2 {ng
) Web Services £ .,
WS-Policy Coordination Version Khuyén nghi ap
vl.2 12 dung
OASIS Web
Serylces Web Services Business Khuyén nghi ap
Busmess Activity Version 1.2 dun
Activity Y ' e
Version 1.2
WS- . . £ .,
. Web Services Dynamic | Khuyén nghi ap
Discovery Discovery Version 1.1 dun
Version 1.1 y ' {ng
WS- Web Services Metadata | Khuyén nghi 4
MetadataExc y ght ap
Exchange dung
hange
' . NTPV3 Netvyork Time Protocol Bt budc 4p dung
Dich vy dong version 3 R i
L1771 b6 thoi gian Network Time Protocol | M9t trong  hai
> ot g NTPv4 ctwo € Frofocol | sy chudn
version 4
2 Ti€u chuan vé tich hop dir li¢u
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Loai tiéu Ky hiéu tiéu Tén day di cia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
XML Extensible Markup
Ngon ngt v1.0 (5th Editi Languagg version 1.0 Bt buéc ap dung
. > on) (5th Edition) A ;
2.1 dinh dang van mot trong hai
, XML : n 2
ban ... | Extensible Markup | ti€u chuan
vl.1 (2nd Editi :
Language version 1.1
on)
Ngébn  ngir Electronic Business
29 d{nh dang van ISO/TS Extensible Markup Bt buéc 4p dung
ban cho giao | 15000:2014 L bXML
dich dién ti anguage (¢bXML)
binh  nghia
73 cac luoc d6 | XML Schema | XML Schema version B4t bude 4 dun
| trong tai liéu | V1.1 1.1 °¢ ap cung
XML
Bién d6i dir Extensible  Stylesheet Ba't Abu(,)c ap dun,g.
24 o XSL phién ban moi
ligu Language 4
nhat.
25 1\/{0 hinh hoéa UML v2.5 Unified Modelhng Khuyén nghi ap
doi tugng Language version 2.5 dung
Mé i tii | RDF Resource  Description | Khuyén nghi ap
n ~ Framework dung
2.6 | nguyén dir Khuvén nehi 4
ligu OWL Web Ontology Language durllg gt ap
Trinh diZn bé 8-bit Universal Character ,
2.7 , © | UTF-8 Set (UES)/Unicode | Batbudc ap dung
ki tu ;
Transformation Format
Khuén thuc
2.8 | trao ddithong | GML v3.3 Geography . Markup Bit budc ap dung
e s Language version 3.3
tin dia ly
Truy cdp va | ynig 30 | OpenGIS  Web “Map | poy a0 4p dung
b9 | 4P nhgt cdc Service version 1.3.0 .
tl}ong tin dia WFS v1.1.0 Web Feature Service Bt budc 4p dung
ly version 1.1.0
Trao do6i di £ .,
210 | ligu dc td i | XMIv242 | oo r?izdjt; Icfhlfyen nghi ap
liéu XML erchange version 2.4. ung
S.? dar~1g .lfy ISO/IEC 56 dang ky sieu d}r licu Khuyén nghi ap
2.11 | siéu dir li¢u 11179:2015 (Metadata registries - dun
(MDR) ' MDR) Hng
21y | oo P(‘;;“hé‘i ISO  15836- | Bo phan tir siéu di lidu | Khuyén nghi dp
’ § 1:2017 Dublin Core dung(*)

Dublin Core
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Loai tiéu Ky hiéu tiéu Tén diy dii ciia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
Dinh q dang
trao doi du ’
213 liéu mo ta do1 | JSON RFC | JavaScript Object | Khuyén nghi ap
' tuong dang | 7159 Notation dung
kich ban
JavaScript
Ngo6n ngit mo . X .
2.14 | hinhquy trinh | BPMN 2.0 Business .Process.Model Khuyén nghi ap
A and Notation version 2.0 | dung
nghiép vu
3 Ti€u chuan vé truy cip thong tin
HTML v4.01 Hypertext . Markup | Bat budc, ép
Language version 4.01 dung
2 A W3C Web Content X .,
3.1 dcl?;aliNebnol WCAG 2.0 Accessibility Guidelines I(;lhrilyen nght dp
& (WCAG) 2.0 g
HTML 5 Hypertext ' Markup | Khuyén nghi ap
Language version 5 dung
Chuan  nodi1 Extensible Hypertext ,
32 | dung Web | XHTML vl.1 | Markup Language | Batbudc ap dung
mao rong version 1.1
CSS? Cascading Style Sheets
Language Level 2 B4t bude 4p dun
Giao  dién Cascading Style Sheets | o o oc @b dung
33 e g CSS3 mot trong ba ti€u
nguoi dung Language Level 3 2
: chuan
Extensible  Stylesheet
XSL )
Language version
binh dang Plain Text
(.txt): Danh cho céc tai T
(-0xt) liéu co ban khong c6 cau Batbudc ap dung
truc
Pinh dang Rich Text
(1th) (.rtf) phién ban 1.8, ,
V'l 2 v1.9.1 1.9.1: Danh cho cac tai | Batbudc ap dung
3.4 | Vanban R liéu co thé trao doi gila
cac nén khac nhau
D;}lh Eiang me bap Word Khuy in nghi 4p
(.docx) mo rong cua Microsoft
dung
(.docx)
(.pdf) vl.4, | DPinh dang Portable | Batbudc ap dung
vl.5, v1.6, | Document (.pdf) phién | mét, hai hodc ca
v1.7 ban 1.4, 1.5, 1.6, 1.7: | ba tiéu chuan
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STT

Loai tiéu
chuan

Ky hiéu tiéu
chuan

Tén day du cia tiéu
chuan

Quy dinh ap
dung

Danh cho cac tai li€u chi
doc

(.doc)

DPinh dang van ban Word
cua Microsoft (.doc)

(.odt) v1.2

Pinh dang Open
Document Text (.odt)
phién ban 1.2

3.5

Bang tinh

(.csv)

binh dang Comma
eparated
Variable/Delimited
(.csv): Danh cho céac
bang tinh can trao dbi
gifta cac trng dung khac
nhau.

Bit budc ap dung

(.xIsx)

binh dang bang tinh
Excel mo rong cua
Microsoft (.xIsx)

Khuyén nghi ap
dung

(xIs)

binh dang bang tinh
Excel cua Microsoft
(.xls)

(.ods) v1.2

Pinh dang Open
Document Spreadsheets
(.ods) phién ban 1.2

Bat budc ap dung
mot hoac ca hai
ti€u chuan

3.6

Trinh dién

(-htm)

binh dang Hypertext
Document (.htm): cho
cac trinh bay dugc trao
d6i thong qua cac loai
trinh duyét khac nhau

Bit budc ap dung

(-pptx)

binh dang PowerPoint
m& rong cua Microsoft

(.pptx)

Khuyén nghi ap
dung

(.pdf)

binh dang Portable
Document (.pdf): cho cac
trinh bay luu dudi dang
chi doc

(-ppt)

binh dang PowerPoint
(.ppt) cua Microsoft

(.odp) v1.2

Pinh dang Open
Document Presentation
(.odp) phién ban 1.2

Bit budc ap dung
mot, hai hodc ca
ba ti€u chuan

3.7

Anh dd hoa

JPEG

Joint Photographic
Expert Group (.jpg)
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Loai tiéu Ky hiéu tiéu Tén diy dii ciia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
Graphic Interchange
GIF v89a (.gif) version 89a Bit budc ap dung
TIFF Tag Image File (.tif) m(f)t,’hai, ba hoa}c
Portable Network | ¢4 bon tiéu chuan
PNG :
Graphics (.png)
Anh gan Tagged Image  File ,
3.8 | vbitoadd dia | GEO TIFF Format for GIS | Batbudc ap dung
ly applications
MPEG-1 Moving Picture Experts | Khuyén nghi ap
Group-1 dung
MPEG-2 Moving Picture Experts | Khuyén nghi ap
Group-2 dung
39 Phim anh, am MPEG-4 Moving Picture Experts | Khuyén nghi ap
thanh Group-4 dung
MP3 MPEG-1 Audio Layer 3 | onuyén nghi dp
dung
AAC Advanced Audio Coding Khuyén nghi dp
dung
Cac dinh dang cua ’
(.asf), (.wma), | Microsoft Windows | Khuyén nghi ap
(-wmv) Media Player (.asf), | dung
(.wma), (.wmv)
Ludng phim Cac dinh dang Real X .
3.10 anh, am thanh 823;1) (rgﬁrrrrr:))’ Audio/Real Video (.ra), Idill?yen nght dp
' Y (.rm), (.ram), (.rmm) Hne
(.avi), (.mov), Cag d}nh dang App.le Khuyén nghi 4p
(qt) Quicktime (.avi), dung
] (.mov)., (.qt) - '
GIF v89a Grgphlc . Interchange | Khuyén nghi ap
(.gif) version 89a dung
(swh) DPinh dang Macromedia | Khuyén nghi ap
) Flash (.swf) dung
3.11 | Hoat hoa (swh) Pinh dang Macromedia | Khuyén nghi ap
' Shockwave (.swf) dung
(.avi), (.qt), Ca(': d}nh dang  Apple Khuyén nghi ap
(mov) Quicktime dun
' (.avi),(.qt),(.mov) g
Chuan  ndi1
3.12 dung cho WML v2.0 Wireless Markup Bit budc ap dung

thiét bi di
dong

Language version 2.0
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Loai tiéu Ky hiéu tiéu Tén day di cia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
B6 k¢ tu va American Standard Code ,
3.13 o TR ASCII for Information | Bat budc ap dung
ma hoa
Interchange
Bo ky tu va TCVN 6909:2001 “Cong
- 1 TCVN A . N 1A,
3.14 | md hoa cho 6909:2001 ngh¢ thong tin - B6 méd | Batbudc ap dung
tieng Viét ' ky tu tiéng Viét 16-bit”
Zip Zip (.zip) Bit budc ap dung
3.15 | Nén dir licu 43 GNU Zip (.gz) version | mot hodc ca hai
B2V 4.3 tiéu chuan
Ngon  nghr : :
3.16 | kich ban phia | ECMA 262 | CCMASCript version 6 | pe ) 0 40 dung
. . (6th Edition)
trinh khach
RSS v1.0 RDF Site  Summary | pep 60 4p dung
version 1.0 mot trong hai
Chia sé ndi Really Simple | .. x
3.17 dung Web RSSv2.0 Syndication version 2.0 tiéu chudn
ATOMvI.0 | ATOM version 1.0 Khuyén nghi dp
dung
Java Specification ,
JSR 168 Requests 168 (Portlet | Bat budc ap dung
Specification)
o Java Specification Khuvén nehi &
Chuén kétndi | JSR286 Requests 286 (Portlet | o yen nght ap
318 ung dung Specification) e
' cong thong Web Services for ,
tin dién tr WSRP v1.0 Remote Portlets version | Bat budc ap dung
1.0
Web Services for Khuvén nehi 4
WSRP v2.0 Remote Portlets version Y gt ap
2.0 dung
4 Tiéu chuan vé an toan thong tin
Secure ~ Multi-purpose ,
. S/MIME v3.2 | Internet Mail Extensions | Batbudc ap dung
An toan thu :
4.1 A version 3.2
dicn ta Khuyén nghi 4
OpenPGP OpenPGP yen nght ap
dung
C A SSH v2.0 Secure Shell version 2.0 | Batbudc ap dung
4.2 An toan tang Transport Layer Security .
' giao van TLS v1.2 : Bat budc ap dung
version 1.2
43 An toan HTTPS Hypertext Transfer Bt bugc &p dung

truyén tép tin

Protocol Secure
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Loai tiéu Ky hiéu tiéu Tén day di cia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin gil.mg
FTPS File Transfer Protocol | Khuyén nghi ap
Secure dung
SFTP SSH  File  Transfer | Khuyén nghi ap
Protocol dung
An toan : .
44 | truyén thu | SMTPS Simple Mail Transfer Bit budc ap dung
A Protocol Secure
dién tir
An toan dich | POP3S POSt. Office  Protocol Bit budc ap dung
~ version 3 Secure . -, e
45 | vu ty cdp Internet Message Access mot hodc ca hai
hop thu IMAPS g tiéu chudn
Protocol Secure
An toan dich Domain Name System | Khuyén nghi ap
4.6 vu DNS DNSSEC Security Extenssions dung
An toan tang Internet Protocol security Lo1A g
4.7 mang IPsec - IP ESP v6i IP ESP Bat budc ap dung
An toan
4.8 thong tin Sho WPA2 Wi-fi Protected Access 2 | Bit budc ap dung
mang khong
day
TCVN Cong nght thong tin. Ky |y e noni 4p
7316:2007 thuat mat ma thuat toan dun
' ma dit lidu AES ins
Triple Data Encryption | Khuyén nghi ap
3DES
re o Ae Standard dung
Giai thuat ma 7 —
4.9 hoa Khuyén nghi ap
PKCS #1 V2.2 RSA Cryptography | dung, sur dung
' Standard - version 2.2 lugc d6 RSAES-
OAEP d€ ma hoa
Elliptic Curve | Khuyén nghi ap
ECC
Cryptography dung
Bat budc ap
RSA Cryptography dung, st dl'm{f’
Giai thuat PRES #1 V2.2 Standard - version 2.2 lrge do
410 | at oaue ' RSASSA-PSS
chit ky so 21y
de ky
Elliptic Curve Digital | Khuyén nghi ap
ECDSA Signature Algorithm dung
Giai thuat . X .,
411 | bim cho chit | SHA-2 Secure Hash Algorithms- | Khuyén nghi ap
. X 2 dung
ky so
Giai thuat Rivest-Shamir-Adleman LA s
4.12 truyén khoa RSA-KEM ) KEM (Key Bat budc ap dung
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Loai tiéu Ky hiéu tiéu Tén diy dii ciia tiéu Quy dinh ap
STT 2 2 2
chuin chuin chuin dung
Encapsulation
Mechanism) Key
Transport Algorithm
Elliptic Curve Diffie | Khuyén nghi ap
ECDHE Hellman Ephemeral dung
Giai phap xac Security Assertion X .
4.13 | thuc nguoi st | SAML v2.0 Markup Language Khuyén nghi ap
. dung
dung version 2.0
XML
Encryption XML Encryptlon Syntax Bt bugc &p dung
. Syntax and | and Processing
An toan trao Processin
414 | d6i ban tin £
XML XML
Signature XML Signature Syntax B4t bude 4p dun
Syntax and | and Processing °¢ ap ¢ing
Processing
Quan ly khoa X .
415 | congkhaibin | XKMsv20 | XML Key Management | Khuyén nghi dp
tin XML P oo ovne
Giao thuc an Platform for Privacy Khuvén nehi &
4.16 | toan thong tin | P3P vl1.1 Preferences Project Y gnt ap
. 1A . dung
ca nhan version 1.1
Ha tang khoa cong khai Khuyén nghi dp
dung
Cu phap Cryptographic message
thong  di€p | PKCS#7 v1.5 | syntax for file-based
mat ma cho | (RFC 2315) signing and encrypting
ky, ma hoa version 1.5
Cu phap Cryptographic token
thong tin thé | PKCS#15 vl.1 | information syntax
mat ma version 1.1
417 Cl{ pha}p PKCSH#8 V1.2 Private-Key Informa‘qon
thong tin Syntax Standard version
A (RFC 5958)
khoa riéng 1.2
Giao dién the | PKCS#11v2.2 | Cryptographic token
N interface standard
mat ma 0 .
version 2.20
Cu phap trao Personal Information
doi thong tin | PKCS#12 vl.1 | Exchange Syntax version
ca nhan 1.1
Khuén dang Certificate  Revocation
danh sach RFC 5280 List Profile
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Loai tiéu Ky hiéu tiéu Tén diy dii ciia tiéu Quy dinh ap
STT 2 2 2
chuan chuin chuin dung
ching thu so
thu hoi
Khu6én dang REC 5280 Public Key Infrastructure

ching thu s6

Certificate

Cku phap YU | prCs#10 v1.7 Certification Requgst

cau  chung Syntax Specification
(RFC 2986) :

thuc version 1.7

Giao thire

traflg thai REC 6960 On-line Certificate status

chung  thu protocol

truc tuyen

Giao thirc gin RFC 3161 Time stamping protocol

tem thot gian pig p
ISO/EEC ISnforriatlortl ;lec.hnolog}_/
18014-1:2008 | Dccwty  fechniques

Time stamping services

ISO/EEC
18014-2-2009 Part 1: Framework

wsign | ISOEEC | e independent

8 18014-3:2009 | Procueing P
tokens

ISO/EEC Part 3: Mechanisms
18014-4:2015 | producing linked tokens

Part 4: Traceability of
time sources

An toan cho

WS-Security

Web Services Security:

Khuyén nghi ap

4.18 dich vu Web | vI.1.1 SOAP Message Security dung
Version 1.1.1
Khu6én dang The Incident Object ’
419 dlxl'. ligu Atrao REC 7970 Description Exchange Khuyén nghi ap
do1 su co an Format version 2 | dung
toan mang (IODEF)

1.4. Cam két dich vu may chii 40 nén ting dién toan dim may dung riéng

1.4.1. Trach nhiém nha cung cip dich vu trong dam bio van hanh

Phai cam két va dam bao cip phat ddy di ving tai nguyén danh riéng (resource
pool) cho hé thong dam may dung riéng (private cloud) theo khéi lrgng ma bén su dung
dich vu yéu cau va phai dam bao dy phong t6i thiéu 20% tai nguyén dé hé théng van hanh
on dinh.

Thong bdo vé cac ban cap nhat, va 16i ¢6 thé anh huodng té1 dich vu cung cap.
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bam bao an toan thong tin, thuong xuyén cap nhét cac phién ban phan mém giai
phap méi nhét ddi vé6i dich vu cung cap.

Giam sat tai nguyén sir dung va canh bao qua email/SMS/Phone Call khi:
CPU/RAM/ Luu trtr (GB) str dung vuot qua 70%.

Server khong thé truy cép duoc.

Dich vu cai dat ing dung khong thé két ndi duoc.

Theo doi ngudng st dung tai nguyén CPU/RAM/ Luu trir (GB)va bao cao khach
hang xem xét nang cap khi tai nguyén CPU/RAM/ Luu trit (GB) st dung thuong xuyén
trén 70%.

bam bdo qua trinh sao luu backup dit li¢u, kiém tra va dam bao dir liu backup co
thé khoi phuc duoc toan ven.

Hb tro ky thuat:

Thay d6i cu hinh bao mat OS theo yéu cau

Cap nhat ban va va ning cap OS theo yéu cau

HOo tro cai dat Database, Web Server theo yéu cau

H5 trg kiém tra phat hién 16i Database, Web Server theo yéu cau.
Restart dich vy Database, Web Server theo yéu ciu

Thiét 14p co ché sao luu backup dit liéu dinh ky.

Khéi phuc tir ban backup theo yéu cau.

Cai dat cac dich vu va phan mém theo yéu cau, ddm bao cac phan mém co license
(h¢ diéu hanh), tuong thich vé1 hé dieu hanh server va dugc ho trg day du.

Cap nhat va cai dat ban va cac dich vu va phan mém theo yéu cau khi dam bao phan
mém dugc ho trg day du va tuwong thich.

Cai dat bao mat server, chinh stra rule firewall cta server theo yéu cau.

Ho tro cai dat téi wu chong tan cong botnet quy md vira va nhd, véi cac cudc tan
cong quy mo 16n hodc céach tan cong tinh vi hon nha cung cap dich vu s€ tu van phuong an
cho khach hang.

Tu van cau hinh can nang cap khi cau hinh khong d4p img dugc tai.

1.4.2. Tiéu chuin ha tang k¥ thuit d:it hé thong cung cip dich vu dién toan dam may
dung riéng (Private cloud)

Cac may chi vat 1y va hé théng luu trir phuc vu cung cép dich vu dién toan dam
may dung riéng (Private cloud) dugc dat trong TTDL (Datacenter) phai dat cap d6 3 vé an
toan hé thong thong tin ddi v6i Trung tdm dir lidu theo tiéu chuan quéc gia TCVN
11930:2017 va dugc thiét ké theo tiéu chuan phu hop voi mirc dam bao k¥ thuat: Hang 3
theo tiéu chuan qudc gia TCVN 9250:2021 (hodc Rate-3 theo tiéu chuin ANSI/TIA-942-
B:2017), hodc Tier 3 theo ti€u chuin cua Uptime Institute, cu thé:
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TT Théng sb ky thuat Yéu cau
1 | Hatang dam bao hoat dong 99,98% Co
Nguon dién luéi c6 2 ngd vao khac nhau d4u ndi voi 2 tram bién ap
1 khac nhau, cong suat dugc thiét ké phu hop va dam bao hoat dong | Co

cua Trung tam dir licu.
, | 2HE théng UPS N+1 hoat dong doc 1ap, phan phdi trén 2 thanh Ch
nguon PDU khéc nhau trong cung tu rack
3 May phat dién (du phong N+1) Co
Cap ngudn dién ludi cho trung tm dir liéu tir 2 tram bién 4p tai hai | -,
4 s Co
vi tri khac nhau
5 Diéu hoa nhiét d(jq st dung cong nghé rpéy lanh chinh xé&c (nhiét do Cé
:210C £ 10C; do am: RH 55% + 5%, toc d¢ gid: 20.000m3/h)
6 Hé théng camera, khod s, thé tir kiém soat ra/vao khu vuc TTDL | Co
7 | Hé théng chita chay ty dong bang khi Co
8 Hé thdng cit 16¢ sét ngudn dau vao, sét lan truyén Co
9 | Hé thong tiép dit dam bao dién tro <2Q C6

1.4.3. Tiéu chuin vé dich vu may chi 4o dung riéng (dich vu Private cloud)

STT Cic thong s6 SLA Chi tiéu

Do kha dung dich vu ha tﬁng dién toan ddm may trung

1 . A 1A 99,9%
binh trén thang

) Canh bao (email, SMS) khi tai nguyén hé¢ théng (CPU, Giti nea
RAM, Luu trit) vugt 70% so vdi cau hinh da cap phat say
Cam két thoi gian dap tng va giai quyét su ¢ cta chu tri

3 thué dich vu trong vong 30 phut ké tir khi phat sinh yéu | 100%
cau

4 Resource pool cho hé thdng private cloud cung cap may 100%
chu a0 (VM) khong gidi han VCPU, RAM va Storage °

5 Toan bd may chu vat Iy cua hé thong dién toan ddm may Co

ding riéng déu duoc trang bi 2 card mang port 10Gbps
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STT Cic thong s6 SLA Chi tiéu
hoat dc:)ng du phong, dugc két ndi vao hé théng mang co
giao tiép 10Gbps
Cong ngh¢ RAM cho may chu a0 (VM) st dung RAM
6 that (KHONG lay HDD lam RAM) va set ding dung Cé
lwong thue vao thang VPS, KHONG SHARE voi VM
khac dé dat toc d0 cao nhat
Ha tang dién toan dam may dung riéng dam bao hé’théng
server vat ly dugc to chirc dy phong, ph@n tai, két noi theo
7 mo hinh cluster, c6 tinh nang cao cap vMotion, HA, | Co
FaulTolerance,.... cho phép cidc may chu 4o hoat dong
khong gian doan khi ¢6 1601 may chu vat ly/node mang.
Hé théng diéu khién
ta ’dTa hoat dong ¢
ché do cluster 4
3 node
H¢ Ehéng luu trir dam bao tinh du phong cho hé théng diéu | 2 x SAN switch
khién tu dia, SAN Swich, card giao ti€p luu trit/server ) X card
HBA/server
Hé thdng luu trit o cong nghé Storage Virtual Machine
9 cho phép phan tach cac phan vung luu trir riéng biét cho | Co
moi chu tri thué dich vu dam bao an toan thong tin cao
Hé théng lwu trit c6 kha nang m6 rong dung luong Ién dén
hang PetaByte. HO trg dir liéu di chuyén linh hoat qua lai .
10 o NPT ~ 1~ | CO
gifra cac nodes luu trir khong lam gian doan truy nhap dit
ligu.
Heé théng luu trit tich hop cong nghé sao lwu dit liéu (nhan
11 | bdo va sao luu) cho phép sao luu va phuc hoi dit licu mot | Co
cach nhanh chong tir Disk sang Disk.
12 Dung luong luu trit trén SAN cap thuc theo nhu cau st 100%
dung
Hé théng luu trix co cong ngh¢ cho phép giam sat va tao
13 | chinh sach dac quyén truy cép, thao tac ¢ muc file nham | ¢

ngan chan vi¢c ma hod ransomware dir li¢u, déng thoi cho
phép ngudi quan tri quan ly cac dinh dang file (file
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STT

Cic thong s6 SLA

Chi tiéu

extension) dugc phép luu trix trén hé thong. Hé thong thuc
hién chan file dua trén chit ky s6 ma thuit cua file.

14

Heé thong luu trit co tinh ndng phén tich cung cap kha nang
hién thi trén co so ha tang ctia nha cung cap dich vu. Khic
phuc su cb, giam sat va t6i wru hoa cac tai nguyén dugc st
dung trong co s& ha ting dién toan dam mAay. Nén tang
phan tich st dung cong nghé UEBA (User Entity
Behavior Analytics), Machine Learning, Al va Storage
Workload Security dé :

+ Thuc hién cdc hanh dong tuy dong nhu Sao chép
Snapshot khi hé thong bi Ransomware, chdan nguoi dung
khi c6 hoat dong bat thuong

+ Phan tich hanh vi nguo6i dung

+ Phat hién thay d6i bat thudng trong hoat dong cua ngudi
dung.

+ Phan tich cac miu hanh vi bt thuong dé xac dinh loai
moi de doa, phat hién ransomware.

+ Cung cdp thong tin chi tiét vé cac cudc tin cong tiém
an.

Co

15

Hé théng luu trit ¢6 tinh ning bao vé chdng Ransomware
tu dong (ARP hodc tuong dwong) thyc hién cai thién kha
nang phuc hoi mang bang cach ap dung m6 hinh hoc may
dé phan tich chong phan mém tong tién, phat hién cac
dang phin mém tdng tién lién tuc phat trién voi do chinh
xac 99%. M6 hinh hoc may cua ARP dugc dao tao trude
trén mat tap dit licu 16n cac tép trude va sau mdt cude tan
cong phan mém téng tién mo phong. Viée dao tao ton
nhiéu tai nguyén nay duoc thuc hién bén ngoai hé thong,
nhung viéc hoc tir qua trinh dao tao dugc sur dung cho mo
hinh bén trong hé thong.

Co

16

Hé théng luu trit co6 tinh ndng "ghi mat lan, doc nhiéu 1an"
(Write Once Read Many - WORM) thay thé cho kiéu luu
trit dit liéu truyén thong. Tinh ning nay duoc sir dung dé
luu trlr dir 1iéu WORM chi doc ma khong dugc ghi de,
chinh stra hodac xo04a. Muc tiéu chinh cua tinh nang nay la
cung cap chirc nang luu gitt va WORM dugc thyc thi bang
Iwru trit bang cach st dung céc giao thire tép mo nhu CIFS
va NFS (khong st dung dugc voi1 FC). Tinh ndng nay c6

Co
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STT

Cic thong s6 SLA

Chi tiéu

thé duoc trién khai dé bao vé dit lidu trong moi trudng
quan ly nghiém ngat theo cach ma ngay ca quan tri vién
luu trir cling dugc coi 1a bén khong dang tin cay.

17

Hé thdng luu trit ¢6 tinh nang Snapshot bat bién tao ban
sao dit liéu khong thé thay d6i, khong thé xoa tai mot thoi
diém nhat dinh, duoc luu trit theo nguyén tic WORM
(Write Once, Read Many)

Co

18

Hé thong luu trir ¢6 tinh ndng Multi Admin Verification
(MAYV) la tinh ndng quan 1y, phé duyé¢t cac 1énh dugc thuc
thi trén hé théng SAN bz‘“mg viéc céc 1énh thyc thi déu phai
¢ sy dong ¥ clia cac quan tri vién. Tinh ning nay nham
muc dich kiém soat cac hoat dong xo04a dir li¢u backup chi
duoc thuc thi sau khi ¢6 su déng ¥ cua cac quan tri vién.
Viéc nay dam bdo an toan dbi v6i truong hop nhu quan
tr1 vién ¢6 hanh vi, y dinh phé hoai hodc quan tri vién thiéu
kinh nghiém gy ra nhirng thay ddi khong mong mudn,
méat mat dit liéu.

Co

19

H¢ thong lwu tri ¢6 tinh ndng xéc thuc da yéu t6 (MFA)
cho phép quan tri vién tang cuong bao mat bang cach yéu
cau ngudi dung cung cdp hai phuong thirc xac thuc dé
dang nhip vao quan tri vién

Co

20

Hé théng luu trir cé tinh nang dong bo dir liéu Async /
Sync - cho phép dong bd dir li€u vaoi cac hé thong luu triv
cung loai

Co

21

Hé thong luu trir ¢6 tinh ning ma héa dir liéu: Hardware
Encryption At Rest, Software Encryption At Rest,
Encrypted Data In Flight

Co

22

IOPS (Input Output per second) theo phwong phap
doc/ghi ngau nhién random operation 4K.

IOPS >= 30.000,
trong dé

IOPS  write >=
7.680

23

Throughput (théng lwong ghi, theo phuong phap ghi tuan
tu sequence operation)

>=300MB/s

24

Latency (d0 tré)

<= 5ms
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STT Cic thong s6 SLA Chi tiéu
n n ~ RAID 1,5,6,10 cam
25 | Cong nghé luu trir K&t hoat déng 99,9%
26 | Toan quyén quan trj hé thong Private Cloud Co
Cung cép cong dich vu tu quan ly va van hanh ha tang
private cloud cua minh gém: tao/xoa may chu ao (VM);
cac 16p mang khac nhau (t6 chirc theo m6 hinh Front End
— Back End); diéu chinh cau hinh va hoat dong VPS trong
27 | private cloud nhu: Khoi dong (Power ON), Tam dung | Co
(Subspend), Ngurng hoat dong (Power OFF), Thiét 1ap lai
trang thai hoat dong (Reset), Sao chup anh may chu
(Snapshot), nang cap may chu (vCPU, RAM, Luu trit
(GB) khong lam gidn doan hoat dong
Cung cap cong cu dé lua chon cép phat cac may chu o
(VM) vé6i hé dieu hanh Windows, CentOS, Linux...; cac
28 | ung dung: Microsoft SQL, MySQL, Sharepoint.... tir | Co
danh sach phan mem c6 san hodc ty tao trong Prlvate
Cloud theo nhu cu ctia minh
29 | S luong domain duoc host khong gidi han
30 | Cung cép hé diéu hanh c6 ban quyén cho VM 100%
31 | Cong trong nuédc 300 Mbps
32 | Cong qudc té 10 Mbps
33 | IP cho may chu 4o 01, dia Chl IP cho 01
may chu ao
A e 1A Khong giéi  han
34 | Luu lugng thong tin dugc géi nhan (Unlimited)
35 | Support Help Desk / Phone 24x7x365
36 | Khai dong Server mién phi 24x7x365
Nha cung cip dam bao cung cap hé thdng dich vu Private
37 | Cloud van hanh t6t, 6n dinh (hoat dong 99,9% ) d0 tin cdy | g

cao (khong phat sinh 15i hé théng), dam bao tinh mo rong
khong gidi han voi cac mo hinh trién khai hé thong phan
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STT Cic thong s6 SLA Chi tiéu

mém tng dung ho tro trén cac hé di€éu hanh theo khuyén
cdo cua nha cung cap:

M6 hinh may chu don (non-clustering).

Mo hinh clustering: Failover/failback clustering (c4 hai
mo hinh active-active clustering va active-standby
clustering), network loadbalancing.

M6 hinh High-Availability (HA): HA, HA-Load
balancing.

Céic md hinh trién khai khac theo Nguyén tic RAS
(Reliability-Availability-Scalability).

1.4.4. Yéu céu tiéu chuéin chung vé dich vu hé thong private cloud

Dich vu h¢ théng Private cloud phai ddm bao cac yéu t6 co ban sau:

Nha cung cap dich vu cung cap ha tang ky thuét danh riéng theo moé hinh private cloud
(IaaS) dat tai TTDL phai dat cap do 3 v€ an toan hé thong thong tin doi voi Trung tam dir li¢u
theo tiéu chuan quoc gia TCVN ‘1 19}0:2()17 voi cong ngh¢ 4o héa manh mé, dam bao an toan
bao mat cao. Pam bao cac yéu cau t61 thi€u sau:

+ On-demand self-service — tu phuc vu nhu cau: Co kha nang tu quan ly, giam sat dich vu
da thu€ ma khong phu thudc vao don vi cung cap cloud.

+ Broad network access — kha néng truy cap mang dién rong khép: cac dich vu cloud can
duoc truy cap théng qua cac két ndi Metronet, Internet v6i chinh sach truy cap theo yéu cu.

+ Resource pooling — viing tai nguyén: cac dich vu private cloud sir dung ha tang k¥ thuat
doc lap, danh riéng, khong chia sé tai nguyen.

+ Rapid elasticity or expansion —co gian nhanh chong: nha cung cap dich vu cloud phai
dam bao cung cap dich vu dap ing dugc nhu cau scale up va down cac hé¢ thong dang van hanh
mot cach nhanh chong va don gian.

+ Measured service — do luong dich vu: kha nang cua dich vu cloud duogc tbi wu cho luu
luong str dung va dugc bao céo thuong xuyén, tu dong.

Nha cung cap cung cip dich vu phai hd tro k¥ thuat 24x7x365.

Vé quan tri hé théng Bén str dung dich vuphai duoc cung cap cong cu quan tri va toan
quyen quan tri hé thong Privite Cloud ddi vé6i dich vu minh thué (c6 quyén chu dong phan chia,

cau hinh va quan 1y tai nguyén, cai dit hé théng phu hop v6i nhu cau sir dung thong qua cong
cu quan ly tap trung).

1.4.5. Puong truyén
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STT Cic thong s6 SLA Chi tiéu
1 Do kha dung mang trung binh trén thang 99,98%

2 Ti 1€ rot gbi trung binh trén thang (<) 1%

3 DPo tré

- Trong nudc (<) 30ms

- Qudc té (<) 350 ms

1.4.6. Yéu ciu giam sat may chi
Giam sat tong thé toan bd cac may chu va hé théng trong pham vi dyr an.
Dich vu giam sat trén 1 may chu do.
Béo cdo dinh ky hang thang, hang quy, hang ndm vé tinh hinh st dung tai nguyén.

Thiét 1ap canh bao thong qua email cho khach hang vé tinh trang tai nguyén Ram, CPU,
HDD khi vuot trén 70%.

Cung cép nhan lyc gidm sat giao dién web 24/24.
+ Theo dai truc tiép trén giao dién Web.
+ Danh gié dich vy béng vige str dung dich vu nhu nguot dung: duyét web, FTP.
Thiét 1ap va bao cdo giam sat céc tng dung
+PING (tat ca c4c server )
+ Giam sat dich vu cong (port) ddi véi timg tng dung cu thé.
Cung cap phan mém gidm sat ban quyén chinh hing va dugc gia han hang nam.
Cap nht cac ban va 181 (néu c6 trong qua trinh vin hanh)
HO tro xir 1y s cd (néu c6) tir chinh hing trong qua trinh van hanh
HO trg k¥ thuét qua dién thoai hodc ho trg nhanh tai chd 24hx7ngay/ tudn
Thoi gian dap tmg (24hx7ngay/ tuan) < 4 gid
Giam sat hé thong theo thoi gian thuc 24hx7ngay/ tudn
Gtri canh bao cac vi pham ¢ mirc d¢ nghiém trong qua email
1.4.7. Yéu céu truy cap két ndi tir xa VPN

C6 giai phap phuc vy truy cap két ndi tir xa VPN dam bao bao vé tong thé cho cac hé thong
va may chu trong pham vi dy an.

- HOb tro VPN dang site-to-site hay truy cap xa, don gian va quan 1y tap trung.

- HO trg nhiéu két ndi truy cép tu xa.
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- Lién mach va tich hop.

- Ban quyén dich vu hd tro tir hing

Cap nhat cac ban va 16i (néu co trong qué trinh van hanh)

Tat ca cac dich vu cung cap déu c6 su ho tro xur Iy su co (néu co) tir chinh hang
trong qua trinh van hanh.

1.4.8. Ché dd bao hanh dich vu cung cip

Trong moi trwong hop nha cung cap dich vu phai dam bao dich vu do minh cung cap hoat
dong lién tuc 24/7 (tror truong hop bat kha khang do luat quy dinh). Néu dé xay ra gian doan
dich vu thi bén thué dich vu s€ thuc hi¢n giam trir chi phi dich vu theo thda thuan theo hop dong.
1.5. Cam két hd tro dich vu an ninh théng tin
1.5.1. Dich vu phat hién va ngan chan xdm nhap IPS

1.5.1.1. Pham vi bdo vé va cung trng ciia hé thong

Bao vé tong thé toan by cac may chii va hé théng trong pham vi dy 4n

1.5.1.2.  Yéu cau chit lwong dich vu

- Dich vu phat hién va ngan chian xam nhap phai dam bao tinh HA (High availability):
dugc trién khai trén hé thong hoat dong du phong va chia tai.

- Dich vu phét hién va phong chong xam nhép (IPS): thuc hién chirc ning giam sat, chéng
xam nhap tai cong két noi Internet cho toan mang.

- Béo vé cac ing dung a0 hoa & ngay bén trong ha ting mang ao.

- C6 tinh nang virtual patching bao vé cac 16 hong bao mat trong hé diéu hanh va cc tng
dung cho tdi1 khi chung dugc va, gitp chong lai cac tan cong da biét hoac bao vé céac 16 hong bao
mat trong hé diéu hanh va céc ing dung cho té1 khi chiing dugc va, gitip chong lai cac tan cong
da biét hodc zero-dayero-day.

- C6 tinh nang Security Filters bao vé mang khoi cac mdi de doa bang cach kiém tra va loc
luu luong mang dua trén cac quy tac dugce dinh nghia trude dé phat hién va ngan chén cac moi
de doa.

- C6 kha ning phat hién va giam sat nhiéu loai tmg dung tir d6 nhanh chéng nhén dién cac
rui ro bao mat

- C6 tinh ning nay cho phép thyc hién ciu hinh mét sb truong hop ngoai 16 hodc han ché
dua trén bd chinh sach c6 san

- C6 tinh nang cho phép ciu hinh chinh sach dé bao vé viing mang bi tan cong DDoS bang
co ché xac dinh theo s0 lugng goi tin TCP SYN va thuc hién ngan chén truy cap dén ving mang
can duoc bao vé DDoS.

- Co tinh nang bao v¢ mang béng cach str dung cac bg loc dua trén danh tiéng va vi tri dia
Iy dé€ phat hién va ngan chan cac doi tugng dang ngd dua trén co s¢ dir liéu danh tiéng, theo
quoc gia hay khu vuc cu thé. Cac doi tuong nay co6 thé bao gom dia chi IP, t€n mién hodac URL
da dugc xac dinh 1a c6 nguy co vé bao mat.
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- C6 kha nang khi tich hop voi thiét bi bao mét khac, cac dbi twong dang ngo s& duoc chia
sé va luu trir trong co s& dit li€u, tir d6 ap dung cac hanh dong ngan chan 1én cac doi tugng.

HO tro kha ning va 4o: dé ngan chin tén~061}g vao cac 16 hong bao mat zero-day nhur: thiét
1ap chinh sach bao mat, cap nhap nhan dang 16 hong, cap nhap IOC (Indicator of Compromise)
nhan cong.

- Sir dung cac md hinh 6 liéu duoc phat trién voi nhitng k§ thuat may hoc (machine
learning) kha nang phat hién va ngan chén hiém hoa theo thoi gian thue.

- Theo ddi cac hoat dong bat thuong dbi voi hé théng.

- Xac dinh ai dang tdc dong dén hé théng va cach thie nhu thé nao, cac hoat dong xam
nhap xay ra tai vi tri nao trong cau triic mang.

- Twong tic v6i hé thong firewall dé ngan chin kip thoi cac hoat dong tham nhap hé thong.
- Kiém soat cac tmg dung ra/vao hé théng gateway.
- Kiém soat va chdng cac hinh thiic xAm nhép hé thong.
- Hé thdng c6 tinh ning du phong, dam bao tinh sin sang,
1.5.1.3. Cam két tir nha cung cip dich vu
- Ban quyén dich vu hd tro tir hing
- Cap nhat cac ban va 16i (néu c6 trong qua trinh van hanh)
- HO tro xir 1y su ¢d (néu c6) tir chinh hing trong qua trinh vin hanh
1.5.1.4. Kha niing xir Iy &ng ctru nha cung cip dich vu
-HO tro k¥ thuat qua dién thoai hodc hd tro nhanh tai chd 24hx7ngay/ tudn
- Thoi gian déap tmg (24hx7ngay/ tuan) < 4 gid
- Giam sat hé thong theo thoi gian thuc 24hx7ngdy/ tudn
- Gt canh bao cac vi pham ¢ mirc d§ nghiém trong qua email
1.5.2. Dich vu twong Ira da 16p (Internal Firewall + External Firewall)
1.5.2.1. Pham vi bio v¢ va cung trng cua dich vu
Béo vé tong thé toan by cac may chii va hé théng trong pham vi dy 4n
1.5.2.2.  Yéu ciu chit lwong dich vu

- Dich vu tudng lira dam bao tinh HA (High availability): dwoc trién khai trén hé
thong tuong Itra hoat dong dy phong va chia tai.

- C6 tinh nang trién khai cac chinh sach kiém soat truy c@p (access control) va NAT
(Network Address Translation) trén Security Gateway dé dam bao khong co6 luu lugng
mang nao di qua ma khong bi ki€ém soat, dong thoi gitp che giau dia chi IP mang bén
trong.
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- C6 tinh ning thiét 1ap cac kénh két ndi ma hoa, an toan tir nhung nguoi lam viée
bén ngoai mang, hay cac két ndi an toan t6i mang chi nhanh, ddi tac,... dam bao tinh xac
thuc, tinh riéng tu va tinh toan ven dir licu.

- C6 tinh ning: Cho phép ngudi dung di dong va tir xa két ndi d& dang va an toan
véi cac tai nguyén bén trong mang qua internet. Cac kénh truyén dugc ma hoa theo chuan
[Psec va SSL/TLS, bdo vé mang va may tinh diém cudi khoi cac méi de doa.

- (06 tinh ndng nhan dang va quéan ly nguoi dung: Cho phép thuc thi cac chinh sach
truy cap va kiém toan dit liéu dua trén danh tinh: ngudi dung, nhém ngudi dung, may tinh,
nhom mady tinh chinh x4c. Tinh ning c6 thé 4p dung cho ca mang dua trén Active Directory
va khong dua trén Active Directory cling nhu cho nhan vién va nguoi dung khéch.

- C6 tinh ning nhén thirc vé nodi dung: Cho phép thuc thi Chinh sach bao mat dya
trén ndi dung cua luu luong truy cip bang cach xac dinh cac tép va ndi dung cua né. Tinh
nang nay han ché cac loai dir liéu ma ngudi dung c6 thé tai 1én hodc tai xudng. Vi dy: tinh
nang co thé duoc st dung dé xac dinh tép nao dugc tai Ién DropBox.

- C6 tinh ning kiém soat tng dung: Cho phép cic nhdom CNTT d& dang tao cic
chinh sach chi tiét, dua trén ngudi dung hodc nhém, dé xac dinh, chan hoac gis1 han viéc
sit dung hang ngan rng dung.

- Co tinh nang ngan chén xam nhap: Bao v¢ chu dong chéng lai lvu lvong mang
doc hai va khong mong muon, tap trung vao cac 16 héng ing dung va may chu, cing nhu
céc cudc tn cong tu nhién bang b cong cu khai thac va ké tan cong ddc hai. Viéc thiét lap
ngan chan dya trén b signatrure dugc cap nhat lién tuc.

- C6 tinh ning loc URL: Kiém soat quyén truy cdp vao hang triéu trang web theo
danh myc, ngudi dung, nhom va may dé bao vé ngudi ding khoi cac trang doc hai va cho
phép str dung Internet an toan. URL Filtering st dung cong ngh¢ UserCheck, dua ra canh
bao cho nguoi dung khi c6 nguy co mat dit liéu hodc vi pham bao mat.

- C6 tinh ning chéng Bot: Phat hién ra cac mdy bi nhiém Bot béng cach tuong quan
nhiéu phuong phap khac nhau nhu xac dinh cac dia chi C&C, dya trén mau, dya trén hanh
vi. Pong thoi vo hiéu hoa mbi de doa tir Bot va Botnet bang cach chin lién lac C&C trudce
khi chiing c6 thé gay thiét hai va anh huong dén ngudi ding, dam bao rang khong cé thong
tin nhay cam nao dugc guri di.

- Co tinh ning chdng vi-rat: Phat hién tién 1ay nhiém va ngin chan phan mém doc
hai tai gateway, thuc hi¢n quét cac tép dén va di dé phat hién va ngan chan trude khi chiing
anh huong téi nguoi dung.

- Co tinh nang DNS Security: Phat hién luu lugng doc hai va cac cudc tAn cong
DNS tunneling thong qua ThreatCloud, hé thong tinh bao moi de doa toan cau.
ThreatCloud phan tich cac yéu cau DNS va gtii phan quyét tro lai nham loai bo hoac cho
phép yéu cau DN trong thot gian thyec. Diéu nay ngan hanh vi trom cap dit liéu thong qua
DNS tunneling va giao tiép C2C giita may chu bi nhiém bén trong va may chii bén ngoai.

- Co tinh nang Zero-phishing: Ngén chan ca cac cudc tn cong lra ddo da biét va
zero-day, bang cach phan tich cac tinh nang khac nhau trén URL trong thoi gian thuc (bao
gom ca sy twong dong ve thuong hi¢u, cac ky tu khong phai ASCII va thot gian dang ky).
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Ngoai ra, n6 khong chi diéu tra URL ma con toan bd cac thanh phan biéu mau HTML. Khi
nguoi dung cudi nhap vao truong nhap li€éu, ma JavaScript s€ quét ndi dung trang trong
thot gian thye va gui thong tin dén engine Zero Phishing dé phan tich dua trén Al

- Co tinh nang gia 1ap moi de doa: Cung cap kha nang chong lai cac moi de doa
khong xac dinh trong céc tép dugc tai xudng tir Internet hodc dinh kém vdi e-mail, bao vé
mang chong lai phan mém doc hai mai, 16 hong zero-day va cac cudc tan cong co6 chu dich.

- Tinh nang trich xuat mbi de doa: Loai bo ndi dung co thé khai thac trong tép dé
loai bo cac moi de doa ti€ém an, dong thoi cau tric lai cac tép va cung cap ndi dung da duoc
khtr trung cho nguoi dung trong vai gidy

- Giao dién giam sat/theo doi: t‘hc‘yi gian thuc, bdo cao nhiéu dinh dang (CSV, PDF,
Image), gtri bao cédo/canh bao theo nhi€u phuong thirc nhu email, SNMP.

1.5.2.3. Cam két tir nha cung cép dich vu

- Ban quyén dich vu hd tro tir hing,

- Cap nhét cac ban va 18i (néu c6 trong qua trinh van hanh).

- HO tro xtr Iy su ¢ (néu o) trén Firewall tir chinh hing trong qua trinh van hanh.
1.5.2.4. Kha niing xir Iy &ng ctru nha cung cip dich vu

-HO tro k¥ thuat qua dién thoai hodc hd tro nhanh tai chd 24hx7ngay/ tuan;

- Thoi gian déap tmg (24hx7ngay/ tuan) < 4 gid;

- Giam sat h¢ thong theo thoi gian thyc 24hx7ngay/ tuan;

- Gtri canh bao céc vi pham ¢ mirc d§ nghiém trong qua email.

1.5.3. Dich vu Phat hi¢n, cinh bio sém cac vin dé nguy co lién quan dén an toan
thong tin (SIEM)
1.5.3.1. Pham vi bdo v€ va cung irng cua dich vu
Béo vé tong thé toan bd cac may chu va hé thdng trong pham vi dy an.
1.5.3.2.  Yéu cau chit lwong dich vu
- C6 kha nang thu thap log trén moi moi truong: Log Network, Log Server,Mo1
truong Docker Container, Moi truong ao hoa hypervisor (VMWare, HyperV..vv), Syslog
tur cac hé thong ATTT (firewall, IPS, APT, Endpoint Security, PAM, WAF, DDOS,...vv);

lay tryc tiép hodc nhan forward tir hé thong SIEM khéc, log tir cic hé théng EDR nhu
Crowstrike, SentinelOne, CarbonBlack, TrendMicro,.

- Co kha nang hop nhat cac budc thu thap, phat hién, phan tich, phan ing, ngan
chin, diéu tra truy vét trén mot giao dién tap trung duy nhét.

- Co tinh nang thu thap va xir 1y thong tin: thu thap thong tin tir nhidu ngudn khac
nhau (Network traffic, log server, log tir thiét bj mang, méi trudng 4o hoa public/private
cloud, container), chuyén ddi dit liéu thanh metadata, kién trac hoa lai dudi dang Interflow,
1am sach, 1am giau dit liéu bang Threat Intelligence, geo-location, twong quan dir liéu. ..
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- Co tinh nang phan tich, phat hi¢n: st dung Al, Threat Intelligence, , SANDBOX,
UEBA, anti-Phishing, Deception, NTA...

- C6 tinh nang: Piéu tra bang Threat hunting (manually hodc ty dong), tao ra cic
query voi nhiéu diéu kién loc khac nhau...

- Cho phép tich hop vaoi TI hang thtr 3 qua giao thic STIX/TAXII
- HO trg tich hop voi céc file IOC cua khach hang

« Céac ngudn Open Source.

« Céac ngudn Comecial source.
~ H3 tro nhiéu loai biéu dd, hinh anh dd hoa truc quan.

- Pon gian hoa qué trinh giam sat, phan tich: hd tro tu dong xir Iy dya trén nén tang
hop nhat, giam s6 luong log va canh bdo, dua ra huéng dan va tham chi€u cho cac truong
hop xur 1y cu thé.

- Hb trg cac tinh nang: Phan tmg, ngan chin theo nhiéu hinh thirc khac nhau:
« Gui tin hiéu dén tuong lira dé ngan chan IP.
o Gui tin hiéu dén EDR dé c6 1ap host, kill threat.
« Gt tin hiéu dén AD d¢ disable user.
o Gt tin hiéu dén Email.
« Gui tin hiéu dén webhook (hd trg tich hop vé6i cac hé théng ticket).
« Gui tin hiéu qua SSH dén céc thiét bj ATTT dé phan tneg.

- He théng phai dap img cac yéu cau k¥ thudt co ban doi vi san pham quén 1y va
phan tich su kién an toan thong tin theo Quyét dinh s6 1127/QD-BTTTT ngay 30/07/2021
cua BO Thong tin va Truyén thong (nay 1a B6 Khoa hoc va Cong ngh¢).

- H¢ thong phai dép (g theo yéu cau k§ thudt theo Quyét dinh s6 1356/QD-
BTTTT ngay 07 thang 7 nam 2022 cta By Thong tin va Truyén thong (nay la B§ Khoa
hoc va Cong ngh¢).

1.5.3.3. Cam két tir nha cung cép dich vu
- Giam sat ANTT lién tuc 24/7 va canh bdo ngay khi c6 phat hién.
- Cam két hd tro hd tro xtur 1y sy ¢b tir cic chuyén gia trong va ngoai nudc cta hing.

- Cung cap cac canh bao trudce cac hanh vi tan cong, hodc cac bao cao chi tiét truy
vét sau tan cong. Cung cap chi tiét thong tin file 1dy nhiém (néu c6) va phan tich chi tiét
hanh vi, huéng xir 1y file ma doc nay.

- Dbam bao luu trir log hé thong day du (t6i thiéu 3 thang) phong trudng hop bén st
dung dich vu c¢6 yéu cau cung cap thong tin log cil.

- Pam bao hé théng cung cép day du cac tinh niang nhu mé ta, sy hd tro day du tir
hang, license van dam bao thoi gian st dung.

- Ban quyén dich vu hd tro tir hing dugc mua hang nim
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- HO tro ky thuat qua dién thoai hodc hd trg nhanh tai chd 24hx7ngay/ tuan
- Thoi gian dap tng tir 4h dén 8h

Cap nhat cac ban va 16i méi nhat

Thuc hién cac cong viéc nhu sau:

A A cn A YA s Thoi gian thue
STT Tén cong viéc B phan xur ly hi¢n cam Két
Tich hop dich vu vao hé théng 1A A \ .
1. frong tmg da thué dé bao vé. Quan tri hé thong | Hanh chinh.
Cau hinh chinh sach policy thich A : ,
2. hop cho timg hé th 5 n. Quan tri h¢ thong | Hanh chinh.
Cung cip danh sach policy da
3. | @pplyva cam ket thuc hién dich vu | oy 4 s théng | Hanh chinh
dung theo cac policy nay theo
chuan SLA cam két.
Giam sat ANTT 24/7 theo chinh
sach dé ra nham dam bao thyc hién | _ . . . Thyc hién giam sat
4. du cac policy dd dugc dong ¥ giira B0 phan NOC. 24/7
cac bén.
5 Cénh be‘Alo th.O’l gian thuc khi ¢6 vi B¢ phan NOC 24/7
pham vé policy.
HO tro xir 1y, giai quyét dut diém sy | BO phan NOC.
6. X 24/7
cO.
B4o c4o sau su c¢d, hudng dan cach f 1A LA \ .
7. phong ngtra khéc phuc triét dé. Quan tri hé thong | Hanh chinh.
Kiém tra ANTT trén toan bd hé
thong, nham dam bao sy c6 da giai
quyét triét d€, khong bi lay nhiém L . )
8. sang hé théng khac. Quan tri hé thong | Hanh chinh.
Khic phuc, cdp nhat lai chinh sach
policy méi (néu can).
g, | Cungcap cic bao cao dinh ky lien | oy o i he théng | Hanh chinh.
quan cua hé thong.
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1.5.3.4. Kha niing xir Iy &ng ctru céia nha cung cép dich vu

HO tro k¥ thuat qua di¢én thoai hoac hd tro nhanh tai chd 24hx7ngay/ tuan

Thoi gian dép tng (24hx7ngay/ tuan) < 4 gid
- Giam sat hé théng theo thoi gian thyc 24hx7ngay/ tuan
- Gui canh bao cac vi pham ¢ mirc do nghi€ém trong qua email
1.5.4. Dich vu phong chéng phin mém ddc hai trén mdi treong mang (APT)
1.5.4.1. Pham vi bdo vé va cung trng cua dich vu
Béo vé tong thé toan bd cac may chu va hé thdng trong pham vi dy an.
1.5.4.2.  Yéu ciu vé chit lwong dich vu
- H& tro kiém tra, phén tich cac luu luong mang dé phat hién cac hanh vi dang ngd

- HO tro kha ning phat hién va kiém tra cc loai ma doc dya trén cac phuong thirc
khac nhau.

- HOb tro phan tich céc tap tin dinh kem ma doc, bi nghi la ma ddc.

- H& tro theo di tt ca cic cong mang va da dang giao thire (ti thiéu 80 giao thirc)

- H& tro kha ning phat hién toan bd cac giai doan cia kiéu tin cong APT, cung cap
kha nang phan tich theo timg giai doan tir giai doan khai thac hé thdng cho téi giai doan
liy cép thong tin

- HG tro kha ning hién thi cac truong thong tin chi tiét ctia cac mdi nguy duoc phat
hién nhu loai ma doc, muc do nguy hiém, dia chi IP, port, giao thirc, Domain, timestamp,
ngudn va dich ctia cudc tan cong

- H& tro khac ning phat hién va phan tich cac mdi de doa théng thudng, cac moi
de doa nang cao trong h¢ thong nodi bo cua doanh nghi€p

- H& tro kha nang cap nhat cac mbi de doa méi nhat.

- HOb tro kha niang cap nhat thudng xuyén danh sach cac URL, C&C Server, cac
domain, dia chi IP... c6 chira ma ddc.

- Hb trg kha ning phat hién cac két ndi t6i cic may chu diéu khién (C&C Server)
do1 voi cac loai ma doc malware, bot, downloader, data stealing, worm, ... thong qua tinh
nang Malware, C&C, Attacker Activity

- HOb tro kha nang ngan chan két ndi doc hai.

- HO trg tinh ning XFF (X-Forwarder-For) trong mdi truong c6 st dung Proxy
(tinh nang Proxy Monitoring).

- Hb trg phan tich cac hanh vi dya trén thu vién cdc hanh vi c6 san dua vao
Malicious Behavior Patterns.

- Hb trg kha nang phat hién cac moi nguy ton tai trong h¢ théng nhu: cac kiéu tan
cong zero day, exploit code, cac 16 hong phd bién.
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- HOb trg mdi truong 4o nhu Sandbox dugc tich hop sin bén trong giai phap hoic
tich hop vdi cac moi truong Sandbox trong cac san pham khac dé€ phan tich cac ma doc.

- H& tro kha ning phan tich ddy du tat ca cac kiéu tap tin nhu: .swf, JAVA, Aplet,
jar, .chm, .Ink, .pdf, .rar, .tar, .exe, .7z, .bz2, .zip, Microsoft Office.

- H& tro phan tich cac tap tin c6 dung lugng 16n hon 10 MB (t6i da 1én dén 15MB).

- H& tro kha ning trich xut cac file ma doc, cac file bat goi luu lwong mang dé
phan tich diéu tra thém.

- HJ tro kha ning twrong quan, xau chudi, két hop cac hanh vi lién quan v6i nhau
thong qua Correlated Logs, Excutive report.

- H& tro kha niang phén tich cac ma doc trén cac hé diéu hanh phd bién cua thiét bi
di dong nhu Android, iOS.

- H& tro phén tich 2 chiéu: inbound&outbound dé xac dinh cac payload/ document

ddc hai.

- H& tro nén tang Cloud.

- HO tro kha ning hién thi cac may chu C&C trén khu vuc dia 1y khac nhau

- Kha ning tuy chinh xut béo cdo da dang: gid, ngay, tuan, thang, quy, IP, loai tin
cong, ...

HJ tro tiy chinh xuét cac béo cdo dudi dang cac dinh dang: csv, pdf

HJ tro kha ning tao cac truy van vé két qua cac méi nguy duoc phat hién tinh
trang an ninh ctia cac thanh phan trong hé thong, cac URL ddc hai, ... sau d6 xuat cac bao
cao

- Thoéng bio ngay khi c6 phat hién bat thuong: qua email

H5b trg kha ning tich hop véi SIEM dé t6i vu hoa canh bao va xay dung report

H5 tro kha ning st dung cac dinh dang pho bién cia cac loai log nhu CEF, LEEF

Kha nang két hop v6i cac giai phap khac dé phan tich chiéu sdu, hd trg mé rong
quan ly da diém thong qua tinh nang IOC Information Sharing.

1.5.4.3. Cam két tir nha cung cép dich vu
- Cam két hd trg xtr 1y sy ¢b tir cac chuyén gia trong va ngoai nude cua hing.
- Giam sat ANTT lién tuc 24/7 va canh bao ngay khi c6 phat hi¢n.

’ - Cung cap cac canh bao trudc cac hanh vi tan cong, hodc cac bao cao chi tiét truy
vét sau tan cong. Cung cap chi ti€t thong tin file 1ay nhiém (néu cd) va phan tich chi tiét
hanh vi, huédng xur 1y file ma ddc nay.

- Dbam bao luu trir log hé thng ddy du (t6i thiéu 1 quy) phong truong hop bén sir
dung dich vu c¢6 yéu cau cung cap thong tin log cil.

- Pam bao hé thng cung cip day du cac tinh ning nhu mo ta, sy hd tro day da tir
hang, license van dam bao thoi gian st dung.
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Ban quyén dich vu hd tro tir hing dwgc mua hang nim

Hb tro k¥ thuat qua dién thoai hodc hd trg nhanh tai chd 24hx7ngay/ tuan

Thoi gian dap ung tir 4h dén 8h
Cap nhat cac ban va 16i moi nhét

Thuc hién cac cong viéc nhu sau:

STT

Tén cong viéc

B¢ phan xur ly

Thoi gian thuce hién
cam ket

Tich hop dich vu Yéo hé théng
tuong ing da thué dé bao ve.

Quan tr1 hé théng

Hanh chinh.

CAu hinh chinh sach policy thich
hop cho tirng hé thong.

Quan tr1 hé théng

Hanh chinh.

Cung cip danh sach policy da
apply va cam két thue hién dich vu
ding theo cac policy nay theo
chuan SLA cam két.

Quan tr1 hé théng

Hanh chinh

Giam sat ANTT 24/7 theo chinh
sich dé& ra nhim dam bao thuc
hién du céc policy di dugc dong ¥
gitra cac bén.

B6 phan NOC.

Thuc hién giam sat
24/7

Canh bao thoi gian thyc khi c6 vi
pham vé policy.

B6 phan NOC

24/7

Hb tro xtr 1y, giai quyét dut diém
su cO.

B6 phan NOC.

24/7

Bao c4o sau sy co, hudng dan cach
phong ngura khac phuc triét dé.

Quan tr1 hé théng

Hanh chinh.

Kiém tra ANTT trén toan bd hé
thdng, nham dam bao sy ¢ da giai
quyét triét dé, khong bi 1y nhiém
sang hé thong khac.

Khic phuc, cap nhat lai chinh sach
policy méi (néu can).

Quan tr1 hé théng

24/7

Cung cp cac bao cdo dinh ky lién
quan cua hé thong.

Quan tr1 hé théng

Hanh chinh.
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1.5.4.4. Kha niing xir Iy &ng ctru ciia nha cung cép dich vu

HO tro k¥ thuat qua di¢én thoai hoac hd tro nhanh tai chd 24hx7ngay/ tuan

Thoi gian dép tng (24hx7ngay/ tuan) < 4 gid
- Giam sat hé théng theo thoi gian thyc 24hx7ngay/ tuan
- Gui canh bao cac vi pham ¢ mirc do nghi€ém trong qua email
1.5.5. Dich vu phong chéng mi déc trén may chi
1.5.5.1. Pham vi bio vé va cung trng cua dich vu
Béo vé tong thé toan bo cac may chu trong pham vi du 4n.
1.5.5.2.  Yéu cu vé chit lwong dich vu

- Co kha nang bao v¢ theo thoi gian thyuc va theo yéu cau chéng lai cac mdi de doa
dua trén tép (file-based threats), bao gom malware, virus, trojan va spyware. Dé xac dinh
cac moi de doa, module nay s& kiém tra cac tép trén ) cing dem so voi co so dit liéu moi
de doa toan dién, cling nhu kiém tra céc tep dé tim mot s6 dic diém nhat dinh, chang han
nhu viée nén va cdc ma khai thac da biét.

- C6 kha ning sir dung thong tin IoC vé cic mau malware phd bién dé IR client
kiém tra, danh gia. H¢ théng [oC dugc cap nhat thuong xuyén: IP blacklist, Url doc hai,
C&C server, Virus signatures, MD5 hashes, botnet command.

- Co kha nang str dung dir liéu Threat Intelligent (TI Data) dé kiém tra thong tin vé
mdt hanh vi, ddu hiéu bat thuong dé hé thong dua ra quyét dinh tép tin c6 bi nhiém malware
khong. Dit lidu Threat Intelligent (TI Data) bao gdm cac thong tin nhu IP blacklist, Url doc
hai, C&C server, thuat toan/ky thuat ma doc sur dung (Vi du: thuét toan DGA sinh tén mién
mé doc ty dong), hanh vi bat thuong (Vi du: tién trinh cha chay dudi quyén ngudi ding
thap hon tién trinh con).

- Co kha nang su dung thuat toan hoc may (Machine Learning) nham phét hién va
canh bao cac su kién bat thuong trén may client. Ngoai ra, h¢ théng con c6 kha ning tur
hoc lién tuc tir cac dir liéu bat thuong thu thap duoc tir may client. So voi phuong phap
truyén thong chii yéu st dung signature, cac rule, hash dé phat hién nhu hién nay, thi
phuong phap nay c6 kha ning phat hién, ngin chin va loai bé ma doc sém hon, giam thiéu
t6i da thiét hai do ma doc gy ra

- -Cung cép giao dién theo ddi, quan tri cho quan tri vién, trich xuat nhimg thong
tin can thiét. Moi quan tri vién tai cac don vi chi theo doi dugc hoat dong cua cac Agent
cai trén don vi ctia minh theo phan quyén. Quan trj vién cta hé thdng s& c6 quyén xem di
lidu toan bo Agent trong hé théng va phan quyén cho quan tri vién tai cac don vi khac.

- Pam bao cac chuc nang:

STT Ni dung yéu cau

1 Chitrc nang ty dong cap nhat
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C6 chirc ning cho phép cap nhat tr dong phién ban méi cua cic phan mém
phong, chong ma ddc dugc cai dat trén cac may tram (agent)

C6 chire nang cho phép cap nhat ty dong dau hiéu phat hién ma doc méi trén
cac agent

Chtrc ndng quan tri tap trung

HJ trg cac hé diéu hanh Windows Server tir 2019 tré 1én, Linux CentOS,
Redhat, Ubuntu

C6 kha nang phan quyén cho ngudi quan tri va can bd phan tich van hanh bao
mat

Chtrc ning quét virus tryc tuyén (Online Scanner)

Scan cac tap tin

Théng ké céc tap tin dd quét

Théng ké cac tap tin ma doc di phat hién

Theo doi tai nguyén may chu dang st dung

Quan 1y cac key API d3 cép phat

Chtrc nang cho phép chia sé thong tin, dir liéu thong ké tinh hinh 1y nhiém ma
doc voi hé thong k¥ thudt cua co quan chire nang c6 tham quyén

C6 chtrc ning két ndi, chia sé thong tin tir hé thong quan ly tap trung voi he
thong ky thudt cua co quan chirc nang theo tiéu chuan, quy chuin qudc gia va
yéu cau k¥ thuat tai Van ban s6 2290/BTTTT-CATTT ngay 17/7/2018.

Thong tin chia sé bao gdm nhung khéng giéi han nhitng thong tin sau:

Thong tin v& co quan, to chtc chia sé thong tin tai Phu luc 2 Vin ban sb
2290/BTTTT-CATTT ngay 17/7/2018.

Thong tin vé tinh hinh lay nhiém ma doc trén cac may tram ciia co quan, to
chtrc tai Phu luc 2 Van ban s6 2290/BTTTT-CATTT ngay 17/7/2018

Giam sat, do quét cac mdi nguy hai phét tan qua email va website doc hai

Giam sat, do quét cac ddi twong nguy hiém dugc phat tan bang email thong
qua giao thuc POP3, SMTP.
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Giam sat, do quét cac doi twong nguy hiém dugc phat tan qua cac website doc
hai, cac url doc hai thong qua giao thiec HTTP, HTTPS.

Cac yéu cau chi tiét tinh ndng phan mém phong chong ma doc va phan mém diét
virus nhu sau:

STT

Yéu cau ky

Yéu ciu k§ thudt chi tiét

thuat
I Nhém chitc ning giam sit bat thuwong
Thu thap | Thong ké process trén mdy tinh, phat hién kip thoi cac process
thong tin, | bat thuong
giam sat sy — —
1 kién ATTT Liét ké nhirng két noi trong mang, phat hién nhiing két no1 bat
thuong
Giam sat viéc tao file trén hé théng
Phan tich, | Phat hién nhitng hanh vi bat thudng trén may chu
canh bao - :
Cho phép tim kiém, di€u tra log event cua toan by cac may
chu
) Phén tich c4c tién trinh dang chay tir xa trén may muc tiéu
Pua ra canh bao d6i véi nhitng bat thudng trong toan mang
cua t6 chirc dén quan tri vién
Cho phép diéu tra phan (mg trén mot giao dién duy nhat
Ung pho Thuc hién remote console tir xa téi may muyc tiéu dé diéu tra
xu ly
3 x A 1A s , ‘A
Ho tro c6 1ap tam thoi cac may phuc vu diéu tra.
H5 tro tao kich ban phan tng va deploy trén dién rong
I | Nhém chirc nang diét virus
1 Phat hién, cach ly, x6a bd céc loai ma ddc nhu: virus, ma doc ma hoda téng tién
(ransomeware), ltra dao (phishing), thu rac
o) Kiém so4t, bao vé may chi khoi cac phan mém c6 ngudn gbe khong rd rang
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Yéu ciu ky

STT thuat Yeéu cau ky thuat chi tiet
3 Bao v¢ chu dong theo thoi gian thuc (Real-time Protection)
4 Tu dong quét loc khi phat hi¢n c6 thay ddi file, thu muc
5 Quét virus theo lich
III | Nhém chirc ning thong ké, bao cio
Théng ké | Théng ké nhirng 156 héng nghiém trong cé thé trd thanh muc
thong tin vé | ti€u tan cong cua hacker
ma ddc, tuan - -
1 thu chinh sach | Thong ké cac su kién bat thuong duoc phat hién
Théng ké thong tin vé cac loai ma doc duoc phat hi¢én trong
mang ludi
B4ao cdo vé | Béo cdo vé sb lugng ma doc
tinh hinh ma :
) doc, tuan thu | Béo cao vé muc d9 tuén thu chinh sach ATTT
chinh  sach
trong t0 chtrc
Chirc niing cho phép chia sé thong tin, dit liéu théng ké tinh hinh 1ay nhiém
IV A s LA A ~ Ap 2 L L R A
ma doc vai h¢ thong ky thuit cua co quan chirc nang c¢6 tham quyén
C6 chirc ning két ndi, chia sé thong tin tir hé thong quan ly tap trung voi he
1 thong ky thuat cua co quan chuc nang theo tiéu chuan, quy chuan qudc gia va
yéu cau k¥ thuat tai Van ban s6 2290/BTTTT-CATTT ngay 17/7/2018.
2 Thong tin chia sé bao gdm nhung khéng giéi han nhitng thong tin sau:
3 Thong tin vé co quan, td chirc chia sé thong tin tai Phu luc 2 Van ban s6

2290/BTTTT-CATTT ngay 17/7/2018.

1.5.5.3. Cam két tir nha cung cép dich vu

Ban quyén dich vu hd tro tir hing

Cap nhat cac ban va 161 (néu c6 trong qua trinh van hanh)

HO tro xt I su ¢b (néu co6) tir chinh hing trong qua trinh van hanh
1.5.5.4. Kha ning xir Iy &ng ctru ciia hé théng ciia nha cung cép dich vu

HO tro k¥ thuat qua di¢n thoai hoac hd tro nhanh tai chd 24hx7ngay/ tuan
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- Thoi gian dap tng (24hx7ngay/ tuin) < 4 gio
- Giam sat hé thong theo thoi gian thyc 24hx7ngay/ tuan
- Gui canh bao cac vi pham & murec do nghiém trong qua email
1.5.6. Dich vu phong chong tian cong DDoS
1.5.6.1. Pham vi bio vé va cung trng cua dich vu
Béo vé tong thé toan bd cac may chu va hé thdng trong pham vi du an.
1.5.6.2. Yéu cau chit lwong dich vu

- Giam sat va ngan chan cac tan cong nham chiém hét tai nguyén cua hé thong. Khi
s6 luong yéu cau truy cap qua lon, may chu s€ qua tai va khong con kha nang xur ly, lam
cho hé thong khong thé phuc vu cac yéu ciu ctia nguoi dung that.

- Bao vé thyc hién giam sat luu luong truy cap thong qua cac luu lugng mau bao
gbm ca header va payload cua goi tin. Kiém tra va phat hién nhanh chong, chinh xac moi
lru luong tin cong DDoS bang cach két hop phan tich dya trén quy tic va hoc may.

- Thong tin vé cac tin cong bi phat hién ¢ thoi gian thuc: khi phat hién tin cong,
Traffic Monitoring thé hién trén giao dién.

- Cap nhat ty dong bao v¢, chu dong chéng lai cac cudc tn cong DDoS va cac mbi
de doa vé an ninh h¢ thong.

- H& tro bang thong do quét tin céng DdoS ning luc xt 1y tdi thiéu >= 100Gbps.
1.5.6.3. Cam két tir nha cung cép dich vu

Ban quyén dich vu hd tro tir hing

- Céap nhat cac ban va 18i (néu c6 trong qua trinh van hanh)

Tat ca cac dich vu cung cap déu c6 su hd tro xir 1y sy ¢o (néu co) tir chinh hing
trong qué trinh van hanh

1.5.6.4. Kha niing xir Iy &ng ctru ciia nha cung cép dich vu

HJ tro k¥ thuat qua dién thoai hodc hd tro nhanh tai chd 24hx7ngay/ tudn

Thoi gian dép tng (24hx7ngay/ tuan) < 4 gid
- Giam sat hé thong theo thoi gian thyc 24hx7ngay/ tuan
- Gui canh bao cac vi pham ¢ mirc do nghi€ém trong qua email
1.5.7. Dich vu twong Iira wrng dung Web
1.5.7.1. Pham vi bdo v€ va cung irng cia dich vu
Béo vé tong thé toan bd cac may chu va hé thdng trong pham vi dy an.
1.5.7.2.  Yéu ciu chit lwong dich vu

Dich vu phong chéng cac cudc tin cong & 16p tng dung web cho hé thong céc
website st dung thi€t bi chuyén dung véi cac tinh nang nhu sau:
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- H& tro céac giao thirc & tang Gng dung: HTTP, HTTPS.

- Ma hoa két noi quan 1y ctia quan tri vién

Dich vu tuong ltra rng dung web (WAF) c6 cac tinh nang bao v€ nhu sau:

C6 tinh ning kiém tra giao thirc két ndi Web c6 tuan theo chuin RFC khong,
nham phat hi¢n cac bat thuong trong dia chi URL va cac giao thuec.

- C6 kha niang “V4a a0” (Virtual Patching) cac 16 hong tmg dung web duoc WAF
phat hién bao vé cac diém yéu ngay 1ap tic trude khi cong viée cai dat, sira chira 16 hong
c6 thé dugc thuc hién trén may chu ing dung Web. C6 thé st dung két qua tir cac giai phap
quét danh gia diém yéu tng dung web cua cac hing thtr ba nhuw WhiteHat, IBM, Cenzic,
NT OBJECTives, Qualys,.. dé tao policy bao vé cac diém yéu dugc phat hién ra.

- C6 tinh ning cho phép hoc va hiéu dugc ciu tric va logic hoat déng cua tng
dung, giip ngan chén ca nhitng tan cong chua biét.

- Co tinh ning nhan biét va ngan chan dir li¢u nhay cam that thoat qua website.

- Chéng cac tn cong tinh vi nham vao cac diém yéu trén tmg dung web duoc néu
trong top 10 OWASP nhu la SQL injection, Cross-Site Scripting (XSS), cross site request
forgery (CSRF), tan cong tran vung dém, DoS... chong lay nhiém ma ddc hai vao website.

- C6 tinh nang “tu hoc”, phan tich va hiéu rat siu vé két ndi va dac thu hoat dong
ctia mot ing dung Web cu thé. Tudng lira c6 thé phan tich va hiéu duogc clu trac va co cau
hoat dong cua website; kiém tra moi thanh phan cua ing dung nhu cac tham s6 URL,
cookies, truong nhap li¢u, cac truy van SQL cting nhu nhiéu yéu t6 khac.. Nho vay tuong
lira c6 thé bao vé tot cac diém yéu ma rat riéng va dac thu voi timg ung dung Web cu thé.
Kha nang “tu hoc” cAu trac, cac thanh phan va co ché hoat dong cua tng dung, dich vu
web ciing cho phép tuong lra tu dong cap nhat chinh sach mdi khi co thay dbi va khong
phai can thiép bang tay.

- C6 tinh ning lién hé/xau chudi nhiéu sy kién dé phat hién tan cong: kha ning nay
cho phép xtr 1y cac hanh vi/vi pham dang ngd bang viéc danh gia cac sy kién qua khoang
thoi gian dai va qua nhiéu 16p phat hién (malicious encoding, HTTP protocol violations,
application proile violations, data leak prevention, signatures, Web worms)

- C6 tinh ning kiém tra ndi dung ma hoa — SSL dé phat hién va ngin chin cac tan
cong

- C6 tinh ning tu dong nhan biét tén ctia ngudi sir dung Gmg dung web va cac hoat
dong; lién két tat ca cac phién giao dich vo1 ngudi st dung cu thé. Khi giai phap dugc mé
rong dé bao v¢ co so dir liéu, n6 co6 thé theo doi cac truy van SQL twong trng voi nguoi
dung va img dung web.

- Ho tro tinh nang cho phép chu dong phan tich, tim kiém va cung cap thong tin vé
cac ngudn gbc phat dong tan cong tu Internet dé ngan chin nguy hiém ngay tir ngudn trude

khi cac cudc tan cong co thé xay ra. Vi cach thic nay, giai phap cho phép ngan chin
nhitng tan cong tw dong dong loat trén dién rdng mot cach hiéu qua.
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1.5.7.3. Cam két tir nha cung cép dich vu
- Ban quyén dich vu hd tro tir hing
- Cap nhat cac ban va 15i va nhan dang tan cong (néu co trong qua trinh van hanh)
- H& tro xir Iy su ¢d (néu c6) tir chinh hing trong qua trinh vin hanh
1.5.7.4. Kha niing xir Iy tir nha cung cép dich vu
- HOb tro k¥ thuat qua di¢n thoai, email hoac hd trg nhanh tai chd 24hx7ngay/ tuan
- Thoi gian dap tng < 4h
- Giam sat hé thong theo thoi gian thyc 24hx7ngay/ tuan
- @Gui canh bo cac vi pham & mirc do nghi€ém trong qua email.
1.5.8. Dich vu cin bing tai
1.5.8.1. Pham vi bio vé va cung trng cua dich vu
Béo vé tong thé toan bd cac may chu va hé thdng trong pham vi du an.
1.5.8.2.  Yéu ciu chit lwong dich vu

Dich vu can bang tai cho hé thdng, st dung thiét bj chuyén dung véi cac tinh ning
nhu sau:

- Co tinh nang can bang tai tmg dung dong vai tro quan trong can bang tai cho mot
nhom Server cung cap cung mot dich vu theo chleu Inbound tr Internet va can bang tai
traffic két ndi Internet theo chiéu Outbound. M6t s6 tinh ning chinh nhu sau:

Can bang tai thong minh, bao gdm ca Layer 4 va Layer 7 Load Balancing.
SSL Offloading va ting toc tng dung.

Téi wu TCP Client-side.

Téi wu TCP Server-side.

[Pv6 Gateway.

Fast Cache.

Nén thong minh.

Chia bang thong L7.

Giam sat trang thai ing dung.

+ o+ o+ o+ o+ o+ o+ o+

- C6 tinh ning can bang tai dia Iy béng cach tan dung H¢ théng tén mién trén toan
the gio1 (DNS). Tich hop vai tinh nang can bang tai tmg dung de dam bao riang cac yéu
cau tmg dung luon duoc chuyen dén tai nguyén thich hop va co san trong bat ky trung tam
dir liéu nao trén toan thé gioi. GTM ciing cung cap cac dich vu DNS théng minh ca bén
trong 1an bén ngoai. Mot s6 tinh nang chinh nhu sau:

Dinh tuyén luu lugng truy cap thong qua vi tri dia 1y.
Bao mat phan phdi ing dung toan cau.

IP Anycast.

DNS Security Extensions (DNSSEC).

DNS vé6.

DNS Caching & Resolving.

+ o+ o+ o+ o+ o+
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+ Phong thi cac tAn cong DNS.
+ Tudng ltra DNS.
+ DNS Express cho cac phan hoi truy van toc dg cao.

- Co tinh nang kiém tra luu luong truy cép 16p 7 dugc str dung dé dam bao an ninh
cho céc tai nguyén nam phia sau n6.Mot so tinh nang chinh nhu sau:

Bio vé cac tan cong web.

Nhan biét tng dung L7.

Tich hop tuong Itra XML.

Bao vé va che giéu dir liéu.

Sy twong quan vi pham va nhom su cé.
Trién khai in-line.

Bao cao toan dién.

Tich hop cac giai phap quét 156 hong web.
Lam xao tron dit liéu quan trong tranh bi danh cap.
Chédng tin cong DdoS.

Nhén dién dia chi IP xau.

Logs toan bo HTTP request/response.
Virtual Patching.

+ Bot Defense: Chu dong bao vé cac ing dung ctia ban khoi cac cudc tn cong tu
dong bang bot va cac cong cu tdn cong khac. Piéu nay ngin chin cic cudc tan cong DoS
ctia 16p 7, tan cong web va tan cong brute-force. Phong chdng bot chii dong gitp xac dinh
va giam thiéu cac cudc tin cong trude khi ching gay thiét hai cho dich vu web.

+ Datasafe: bao vé khach hang khoi phan mém doc hai va keylogger an cap dir
lidu va thong tin ddng nhap dé truy cap trai phép vao tai khoan ngudi ding trén broswer
client.

+ Béao mat API: Trién khai céac cong cu bao mat cac API REST / JSON, XML va
GWT.

+ Phan tich hanh vi: Phan tich hanh vi DoS cung cép su bao v¢ ty dong chéng lai
cac cudc tan cong DDoS bang cach phan tich hanh vi lvu luong st dung may hoc va phan
tich dir liéu. Bang cach lién tuc theo ddi tinh trang may chu va tai bat thuong (giam toc do
hoat dong hodc tang luu lugng truy cap) co thé duoc phat hién chinh x4c va giam thiéu khi
can thiét.

+ SDK Mobile: ¢ kha ning cung cap cho ban toan quyén kiém soat tmg dung.

+ + + + + + + + + + + o+ o+

1.5.8.3. Cam két tir nha cung cép dich vu

- Ban quyén dich vu hd tro tir hing

- Céap nhat cac ban va 18i (néu c6 trong qua trinh van hanh)

- Hb trg xur 1y sy ¢d (néu co) tir chinh hang trong qué trinh van hanh
1.5.8.4. Kha ning xir Iy &ng ctru ciia nha cung cp dich vu

- HO tro k¥ thuat qua dién thoai hodc hd trg nhanh tai chd 24hx7ngay/ tudn

- Thoi gian dap Gng (24hx7ngay/ tuin) < 4 gio

- Giam sat hé thong theo thoi gian thuc 24hx7ngay/ tuan
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- Gui canh bao cac vi pham ¢ mirc do nghi€ém trong qua email
1.5.9. Dich vu phong chong thit thoat dir liéu
1.5.9.1. Pham vi bdo vé va cung ung dich vu
Bao vé téng thé toan bo cac may chi va hé théng trong pham vi dy an
1.5.9.2. Ning lyc xir Iy va wng ciru hé thong
Dich vu phong chéng thét thoat dit liéu xac dinh va ngin chin cac hanh vi vi pham,
trich xuat hodc pha huy dit li¢u nhay cam ngoai y mudn. Cac doanh nghiép, t6 chirc su
dung dich vu nay dé bao mat va bao v€ dit li€u cling nhu tuan thu cac yéu cau phap ly.
Mo hinh trién khai: Client - Server (Mdy tram va cac may chu dugc cai agent phong
chong that thoat dir li¢u, va dugc két ndi dén may chu quan tri tap trung)

£ Tinh ning Gateway Anti — Malware, hé tr¢ HTTPS

- Ngin chin phian mém doc hai xAm nhap vao hé thong giam thiéu ganh nang cho
céc giai phap bao mat trén endpoint. Téi vu héa bao mat trong mot giai phap duy nhat véi
nhiéu cong nghé khac nhau. Kiém tra sdu noi dung géi tin, quét cac file dit liéu: PDF, word,
excel,... tim ph?m mém ddc hai an.

- Ngén chan viéc download ma ddc, virus, spyware... cac hanh vi cua botnet cling
nhu céac két ndi C&C callback ra ngoai Internet. C6 1ap cac Spyware trude khi ching c6
thé phat tan hay chiém quyen hé théng

- Kiém soat cac két ndi HTTPS thong qua co ché giai ma va kiém tra ndi dung géi
tin dugc ma hoa.

+ Tinh ning Web Reputation két hop twong quan dir li¢u thoi gian thuc

- Ngan chan céc truy cdp vao cac trang web doc hai. Smart Protection Network st
dung thong tin tir hang triéu sensor trén toan thé gidi, xir 1y hang ty query hang ngay. Bén
canh co s& dit liéu vé nhirng website, URL, domain doc hai, Web Reputation cung cp co
ché tinh diém d6i v6i timg website, URL cu thé dé danh gia mirc d6 an toan khi ngudi dung
két nodi téi.

- Co ché twong quan cic su kién cho phép chéng lai cac mbi de doa méi va hoat
dong dang ngo trong thoi gian thuc.

- X4c dinh, ngin chin botnet va cac két ndi C&C trong cac cudc tin cong co chu
dich.

+ Phan loai va lgc noi dung (URL Filtering)

- St dung co so dit liéu vé URL bao gdm cac nhém Website khac nhau gitip chuan
doan nd1 dung va cac hoat dong cua cac website nay, phan loai ndoi dung website dugc truy
cap theo thoi gian thuc dé nhan dang céac trang web khong phtt hop hodc Website doc hai
tir d6 dua ra cac dé xuit gitip bao vé toan hoat dong ctia doanh nghiép.

- Ngin chin viée truy cap toi cac website gia mao, tai cac phan mém gian diép.

+ Kiém soat truy cap &ng dung:

- Lién tuc giam sat va bdo céo cac ing dung trén cloud va cac ung dung internet
khac nhau bao gdm: Office 365, G Suite, Dropbox, tng dung instant messaging, peer-to-
peer, mang xa hoi, ing dung streaming media...
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- Quan tri tap trung, xay dung chinh sach chi tiét, linh hoat dé kiém soat tit ca hoat
dong web.

- Thiét lap chinh sach bao mat khac nhau cho ting nguoi ding, nhém nguoi ding
hodc cac thanh phan web gateway cu thé.

+ Predictive Machine Learning:

- Hb tro co ché Predictive Machine Learning sir dung cac thuat toan thong minh
quét cac ndi dung ctia ddi twong, mé phong va hiéu hanh vi cia nd, du doan y dinh.
Predictive Machine Learning giup loc dit liéu khong an toan truée khi gui dén cloud
sandboxing. N6 1am ting hiéu qua va giam thiéu thoi gian phat hién, ngin chin hiém hoa

trong thot gian thuc.

4+ Ngin chin that thoat dif li¢u (Cloud DLP):
- Str dung céac template li€n quan t61 DLP dé bao vé dir liéu quan trong, ngan chan
ro ri do vO ¥ hodc cd y cua con nguoi.

Cung cip giao dién giam sat, quan 1y va bao cao hop nhit.

1.5.10. Dich vu ky s6 HSM

Nang lyc xir Iy va tmg ctru ciia hé théng :

Tinh nidng

Pac diém

Luu trit khod/ chig thu sb

Cho phép ngudi dung lya chon luu trir khod/chung thu
sO bén & bén trong thiét bi hodc bén ngoai hé thong dudi
dang file ma hoa.

S lugng partitions/ slots

Khong gi6i han sb lugng slots/ partitions

SO lugng két noi1 td1 cac
server ungdung

Khong gidi han so lugng két ndi. C6 thé sir dung HSM
cho nhiéu server tmg dung khac nhau.

Téc do ky t6i thiéu

Dap tng toi thiéu toc do ky 1a 16tps (voi do dai khoa
2048 bit) c6 kha nang xt Iy duoc dén 57,600 giao dich
trong vong 01 gio

1.5.11. Dich vu sao lru va phuc hdi dir liéu

1.5.11.1. Pham vi bio vé va cung trng cua dich vu

- Sao luu toan bo may chu trong pham vi du an

- Theo nhu ciu va tinh hinh thyc té dé xut thoi gian cam két sao luu 1a 30 ngay.

1.5.11.2. Yéu cau chit lwong dich vu

- DPam béo dit liéu dugc sao luu du phong & 02 vung luu trit khac nhau va ¢ 02 vi

tri khac nhau.

- Cung cip vung luu trir dé chira cac ban sao dit liéu backup dua trén giai phap luu
trir Cluster v61 ing dung cac cong nghé tién tién nhat:

+ T6 chirc cac nodes luu trir dit liéu theo mo hinh cluster du phong chia tai.
+ Kién trac Unified — hd tro dong thdi SAN (8/16Gbps)
+ Kha nang mo rong dung Iugng 16n (>100TB).
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+ Cac 0 cung trén cac may chu do dugc gui toi ti dia Iuu trit dugc bao vé theo cau hinh

RAID 6 hoac tuong duong véi muc ti€u ddm bao van hanh 24/7/365, khong downtime mot giay

phtt nao (Zero-Downtime)

~ + Durliéu dugc di chuyén linh hoat qua lai giita cac nodes luu trit. Pap Gmg nhu cau nang
cap mo rong, bao tri bdo dudng linh hoat, khong 1am gian doan truy nhap dir li¢u.

PAC PIEM Disk to disk Disk to Tape
Sao luu tu dong Co Co
Nén dit ligu Co Khong

C6. Chi tiét nhu sau:

C6. Chi tiét nhu sau:

thoi gian luu

cac may 4o theo co ché (Full
backup két hop
Incremental), s6 lugng ban
sao luu du phong trén hé
thdng 13 3 ban full va cac ban
Incremental.

Thoi gian restore | Restore Full VM: 100GB/90 |Restore Full VM: 100GB/
cam két (khong | phut 120 phut
cham hon) Restore dir liéu chi dinh: |Restore dir liéu chi dinh:
20GB/ 45 phut 20GB/ 60 phut
HOo tro live Support | C6 Co
Mi héa truyén dit | ., .
liéu 256 bit - AES | <0 o
07 phién ban khac nhau va
phai khoi phuc may do tir ban
chup (snapshot).
Thot gian luu trong 30 ngay
’ theo quy tac sau:
S0 luong ban luu va |\ 1, ha théng s& snapshot |07 phién ban khéc nhau.

Hang ngay (sau 19h:00) toan

Thoi diém sao luu: Sau
19:00 PM.

Lich sao luu bo VM (OS+ ung dung) s€ |Dit ligu tr ta dia th cdp
duoc snapshot (Second Storage) s& dugc
chuyén xuong Tape
HJ tro hé diéu hanh | - Windows - Windows
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- Mac OS
- Linux

- Unix

- Mac OS
- Linux

- Unix

HO tro sao luu doi

vOi Ung
dung va Co s¢ D
liéu

(Sao luu dbi voi dir

li¢u dang
duoc khai thac su
dung tai

thoi diém sao luu)

Oracle (DB HotBackup &

Archive Log)
- Microsoft SQL Server
- Microsoft Exchange Server
- Microsoft  SharePoint
- Microsoft Active Directory
- IBM DB2
- IBM Lotus Notes
- Informix
- Sybase

- Symantec Enterprise Vault.

Oracle (DB HotBackup &

HJ trg Ao hoa

- VMWare
- MS Window Virtualization
- Citrix

Archive Log)
- Microsoft SQL Server
- Microsoft  Exchange
Server

- Microsoft  SharePoint
- Microsoft Active
Directory

- IBM DB2
- IBM Lotus Notes
- Informix
- Sybase
- Symantec Enterprise Vault
- VMWare
- MS Window
Virtualization

- Citrix

1.5.11.3. Cam két tir nha cung cép dich vu

- Ban quyén dich vu hd tro tir hing

- Cap nhat cac ban va 15i va nhan dang tan cong (néu co trong qua trinh van hanh)

- HO tro xir 1y su ¢d (néu cb) tir chinh hing trong qu4 trinh vin hanh

1.5.11.4. Kha niing xir Iy tir nha cung cip cung cip dich vu

- HOb tro k¥ thuat qua di¢n thoai hoac hd tro nhanh tai chd 24hx7ngay/ tuan

- Thoi gian dap tng (24hx7ngay/ tuin) < 4 gio

- Giam sat hé thong theo thoi gian thyc 24hx7ngay/ tuan

- Gui canh bao cac vi pham & mure do nghiém trong qua email

1.6. Thué dwong truyén két ndi

1.6.1.  Y&u ciu vé co sé ha ting phuc vu ciia nha cung cap dich vu

- Ha téng truc trong nudc:

= Hé théng mang truc (Backbone) cép quang co tdc do 100 Gbps theo tiéu chuin
mang d6 thi Metro Ethernet cho phép nha cung cap dich vu trién khai cac img
dung trén nén mang thé hé m&i NGN (Next Generation Network).

* Topology mang: Ring va Hub and Spoke
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1.6.2.

= Ha ting mang truc trong nudc c6 dy phong
Céc hudng két ndi di qudc té

= Nha cung cép dich vu c6 dudng mang truc két nbi quoc té: duoc trién khai theo
hai huéng cap trén bd va cap quang bién (mdi tuyén déu c6 du phong)

= K&t ndi qua cac hudng c6 d6 6n dinh cao va co du phong.

= Peering tryc tiép vo1 cac content Provider nhu Google, Facebook, Yahoo,
Microsoft...

Ha tang két ndi

= Kétndi IX (VNIX-HN, VNIX-HCM)

= Kétnbdi Peering (FPT Telecom, VNPT, VIETTEL, VTC...)
= Két ndi IIG (Google, Yahoo, Microsoft...)

Ning lyc ha tang truyén dan

= Ha tang truyén dan 100% cap quang c6 dy phong.

= Ning luc ha tang truyén dan duong mang truc trong nude: huéng Bic — Nam
phai c6 du phong va di theo cac hudng vat 1y khac nhau.

* Topology mang: Ring va Hub and Spoke, dam bao du phong.
Yéu cau nang luc ki thuat d6i véi nha cung cap dich vu:
= Trién khai duoc cac tng dung mang WAN va Intranet chuyén nghiép

= Cung cap kénh truyén da dang vé téc do truyén dan theo yéu cau sir dung thuc
té: cung cap toc d6 1Mbps dén 100Mbps cho cac site ddu cudi va diém chinh 13
1Gbps hodc cao hon.

Két ndi vat Iy

= Giao tiép két ndi loai GBIC/SFP téc do 1Gbps dén 10Gbps.
Yéu ciu cam két chét lwong dich vu truyén din

Do kha dung mang (Services Availability -SA) > 99, 9%

Ty 1é gay 16i (Error Second Ratio -ESR) la ti 1¢ phan trdm cua s6 gidy ma 16i duoc
phat hién trén tong s6 giay do dugc voi khoang cach truyén dan tiéu chuan 1a 27.500
km. Ty 1& gay 16i (ESR) < 1%.

Ty 1¢ gay 16i nghiém trong (Severely Error Second Ratio- SESR) <0,1%

Cam két vé chat luong dudng truyén: 100% dir liéu giri qua cac két ndi Wan bang
cap quang dugc dam bao thanh cong, co6 thé sir dung toan bo bang thong cua duong
truyén da thué, do tré thap khi giri va nhan thong tin

Cam két thoi gian khoi phuc su ¢d: < 2 gior voi 16i ki thuat va < 4 gio véi su cb dit
cap quang.

Tu vén, bao tri hé théng,khéc phuc su cd vé duong két ndi trong vong 30 phut.
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- HO tro 24h/7 ngay: Khach hang lién h¢ dén sb dién thoai cua tong dai cham soc
khach hang nha cung cap dich vu, s6 dién thoai di dong cua ki thuat vién, s6 di dong
ctia nhan vién tryc tiép lam viéc 24/24 khi ki hop dong.

- C6 quy trinh tiép nhn cac yéu cdu va xir Iy yéu cau, xtr Iy su ¢ tir khach hang sir
dung dich vu.
1.7. Phwong 4n, cach thire, diéu kién cung cip dich vu
1.7.1. Quy trinh quan tri vin hanh va giam sat hé thong
1.7.1.1. Pham vi cdng viéc ciia nha cung cép dich vu

So do va to chirc nhan sw

Cac don vi quan tri
Hé thdng

Phan hé ué
tinh trang 1BV yeu cia

Qusn e dyng dish v

g tin 18
yéu edu Giam sasodm ra deh
T Tring 1n ¥l Pndn il v
Helpdesk yEU Siu tian Irang 40 yéu cdu
(nguyi) [ >
L Fdn ek
Ainb trang ME yeu cdy

.l. Hir Iy i ET:E;’/
Kip1 Kip 2 Kip 3
(3 ngwdi) (3 ngurdri) (3 ngLrd)
|h€|'l;5' ir
Tﬁ ki ihl.l*t iU iy
nghiép vy - Fhdn hal wd

linh frang 181 yeu o

X3 18 r*/”jy

Chuy&n vién mang Chuyen vién hé Chuyén vién bao
12 nguedi) théng (2 nouwdi) mat (2 ngurdi)

Thing bn 131
TR
ETHEY [[=/ BTN T
Cong viéc caa tirng by phin

4 B0 phan Truc ca ctia Nha cung cap dich vu gom céc to chirc ning nhu sau:

- Helpdesk bd tri 3 nguoi tryc Call Center thuc hién cong viéc:

+ Tiép nhan thong tin sy cd, yéu cau tu don vi.

+ Chuyén thong tin su cd, yéu cau cua don vi dén T6 van hanh 24/24 kiém tra, xir
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+ Thu thap thong tin vé tinh trang xtr Iy sy cd.
+ Thong bao/phan hdi v6i don vi vé tinh trang xtr 1y 15i.

- T6 van hanh giam sat 24/24 b6 tri 12 ngudi phan lam 4 kip, cac kip s& tryc luan
phién theo 3 ca trong ngay. Cac cong viéc thyc hién trong 1 ca tryc:

+ Giam sat hé thdng thong qua cac cong cu giam sat c6 ban quyeén.

+ Danh gia dich vu br?mg viéc st dung dich vu nhu nguoi dung: duyét web, FTP,
test géi nhan email . . .

+ Kiém tra thong tin 16i/yéu cau va danh gia kha ning khic phuc
+ X1 Iy mic 1 thong tin 16i/yéu cau
+ Phan héi tinh trang xir 1y thong tin 18i/yéu cau mirc 1 cho Helpdesk

+ Chuyén théng tin su 6/ yéu cau cho T6 k¥ thuét ngiép vu néu xir Iy muc 1 khong
giai quyét duoc.

+ Bao cdo tinh trang hoat dong ctia hé théng trong ca truc.
- T6 ky thuit nghiép vu chia 1am 3 nhom thuc hién cac cong viéc:
+ Nhoém chuyén vién mang:

= Kiém tra, phén tich thong tin 16i/yéu cau nhan duoc tir TH van hanh 24/24 va danh
gia kha nang khac phuc

= X ly mic 2 thong tin 16i/yéu cau
= Phan hdi tinh trang xt Iy thong tin 16i/yéu cdu muc 2 cho Helpdesk

= Chuyén thong tin sy ¢d/ yéu cau cho Pon vi hd tro néu xir Iy muc 2 khong giai
quyét duogc.

= Bdo c4o tinh trang hoat dong cta hé thong mang dinh ky hing tun
+ Nhém chuyén vién hé thong

= Kiém tra, phan tich thong tin 16i/yéu cau nhan duoc tir TS van hanh 24/24 va danh
gia kha nang khac phuc

= X Iy mic 2 thong tin 16i/yéu cau
= Phan hdi tinh trang xt Iy thong tin 16i/yéu cdu muc 2 cho Helpdesk

= Chuyén thong tin sy ¢/ yéu cau cho Pon vi hd tro néu xir Iy muc 2 khong giai
quyét duogc.

= B4o c4o tinh trang hoat dong cua hé thdng server dinh ky hing tun
+ Nhom chuyén vién bao mat

= Kiém tra, phan tich thong tin 16i/yéu cau nhan duoc tir TS van hanh 24/24 va danh
gia kha nang khac phuc.

= X Iy mic 2 thong tin 16i/yéu cau
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= Phan hdi tinh trang xt Iy thong tin 16i/yéu cdu muc 2 cho Helpdesk

= Chuyén théng tin sy c6/ yéu cau cho Pon vi hd tro néu xtr Iy mirc 2 khéng giai
quyét duogc.

= B4o cdo tinh trang hoat dong cua hé théng bdo mat dinh ky hr?mg tudn
1.7.1.2. Quy trinh xir Iy sw ¢6
Trinh tu bao 16i:

Nha cung cap dich vu s& c6 mot duong day nong chuyén dung cho bao 16i. Khi c6
thong tin su ¢b hay yéu cau hd trg, B phan NOC cta Nha cung cap dich vy s& tiép nhan
va xu ly trong khoang thoi gian dap ung nhu da cam két. Nha cung cap dich vy dua ra qua
trinh ghi nhan cudc goi cho phép kiém soat qua trinh xur 1y su ¢b tir lac bat dau dén luc két
thuc.

Pé tap trung cho cong viéc, Helpdesk sé€ la bo phan diéu hanh trong suot qua trinh.
Khi ¢6 sy ¢0 lién quan dén hé thong cac don vi quan tri s& chuyén cac yéu cau can thiét
dén Helpdesk. Chubi cac hoat dong dich vu nay duoc thé hién theo luge d6 dinh kém.
Nguoi truc Helpdesk s€ nhan cude goi va thi hanh céc qui trinh sau:

+ Thiét 1ap cudc goi

Viéc hd tro s& duoc thuq hién trén duong day nong. Nguoi tryc Helpdesk s€ nhan
cudc goi va ghi nhén vao h¢ thong quan ly dich vu. Khi dé xac 1ap cudc goi tir Nha cung
cép dich vu xong, thong tin 161/yéu cau s€ dugc chuyén t61 T6 van hanh k¥ thuét tién hanh
kiém tra, danh gia, phan tich va xur 1y.

Str dung hé théng quan 1y dich vu véi co ché quan 1y 15i theo bac thang s& dam bao
qua trinh béo tri duoc thue hién véi chét luong cao theo cac cam két da thoa thuan.

+ Giai quyét yéu ciu

T4 van hanh k§ thuat s& tién hanh giai quyét yéu cau theo cic qui trinh cip nhat da
dugc 1ap ra san tai Nha cung cap dich vu. Cac d6 phu tung va mtrc d6 lién lac dén cac nha
cung cap thi€t bi co lién quan s€ dugc tién hanh néu thay can thi€t trong qua trinh giai quyét
yéu cau va tat ca s€ dugc cap nhat tai TO van hanh k¥ thuat.

Trong qué trinh xtr Iy, T6 van hanh k¥ thuat s& cap nhat thuong xuyén thong tin tinh
trang xur 1y 101/y€u cau cho Helpdesk. Sau khi xur Iy xong 161/y€u cau T6 van hanh k¥ thuat
s€ cap nhat qua trinh xtr Iy vao hé thong quan ly.

4 K&t thiic hd tro yéu cau

Khi di giai quyét xong yéu cau, Helpdesk s& 1a diém lién lac v6i cac don vi quan tri
dé x4c nhan va xac nhan két thic truong hop nay.

Quy trinh xtr Iy cudc goi bao 15i/yéu cau chi tiét:
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Khach hang goi dén dudng day néng
cua IDC
08-3715 xxxx

Y

Xem xét cudc goi béng cach thu
thap théng tin/d liéu tr khach hang

- Dia chicua khe’ach~ hang \(é nguoi lién lac
- M6 ta tinh trang Iéi/yéu cau
- Céc théng tin kha néu cé

Y

Sw cé/Yéu cau dwoc nhap vao hé
thédng quan ly khach hanh

A
Bo phan chuyén vién ky thuéat cla
IDC duorc giao nhiém vu xt ly bang
hé théng quan ly va théng bao béng
dién thoai, tin nhan

A
Theo ddi cac budc thuc hiégn dé giai |
quyeét sy colyéu cau

Su cb dwoc

gy DPon vi hd tro
gidi quyét ?

Phan hdi lai cho khach hang, cap
nhat tinh trang sw ¢d, d& nghi khach
hang kiém tra xac nhan
( béng email, dién thoai)

A
< Két thuc xt ly, ghi nhan, bao céo >

Helpdesk ctia Nha cung cap dich vu sé tiép nhan thong tin sy ¢ thong qua 2 hinh

thirc:
- Cong viéc giam sat hoat dong cua hé thong 24/24 phét hién thay 15
- Thong bao qua duong day nong, fax, email ciia cac don vi quan ly website.

- Khi cac don vi quan trj lién hé véi Helpdesk ctua Nha cung cap dich vu dé thong
bao su cO can cung cap cac thong tin nhu sau:

+ Dia chi va nguoi lién lac;
+ M0 ta tinh trang 16i/yéu cau;
+ Thoi gian xay ra 15i;

+ Céac thong tin khac néu co.
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Bo phan Helpdesk s& ghi nhan thong tin sy c¢6/yéu cau vao miu ghi nhan s cb va
nhdp ndi dung vao trong hé thong quan 1y.
Qua trinh tiép nhan, giai quyét va két thuc theo mo ta bén trén.

Thoéng bao tinh hinh xt ly

theo quan ly bac thang
Cang vu duwong thuy

ndi dia (Lanh dao,
- \
Callcenter/ Helpdesk BDong/M& case
Hé tro Tier 1 (L&nh / l T Cap nhat

i

dao) théng tin xtr Iy
~ . i ———> Hé tro tier 3
H&tr;h;rnzh(;‘ahky <«— (Subcontractor ciia
LS ) nha cung cép)
H3 tro tier 3 (Hang)

Quy trinh xir Iy sw ¢

Théng tin sw cé

- Do ngwdi giam sat va quan trj
cua IDC phat hién

- Do cac don vi quan tri théng
bao (mail/dién thoai/fax)

v

T4 van hanh 24/24

- Kiém tra thang tin 13ilyéu cu
-BPanh g_lé murc dé khac phuc
- Xt ly 16i mire 1

X Iy 18

Phan loai I6i
, el ‘

L3i dich vy L&i bao mat L3i code va hé thdng server
- Kétndimang - Bjtén cong Dos - Source code, database bj 16i
- Khéng duyét web duoc - Website bj thay ddi ngi dung - Cap nhat tin, dong b¢ database
- Khong FTP dé upload théng tin - khong dwoc ~
- - Phan ctrng server bi I6i
- 0S, phan mém server bij I3i

'

Tb ky thuat nghiép vy Té ky thuat nghiép vy Té ky thuat nghiep vu
Chuyén vién mang Chuyén vién bao mat Chuyén vién hé thong

- Kiém tra phan tich thong tin 18i/yéu cau
- Danh gia miec do khéc phuc
- Xt ly 16i mirc 2

- Kiém tra phan tich thong tin I8i/yéu cu
-Panh g_lé murc dé khac phuc
- Xtr ly 16i mire 2

- Kiém tra phan tich thong tin 13i/yéu cau
- DBanh gia mirc do khac phuc
- X ly 16i mere 2

Y

X Iy 13i
N

Pon vi hé trg

- Kiém tra phan tich thong tin IGilyéu cau
- Danh gia mirc d6 khac phuc
- Xt ly 16i mire 3

Tinh trang I3i/yéu cau da duoc giai quyét }:

T6 van hanh 24/24 s& tiép nhan thong tin 16i/yéu cau tir Helpdesk va tién hanh kiém
tra, danh gia mirc d9, khac phuc va xtr Iy & murc 1. Néu tinh trang 161 khong giai quyét dugce
thi thuc hién phan loai 161 xay ra theo nhém, c6 3 nhém 161 co ban:
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- Nhom 1: Lbi dich vu (két ndi mang, khong duyét, truy cap web dugc, khong FTP
dé upload thong tin, ...) s& duoc chuyén dén chuyén vién mang.

- Nhém 2: Lbi bao mat (Bi tan cong bao mat, website bi thay ddi noi dung, ...) s€
dugc chuyén dén chuyén vién bao mat

- Nhom 3: L3i code va hé thdng server (source code, database bj 161, cip nhat tin
qua trang quan tri va dong b database qua mang khong dugc, phan ctimgserver bi 16i, OS,
phan mémserver bi 184, ...) s& dugc chuyén dén chuyén vién hé thong.

Té k§y thuit nghiép vu sé tiép nhan thong tin 16i/yéu cu tir T6 van hanh 24/24 va
tién hanh kiém tra, phan tich, danh gia muc do, khic phuc va thyuc hién xt Iy ¢ mirc 2. Néu
tinh trang 18i khong giai quyét dugc thi lién hé véi cac don vi h tro dé tiép tuc xir 1y 16i/yéu
cau & mirc 3 va két thiic qu4 trinh xt 1y.

Thong tin vé tinh trang xt 1y 151 s& duoc cip nhat vao hé thng quan 1y va thong
bao voi Helpdesk.

Quadn ly theo bac thang

Nha cung cép dich vu 6 cac quy trinh theo bac thang nham dam bao cac sy ¢b 16n
nhanh chong dugc cip bao 1an lugt dén cac cip ciia cong ty va Cang vu dudng thity nodi
dia, dam bao nhan dugc sy quan tdm va tai nguyén can thiét dé giai quyét van dé nhanh
choéng. No cling duy tri lién lac thuong xuyén gitta moi nhan vién c6 lién quan trong quy
trinh.

Thoi gian bao cdo trong quy trinh theo bac thang s& bat dau duoc tinh khi bé phan
Helpdesk ctia Nha cung cip dich vu nhan dugc théng bao su cb. B phan Helpdesk sé lién
hé v6i Td van hanh 24/24 cua Nha cung cap dich vu kiém tra, tim hiéu va xur ly. Chung
nao trang thai su b con do, thi thoi gian trong quy trinh Van tiép tuc tinh va sy c6 s€ duoc
béo 1én cac cip cao hon trong cong ty. Diéu nay dam bao rang mdi sy cb khong giai quyét
duoc trong thoi gian cu thé s& nhan duoc sy quan tim nhiéu hon, va nhiéu tai nguyén hon
s& duoc tap trung dé giai quyét no.

4 Phan chia cAp dd wu tién:

- Uu tién cap 1 (Mitc d9 khan cép)

Ap dung ddi véi truong hop hé thong dang sur dung hoan toan khong hoat dong
dugc, hodc gy anh huong khan cap/ nguy hiém t6i noi dung thong tin va hoat dong thu
phi. Nha cung cap dich vu va cac don vi lién quan s& st dung toan bo thoi gian dé giai
quyét su ¢6 va lam vi¢c 24/24h trong truong hop nay.

- Ut tién cdp 2 (Mitc d§ quan trong)

Ap dung d6i voi trudng hop hé thong bi chap chon gdy anh hudng 1on dén sy hoat
dong cua hé thong thu phi. Nha cung céap dich vu va cac don vi lién quan s& sur dung toan
bo thoi gian trong gid hanh chinh tiéu chuan dé giai quyét su co.

- Ut tién cdp 3 (Mitc dd trung binh)

Ap dung d6i véi truong hop hé thong thanh phd dang st dung bi hong, hodc gay
anh huong dén su hoat dong ctia hé théng khac quy dinh & wu tién cap 2. Nha cung cip
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dich vu va cac don vi s& giai quyét sy cb trong thoi gian hanh chinh tiéu chuan dé khoi
phuc lai hoat dong cua hé thong.

- Ut tién cip 4 (Mirc d) thép)

Ap dung d6i véi trudong hop cac don vi yéu ciu cung cap thong tin hodc hd tro vé lip dat,
c4u hinh hé théng. Su cé/vén dé chi anh huéng rét it hodc khong anh hudng t6i hoat dong
cua hé thong Nha cung cap dich vu va cac don vi lién quan s¢€ lam viéc trong gio hanh
chinh dé cung cép thong tin hodc cac sy hd trg theo yéu cau.

4 Phan loai va cip @d xir Iy su c6

Dé qua trinh xur 1y 13i/yéu cau duoc nhanh chong, Nha cung cp dich vu thuc hién

phan chia, dinh nghia murc d9, cach xir 1y 16i va bo phan thuc hién nhu sau:

Mirec d§ | ¢ \ . . Mirc d¢ | Bo phéan thuc
T Ap dung cho truwong hgop Cach xur ly il hién
Ldi nhe 1a nhitng 16i khong o
can phan tich chuyén sau | - Reset thiét bi 7
X dén k¥ thudt nhu: gt cap, | mang, Server , T6 vén hanh
Thap | &ng thiét bj treo/hu, dich | - Thay thé cap, Mue 1 5404
vu mang, img dung khong | thiét bi, server
hoat dong
Loi ngng ma b0 phan xr 1y | _ Theo tai ligu
¢ muc 1 lihong:gla{ qu}iet ky thuat van A ko thud
dugc. Nhiing 161 nay lién | pay hé théng. 0 Xy ua
Trung | quan dén nhitng van dé vé ) Mt 2 nghiép vu
binh | k§ thuat, cAu hinh hg | - Theo hudng Pon vi hé tro
théng, cin ngudi c6 kinh | 40 cua tal h?u (SI, Hang ...)
nghiém phan tich chuyén | KY ﬂ}uat_ hogc
S chuyén gia
Lbi nang ma bo phan xu ly Té6 ky thuat
& muc 2 khong gidi quyét ™ oh X nghi¢p vu
~ X ao lian | - Theo cach xu .
duoc. I\A’IhunAg 161 nay hfin [ cia nha san Pon vi hé tro
Quan quan dén cong ngh¢, ddc Muc 3 | (SI, Hang ...)
trong | diém phan mém va phan Xuat. - T
cung cua thiét bi. - Thay thé Lanh dao nha
cung cap dich
vu
Heé thdng bi tin cong Theo kich ba T6 ky thuat
z o X . , €O kich Dan nghiép vu
Klian Hé thong bi Pu hon‘g, p}lbng chéng | M3 g .P' -
cap ngung hoat dong hoan | (4, cong Pon vi ho tro
toan (SL, Hang ...)
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Mirc do | ¢ \ . S Mirc do | B0 phan thuc
e Ap dung cho truwong hgp Cach xur ly xir Iy hién
Hé thong bi mat ngudn | Theo kich ban Lanh dao Nha
dién dam bao kinh cung cap dich
doanh lién tuc vu

1.7.1.3. K& hoach {rng pho sw c¢6 an toan théng tin
Viéc quan 1y sy ¢ ATTT thyc hién nhu sau:
a) Phan nhom sy ¢b ATTT:

- Sur ¢6 do bi tan cong mang: tan cong tu chdi dich vy; tan cong gid mao; tan cong
str dung ma doc; tdn cong truy cp trai phép, chiém quyén diéu khién; tin cong thay ddi
giao dién; tin cong ma hoa phan mém, dir liéu, thiét bi; tin cong pha hoai thong tin, dir
liéu, phan mém; tAn cong nghe trom, gian diép, 1y cip thong tin, dit lidu;...

- Su ¢d do 16i ciia hé thong, thiét bi, phan mém, ha tang k¥ thuat.
- Su ¢d do 16i ctia can bd quan tri, van hanh hé théng.

- Su ¢b do cac tham hoa tu nhién.

b) Phan loai mtrc 46 nghiém trong su cb

- Thap: Sy cb giy anh hudng ca nhan va khong lam gian doan hay dinh tré hoat
dong chinh ctia co quan.

- Trung binh: Sy ¢ anh hudng dén mot nhom ngudi dung nhung khong gy gian
doan hay dinh tr¢ hoat dong chinh cta co quan.

- Cao: Su cb tac dong dén kha nang van hanh cia HTTT, anh hudng dén dir liu,
thiét bi, gdy anh huong dén hoat déng chung ciia co quan va hoat déng cung cip dich vu
cong cho nguoi dan, doanh nghiép.

- Nghiém trong: Su cb gy gian doan hodc dinh tré hé thdng trong mot khoang thoi
gian ngan, anh hudng nghiém trong dén dir lidu, thiét bi ctia hé thong, gay thiét hai nghiém
trong cho co quan, ngudi dan, doanh nghiép.

- bac bi¢t nghiém trong: Su ¢ 1am té 1iét toan bo hoat dong cua hé théng, gay thiét
hai dic bi¢t nghi€ém trong cho co quan, nguoi dan, doanh nghi¢p, de doa trat ty an toan xa
hoi.

¢) Quy trinh tng ctru xir 1y su o

- Budce 1: Tiép nhén su ¢b

Chu quan HTTT, don vi van hanh tiép nhan thong tin, canh bao vé viéc mat ATTT
ctia hé thdng tir cac don vi chuyén trach ATTT, tir ngudi str dung hodc tu ra soat, phat hién
hé thdng c6 hién twong bét thudng, c6 nguy co mat ATTT.
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- Budc 2: Xac minh va phan loai so bd su co

Pon vi van hanh tién hanh xac minh, phan loai so bd su c0; danh gia tinh trang, murc
do, pham vi va kha nang xtr 1y cia sy 0.

- Budce 3: Béo cédo thong tin sy co

+ Truong hop xac dinh sy cd nam trong thim quyén, kha niang xur 1y, don vi van
hanh bao céo lanh dao co quan chu quan va thuc hién xur Iy theo phuong an ung ctru xu ly
su ¢b nodi bd di duoc phé duyé¢t hodc theo hudng dan cua Pon vi. Khi hoan thanh xt ly,
bao cao két qua xtr 1y sy ¢b (theo Mau) vé Pon vi dé theo ddi, tong hop;

- Truong hop xac dinh su ¢b ¢6 mirc dd cao, vuot ngoai tham quyén, kha nang xu
1y, don vi van hanh Iap tirc bdo cdo lanh dao co quan chu quan va thong bao (qua dién
thoai, email,...) ddu méi tiép nhan su cb ctia Pon vidé kip thoi phdi hop véi Doi Gng ctru
su ¢b va cac don vi chuyén trach ATTT. Ngay trong ngay xay ra sy c6, don vi van hanh
thuc hién béo céo ban dau su ¢ ATTT (theo Mau) va giri vé Pon vi. Pon vi van hanh ¢6
trach nhiém phéi hop, hd tro Poi tmg cru su ¢d thuc hién cac budc ung cuu xu ly su cd
tiép theo.

- Budc 4: Céach ly

Doi (g ciru sy ¢6 cach ly may chi, thiét bi, phan ving bi su ¢6 ra khoi moi trudng
mang nham ngan chan kha nang lay lan cia sy c6 sang nhirng mdy chu, thiét bi, phan ving
khac.

- Bué6c 5: Thu thap thong tin sy ¢b

Doi tng ctru sy ¢d thu thap thong tin, phuc vu phan tich sy ¢d, bao gdbm: Thong tin
vé dau mbi lién hé; thong tin hé thdng; thong tin chirc ning cua hé thong; thong tin ciu
hinh ctia hé théng (hé diéu hanh, dich vu, phién ban, ciu tric mang...); thu thap ching ct,
thong tin bd nhd, trang thai mang va cac két ndi; tién trinh dang chay, b cung (trong va
ngoai vi); thu thap logfile...

- Buéc 6: Phan tich sy cb

Doi tng ctru su ¢ tién hanh phan tich su ¢, bao gom cac thong tin sau: Phan tich
dong thoi gian; thot gian bi stra doi, truy cap, tao hodc thay ddi; thoi gian thuc hién cac cap
nhat 16n d6i v6i hé thong; thoi diém ma hé thdng sir dung 14n cudi cung; phan tich dit lidu;
kiém tra su thay doi cAu hinh; kiém tra hé thong tap tin c6 bi mi doc; kiém tra tap tin lich
sir Internet (Internet History) va cac tap tin lich sir khac; kiém tra Registry va tién trinh;
quan sat cac tap tin, tién trinh lac khoi dong; phan tich logfile...

- Buéde 7: Xt Iy sy ¢b

D01 tng ctru su ¢6 xay dung phuong an xur 1y su c0, bdo cdo xin y kién lanh dao
Don vi, chi quan HTTT vé phuong an xtr 1y su ¢d; tién hanh xur 1y su co, bao gom cac
budc: GO bd sy co; xac dinh va gb bd cac backdoors; phan tich va kiém tra 16 hong sau khi
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thue hién cac ban va 16i; khoi phuc dit li¢u; thu thap cac tap tin, hinh anh, email,... bi x6a,
thoi gian bi x6a; tim kiém va khéi phuc céc tap tin phu hop,... d& khoi phuc HTTT hoat
dong binh thuong tré lai.

- Buée 8: Tong hop, béo céo

Doi g ciru sy ¢d va don vi van hanh hé thong tién hanh tong hop két qua phan
tich va xu 1y su cd, bdo cdo voi lanh dao Pon viva chu quan HTTT dé t6 chirc hop phéan
tich nguyén nhan, rat kinh nghiém trong hoat dong xir 1y sy ¢d va dé xuat cic bién phap
phong ngtra xay ra su co tuong tu. Chu quan HTTT gui bao cdo hoan thanh xu 1y su c6
ATTT (theo Mau s6 04) vé Pon vi tong hop.

- Bu6c 9: Luu ho so

Céc co quan, don vi tham gia tng ctru su ¢6 luu toan bd cac hd so trong qué trinh
xur 1y su c6 dé€ phuc vu cac hoat dong quan 1y va theo doi dinh ky. H6 so luu trit gom: Béo
c4o ban dau su cd; ké hoach xur 1y su b, ho so xu ly su ¢d, bao céo phan tich két qua diéu
tra xur 1y su cd, bao cao hoan thanh xir 1y su co.

d) K& hoach ung clru su cd

Don vi d3 x4y dung céc kich ban tng ctru, khic phuc cac sy ¢b tin céng mang phd
bién nhu su ¢6 tan cong thay ddi giao dién, su ¢ tAn cong chiém quyén may chu, su cd tan
cong tir chdi dich vu,... Pic biét tai cac thoi diém quan trong nhu cac ngay 18, tét, 2/9,
30/4,... c6 ké hoach tmg pho su cb riéng, trong d6 thuc hién sao luu dy phong day du cac
dir 1i€u, cau hinh hé thong dé phong ngtra, khoi phuc sau tham hoa.

d) Dién tap Gmg ctru xtr Iy sy ¢b

Don vi van hanh hé thdng t6 chie dinh ky cac dot dién tap tng ctru sy ¢ ATTT cho
doéi ngti k¥ thuat va can bo chuyén trach CNTT cta don vi; dong thoi tham gia cac dot dién
tap trong nude va quoc té dé nang cao nang lyc.

1.7.1.4. Phéi hop kiém tra cac ban v4 18i ciia Hé diéu hanh va phin mém tng

dung trén may chi

- Phdi hop kiém tra, cip nhat cac Patch, fix 18i, md nhan dang virus thuong xuyén.

- Kiém tra, phéi hop cap nhat khi c6 yéu cau cc thong tin ban va 16i mdi ciia cac
phan mém ng dung va update vao hé thong. Cu thé:

+ Dbi véi hé thong Web: Kiém tra, cAp nhat cac ban update, patch, hotfix cua Gmg
dung IIS, Tomcat, Apache, ...

+ Cac ung dung co s¢ dir licu nhu: My SQL, MS SQL Server, ....

1.7.1.5. Khic phuc su c6 khi hé thong phat sinh 18i, cAp nhat tai liéu ky thuit,
ghi nhin day du cac budc xir ly loi

- Phan tich sy ¢6 may chu, thiét bi va cac ing dung nhim nhan dang nguyén nhan

va xac dinh cac giai phap kha thi, kiém tra (test) va thyc thi giai phap xur Iy trong thoi gian
som nhat (Theo bién ban bao cdo sy ¢6 dinh kém).
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- Hb tro xur Iy ky thudt, phan hdi thong tin ngay sau khi kiém tra, xac dinh 16i. Pam
bao giai quyét cac yéu cau cua khach hang vé dich vu trong thoi gian sém nhat.

- Lap tai li€u cac van dé, 16i, su cb va cach giai quyet dé phuc vu cho viéc tham
khao trong tuong lai.

1.7.1.6. Pham vi va trach nhiém

Nha cung cap dich vy phan chia trach nhiém cac bén tham gia quan tri h¢ thong theo
mo hinh quan ly dich vu cloud.

Vi yéu cau dich vy, Nha cung cép dich vu dé xuét chon mo hinh quan ly dich vu
IaaS (Infrastructure as Service). Nha cung cap dich vu s€ chiu trach nhiém quan ly vé ha
tang: mang, luu trit, server va ao hoa.

M ta mot s6 trach nhiém khi nha cung cép dich vy trng thau thyuc hién:

STT Yéu cau pham vi trach nhiém
1 Pam bao dich vu lién tuc, 6n dinh, an toan d6i voi dich vu cung cip 24x7x365
2 DPam bao tit ca cac SLA vé dich vu cung cap dd cam két
Giam sat, quan 1y va bao cdo cac vi pham SLA, sy cb trén ha téng cloud ttr murc
3 A 30A \ r 5 o 5 A r
hé di€éu hanh may chu 4o tré xudng cho khach
4 Chiu trach nhi¢m xu ly sy ¢d dich vu lién quan dén tat ca dich vu minh cung cép
5 Pam bao cung cip du tai nguyén hé théng (resource pool) thuc theo yéu cau
6 Thuc hién cac yéu cau khac cua bén sir dung dich vu lién quan dén dich vu do
minh cung cap
7 Dam bao c6 doi ngli chuyén gia thuc hién quan tri van hanh, xtr ly sy c¢b cac dich

vu do minh cung cap

Trong qua trinh xur Iy cac su cb, néu sy ¢b co tinh phirc tap khé xtr Iy va ddi hoi thoi
gian gip thi su ¢ s& duoc chuyén 1én bo phén chuyén trach co6 trinh d6 chuyén mon cao
hon. Riéng ddi véi hé thong tai Nha cung cap dich vu thi dugc phan lam 3 muirc @6 nhu sau:

Mire
do

B¢ phan thuc

Ap dung cho truong hep Cach xir ly hién

Loi nhe 1a nhimng 16i khong can | _ Reget thiét bj mang,
phan tich chuyén séu den k¥ | qepyer o

1 thuat nhu: dut cép, cong thiét bi
treo/hu, dich vu mang, ing dung
khong hoat dong

T6 vin hanh
- Thay thé cap, thiét | 24/24.
bi, server
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Mike 1 \ . . B0 phan thuc
do Ap dung cho truong hop Cach xur ly hién
Loi nang md by phan xi Iy G | . Theo tai lieuky thuat | e (o 4 o
mirc 1 khong giai quyét dugc. van hanh hé théng. o Xy ua
) Nhiing 101 nay lién quan den ) ~ . nghiép vu.
nhimg van d& vé ky thuat, cau -‘”.l“lll‘er hlffmlflv' c}anhctla Pon vi hd trg (SI,
hinh h¢ thdng, can ngudi co kinh | tal ieu Ky thuat hoac Hang ...).
nghiém phan tich chuyén sau. chuyén gia
X To ky  thuat
Lo6i nang ma bo phan xu ly ¢ ) .. | nghiép vu.
mirc 2 khong giai quyét duge. | - Theo cach xtur ly cua D Cha S
3 | Nhitng 16i nay lién quan dén | nha sanxuat. ngrll Vi )0 tro (SL,
cong ngh¢, dac diém phan mém | _ Thay thé. i £-) ‘
va phan clrng cua thiét bi. Lanh dao Nha
cung cap dich vu.

~ Céc sy ¢ sau khi phat hién va xir Iy s& dugc phan hoi va bao c4o Lanh dao nha cung
cap dich vy, Cang vu duong thuy ndi dia va cap nhat ho so tinh trang sy c6 theo Bi€u do
quan ly bac thang.
1.7.2. Céac cong cu giam sat va canh bao
Nha cung cip dich vu phai cung cip cho bén st dung dich vy giai phap toan dién vé
giam sat dich vu va tai nguyén may chu ao trong hé thdng Private Cloud, tuy b1en quan tri
tai nguyén tip trung, hd tro mém déo linh dong va nhanh chong trong viéc cip phat tai

nguyén CPU, RAM, LUU TRU ciing nhu m¢ rong tai nguyén trén cic may chi chay tmg
dung ma khong lam gian doan dich vy, cu thé:

Bén sur dung dich vu s€ quan 1y va gidm sat cac dich vu va tai nguyén may chu thong
qua cac portal. Viéc giam sat hoat dong cua hé thong may chu duogc thuc hi¢n 24/7/365
bang cac cong cu do nha cung cap dich vu cung cip:

- Dashboard giam sat tong quat tinh hinh van hanh tai datacenter: network, tong tai
nguyén may chu ao vCPU, RAM, Storage, cac dich vu van hanh trén may chu 4o (up-
down),

- Hé théng canh bao tu dong qua email, SMS.
1.7.3. Ché d¢ bao cao
1.7.3.1. Bdo c4o khan

- Bao cao khan nham thong bao tirc thdi cho cac cip 1anh dao ctia Nha cung cap
dich vy, Cang vu duong thuy ndi dia thong tin so bd ve tinh trang su c6/ 101 nghiém trong
dang xay ra. Danh cho truong hop sau:

+ Hé thong bi mat két ndi khong thé khac phyc trong thoi gian ngan.
+ Heé thdng bi 16i khong thé khac phuc trong thoi gian ngén.
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+ Hé théng bj tin cong,

+ Cac Server cua hé thong bi 16i nghiém trong.

- Hinh thirc bao cao: dién thoai, email dinh kém mau bao cao

- Thoi gian bao c4o: sau 5 phut khi hé thong xay ra sy c6/15i nghiém trong

- BO phan bao céo: Té van hanh 24/24

- Noi nhan bdo cao: Lanh dao Nha cung cép dich vy, Lanh dao Cang vu dudng
thuy noi dia.

1.7.3.2. Bao cao dinh ky

- Bao cdo dinh ky hang thang véi ndi dung téng hop ghi nhén lai tinh hinh hoat
dong ciia hé thong va dé xut bién phap phong ngira va cai tién.

- Hinh thirc bdo cdo: Email dinh kém mau bo cdo

Thoi gian béo cdo: Hing thang.

B phan bao c4do: Bo phan quan tri hé théng.

Noi nhéan bdo c4o: Lanh dao nha cung cép dich vy, Lanh dao Cang vu duong thuy
noi1 dia.
1.7.3.3. Cac biéu miu bao cdo

Chi tiét xem Phu luc mdu bdo cdo
1.8. Yéu céu, diéu kién vé kha niing két néi, lién thong véi ing dung, hé thong thong

tin khac (neu co)

Hé thong phai dap Gmg theo yéu cau tai Thong tu sé 13/2017/TT-BTTTT quy dinh
cac y€u cau ve két noi cac h¢ thong thong tin, co s¢ dit liu voi co sé dir liu quoc gia.

Hé thdng thué tai nha cung cap dich vu phai dam bao kha nang tich hop, két ndi, thu
thap cac thong tin, dir li€u trén hé thong thong tin & don vi Hai Quan, Ngan hang.

Pam béo thong sudt, chit chg, dong b trén co so két ndi hé thong thong tin gitra
cac don vi lién quan dén thu nop phi két cau ha ting mang lai hiéu qua trong cong tic va
kiém soat thu phi co s& ha tAng cang bién trén dia ban thanh phd H6 Chi Minh.

Bao dam dir liéu chia sé phai c6 kha ning guri, nhén, luu trit, xtr Iy duoc bang thiét
bi s0.

1.9. Yéu ciu vé an toan bao mat thong tin, dir liéu

Céc don vi st dung dich vu c6 quyén s hitu, tai vé phan dir liéu do chinh don vi
tao 1ap trong suodt qua trinh st dung.

Nha cung cip c6 trach nhiém bao mat moi thong tin vé dir lidu ciia cac don vi thué
dich vu va khong duoc phép tiét 16 cho bat ky bén thir 3 nao khac ngoai trir yéu cau cua co
quan c6 tham quyén ctia nha nudc.

Cac dich vy an ninh thong tin phai c6 kha nang tich hop tao thanh mot hé thong
phong thu lién két chia sé thong tin, trao doi cac thong tin phan tich, nhan dang cac mbi de
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doa véi nhau, cting phdi hop tuong tac trong thoi gian thue, giup cho viée phat hién  (Detect)
nhanh chong, phan tmg (Respond) kip thoi va bao vé ngan chan (Protect) cac mdi de doa
tan cong vao he thdng; dong thoi, cac sy kién an toan thong tin cua hé thong phai dugc két
ndi, chia sé vé Trung tim Giam sat an toan khong gian mang qudc gia theo quy dinh.

1.10. Yéu cau vé kiém tra, danh gia an toan thong tin

Nha cung cip dich vu phai c6 co ché danh gia tong thé dich vu bao mat an ninh
thong tin tir bén thir ba to1 thi€u 1 1an/nam;

Chu tri thué dich vu c6 tham quyén truc tiép kiém tra, danh gia dich vu bao mat an
ninh thong tin dugc giao nhi¢ém vu thué dich vu bang ngudn lyc hi¢n c¢6 hodc thué doi tac
nham dam bdo do tin cay va c6 chinh sach xur 1y kip thoi khi ¢6 sy ¢6.

1.11. Yéu ciu khac
1.11.1.Yéu ciu vé trién khai, van hanh hé thong
Yéu cau vé trién khai

Nha cung cép dich vu phai cung cap phuong an trién khai va thyc hién chuyén doi
dir 1i€u cho cac may chu 4o hod trong thoi gian khéi tao dich vu; phuong an trén phai dam
bao khong lam gian doan céac dich vu hoat dong lién tuc, an toan an ninh thong tin va toan
ven dir liéu sau khi chuyén doi.

Té chirc trién khai van hanh hé thong

Dam bao trién khai nhanh, hoan thanh dua vao st dung tdi da trong 30 ngay trén ha
tang san c6 cua nha cung cap dich vu. Trong do:

- Thoi gian trién khai, chuyén doi h¢ thong va dit liéu t6i da 25 ngay (ké ca ngay thit
bay, chu nhat, nghi 1€).

- Thoi gian kiém tra, nghiém thu, ban giao dich vy cong ngh¢ thong tin dé dua vao
st dung to1 da 5 ngay (ké ca ngay thir bay, chu nhat, nghi 1¢€).

1.11.2.Yéu céu vé tai liéu
Tai lidu so d6 thiét ké hé thong.
Tai liéu mb ta cau hinh, chinh sach dugc thiét 1ap trén hé thng.
Tai liéu mo ta quy trinh quan 1y van hanh, giam sat, xi 1y su cd.
Tai liéu mo ta bdo cao cong tac van hanh dinh ky.
Tai liéu mé ta bao cao xir Iy sy cd.
1.11.3.Yéu cé‘i’u vé ning lwc chuyén mén, kinh nghiém, diéu kién k¥ thuat cia nha
cung cap dich vu

Nha cung cép dich vu phai dat cip do 3 vé an toan hé thdng thong tin d6i véi Trung
tam dit liéu theo tiéu chuan qubc gia TCVN 11930:2017;

Trung tam dir liéu duoc thiét ké theo tiéu chuan dap Gtng mic dam bao k¥ thuat:
Hang 3 theo ti€u chuan qudéc gia TCVN 9250:2021 (hodc Rate-3 theo ti€éu chuan
ANSI/TIA-942-B:2017), hodc Tier 3 theo tiéu chuan ctia Uptime Institute.
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Nha cung cép dich vu phai c6 chimg nhan kinh doanh san phidm, dich vu an toan

thong tin mang theo quy dinh.

Nha cung cap dich vu c6 ching nhan ISO/IEC 27001 vé hé thong quan 1y an ninh

thong tin.

2. Yéu cau vé giai phap, ky thuit dé dap ung yéu ciu chit lwgng cung cip dich vu

2.1.M& hinh tong thé

CUC HAI QUAN

=
Backup SAN SQL Database Web Server

L

CHI CUC HAI QUAN KHU VUC II

|||||||||

Metronet

NGAN HANG

DOANH NGHIEP

A

»

4
WI. g
0

Can bing ti

N
Gidm sét Déi sodt Y b Gigmsétcbng Thu ph
CANG VUDUONGTHUY | DOANH NGHIEP CANG

hic

16 diém két ndi
Doanh nghiép cing

© 8 diém két néi Doanh
i nghiép cing dy phong

Mo hinh thu phi tw dong

2.2. Phwong an k¥ thuit ha ting Cong nghé thong tin, an ninh théng tin phuc vu trién

khai hé thong

Chi tiét tai Phan III: Phiong dn kj thudt ha tang Cong nghé thong tin, an ninh théng tin

phuc vu trién khai hé théng

3. Yeéu cau ve tuan thi cac yéu cau vé khung kién tric

Tuan thu khung kiép trac theo Quyét dinh sd 292/Qb-BKHCN ngay 25/03/2025
cua Bo Thong tin va Truyén thong vé ban hanh khung kién tric chinh phu s6 viét nam,

phién ban 4.0, hudng toi chinh phu sd.

PHAN 2: XAC PINH, LAM RO VIEC SO HUU CAC THONG TIN, DU LIEU HINH
THANH TRONG QUA TRINH CUNG CAP DICH VU VA PHUONG AN QUAN
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LY, CHUYEN GIAO CHO BEN THUE

1. Xac dinh, l1am r6 viéc sé hiru cac thong tin, dir li€u hinh thanh trong qua trinh
cung cap dich vu

- Céc don vi st dung dich vu c6 quyén s¢ hiru, tai vé phan dir liéu do chinh don vi
tao 1ap trong suodt qua trinh st dung.

- Nha cung cép c6 trach nhiém bao mat moi thong tin vé dit liéu cua cac don vi thué
dich vu va khong duoc phép tiét 16 cho bat ky bén thir 3 nao khac ngoai trir yéu cau cua co
quan c6 tham quyén ctia nha nudc.

2. Phén tich qua trinh cung cip dich vu va phwong an quan Iy, chuyén giao cho bén
thué

- Pon vi thué dich vu c6 quyén sir dung dich vu di thué dé phuc vu cong viéc ctia don
vi va cO quyen tai ve thong tin, dit 1i¢u do chinh don vi tao 1ap trong thoi gian stir dung dich
Vu.

- Nha cung cép dich vu c6 trach nhi€ém dam bao tinh an toan bao mat thong tin, dir
liéu do don vi thué dich vy tao lap; ddm bao hé thong c6 thé khoi phuc lai dir liéu khi xay
ra cac su cO ngoai trr nhitng trurong hgp bat kha khang.

- Nha cung cip dich vu c6 trach nhiém cung cip coéng cu quan 1y, giam sat hé théng
dich vu cho don vi thué dich vu sau khi da hoan tat thu tuc cung cap dich vu cho bén thué.

- Nha cung cép dich vu c6 trach nhiém chuyén giao toan bo thong tin, dit liéu phat
sinh cho don vi thué dich vu khi hét han thué dich vu ma bén thué khong gia han str dung
dich vu nira hodc khi c6 yéu cau bang van ban cua bén thué dich vu.
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PHAN 3: THOI GIAN THUE VA TIEN PQ, THOI GIAN XAY DUNG,
PHAT TRIEN, HINH THANH DICH VU

1. Thoi gian xiy dung, phat trién, hinh thanh dich vu
- Thoi gian chuén bi cung cip dich vu 13 30 ngay (01 thang).
2. Thoi gian thué

- Thoi gian thué ’dich vu ,12‘1 60 thang (Tinh tur thot diém nghiém thu, ban giao dich vu
deé dua vao st dung dén khi két thuc thoi gian thué dich vu).
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1.1

PHAN II: NOI DUNG THUE DICH VU CONG NGHE THONG TIN
I NOIDUNG THUE DICH VU NAM THU 01

1 Thué ha ting cong nghé thong tin trén nén dién toin ddm mAy phuc vu h¢ thong
thu phi sir dung két cau ha tang, cong trinh dich vu ti¢n ich cong cong trong khu vuc
ctra khau ciang bién

Thué dich vu may chii 4o trén nén dién toan dim may danh riéng (private cloud)

STT

Dich vu

Don vi
tinh

Khéi
lwgng

1

May chi Web

May chu

Cau hinh: 32 vCore, 128 GB RAM, 1000 GB SSD

01 dia chi IP

Hé diéu hanh Windows phién ban 2022 tré 1én

Dich vu giam sat may chu

Két néi VPN

May chu Database

May chu

Cau hinh: 70 vCore, 512 GB RAM, 10.000 GB SSD

01 dia chi IP

Hé diéu hanh Windows phién ban 2022 trg 1én

Bian quyén SQLSvrEntCore 2019 tré 1én

Dich vu giam sat may chu

Két ndi VPN

May chu File

May chu

Céu hinh: 32vCore, 128 GB RAM, 12.000 GB SSD

01 dia chi IP

Hé diéu hanh Windows phién ban 2022 tré 1én

Dich vu giam sat may chua

Két ndi VPN

1.2

Thueé dich vu tang cudng an ninh thong tin

TT

MO TA DICH VU

bVvT

SO
LUQONG

Dich vu phat hién va ngan chan xam nhap IPS

may chu

Dich vu tuong lira tng dung web (WAF)

Dich vu

Dich vu can béng tai

Dich vu

Dich vu tuong lira da 16p (Internal Firewall + Externam
Firewall)

may chu

Dich vu phong chdng tan cong Ddos

Dich vu
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Dich vu dich vu Phat hién, canh bao sém cac vin dé nguy co o
6 |4 X N may chu 6
lién quan dén an toan thong tin
7 Dich vu phong chong phan mém dc hai trén moi truong méy chil 6
mang
8 | Dich vu phong chéng ma doc trén may chi may chu 6
9 | Dich vu phong chdong that thoat dir liéu may chu 6
10 | Dich vu giai phap ky s6 HSM Dich vu 2
11 | Dich vy sao luu va phyc hoi dir liéu
Disk to disk GB 46.000
Disk to tape GB 46.000
1.3  Thué dwong truyén két ndi
STT Dich vu Don vi Khot
’ : tinh lwgng
Chi phi 'Thué dudng truyén két ndi vé hé thong thu
phi toéc do bang thong 200 Mbps ) Puon
1 | a. Chi cuc Hai quan khu vuc IT - HE thong thu phi truve rflg 2
b. Bon vi thu phi (Cang vu duong thuy noi dia - Hé Y
thong thu phi)
5 Thué duong truyén két n6i Doanh nghiép thu phi vé hé Buong 16
thong thu phi, toc do bang thong 50Mbps truyen
1.4  Dich vu thué thiét bi tai Chi cuc Hai quan khu vue II
STT M5 ta san phdm S6 lwong PVT
Dich vu cho hé thong may chi
1.1 | May chia web 2 Bo
Intel Xeon : CPU>= 2.1GHz 20-core 1
RAM >= 32GB (1x32GB) 8
O cling >= 480GB SATA 6G Read Intensive SFF 2
Card HBA >= 16Gb Dual Port Fibre Channel Host
Bus Adapter 1
Card mang >= 10Gb 2-port SFP+ SR Transceiver 1
Hot Plug Power Supply Kit 2
Win Server Std Core 16 SL 1
Microsoft Windows Server 5 Users CAL 1
Phan mém Antivirus 1
1.2 | May cha DB 2 Bo
Intel Xeon : CPU>= 2.1GHz 20-core 1
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STT

M6 ta san pham

S6 lwong

bVT

RAM >= 32GB (1x32GB)

O cing >= 480GB SATA 6G Read Intensive SFF

Card HBA >= 16Gb Dual Port Fibre Channel Host
Bus Adapter

[

Card mang >= 10Gb 2-port SFP+ SR Transceiver

Hot Plug Power Supply Kit

Win Server Std Core 16 SL

Microsoft Windows Server 5 Users CAL

Phan mém Antivirus

SQL Server 2019 Standard Edition

SQL Server 2019 Standard - 1 User CAL

Hé thong lwu triv

Dual Controller Configure-to-order Base Array

Storage 2x16Gb Fibre Channel 2-port FIO Adapter Kit

e el el e e e e el D O R

1,44TB FIO Cache Bundle

2x16Gb FC 2p Adptr Supp

1.8m Universal FIO Power Cord

Storage: 21TB SAS 12G HDD Bundle

H¢ thong két néi luwu trir

Cong két ndi: >= 16Gb 24/8 8-port Short Wave SFP+
Fibre Channel Switch

=N =N =N

2.4m Jumper (IEC320 C13/C14 M/F CEE 22)

—

HPE Premier Flex LC/LC Multi-mode OM4 2 fiber
15m Cable

Thiét bi twong lira

- Firewall throughput: 47,000 Mbps

- Firewall IMIX: 23,500 Mbps

- Firewall Latency (64 byte UDP): 4 us

- IPS throughput: 10,500 Mbps

- Threat Protection throughput: 7,400 Mbps

- NGFW: 9,000 Mbps

- Concurrent connections : 12,260,000

- New connections/sec : 186,500

- IPsec VPN throughput: 25,000 Mbps

- IPsec VPN concurrent tunnels: 6,500

- SSL VPN concurrent tunnels: 5,000

Xstream SSL/TLS Inspection : 2,470 Mbps

- Xstream SSL/TLS Concurrent connections : 55,296

- Hard drive for local quarantine and logs:Integrated
min. 240 GB SATA-III SSD
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STT M5 ta san phim S6 lwong PVT
Physical interfaces
- Ethernet interfaces (fixed): 8 x GE copper, 2 x SFP
fiber* 2 x SFP+ 10 GbE fiber*
- Number of Flexi Port slots : 1
EnterpriseGuard Subscription Includes:
- Base License: Networking, wireless, Xstream
Architecture, unlimited remote access VPN, site-to-
site VPN, reporting
- Network Protection: Xstream TLS and DPI engine,
IPS, ATP, Security Heartbeat, manage SD-RED,
reporting
- Web Protection: : Xstream TLS and DPI engine,
Web Security and Control, Application Control,
reporting
- Enhanced Support: 24/7 support, feature updates,
advanced replacement hardware warranty for term
5 | Thiét bi mang 2 B
24G 4SFP+ 1-slot HI Switch 1
10G SFP+ to SFP+ 0.65m Direct Attach Copper 1
Cable
10G SFP+ to SFP+ 3m Direct Attach Copper Cable 3
150W 100-240VAC to 12VDC Power Supply 2
150W 100-240VAC to 12VDC Power Supply PDU 2
ROW
Networking Comware Module 4-port 1/10G SFP+ 1
6 | Thiét bi sao luu dit li¢u 1 B
- 24TB Raw Capacity 1
- Ho trg RAID 6
-10/25Gb 2-port SFP Adapter
- Transfer rate>= 14 TB/hour
- Bao hanh chinh hang.
- Nha san xuit c6 trung tim bao hanh chinh hang tai
ViétNam
7 | Thiét bi ky s6 HSM 1 Bd
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M6 ta san pham

S6 lwong

bVT

Cho phep nguoi dung lua chon luu trir khoa/chung thu
s6 bén & bén trong thiét bi hoic bén ngoai hé thong
dudi dang file ma hoa.

Khong gidi han s6 luong slots/ partitions

Khong gi6i han sb luong két ndi. C6 thé str dung HSM
cho nhiéu server (mg dung khac nhau.

Dap tmg tdi thiéu tbc do ky 1a 16tps (voi do dai khoa
2048 bit) c6 kha nang xir Iy dwgc dén 57,600 giao dich
trong vong 01 gio

1

Dich vu giam sat vin hanh 24/7 hé thong may hai
quan

DV

Dich vu trién khai cai dat va dao tao

DV

II NOI DUNG THUE DICH VU NAM THU 02
1 Thué ha tﬁng,céqg ngh¢ thong tin trén nén dién toan dam may phuc vu hé théng
thu phi sir dung két cau ha tang, cong trinh dich vu tién ich cong cong trong khu vuc
ctra khau cang bién

1.1  Thué dich vu may chii 40 trén nén dién toan dam may danh riéng (private cloud)
1.1.1  Thué may chii 40 phuc vu h¢ thong thu phi
Tuong ty Khoan 1.1 Muc 1 Phan I: Noi dung thué dich vu nam thir 01
1.1.2  Thué tai nguyén tang trueéng hang nam
STT Tén dich vu Pon vi S6 Lwong
1 | B6 sung nang lyc xir Iy vCPU vCPU 16
2 | B6 sung dung luogng RAM GB 32
3 | B6 sung dung luong luu trit SSD GB 4.000
Tong cong chwa bao gdm thué
1.2  Thué dich vu ting cwdng an ninh théng tin
TT MO TA DICH VU PVT SO
: : LUQNG
1 | Dich vu phat hién va ngan chan xam nhép IPS may chu 6
2 | Dich vu tuong lra ing dung web (WAF) Dich vu 1
3 | Dich vu can b?mg tai Dich vu 1
4 D;ch vu tuong lra da 16p (Internal Firewall + Externam méy chii 6
Firewall)
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5 | Dich vu phong chdng tan cong Ddos Dich vu 1
Dich vu dich vu Phat hién, canh bao sém céc van dé nguy , ,
6 A X N A may chu 6
co lién quan dén an toan thong tin
. Dich vu phong chdng phan mém doc hai trén moéi trudng méy chi 6
mang
8 | Dich vu phong chdng mi doc trén may chu may chu 6
9 | Dich vu phong chdng that thoat dir liéu may chu 6
10 | Dich vu giai phap ky s6 HSM Dich vu 2
11 | Dich vu sao luu va phuc hdi dit liéu
Disk to disk GB 50.000
Disk to tape GB 50.000
1.3 Thué dwong truyén két ndi
Tuong tu Khoan 1.3 Muc 1 Phan I: Noi dung thué dich vu nam thu 01
1.4  Dich vu thu@ thiét bi tai Chi cuc Hai quan khu vue II
STT M0 ta san phim S6 lwong PVT
1 | Dich vu cho hé thong may chii
1.1 | May chia web 2 Bo
Intel Xeon : CPU>= 2.1GHz 20-core 1
RAM >=32GB (1x32GB) 8
O cung >= 480GB SATA 6G Read Intensive SFF )
Card HBA >= 16Gb Dual Port Fibre Channel Host Bus
Adapter 1
Card mang >= 10Gb 2-port SFP+ SR Transceiver 1
Hot Plug Power Supply Kit 2
Win Server Std Core 16 SL 1
Microsoft Windows Server 5 Users CAL 1
Phan mém Antivirus 1
1.2 | May cha DB 2 Bo
Intel Xeon : CPU>= 2.1GHz 20-core 1
RAM >=32GB (1x32GB) 8
O cing >= 480GB SATA 6G Read Intensive SFF 2
Card HBA >= 16Gb Dual Port Fibre Channel Host Bus 1
Adapter
Card mang >= 10Gb 2-port SFP+ SR Transceiver 1
Hot Plug Power Supply Kit 2
Win Server Std Core 16 SL 1
Microsoft Windows Server 5 Users CAL 1
Phan mém Antivirus 1
SQL Server 2019 Standard Edition 1
SQL Server 2019 Standard - 1 User CAL 1
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STT MBS ta san phim S6 lwong PVT
2 | Hé thong luu trir 1 Bd
Dual Controller Configure-to-order Base Array 1
Storage 2x16Gb Fibre Channel 2-port FIO Adapter Kit 1
1,44TB FIO Cache Bundle 2
2x16Gb FC 2p Adptr Supp 1
1.8m Universal FIO Power Cord 2
Storage: 21TB SAS 12G HDD Bundle 1
3 | Hé thong két néi lwu trir 2 Bj
Cong két ndi: >= 16Gb 24/8 8-port Short Wave SFP+ 1
Fibre Channel Switch
2.4m Jumper (IEC320 C13/C14 M/F CEE 22) 1
HPE Premier Flex LC/LC Multi-mode OM4 2 fiber 15m 8
Cable
4 | Thiét bi twong lira 2 Bo

- Firewall throughput: 47,000 Mbps

- Firewall IMIX: 23,500 Mbps

- Firewall Latency (64 byte UDP): 4 us

- IPS throughput: 10,500 Mbps

- Threat Protection throughput: 7,400 Mbps

- NGFW: 9,000 Mbps

- Concurrent connections : 12,260,000

- New connections/sec : 186,500

- IPsec VPN throughput: 25,000 Mbps

- IPsec VPN concurrent tunnels: 6,500

- SSL VPN concurrent tunnels: 5,000

Xstream SSL/TLS Inspection : 2,470 Mbps

- Xstream SSL/TLS Concurrent connections : 55,296

- Hard drive for local quarantine and logs:Integrated min.
240 GB SATA-III SSD

Physical interfaces

- Ethernet interfaces (fixed): 8 x GE copper, 2 x SFP fiber*
2 x SFP+ 10 GbE fiber*

- Number of Flexi Port slots : 1
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M6 ta san pham

S6 lwong

bVT

EnterpriseGuard Subscription Includes:
- Base License: Networking, wireless, Xstream
Architecture, unlimited remote access VPN, site-to-site
VPN, reporting
- Network Protection: Xstream TLS and DPI engine, IPS,
ATP, Security Heartbeat, manage SD-RED, reporting
- Web Protection: : Xstream TLS and DPI engine, Web
Security and Control, Application Control, reporting
- Enhanced Support: 24/7 support, feature updates,
advanced replacement hardware warranty for term

Thiét bi mang

24G 4SFP+ 1-slot HI Switch

= (N

10G SFP+ to SFP+ 0.65m Direct Attach Copper Cable

10G SFP+ to SFP+ 3m Direct Attach Copper Cable

150W 100-240VAC to 12VDC Power Supply

N

150W 100-240VAC to 12VDC Power Supply PDU ROW

N

Networking Comware Module 4-port 1/10G SFP+

Thiét b sao lwu dit liéu

- 24TB Raw Capacity
- Ho tro RAID 6
-10/25Gb 2-port SFP Adapter
- Transfer rate>= 14 TB/hour
- Bao hanh chinh hang.
- Nha san xudt c6 trung tdm bao hanh chinh hing tai
ViétNam

Thiét bi ky s6 HSM

Cho phép nguoi dung lya chon luu trir khoa/chimg thu s6
bén ¢ bén trong thiét bi hodic bén ngoai hé théng duéi dang
file ma hoa.
Khong gi6i han sb luong slots/  partitions
Khong gi6i han s6 lugng két ndi. C6 thé stir dung HSM cho
nhiéu server ung dung khac nhau.
Pap tng t6i thiéu toe do ky 1a 16tps (voi do dai khoa 2048
bit) c6 kha ning xu 1y duoc dén 57,600 giao dich trong
vong 01 gid
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8

Dich vu giam sat vin hanh 24/7 hé thong may hai
quan

DV

III NOI DUNG THUE DICH VU NAM THU 03

1 Thué ha tang cong nghe thong tin trén nén dién toan dam may phuc vu hé thong
thu phl sir dung két ciu ha ting, cong trinh dich vu tién ich cong cong trong khu vue
cira khéu cang bién

1.1  Thué dich vu may chi 40 trén nén dién toan dim may danh riéng (private cloud)
1.1.1  Thué mAy chii 40 phuc vu h¢ thong thu phi
Tuong tu Khoan 1.1 Muc 1 Phan I: Noi dung thué dich vu nam thu 01
1.1.2  Thué tai nguyén ting truéng hang nam
STT Tén dich vu Pon vi S6 Lwong
1 | B sung ning lyc xit Iy vCPU vCPU 32
2 | Bo sung dung luong RAM GB 64
3 | B6 sung dung luong luu trit SSD GB 8.000
1.2 Thué dich vu ting cwong an ninh thong tin
TT MO TA DICH VU PVT SO LUONG
1 | Dich vu phat hién va ngan chan xam nhép IPS may chu 6
2 | Dich vu tuong lra ing dung web (WAF) Dich vu 1
3 | Dich vu can bﬁng tai Dich vu 1
. \ 9 4 1 +
4 Dich vu tqong lra da 16p (Internal Firewall méy chi 6
Externam Firewall)
5 | Dich vu phong chdng tan cong Ddos Dich vu 1
Dich vu dich vu Phat hién, canh bao sdm cac van dé , ,
6 A 2 NS may chu 6
nguy co lién quan dén an toan thong tin
. D1c{h vu phong chong phan mém doc hai trén moi méy chil 6
truong mang
8 | Dich vu phong chéng ma doc trén may chu may chu 6
9 | Dich vu phong chong thét thoat dir liéu may chu 6
10 | Dich vu giai phap ky s6 HSM Dich vu 2
11 | Dich vu sao luu va phuc hoi dit liéu
Disk to disk GB 54.000
Disk to tape GB 54.000
1.3 Thué dwong truyén két ndi

IV Tuong tu Khoan 1.3 Muc 1 Phan I: Noi dung thué dich vu nam thu 01
Dich vu thu@ thiét bi tai Chi cuc Hai quan khu vuwe IT

1.1
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Tuong ty Khoan 1.4 Muc 1 Phan II: Nbi dung thué dich vu ndm thir 02

V NOI DUNG THUE DICH VU NAM THU 04
1 Thue ha tﬁng,c(n}g ngh¢ thong tin trén nén dién toan ddm mAy phuc vu h¢ thong
thu phi sir dung két cau ha tang, cong trinh dich vu ti¢n ich cong cong trong khu vuc
ctra khau ciang bién

1.1  Thué dich vu may chi 40 trén nén dién toan dim may danh riéng (private cloud)
1.1.1  Thué may chi 40 phuc vu hé théng thu phi
Tuong tu Khoan 1.1 Muc 1 Phan I: Noi dung thué dich vu nam thu 01
1.1.2  Thué tai nguyén tang trueédng hang nam
STT Tén dich vu Pon vi S6 Lwong
1 | B sung ning lyc xit Iy vCPU vCPU 48
2 | Bo sung dung luong RAM GB 96
3 | B6 sung dung lugng luu trir SSD GB 12.000
1.2  Thué dich vu ting cwdng an ninh théng tin
TT MO TA DICH VU PVT SO LUONG
1 | Dich vu phat hién va ngan chan xam nhap IPS may chu 6
2 | Dich vu tudong Itra tng dung web (WAF) Dich vu 1
3 | Dich vu can béng tai Dich vu 1
; - - - - n
4 Dich vu tqong lra da 16p (Internal Firewall méy chit 6
Externam Firewall)
5 | Dich vu phong chdng tin cong Ddos Dich vu 1
Dich vu dich vu Phét hién, canh bao sém cac van dé e
6 o X \ N may chu 6
nguy co lién quan dén an toan thong tin
7 D;c‘h vu phong chong phan mém ddc hai trén moi méy chi 6
truong mang
8 | Dich vu phong chong ma doc trén may chu may chu 6
9 | Dich vu phong chdng thét thoat dit liéu may chu 6
10 | Dich vu giai phap ky s6 HSM Dich vu 2
11 | Dich vu sao luu va phuc hoi dir liéu
Disk to disk GB 58.000
Disk to tape GB 58.000
1.3 Thué dwong truyén két ndi
Tuong tu Khoan 1.3 Muc 1 Phan IT: Noi dung thué dich vu nam thir 02
1.4  Dich vu thu@ thiét bi tai Chi cuc Hai quan khu vue II

Tuong tu Khoan 1.4 Muc 1 Phan IT: Noi dung thué dich vu nam thir 02

VI NOI DUNG THUE DICH VU NAM THU 05
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1 Thué ha ting cong nghé thong tin trén nén dién toin dam may phuc vu hé thong
thu phi sir dung két cau ha tang, cong trinh dich vu ti¢n ich cong cong trong khu vuc
ctra khau cang bién.

1.1  Thué dich vu may chi 40 trén nén dién toan dim may danh riéng (private cloud)
1.1.1  Thué may chii 40 phuc vu hé théng thu phi
Tuong tu Khoan 1.1 Muc 1 Phan I: Noi dung thué dich vu nam thu 01
1.1.2  Thué tai nguyén tiang truéng hang nam
STT Tén dich vu Pon vi S6 Lwong
1 | B6 sung nang lyc xir Iy vCPU vCPU 64
2 | B6 sung dung luogng RAM GB 128
3 | B6 sung dung lugng luu trir SSD GB 16.000
1.2  Thué dich vu ting cwdng an ninh théng tin
TT MO TA DICH VU PVT SO LUONG
1 | Dich vu phat hién va ngan chan xam nhap IPS may chu 6
2 | Dich vu tuong lira ing dung web (WAF) Dich vu 1
3 | Dich vucan béng tai Dich vu 1
4 Dich vu tl.IO‘ng lra da 16p (Internal Firewall + méy chit 6
Externam Firewall)
5 | Dich vu phong chdng tan cong Ddos Dich vu 1
Dich vu dich vu Phét hién, cinh bédo sém cac van dé o
6 .A X \ N may chu 6
nguy co lién quan dén an toan thong tin
7 D;c‘h vu phong chong phan mém doc hai trén moi méy chi 6
truong mang
8 | Dich vu phong chdng ma ddc trén may chi may chu 6
9 | Dich vu phong chdng thét thoat dir li¢u may chu 6
10 | Dich vu giai phap ky s6 HSM Dich vu 2
11 | Dich vu sao luu va phuc hoi dit liéu
Disk to disk GB 62.000
Disk to tape GB 62.000
1.3 Thué dwong truyén két ndi
Tuong ty Khoan 1.3 Muc 1 Phan II: Nbi dung thué dich vu ndm thir 02
1.4  Dich vu thué thiét bi tai Chi cuc Hai quan khu vue IT

Tuong ty Khoan 1.4 Muc 1 Phan II: Nbi dung thué dich vu ndm thir 02.
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PHAN III: YEU CAU PHUONG AN KY THUAT HA TANG CONG NGHE THONG
TIN, AN NINH THONG TIN PHUC VU TRIEN KHAI HE THONG

1. Giai phap cung cip dich vu ha ting dién toin dam may dung riéng (Virtual Private
Cloud)

1.1. H@ théng 40 h6a may chi

Hé théng may chu 4o chay trén nén ting 4o hoa va dién toan dam may, cac may chil
40 duogc t6 chirc theo mo hinh Frontend (chtra rng dung web) va may chu Backend (chira co
sO dir ligu).

Céc 6 cimg trén may chu nao 13 cac phan ving luu trit ndm trén hé théng SAN, c6 do
on dinh va tinh san sang cao. D¢ dang cho viéc mé rong dung luong, sao luu, du phong dix
liéu.

Hé théng mang dugc cau hinh sin, cic may chi do duoc trién khai & vung mang
Frontend hodc Backend s& duoc gan IP, chinh sach bao mat, dinh tuyén va chuyén mach
tuong ng.

Cac server vat 1y cung cp ha ting cloud dugc cau hinh theo kiéu cluster tao thanh
mot khdi tai nguyén dung chung dam bao 4c tinh ning sin sang cua hé thong nhu HA,
vMotion, Fault Tolerance.

Hé théng Software Define Network NSX-T cho phép tao cac dich vy mang va bao
mat riéng cho ting ternant, cung cip kha ning vé Self Service vé dich vu co ban ha tang
Network va Bao Mat cho Selfporttal.

Hé thong HA Vcenter gbém duoc diéu khién giam sat bot Witness Vcenter dam bao
d6 kha dung ha tang quan tri a0 hoa du phong xuyén sudt.

Hé théng Software Define Network NSX.

Viéc quan tri tai nguyén tap trung, hd trg mém déo linh dong va nhanh chong trong
viéc cap phat tai nguyén CPU, RAM, HDD ciing nhu mé rong tai nguyén trén cac may chi
chay tmg dung ma khong lam gian doan dich vu. DPap tng kip thoi nhu ciu nang cip may
cha khi cdn mé rong may chii cho céc ing dung c6 luong truy nhép 16n.

M&bi VDC s& duge to chirc cac cac may chu tng dung, cac ving mang, cac 16p thiét
bi bdo mat véi chinh saich ANTT khéac nhau véi cac danh muc dich vu (catalog).

Chi tiéu k§y thuit cho co sé ha ting dién toan dam may

Theo Cong van 114,5/B"ETTT-CATTT ngéy 03/04/2020, tai Phu luc 01 huérng dan vé
tiéu chi, chi ti€u k¥ thuat toi thi€éu cho co so ha tang dién toan dam may, trong d6 phan I quy
dinh cac tiéu chi vé may ao phai dap ung cac tinh nang sau day:

- Tao may ao:

Cho phép tao may chu a0 thong qua giao dién dd hoa (GUI), qua giao dién dong 1énh
(CLI) va giao dién 1ap trinh trng dung (API) tich hop véi hé thong khac.

- Tao nhiéu may 4o cung mot luc:

Cho phép nguoi dung tao nhidu may a0 mét lic voi sd lwong loai hé didu hanh khac
nhau.

- Tuy bién may do:
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Cho phep nguoi dung tao may ao tir tép tin hé diéu hanh ma hé thong hd tro; tiy bién
may 40 mudn tao va luu lai may 4o sau khi tiy bién thanh tép tin hé diéu hanh; luu trix tép
tin hé dleu hanh do ngud1 dung tao ra trong nhom tép tin hé diéu hanh tuy bién; sir dung giao
dién cong thong tin quan tri (web portal) dé tao may ao tuy y.

- Nhép/ xuéit may do:

Cho phép nguoi dung tai Ién va tao may ao tir nhing tép tin hé diéu hanh khac nhau;
luu lai may do dang chay thanh cac tép tin h¢ di€u hanh c6 dinh dang cho phép nguoi dung
tai xuong céc t&p tin h¢ diéu hanh.

- Chuyén déi dinh dang tép tin hé diéu hanh:

Yéu cau nay cho phép nguoi ding chuyén d6i qua lai cac dinh dang tép tin hé diéu
hanh khéc nhau cung mot luc.

- Trién khai may 4o c6 cau hinh cao

HO tro trién khai cac may 4o c6 so lugng 16n nhan xit 1y va c6 bd nhé kich thude 16n
ma nang vé bd nhd (memory-intensive) hodc nang vé nhan xu 1y (processor-intensive).

- Thay d6i c4u hinh phin cig may a0

Cho phep ngudi dung thay d6i cau hinh phan ctng may ao trong khi cac may do dang
chay, khong yéu cau doi voi truong hop giam kich thude 6 cling.

- Di chuyén may do giira cic may chi vat ly

Yéu cau nay cho phép di chuyéI} dir liéu cua mot may do dang chay tir may vat ly nay
sang may vat Iy khac ma khong phai tat hoac khoi dong lai may 4o.

- Di chuyén dir li¢u may Ao giira cac bd luu trir khac nhau

Yéu qﬁu nay cho phép di chuyén dir liéu cua mot may ao dang chay tur thiét bi luu trix
nay sang thi€t bi luu trir khac ma khong phai tat hoac khoi dong lai.

- Khéi phuc may 4o sau khi cé 16i xdy ra

Yéu cau cho phép khoi phuc/ khoi dong lai tw dong may ao (khi co so ha tang vat ly
phat sinh 101) phdi thoa man 02 di€u kién kem theo.

- Tinh niing phin bé may o trén cac may vat Iy khic nhau (anti-affinity)

Yéu cau nay cho phép nguoi ding ciu hinh cac thong sé trén may ao dé xac dinh vi
tri trién khai cac may ao khac nhau trén cac mdy vat Iy hodc trung tdm dir liéu khac nhau
(nham phong tranh sy anh huéng cua van dé nao d6 vé phan cing hodc co sé ha ting dbi
v6i tit ca cac may ao ciing mot luc).

- Ty dong thay ddi cAu hinh hé théng mirc co bin

Tu dong thay doi theorchiéu ngang thong qua 03 cach bao gdm bat/ tit may 4o; tao ra
cadc may 4o madi dua theo ké hoach duge 1ap thu cong tm('rc’ do; cép tiéu chi’ st dung tai
nguyén do nguoi dung dinh nghia; Cho phép nguoi dung thiét 1ap so lugng to1 da may do
moéi duoc tao.

- Tinh niing phan b6 may o trén ciing may vit ly (affinity)

Cho phép nguoi dung dinh nghia cac quy tic hop tac trao ddi dir liéu giira cac may
40; HO tro trién khai cac may do thuong xuyén trao d6i dir liéu v6i nhau trén ciing mot may
vat ly.
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- Truy cip vao may do théng qua giao dién bang diéu khién (console)

Cho phép ngudi dung truy cap vao may do thong qua giao dién bang diéu khién
(console) véi cac trinh duyét phd bién.

- Gin cac tép tin dinh dang ISO trén may ao

~_ Cho phep gan cac tép tin dinh dang ISO trén mdy 4o (céc tép tin dinh dang ISO c¢6
thé ndm trén mot kho dir li€u riéng cua giai phap).

- Sao luu/khoéi phuc may do

Cho phép ngudi dung sao luu may 4o thanh cic ban chup (snapshot) theo ké hoach
dugc lap thu cong hodc dinh ky trude do; luu trir ban chup (snapshot) dugc tao ra dya theo
thong tin vé thoi diém tao; sao luu may ao théng qua cong thong tin quan tri hodc CLI; khoi
phuc may 4o tir ban chup (snapshot).

- Gi6i han IOPS va bing thong 6 dia ciia may ao

Cho phép nguoi quan tri va nguoi dung gioi han IOPS ciia may 4o va gidi han bang
thong 6 dia ciia may 4o.

- Gid¢i han bang thong mang ciia may ao

Yéu cau nay cho phép nguoi ding gidi han bang thong mang ciia may ao cho cé hai
ludng luu lwgng mang vao/ra.

- Trién khai may ao can st dung cac cong ngh¢ tang toc (accelerator)

H) trg cdu hinh NUMA va Transparent Hugepage, PCI Pass through, SR-IOV, OVS-
DPDK, CPU pinning, DPDK va Direct I/O khi trién khai cac may 4o can st dung cic cong
nghé ting tdc (accelerator).

- Tw dong chon may chi vat ly khi tao mét may 40 méi

Cho phép tu dong chon may chu vat 1y dé trién khai may 4o méi tao nhim cin bang
tai gitra cac may chu vat 1y.

- Thiét 1ap hodc thiét 1ap lai mat khiu cho tai khoan quan trj ciia may do

Cho phép quan trj vién nhap mat khau cho tai khoan quan trj ciia may ao.

- Pinh nghia, ciu hinh va khéi tao cum gom nhiéu may ao

Yéu cau nay cho phép nguoi dung dinh nghia mét cluster mdi tuy y. Vi du: mot cum
may chii 40 3 ting gdbm 06 may 4o (02 may chay tng dung & mang cong cong, 02 may chay
cac dich vu backend & mang cuc bo va 02 may chay co s¢ dir li€u & mang cuc bd) co thé
duogc tich hop véi tinh nang tu dong thay do6i cau hinh hé thong.

1.2. May cha vat ly Host

Theo Cong van 1145/BT"[TT-CATTT ngéy 03/04/2020, tai Phu luc 01 huéng d?ln vé
tiéu chi, chi tiéu k¥ thuat toi thiéu cho co sé ha tang dién toan ddm may, trong dé phan IV
quy dinh cac ti€u chi vé May vat ly phai dap tng cac tinh nang sau day:

- Tw dong cai dat hé diéu hanh va phﬁn mém giam sat may ao (hypervisor)

Cho phép tu dong cai dat hé diéu hanh va phén mém giam sat may ao sau khi co

nhiing thiét bi (a0 hodc vat ly) méi truy cap mang. Cho phép nguoi dung hodc cac thiét bi
khac trong mang c6 thé sir dung, giao tiép vdi ching.
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- Trién khai nhiéu phién bin hé diéu hanh Windows va Linux cho may cha vt
ly
Cho phep trién khai nhiéu phién ban hé diéu hanh Windows va Linux cho may chi
vat ly bao gom: Windows 8 va 10, 2012 va 2016, Ubuntu 14.04, 16.04 va 18.04, Cen:LOS 6.x
va 7.x, RHEL 6 va 7, Oracle Linux 6 va 7 va céac phién ban hién hanh cta céc hé di€u hanh
duoc liét ké o trén.
- Quin tri qua kénh truyén tin hiéu riéng biét (out-of-band)
‘ Cho phép quén tri qua kénh truyén tin hiéu riéng biét sir dung cac giao dién quan 1y
nén tang nhu iRMC, iLO, IDRAC, UCS va céac giao dién khac tuong duong.
- Truy ciip vao may chi vét Iy thong qua giao dién bang diéu khién
~ Cho phép ngudi dung truy cap vao may chu vat ly thong qua giao dién bang diéu
khién (console).
- C4u hinh co ché du phong cho 6 cirng trén may chii vt ly
Cho phép nguoi ding cdu hinh RAID trén may chu vat 1y.
1.3. Luwu trir dir liéu
Giai phap Iuu trit dit liéu cung cap phai tmg dung cac cong nghé tién tién nhat, cy thé:

- Cung cap ning luc bd nhd HDD, SSD. Véi nhitng nhu ciu can hiéu ning cao thi
nguoi dung str dung SSD, bén canh d6 d6 néu nhu cau can hiéu nang binh thuong thi Nguoi
dung c6 thé dung HDD.

- Cung cap khong gian luu trir dang Block Storage, Object storage, File Storage

He¢ thong luu trit cho phép giam sat va tao chinh sach ddc quyén truy cap, thao tic & mirc
file nham ngan chin viéc mi hoa ransomware dit liéu, ddng thdi cho phép nguoi quan tri quan 1y
cac dinh dang file (file extension) dugc phép luu trit trén hé théng. Hé¢ théng thuc hién chan file
dua trén chit ky s6 ma thuat cua file. Diéu nay twong tw nhur cach trinh quét chng vi-rat phat hién
vi-rut.

Heé théng luu trit sir dung nén tang phén tich cung cap khé ning hién thi trén co s& ha ting,
on prem va pubhc cloud. Khéc phuc su ¢, giam sat va téi wu hoa cac tai nguyén dugce sir dung
trong co s¢ ha ting dién toan ddm may. Nén tang phan tich sir dung cong nghé UEBA (User Entity
Behavior Analytics), Machine Learning, Al va Storage Workload Security dé :

+ Thyc hién cac hanh dong tu dong nhu Sao chép Snapshot khi hé théng bi Ransomware,
chan nguoi dung khi c6 hoat dong bat thuong

+ Phan tich hanh vi nguoi dung

+ Phét hién thay d6i bat thuong trong hoat dong ctia nguoi dung.

+ Phan tich cdc mAu hanh vi bat thuong dé xac dinh loai mdi de doa, phat hi¢n ransomware.
+ Cung cap thong tin chi tiét vé cac cudc tan cong tiém an.

H¢ théng luu trit co tinh ning bao vé chdng Ransomware tu dong (Autonomous
Ransomware Protection (ARP)) thue hién cai thién kha nang phuc héi mang bang cach ap dung
mo hinh hoc may dé phan tich chong phan mém tdng tién, phat hién cac dang phan mém tong tién
lién tuc phat trién v6i do chinh xac 99%. M6 hinh hoc may cua ARP duoc dao tao trude trén mot
tap dir liéu 16n cac tép trude va sau mot cude tin cong phan mém tdng tién md phong. Viée dao
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tao ton nhiéu tai nguyén nay duoc thuc hién bén ngoai hé thong, nhung viée hoc tir qua trinh dao
tao dugc st dung cho mé hinh bén trong hé théng.

Hé thong luu trir co tinh nang "ghi mot 1an, doc nhiéu 1an" (Write Once Read Many -
WORM) thay thé cho kiéu luu trir dit liéu truyén théng. Tinh niang niy dugc sir dung dé luu trix
dir licu WORM chi doc ma khong dugce ghi de, chinh stra hodac xoa. Muyc ti€u chinh cua tinh nang
nay 1a cung cap chirc ning hwu giit va WORM dugc thyc thi bang luu trit bang cach str dung cac
giao thirc tép md nhu CIFS va NFS (khong st dung duge véi FC). Tinh ning nay c6 thé dugc
trién khai dé bao vé dit liu trong méi truong quan 1y nghiém ngit theo cach ma ngay ca quan tri
vién Iuu trit cling dugce coi 1a bén khong dang tin cdy.

Heé thdng Ivu trit ¢6 tinh ndng Multi Admin Verification (MAV) 1a tinh ning quan 1y, phé
duyét cac 1énh duoc thyuc thi trén hé théng SAN béng viée cac 1énh thyc thi déu phai co sy dong
¥ ctia cac quan tri vién. Tinh ning nay nhdm muc dich kiém soat cac hoat dong xo4 dit liéu backup
chi duogc thuc thi sau khi ¢co su dé)ng y cla cac quan tri vién. Viéc nay dam bdo an toan ddi voi
trudng hop nhu quan tri vién c6 hanh vi, ¥ dinh phé hoai hodc quan tri vién thiéu kinh nghiém gay
ra nhitng thay d6i khong mong muén, mat mat dir liu.

He¢ thong c6 tinh ning xac thuc da yéu t6 (MFA) cho phép quan tri vién ting cuong bao mat
bang cach yéu cAu ngudi ding cung cip hai phuong thire xac thue dé diang nhap vao quan tri vién.

Theo Cong vin 1145/BTTTT-CATTT nam 2020, tai Phu luc 01 huéng dan vé tiéu
chi, chi tiéu k¥ thuat téi thiéu cho co s¢ ha tang dién toan dam may, trong d6 phan II quy
dinh cac tiéu chi vé Thiét bi lwu trir phai dap tng cac tinh ning sau dy:

- Tich hop cac thiét bi hru trir truyén thong va giai phap luu trit bing phin mém

HS trg giai phap luu trir bang phan mém (SDS-Software-Defined Storage); tich hop
cac thi€t bi SAN (Storage Area Network) va NAS (Network-Attached Storage).

- Tich hgp cac dich vu lvu triv

Hb tro luu trit dang khéi (block storage); luu trit dang ddi twong (object storage) va
luu trir dang tép tin (file storage).

- Ap dung chinh sach d6i véi cac dich vu hru trir phan ting

Cho phep nguoi dung thiét 1ap chinh sach d6i véi cac dich vu luu trir phan tang. Vi
du: mot quan trj vién vé viée luu trit dit liéu c6 thé 14p ké hoach lwu nhitng dit liéu khong
thuong xuyén st dung trén thiét bi SATA cham hon va it tén kém hon.

- Gin bd nhé trén nhiéu may do
Cho phép gan mdt 6 ctng ao (tir SAN hodc SDS) trén nhiéu may a0 6 clmg 4o c6 thé

& ché d6 chi doc); gan mot hé théng tép tin chia sé dung chung trén nhiéu may do mot cach
linh hoat va ty dong.

- Quan ly, phan bo cac tham so6 hiéu ning cia 6 cirng a0

Cho phép ngudi dung chon mot phén 16p hi€u nang cho cac 6 cing 4o. Vi du: IOPS
hodc bang thong (do bang Mbps).

- Tw dong phan bd dir liéu trén ving lwu triv
Cho phép tu dong phéan b dir lidu trén ving luu trit dé phén tai cho cac 6 dia.
- M6 rong vung luu trir
Cho phép ngudi dung ting dung luong ctia mot ving lwu trit da co san.
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- Mé réng cac 6 cirng 40
Cho phep ngudi dung tang kich thudce cua mot 6 clmg 40 (6 cumg ao cua thiét bi SAN

hodc SDS) d3 c6 sdn ma khong phai cap thém 6 cing 40 méi hodc sao chép dir liéu sang 6
ciing 40 moi.

- Di doi dir liéu giira cac ving luu trir khi hé thong dang van hanh

Cho phép quan tri vién di chuyén dit lidu giira cac vang luu trix khi hé théng dang van
hanh dam bao dir liéu duoc sao cheép gan nhu ngay 1ap tire tir h¢ thong luu trir nguén (source)
sang hé thong luu trir dich (destination). Khi mot thao tac ghi dir liéu (write operation) dién
ra trén h¢ thong luu trir nguon, cung mgt thao tac ghi d6 s€ dugc thyc hién trén h¢ thong luu
trir dich mot cach dong bg, ddm bao rang ca hai h¢ thong déu c6 cung mdt bd dir li¢u tai bat
ky thoi diém nao.

- Sao lwu 6 cirng a0

Cho phép ngudi dung sao luu 6 climg 4o tai mot thoi diém bat ky thanh céc ban chup
(snapshot) thong qua cac cach thirc tu thao tac (self-service.); su dung cac ban chup
(snapshot) thong qua céach thuc tu thao tac (self-service) voi muc dich dé cap thém may do
mai; sao luu dir li€u trén 6 cing 4o.

- Kha ning cung cip lwu trit dang déi twong (Object storage)

Cho pﬁhép’lu'u trir va truy xuét dit liéu thong qua API trén dich vy ’Web; hd tro kha
nang thay doi doi voi tirng doi twong don 1€ va toan bd luu trit dang doi twong (Object
storage).

- Ma hoa dir liéu

Cho phép ngudi diung ma héa dit liéu hodc ciu trac dir lidu.

- Sao lwu ddi twong

Cho phép ngudi dung sao luu d6i tuong thanh nhiéu phién ban tai nhimng thoi diém
khéc nhau nham muc dich phong ngtra viéc mat mat dir liéu do ghi dé hodc x6a doi tugng;
cau hinh viéc sao luu thong qua CLI, GUI hodac API doi voi ting doi tugng.

1.4. Cac phin mém quan ly

- Phin mém quén Iy cip phat tai nguyén

CAp phat dich vu dién toan dam may theo chinh sach (policy-enabled) va tu phuc vu
(self-service). HO trg tinh nang workflow bat budc nguoi dung yéu cau tai nguyén can phai
duoc approved qua nguoi quan tri VDC do, c6 kha nang tao Service —portal, request va
approve theo nhiéu cap dong thoi thong bao theo nhicu giao thire (SMS, Email).

Quan ly day du vong doi tai nguyén dién toan ddm miy méi duoc cung cip va dang
hién htru.

bam bdo bao mat cho goi dich vu cho dich vy ha tﬁng CNTT méi cling nhu quan ly
tai nguyén dién toan hién tai tr danh sach cac ngudi st dung cu thé da xac dinh tir trudec.

Quan 1y tai nguyén thong minh dam bao hiéu suét sir dung cao théng qua vi tri dit,
bién phap phong ngua va khoi phuc kho tai nguyén trén cac server ao va vat ly. Trén giao
dién web portal, ngudi dung co6 thé chu dong backup, restore, start, stop cac may do. Ho trg
cap nhat nhiing thay doi add / update/ remove trén hypervisor.

- Phin mém quan Iy cAp phat tai nguyén may chi o
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Quan 1y véi cai dat cau hinh, dung lugng, hiéu suat va su tuan thu tu dong hoa dem
lai tinh linh dong cho cac ddm may dam bao murc do dich vu cung cép, bo diéu chinh va su
tun th thuc hién cao nhat va tdi da hoa str dung ngudn luc trong méi truong ddm may lai
va khong ddng nhét, thong qua quan 1y cai dit cdu hinh, dung luong va hiéu sut dugc tich
hop.

Bang diéu khién quan 1y van hanh va by canh bao thong minh nho co ché tu
dong: mang toi sy toan dién, co cai nhin tong quat vé tinh trang va nhiing nguy co va hi¢u
suit cta ha ting CNTT. Theo ddi, giam sat hiéu suat hé thong may 4o, gitip tdi vu hiéu qua
sir dung ctia hé thong tai nguyén. Viéc theo ddi ndy giup user, ngudi quan tri hoan toan chi
dong trong viéc ting giam tai nguyén cho muc dich sir dung ctia minh cho phu hop nhét.
User c6 thé theo ddi hiéu suit cia may ao thong qua 3 thong s6 CPU, Memory, va Disk.

Tw dong phén tich nguyén nhan chinh cia cic vin dé vé hiéu suit: Phan tich hang
triéu sb liéu dé xac dinh nguyén nhan va sttc anh hudng cua céc van dé vé hiéu suit cua ha
tang CNTT. C6 cong cu theo ddi, quan 1y tai nguyén trén cac may ao, trén Quota ngay trén
Portal. C6 thé tao ra cac policy khi tai nguyén dat dén mot ngudng nio cho trudc va goi mot
hanh dong nhu gdi email, warning... Co thé tao ra cac policy khi tai nguyén dat dén mot
ngudng nao cho trudc va goi mot hanh dong nhu goi email, warning...

So sanh vé hi¢u suat va cac sw ki¢én thay doi: nhanh chong xac dinh va khac phuc
cac van de vé hi€u suat phat sinh tir sy thay doi cau hinh.

Lap ké hoach, bdo cdo va tdi da hoa cong suit: Xac dinh cac ving c6 ning suit
con lang phi va thiéu hut dé t6i da hoa mat d6 may do. Nguoi quan tri co kha ning theo doi,
giam sét real-time theo chart hodc so dd, xuat report danh gia toan b tai nguyén hé théng
theo dinh ky trén mot giao dién chung.

Tuﬁp thi lién tuc: Phat hién, khéc phuc va tuan thu theo cAu hinh dat chuin dé duy
tri mot ha tang CNTT phu hop.

Phat hi¢n va hién thi cic img dung va ha ting CNTT: Néng cao kha ning nhan
biét muc do cac ing dung cung cap dé dam bao murc do dich vy cung cap va bao v¢ kha nang
khoi phuc tham hoa cho tat ca cac mg dung ctia Doanh nghiép. C6 thé giam sat tai nguyén
cac may vt Iy nhu: cac Blade Chassis, cac may chu x3650, hé thong luu trit, network

Tich hop dinh lwgng va bao cao chi phi: Mang lai tAm nhm vé kha ning st dung
cac ngudn tai nguyén va gia trj tai chinh mang lai khi stir dung ngudn tai nguyén.

Theo Cong van 1145/B1 I'T T-CATTT ngay 03/04/2020, tai phu luc 01 huéng dan vé
tiéu chi, chi tiéu ky thuat t61 thi€u cho co s¢ ha tang dién toan dam may, trong d6 phan V
quy dinh cac tiéu chi vé Quan tri va van hanh phai dap Gng céc tinh nang sau day:

- Cac tinh niang quan tri va van hanh:
+ DPinh nghia cac hanh dong sau khi tao hodc xda may ao
Cho phép quan tri vién dinh nghia cac hanh ddng sau khi tao hodc x6a may do.

+ Thyc hién mot hanh dong do ngudi dung chi dinh san sau khi qua trinh khoi dong
hoan thanh

Cung cép tinh niang thyc hién mot hanh dong do nguoi dung chi dinh san thong qua
cach thure ty hanh (self-service) sau khi qua trinh khéi dong lan dau hoan thanh déi véi may
ao mai tao.
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+ Hd trg quan trj cdu hinh

HO tro quan tri cau hinh (thong qua Ansible, Puppet, Chef hodc SaltStack) bao gom:
Hoat dong nhu mét dich vu dugc tich hop san dé cho phép ngudi dung quan ly, klem tra cac
céu hinh va quy trinh trién khai; Ty dong hoa toan bo quy trinh trién khai, nang cép, cap nhat
va vé 18i; Tich hop cac thanh phan van hanh ty dong c6 kha ning duoc ciu hinh théng qua
cac ngdn ngit 1ap trinh (nhu YAML,...).

+ Quan ly tai nguyén

Cho phep quan tri vién giam sat, danh gia lich sir st dung tai nguyén cua cac may do;
dua ra cac khuyén nghi vé viéc cap thém tai nguyén khi can thiét.

+ Quan ly ban va

Cho phép tu dong tao théng ké, béo céo vé cac ban va da duoc cap nhat; tw dong ap
dung céc ban va 1én nhiéu may chu mét luc; khoi phuc cac ban va da cap nhat.

+ Tich hop giao dién cong thong tin quan tri

Cho phép tich hop giao dién cong thong tin quan tri ¢6 tinh ty hanh cho nguoi ding
dau cuoi (d€ nguoi dung tu quan ly tai nguyén dugc cap) va giao dién cong thong tin quan
tri cho quan tri vién; ho trg giao di¢n cong thong tin quan tri.

+ Tuy bién giao dién cong thong tin quan trj

Cung cép tinh nang cho phép nguoi dung tuy bién giao dién cong thong tin quan tri
vé hién thi cac thong s, tiéu chi nhu trang thai, hiéu ning, tinh sin sang cua tdp hop céac
may chu, dich vu.

+ Quan ly, giam sat nén tang ha ting dich vu dién toan dam may

Cho phép hién thi theo thoi gian thuc cac thong sO giam sat vé hiéu nang h¢ théng;
cAu hinh thy theo ¥ mudn vé canh bao hodc bao cao khi co sy cd xdy ra; cau hinh khoang
thoi gian 14y mau cac thong s6 giam sat; giam st duoc cac thanh phan cia co sé ha tdng vat
1y bao gom bo chuyén mach, bo dinh tuyén, tu chira may chu va céc thiét bi luu trit.

+ Céanh béo khi c6 su kién/ su ¢b vé co sd ha tﬁng xay ra

Cung cip tinh ning guri canh bao cho ngudi dung khi c6 su kién / su ¢b vé co so ha
tang xay ra theo gia tri ngudng; cho phép nguoi dung thict 1ap cac gia tri ngudng doi voi
tung thanh phan mdt; cho phép canh béo téi nguoi dung thong qua email, SMS.

+ Thu thap va luu trit log hé théng

Cung cép tinh ning thu thap, luu trit va xoay vong dinh ky log hé thdng vé cac tac vu
tao, doc, cap nhat, x6a - CRUD (Create, Read, Update, Delete — tao, doc, cap nhat, x6a), tai
nguyén dugc st dung,...

+ Tich hop API gidm sat dir li¢u

Cung cép tinh ning tich hop API danh cho giam sat dit liéu (bao gdm cac thong sb vé
trang thai hoat dong hién tai va trong qua khir d61 voi tirng thanh phan dugc giam sat) dé cho
phép nguoi dung giam sat, phan tich dir liéu thong qua céc hé thong gidm sat in-house hoac
cua bén thur ba sir dung API do.

+ Ghi log vé céc su kién lién quan dén tai khoan

Cung cép tinh ning ghi log vé cac su kién lién quan dén tai khoan nhu: cac thao tac
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dang nhap tai khoan, quan 1y tai khoan bao gdm tao / xo4 / 1ap nhom / gan thé cho tai khoan
nguoi dung va cac thao tac khac; Cho phép nguoi dung xem cac ban ghi log thong qua giao
dién co tinh ty hanh va kha nang xuat cac ban ghi log d¢€ luu giir 1au hon.

1.5. Tb chirc hé théng mang

Theo Cong van 1145/BTTTT-CATTT ngay 03/04/2020, tai Phu lyc 01 huéng dan vé
tiéu chi, chi tiéu k§ thuat ti thiéu cho co sé ha tang dién toan dam may, trong d6 phan III
quy dinh céc tiéu chi vé Mang va mang dinh nghia bang phdn mém (Software-Defined
Networking - SDN) phai dap Uing cac tinh nang sau day:

- Quan ly hiéu ning mang

Yéu cau nay cho phép nguoi dung quan ly hiéu nang dbi v6i tirmg mang ma may ao
két ndi dén bao gém viéc giéi han bing thong, do tré, quan 1y chét luong dich vu (QoS).

- Tich hop nhiéu cong giao ti€p mang o trén vNIC mot may io

Cho phép nhleu dia chi IP khac nhau dugc gan cho mdt may ao théng qua tich hop
nhleu cong giao tiép mang ao; dinh nghia nhiéu phan doan mang 4o, nhiéu mang con cho
moi mang ao.

- H tro kha niing dw phong tir mirc vat 1y cho cAc mang ma may do két ndi dén

Hb trg kha nang dy phong tir mue vat ly (it nhat & mirc cong vat ly — NIC) cho cac
mang ma may ao két ndi dén; hoat dong ¢ mirc active-active hodc active-standby dé cai thién
bing thong va bdo dam tinh sin sang.

- Cép phat dia chi IP

Cho pheép mot may ao dugc gan dia chi IP dong va dia chi IP nay phai luén khong do6i
gia tri trong sudt qua trinh hoat dong ciia may 4o.

- Lién két véi bo chuyén mach va bd dinh tuyén théng thwong

Cung cép tinh‘néng SDN hoic lién két voi cac bod chuyén mach va bd dinh tuyén
thong thuong cia nhiéu hang khac nhau.

- Phong chong tin cong gia mao dia chi IP va gia mao géi tin ARP

Cung cap tinh nang phong chong tan cong gia mao dia chi IP va giad mao goi tin ARP
do1 vé1 mang ndi bg cila may 4o hoac cac mang ma may 4o va may vat ly két noi dén.

- H6 trg VLAN va VXLAN

Cung cép tinh ning cho phép ngudi dung dinh nghia cic mang a0 bao gdm ca VLAN
va VXLAN.

- Hb trg b dinh tuyén ao

Cho phép nguoi dung su dung cac chirc nang cua bo dinh tuyén (NAT, dinh tuyén
gifra cac VLAN,...) dé quan 1y két ndi gitra cdc mang.

- Tich hop dich vu cin bing tai

Yéu cau nay cho phép nguoi dung sir dung dich vu cén béng tai da duoc tich hop san
(dich vu bao gom cac chuce nang cau hinh giam sat, céu hinh cho thiét bi dau cudi va tuong
thich voi nhiéu may 4o dang két ndi voi nhiéu mang 4o khac nhau).

- Ciu hinh chinh sich truy cip cho tirng cong trén may o
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Yéu cau nay cho phép ngudi ding cau hinh chinh sach truy cap cho timg cong (thude
cong giao tiép mang 4o trén vNIC) trén nhitng may 4o dang chay.

- Tich hop dich vu twong lira

Cho phép nguoi dung sir dung dich vu tudng ltra da dugce tich hop san (dich vu phai
hoat dong binh thuong trén tang IP va Domain).

- Hb tro IPv6 cho ca mang vat 1y va mang ao

Cung cp tinh ning hd tro mdy ao hodc cong két ndi (vi du: bd can bang tai) sir dung
IPv6 trén cd mang vat 1y va mang do.

- Tach biét cAc mang 40 véi nhau
Cung cp tinh ning tach biét hoan toan cac mang 4o khac nhau.

- Pam bio sw hao phi bing théng dwong truyén két ndi giira cac mang khong
vuot qua 10%

Cung cép tinh ning dam bao su hao phi bing thong duong truyén két ndi giita may
40 voi mdy 4o va may 4o véi thanh phan bén ngoai. Vi du: néu thiét 1ap 02 mang VXLAN
cho 02 may ao khac nhau trong mang vt ly c6 bang thong la 10 Gbps thi bang thong thuc
té cua duong truyén két ndi giira cac may ao nay phai > 9 Gbps.

- Pam bio ha ting k¥ thuit cho may chii vat 1y va miy ao c6 tinh sin sang cao

Cung cp tinh ning dam bao may chu vit Iy va may 4o chay trén ha tang k¥ thuat c6
tinh san sang cao, ddm bao tinh nguyén ven va tinh bi mat cua dir li¢u.

- HO tro cAu tric lién két mang c6 tinh phan cip do ngudi ding dinh nghia

Cho phép ngudi dung tu thiét ké cac thanh phan va so d6 mang bao gom tuong lira
40, VLAN / VXLAN / GRE, mang con, NAT, r by can bang tai do.

- H6 trg SDN
Cung cap tinh ning tao b chuyén mach 4o va bo dinh tuyén ao.
- Tach biét cac mit phiang SDN véi nhau

Cung cip tinh ning tach biét cac mat phang diéu khién, mat phang chuyén tiép va mat
phdng quan tri v&i nhau.

- H6 trg Open Flow hoic twong duong
Cung cép tinh ning hd trg OpenFlow cho SDN hoic tuong duong.
- Hb tro tich hop nén tiang dién toin dam may

Cung cép tinh nang ho tro API sir dung nén tang di€n todn dam may dé tao bd chuyén
mach 4o va b dinh tuyén 4o.

- Quan trj va diéu khién b chuyén mach do va bd dinh tuyén a0

Cung cap tinh ning quan trj va diéu khién bo chuyén mach ao va bo dinh tuyén 4o.
- Tw ddng tao va quan tri bd chuyén mach do va b dinh tuyén a0

Cung cép tinh nang ty dong tao va quan tri bo chuyén mach 4o va b dinh tuyén ao.
- HO trg AAA
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Cung cip tinh ning tich hgp cac thanh phan dé xac thyc, phan quyén, ghi log hoat
dong (authenticate, authorize, account — AAA) nguoi dung.

- Quan trj cac thanh phén trong mang

Cho phep ngudi dung stir dung SNMP, Netconf hodc twong dwong c6 chire nang quan
tri cac thanh phan khac trong mang.

- Pam béo bd diéu khién c6 tinh siin sang cao

Cung cip tinh ning dam bao b didu khién cho SDN c6 tinh sin sang cao.

- H6 trg' Jumbo Frame

Cung cép tinh nang st dung Jumbo Frame (cac khung ¢6 kich thudc géi tin 16n nhat
— MTU — ¢6 thé 1én dén 9000 byte) trong viéc truyén tai goi tin.

- Tich hgp CLI va GUI

Cho phép ngudi dung ciu hinh, quan 1y cac thanh phan trong mang, bo diéu khién
cho SDN thong qua CLI va GUI.

- Hb tro cac chirc ning ciia by chuyén mach io va b dinh tuyén do

HO tro SPAN, RSPAN hoic tuong duong; LACP (mode 1, 2, 3, 4) tir may 4o, may
vat ly, 802.1Q VLAN with trunking, multicast snooping, LLDP, STP, RSTP, quan ly chat
luong dich vu (QoS), VXLAN.

1.6. Tich hop hé thong

Theo Cong van 1145/Bl I'TT-CATTT ngay 03/04/2020, tai Phy luc 01 hudng dﬁn vé
tiéu chi, chi ti€u ky thuat toi thi€u cho co s¢ ha tang dién toan dam may, trong d6 phéan VI
quy dinh cac tiéu chi vé Tich hgp phai dap trng cac tinh nang sau day:

- Tich hop giao dién twong tic véi thanh phan quéan ly chitc ning mang ao
(Virtual Network Function — VNF)

Cung cép tinh ning tich hop giao dién tuong tac vo1 thanh phan VNF tur npiéu hang
(nhu Nokia, Ericsson, Huawei, ZTE,...) ma tuan theo kién truc ETSI MANO dé ho trg quan
1y vong do1 VNF ciing nhu kha nang mé rong.

- Tich hop CLI va API twong tic véi hé thong

Cung cép tinh nang tich hop CLI va API cho phép quan tri vién thuc hién cac thao
tac trén hé thong.

- H trg thu vién phuc vu cho l4p trinh, phat trién phin mém twong tic véi hé
thong

Cung cap tinh ning h(:)?tr(j cac thu vién (ma ngudn mo hodc tu cloud provider tao)
phuc vu cho 1ap trinh, phat trién phan mém tuong tac vo1 hé thong nhu twong thich voi cac
ngon nglr 1ap trinh pho bién Java, .NET, Perl, Node.js, PHP, Python, Ruby va PowerShell.
1.7. Cac tinh nang khac

1.7.1. Yéu ciu tinh niing khac

Theo Cong van 114§/BTTTT-CATTT nam 2020, tai Phu luc 01 huéng c}én vé tiéu
chi, chi tiéu k¥ thuat t61 thi€u cho co s¢ ha tang dién toan dam may, trong d6 phan VII quy
dinh céc tiéu chi vé Céc yéu cau khac phai dap ing cac tinh nang sau day:
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- Pam bio kha nang mé rong

Cung cap tinh nang thay doi hé théng bao gdm cap thém may chu, thiét bi luu trir, cac
thiét bi mang ma khong thay doi kién truc.

- Pam bao tinh sin sang cao ciia cac thanh phan dich vu

Cung cap tinh niang dam bao tinh ning san sang cao ciia cic thanh phan nhu giao dién
quan ly cia quan tri vién, AP, cac thanh phan diéu khién tip trung.

- Pam bio tinh siin sang cao ciia h¢ thong

Cung cép tinh ning dam bao hé théng c6 tinh sin sang cao theo ty 1¢ thoi gian dap
ung.

1.7.2. Két néi tir xa (VPN)

Cung cép két néi mang an toan cho nguoi ding tir xa va thiét bi di dong thong qua
kiém soat truy cép, xac thuc va ma hoa. HO trg IPsec VPN va SSL VPN (giai phép an toan
va dé dang két ndi cac ing dung trong cong ty qua mang internet thong qua thiét bi di dong,
may tinh ca nhan..):

- Ho trg VPN dang site-to-site hay truy cép xa, don gian va quan ly tap trung.
- Nang cao tinh bao mat cua IPSec VPN.

- Hd tro nhiéu két ndi truy cap tir xa.

- Pam bao tinh lién mach va tich hop tinh ning du phong.

1.7.3. Giam sat may chua

Dich vu giam sat may chi 1a mot hé théng giam sat mang, dung dé giam sat va quan
1y hiéu suat cua cac thanh phan mang va h¢ thong. Cac tinh nang cua dich vu giam sat may
chu:

- Giam Sat Ba Nén Tang: HO trg giam sat da nén tang, bao gém Linux, Windows,
Unix, va nhiéu nén tang khac.

- Kiém Soat Hiéu Suit Hé Théng theo ngudng: Theo doi hi¢u suét cua CPU, bd
nhd, 6 dia va cac thanh phan hé thong khac.

- Giam Sat Mang: Theo doi bang thong mang, su truy cép tur xa, luu lugng mang
va cac thong so khac lién quan dén mang.

- Phéan Tich Log va Su Kién: Tich hop véi cac log va sy kién hé théng dé phan
tich thong tin chi tiét v€ su kién xay ra.

- Bao Céo va Thong Ké: Cung cap bao cao va thong ké vé hi€u suat va sy kién
mang qua thoi gian.

- Gjém Sat Ung Dung \{é D;ch Vu: Theo ddi hiéu suit cua ung dung va dich vu
chay trén hé thong, giip xac dinh van dé nhanh chong.

2. Phuong an trién khai cic dich vu an ninh théng tin
2.1. Giai phap tong thé
2.1.1. M& hinh tong thé

Dé dam bao an ninh thong tin, hé thong an ninh thong tin duoc trién khai bao vé da
16p va phong thu theo chiéu sau, chi tiét nhu sau:
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Dich vu chéng tin céng DDoS.
Mi hoéa duong truyén VPN (IPSec, SSL), xac thuc ngudi dung.
Dich vu cin bang tai.

Dich vu tuong Itra hoat dong & ché do HA bao vé may chu tng dung/co s¢ di li€u &
vung Backend.

Dich vu tudng lira tng dung web (Web Application Firewall) kiém soat va bao vé
chuyén sau cac ung dung trén web.

Dich vu phat hién xadm nhép IPS bao vé cac thanh phén mang loi.
Dich vu phong chong xam nhap IPS vong ngoai tai cong Internet.
Dich vu giam sat va canh bao sém (SIEM).

Dich vu phong chong phan mém ddc hai trén méi truong mang

Chuong trinh chéng ma doc cai dat trén cac may chi, duoc cap nhat mi nhan dang
virus mai lién tuc va quét virus tu dong va dinh ky.

(ﬁ* 5 2

VIN Gateway AstDDes
Ving mang bién

= Vimg miy chi ndi bd
a
@ Y ’Q’ 9
Ml Security GW WaF ;‘. ez

/ Ving quin trj \

@ : Ilh\fb] l  Vimg méy cha CSDL

- o AstiViews  APT protectin NAC DR Firewall DB protection
@ " N =
- ’

S0 Policy Mgt m.rj

2.1.2. Cic tiéu chi, chi tiéu k§ thuit an toan thong tin cho ha ting dién toan dam may

‘ Theo Cong van s6 783/TTH-HTDLS ngay 16 thang 6 nam 2020 ctia Cuc Tin hoc héa
vé tai liéu hudng dan tng dung dich vu dién todn ddm may va thué dich vu dién toan ddm
may trong co quan nha nudc.

Theo Cong vin s6 2612/BTTTT-CATTT ngay 17/7/2021 ctia B Thong tin va Truyén
thong vé viéc bo sung bd ti€u chi, chi tiéu dé danh gia va lya chon gidi phap nén tang dién
todn ddm may phuc vu Chinh phu dién tt/Chinh quyén dién ta.

Theo Cong van 1145/BTTTT-CATTT ngay 03/04/2020, tai Phu luc 02 huéng din vé
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tiéu chi, chi tiéu k¥ thuat an toan thong tin cho ha tang dién toan dam ‘mady, trong do quy dinh
cac tiéu chi co ban vé tinh ning an toan thong tin dap ng cac yéu cau sau day:

STT Tén tinh Tiéu chi, chi tiéu k¥ Dan chirng giai phap dap ung tiéu
nang thuat chi
Dap (g tai giai phap vé ma héa dit licu,
giam sat truy cap va an ninh thong tin
Giai phap cung (;ép diém dau cudi:
tinh néng phong chong Dich vu Tuong ltra
Bao v€ | vi€éc mat mat, 10 ri, gia i
1 thong tin ca | mao, thay déi, loi dung | Dich vu do quet ma doc
nhdn  cua | thong tin ca nhan cia | Dich vy Do quét phat hién va ngin chin
nguoidung | nguoi dung trong ca | xam nhap IPS
?&f tt;f;nh fruyen tin va Dich vu phong chéng phan mém doc
hai trén moi trudng mang
Dich vu Chung thuc s6 SSL
Giai phap cung cap
tinh ndng xac thuyc
nguoi dung thong qua
cac dif:h vu bén thir ba
g'iCh hqp cc:) the du(y(i tich hop Dép g tiéu chi tai giai phap vé hé
’ ich vu xac | vao (dua trén, LDAP théng mat khau dic quyén.
thuc nguoi | hoac OpenID / SAM) )
dung trude khi nguoi ding | Dich vu VPN
truy cdp vao cac giao
dién gém cong thong
tin quan tri, danh muc
dich vu va quan tri.
Giai phap cung cip 03
tinh nang sau:
1. Tich hop san céc
Tich  hop quyén truy cap di duoc
didu  khién | dinh nghia truéc bao
truy cap dua gom it nhat 02 quyén
trén vai tro - | MUC quan tr,i danh cho o = e
3 RBAC nha cung cp dich vu Da;p ung tlel’l c}n talrgléfl. phép ve phan
(Role- dién toan dam may | mém quan ly cap phat tai nguyén
Based (bén cung cap) va
Access nguoi st dung str dung
Control) dich vu dién toan dam

may (bén st dung).

2. Cho phep nha cung
cap dich vu dién toan
dam may dinh nghia
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STT

Tén tinh
nang

Tiéu chi, chi tiéu k¥
thuat

DAn chirng gidi phap dap wng tiéu
chi

cac quyén truy cap doi
véi cac thao tdc ma nha
cung cap thyc hién trén
tat ca cac thanh phan
cia nén tang nhiam
phuc vu muc dich quan
tri.

3. Cho phép nha cung
cép dich vu dién toan
dam may dinh nghia
cac quyeén truy cip d6i
voi cac thao tic ma
nguoi st dung sir dung
dich vu dién toan dam
may thuc hién trén
nhing thanh phan cta
nén ting ma ngudi st
dung mudn sir dung va
tuan theo thda thuan
gitra hai bén.

Giao tiép
gita  cac
thanh phan
qua  kénh
TLS

Giai phap cung cap
tinh nang cho phép céc
thanh phan giao tiép
qua kénh TLS.

Co

H6 trg TLS
tu ki (Self-
signed
TLS)

Giai phap cung cip 02
tinh nang sau:

1. Cho phép quan tri
vién tao cac ching thu
dién to¢r tu ki (Self-
signed) TLS dé day
nhanh qua trinh trién
khai.

2. Cho phép céc chiing
thu dién td duoc tao
béi mot don vi cap
ching thu (CA) tin cay
(trusted certificate
authority).

Pap ung tiéu chi tai Giai phap ky sd

HSM

Tich
giao

hop
dién

Giai phap cung cap
tinh nang tich hop giao

Co
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Tén tinh Tiéu chi, chi tiéu k¥ DAn chirng giai phap dap ng tiéu
STT - n .
nang thuat chi
cong thong | dién cong thong tin
tin quan tri | quan tri ho tro sir dung
hd trg st | kénh TLS danh cho
dung kénh | nguoi dung dau cubi va
TLS quan tri vién khi mudn
két n6i qua kénh TLS.
Giai phap cung cap
tinh nang cho phép
quan tri vién cdu hinh
Chuyén dé qép qdl,mg chinh sach
huong  két | Dhoisu dung kenh TLS |
7 Z. , | do1vdoimoi kétnditruy | Co
301 q}lissu cap vao giao dién cong
uns thong tin trén va dung
cac phién HTTP khong
mi hoa giéng nhu 1a
mot lya chon du phong
Giai phap cung cip 03
tinh nang sau:
1. Ghi log hoat dong
cua cac hanh dong thuc
hién trén tit ca cac
) thanh phan. f o a A a
Ghi log | Dap tng tiéu chi tai Dich vu phat hién,
hoat dong | 2: Cho phép quan tri | canh bio sém cac van dé vé an ninh
8 clia cac | Vién xem xét, kiém tra | thong tin (SIEM)
hanh dong log thu dugc thong qua
thanh phan bao cdo.
3. Chuyén log thu thap
dugc cho bén thir ba
cung cp giai phap bao
mat dé xem xét, kiém
tra k¥ hon.
Giai phap cung cap
Tach  biét | tinh ndng dam bao may
9 g;’lag;l © ';‘r‘l’é f‘;%‘;ng‘;rgrjafgizg Dép tmg tiéu chi tai giai phap vé phan

giam  sat
may ao

sat may ao khong gay
anh hudéng dén phan
mém giam sat do.

mém quan ly cap phat tai nguyén
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Tén tinh

Tiéu chi, chi tiéu ky

DAn chirng gidi phap dap wng tiéu

STT - A .
nang thuat chi
Giai phap cung cap
tinh nang dam bdo
Phan quyén ﬂlaén ggémhaiiému Sear:
cho may ao y a9 pt quye? Dap tng ti€u chi tai gidi phap v€é phan
10 ~ .z | cho may 40 ma nd A e A e A
truycapdeén | ., . ~_ 14 | mém quan ly cap phat tai nguyén
.. . giam sat truy cap dén
tal nguyen . N ,
tai nguyén dung theo
chinh sach quan tri nén
tang.
Giai phap cung cap
tinh nang cho phép
Cau  hinh | quan tri vién cau hinh
1 cho phan | cho phan mém gidm | Dap tng tiéu chi tai gidi phap vé phan
mém gidm | sat may 4o va kiém tra | mém quan ly cap phat tai nguyén
sdt mdy 40 | dugc tinh hgp 1¢ cua
cau hinh phan mém
giam sat may do.
Giai phap cung cap
tinh nang phong chong
viéc mat mat, ro ri . . .
, A an T iAe qm 1in > | Pap tng tiéu chi t 0 hinh giai pha
Bédo v¢ dir | thay doi dir li€u trong ;0P Ung HEu Sl Mo Ahih lat phap
12 " RS ~ .~ | tong thé vé cac dich vu an ninh thong
ligu cd qua trinh luu trir trén | .
f 1A 1 an tin.
cac bo nhé dung chung
va truyén tin qua céac
mang chia sé.
Tach  biét C,hal p?ap cung cap i T S
. ., | tinh nang tach bi¢t | Dap tng ti€u chi gidi phap do hoa may
13 cac may ao \ o (. ,
. hoan toan cac may dao | chu
v6i nhau .- Xq
v6i nhau vé logic.
Pam  bao | Giai phap cung cap 02
cac API cua | tinh nang sau:
%16 thoAng €0 1 1. Pam bao cac chuc
it nhat 02 < , C A
, x| nang quan tr1 va van Dén (e tidu chi eidi phip 4o héa ma
14 inuc c}uygr} hanh ctia hé théng dinh haﬂp ung ti€u chi giai phap 4o hoa may
drun}lll cap h~a nghia sn it nhat 02 | “™
: hng 14 muc quyén truy cap
f;llc 0 €aC | cho cac API cua client
. CUa 1 (vi du: quyén root va
client >

quyén user, trong do
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Tén tinh Tiéu chi, chi tiéu k¥ DAn chirng giai phap dap ng tiéu

STT nang thuat chi

quyén root cao hon
quyén user).

2. bam bao cac chirc
nang quan tri va van
hanh cua hé thong xac
thuc duogc client dua
trén cac tiéu chi duoc
dinh nghia trudc boi
quan tri vién.

2.2. Dich vu phat hién va ngan chian xam nhéap IPS

Intrusion prevention system (IPS) 1a mot hé théng giam sat mang dé phat hién va
ngdn chan cac hoat dong xam nhdp ddc hai nhu céc mbi de doa bdo mat hay vi pham chinh
sach. Chirc ning chinh cua IPS 1a xac dinh cc hoat dong nguy hai, luu giit cac thong tin vé
chung, ) géng chan lai cac hoat dong do va bao cao cho quan tri .

Mot s6 tinh niang chinh

- Phat hién va phong chong xam nhap (IPS) 16p ngoai: thuc hién chirc nang giam sat,
chéng xam nhép tai cong két ndi Internet, Metronet cho toan mang.

- Bao vé cac tmg dung 40 héa & ngay bén trong ha tang mang ao.

- Sir dung virtual patching bao vé cac 16 hong bao mat trong h¢ diéu hanh va cac tng
dung cho t6i khi ching dugc v4, giup chdng lai cac tin cong di biét hodc bao vé cac 16 hong
bao mat trong hé diéu hanh va cac tng dung cho t&i khi chung duoc vé, giup chdng lai cac
tan cong da biét hodc zero-day.

- Bao vé cac 16 hong bao mat trong hé diéu hanh va cac tmg dung cho téi khi ching
dugc va, gitip chong lai cac tan cong da biét hodc zero-day.

- Str dung cac mo hinh s lidu dugc phat trién v6i nhitng k¥ thuat may hoc (machine
learning) kha nang phat hién va ngan chan hiém hoa theo thoi gian thye.

- Theo ddi céc hoat dong bat thuong d6i voi hé thong.

- Xéc dinh ai dang tac dong dén hé théng va cach thirc nhu thé nao, cic hoat dong
xam nhap xay ra tai vi tri ndo trong cau tric mang.

- Tuwong tac v6i hé thdng firewall dé ngin chin kip thoi cac hoat dong tham nhap hé
théng.

- Kiém soat cac ing dung ra/vao hé thong gateway;

- Kiém soat va chong cac hinh thirc xam nhéap hé thong.

- Hé thng phai c6 tinh ning du phong dam bao tinh sin sang cua dich vu.
2.3. Dich vu twong lira da 16p

Cung cap tinh nang phong ngura moi de doa duoc tich hop day du, toan dién dé chong
lai nhitng moi de doa mai dong thoi giam bt sy phire tap va ting hiéu qua hoat dong. Giai
phap bao gom cac tinh nang bao mat manh mé nhu tuong Itra, IPS, Anti-Bot, Antivirus,
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Application Control va URL Filtering dé: chéng lai cac cudc tan cong mang va cac moi de

doa da biét, bay gio da dugc cai tién bo sung voi tinh nang Threat Emulation va Threat

Extraction d€ bdo v€ hoan toan khdi cac moi de doa tinh vi nhat va 16 hong zero-day.

2.4. Dich vu Phat hién, canh bdo sém cac vain dé nguy co lién quan dén an toan thong
tin

Giai phap cung cAp diy du thanh phan, chirc ning cua Trung tim Piéu hanh An ninh
mang — SOC bao gom: Con ngudi, Quy trinh va Cong nghé.

« H)J tro thu thip, giam sat va phan tich dit liéu tir nhiéu méi trudng va nén ting
khéc nhau: Application, Endpoint, Network, MultiCloud.

e HOb trg md hinh multi-site, cho phep trién khai voi cac khach hang c6 nhiéu van
phong, chi nhanh tai nhi€u dia diém dia 1y khac nhau.

« Cung cip day du, da dang cac cong cu phan tich an ninh bao mat trén mot nén
tang duy nhat: NG SIEM, NDR, MLIDS, APT SANDBOX, NTA, UEBA, SOAR, SIEM,
CASE MANAGEMENT, MULTI TENANCY, THREAT INTELLIGENCE.

. Hop nhét cac budce thu thap, phat hién, phan tich, phdn Uing, ngan chan, diéu tra
truy vét trén mot giao dién tap trung duy nhat.

o Thu thép va xtrly thong tin: thu thap thong tin tir nhiéu ngudn khac nhau (Network
trafﬁg, log server, log tu thiét bi mang, moi truong 4o hoda public/private cloud, container),
chuyén d@i dir liéu thanh metadata, kién tric hoéa lai dudi dang Interflow, lam sach, lam giau
dir 1iéu bang Threat Intelligence, geo-location, twong quan dir li¢u...

o Phan tich, phat hién: st dung Al, Threat Intelligence, IDS, SANDBOX, UEBA,
anti-Phishing, Deception, NTA...

e Diéu tra: Bang Threat hunting (manually hodc tu dong), tao ra cac query voi nhiéu
dieu kién loc khac nhau...

« Phan tng, ngan chan: Dung module SOAR dé phan ing lai mdi de doa mot cach
tu dong (g1 thong tin dén firewall, Endpoint dé block cudc tan cong, gui email, tao
ticket...).

Nang cao kha ning bio mit ciia hé thong:

‘ « Cung cép, bd xung ddy du cic cong cu bao mat ma mot hé théng bao mit mang
can co.
~» Giam thoi gian phat hién trung binh va thoi gian phan tng trung binh dbi voi cac
moi de doa.

« C6 kha ning phat hién va phan Gmg véi cac cudc tin cong c6 chu dich APT.

« Thu thép, tich hop dit liéu lién quan dé nhanh hon phan tich su ¢6 chinh x4c hon.

« Ap dung Big Data va Machine Learning phat hién cac nguy co phirc tap tir sém
va nang cao kha nang hé thong theo thoi gian.

Pon gian héa thao tac van hanh va khai thac hé théng:

. «  Giai phap cung cAp giao dién web than thién, dé sir dung, c6 kha ning tiy chinh
bang Tiéng Viét.
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e Cung cép kha nang tu dong hda cho céac tac vu lap di lap lai, tw dong canh béo, tu
dong bao cao.

o Hbtro nhiéu loai biéu dé), hinh anh d6 hoa tryc quan.

 Don gian hoa qua trinh giam sat, phan tich: ho tro tu dong xur 1y dya trén nén tang
hop nhat, giam s6 lugng log va canh bdo, dua ra huéng dan va tham chiéu cho cac truong
hop xur 1y cu thé.

D& dang trién khai va tich hop

« HJ trg, twong thich nhiéu mo hinh trién khai khac nhau: OnPremise, Cloud,
Hybrid.

.« DE dang tich hop véi ha tﬁng hién tai cia khach hang.

« HO tro tich hop giai phap cua cac hang thir 3 thong qua API mé.

« Tich hop 2 chiéu véi cac hang firewall, giri phan Gmg tu dong xudng firewall dé
ngay lap tirc ngan chan.

« Linh hoat trong viéc diéu chinh, mé réng quy mé sir dung.

Cac thanh phin chinh.

e Thu thap dir liéu (collect).

o Phat hién (Detect).

« Diéu tra truy vét (Investigate).

e Phan ung (Respond).
2.5. Dich vu phong chong phin mém ddc hai trén méi treong mang (Phong chdng phat

hién tan cong c6 chi dich APT)

Hé théng phong chéng phat hién tin cong c6 chi dich APT (Advanced Persistent
Threat) 1a mot hé théng bao mat dugc thiét ké dé phat hien ngan chidn va phan trng lai cac
cudc tan cong cua nhitng ké tin cong c6 chu dich, tién tién va kién nhan (APT). Céc cude
tan cong APT thuong duoc thue hién bang cach st dung cac k¥ thudt tan cong cao cip nhu
phishing, spear-phishing, malware, trojan, rootkit, backdoor, va exploitation dé xdm nhap
vao hé théng muc tiéu va ldy duogc dit liéu quan trong. Dé phat hién va ngin chin cac cudc
tan cong APT, cac hé thong phong chéng phai c6 kha nang theo doi va phan tich cac hoat
dong mang, tim kiém cac dau hiéu ctia cac méi de doa tiém ning va dua ra canh bao kip thot.
Giai phap phai duoc thiét ké dé phat hién va ngin chin cac cudc tan cong co chu dich APT.
St dung cac ky thuat phan tich nang cao dé phat hién cac mdi de doa mang tiém ning va
giai ma céc tin cong trude khi chung c6 thé gy hai cho hé thong.

Cic thanh phén cia giai phap cung cip dich vu:

Network Content Inspection: Giam sat va phan tich luu lugng mang dé phat hién
cac moi de doa tiém an.

Advanced Threat Detection: St dung cac k¥ thuat phat hién tién tién dé nhan dién
cac cudc tan cong phuc tap va cac moi de doa bén bi (APT).

Sandbox Analysis: M0i truong phan tich cach ly dé kiém tra céc tép tin va URL dang
ngd ma khong anh huong dén hé thong thuec.

106



Centralized Management: Giao dién quan 1y tip trung giup d& dang theo ddi va diéu
hanh cac hoat dong bao mat.

Integration with Other Security Solutions: Tich hop vi cac giai phap bao mat khac
cua Trend Micro dé cung cap mot h¢ thong bao vé toan dién.

2.6. Dich vu phong chéng mi déc trén may chi

Dich vy do quét ma doc gitip kiém soat an ninh dau cudi, cung cap nén tang bao mat
toan dién cho may chu, gitip don gian hoa hoat dong bao mat. Cac mo6 dun dich vu dugc tich
hop chéat ché giup bao mat dir li€u, rng dung va server trén cac may chu vat ly, 4o va dam
may. Do vay c6 thé tiy chinh mirc d6 bao mat cia minh bang cach két hop phuong 4n bao
vé khong sir dung agent (Agent-less) hodc st dung agent (Agent-based). Két qua 1a tao ra
mot nén tang bao mat hiéu qua, tuong thich va toan di¢n dé bao vé dit lidu va cac ung dung.

Céc thanh phan cua giai phap:

- Security Agent: La mot phan mém cai dat duéi may nguoi ding cd nhiém vu phat
hién xur ly nhimg malware, thu thap thong tin tir may tinh nguoi dung bao gom: Event log,
Process log, Connection Log gui vé DB server de phén tich, giam sat va cung cap dir lidu
cho h¢ thong hoc may. Agent hoat dong ¢ dang 4 an (nen tang - background) hoan toan trong

sudt voi nguoi su dung. Dong thoi Agent tiéu ton rat it tai nguyén ctia may client (20 MB bo
nhé RAM, rat it CPU).

- IR Server (Incident Response Server): Cum may chu ¢6 cac churc nang:
+ Nhan, thu thap log.

+ St dung thong tin IoC vé cac mau malware phd bién dé IR client kiém tra, danh
gia. H¢ thong 1oC duogc cdp nhat thuong xuyén: IP blacklist, Url ddc hai, C&C server, Virus
signatures, MD5 hashes, botnet command.

+ St dung dit liéu Threat Intelligent (TI Data) dé kiém tra thong tin vé mot hanh vi,
dau hiéu bt thuong dé hé thdng dua ra quyét dinh tép tin c¢6 bi nhiém malware khéng. Dit
liéu Threat Intelligent (TI Data) bao gém céc thong tin nhu IP blacklist, Url doc hai, C&C
server, thuat toan/ky thuat ma doc st dung (Vi du: thuat toan DGA sinh tén mién ma doc tu
dong), hanh vi bat thuong (Vi du: tién trinh cha chay dudi quyén nguoi dung thip hon tién
trinh con).

+ S dung thuat toan hoc may (Machine Learning) nham phat hién va canh béao cac
su kién bat thuong trén may client. Ngoai ra, hé théng con c6 kha ndng tu hoc lién tuc tir cac
dir liéu bat thuong thu thap dugc tir may client. So v6i phuong phap truyén thong chu yéu
sir dung signature, cac rule, hash dé phat hién nhu hién nay, thi phuong phap nay c6 kha
nang phat hién, ngin chan va loai bo ma ddc sém hon, gidm thiéu ti da thiét hai do ma doc
gay ra

Cung cap giao dién theo ddi, quan tri cho quén tri vién, trich xuat nhitng thong tin can
thiét. Mdi quan tri vién tai cac don vi chi theo ddi dugc hoat dong cua cac Agent cai trén
don vi cua minh theo phan quyén. Quan tri vién cua hé thdng s& c6 quyén xem dif liéu toan
bd Agent trong hé thdng va phan quyén cho quan tri vién tai cac don vi khac.

2.7. Dich vu tudng Iira rng dung Web

Dich vu Web Application Firewall (WAF) dugc trién khai bao vé ting cuong cho cac
website dé phong chéng cac cudc tan cong & 16p tng dung web. WAF dugc trién khai theo
Bridge inline, cho phép bypass ludng di liéu khi hé thong WAF bi sy ¢6, nham dam bao kha
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ning hoat dong lién tuc cho hé thng.

Dich vu tuong Itra tng dung web (WAF) ¢ cac tinh nang bao vé€ nhu sau:

- Cung cép cong nghé Dynamic Profiling:

+ Cung cap kha ning tu hoc tng dung va hanh vi ngudi dung, ty dong cap nhat cac

thay doi hop 1é cta g dung.

+ HO tro cho cac thanh phén Web profile: URLs List, URL Patterns, Cookies List,
Learned Hosts, Web application user tracking

- Hb tro cac phuong phap bao vé cookie: cookie injection, cookie tampering, cookie

signing, cookie encryption.

- HO tro chinh stra ndi dung: thay ddi ndi dung URL, mé hoa va xac nhan cookie.

- C6 kha nang “Va ao” (Virtual Patching) cac 16 hong img dung web dugc WAF phat
hién; c6 kha nang tich hop véi cac hé thong quét diém yéu cua hang thir 3 bao gdm WhiteHat,

IBM, Cenzic, NT OBJECTives, Qualys.

- C6 kha nang chong lai cac tan cong dich vu Web, tan cong nham vao cac rng dung

XML, SOAP va WSDL.

- C6 kha nang kiém tra sdu cac loai két ndi HTTP, HTTPS/SSL. C6 khé ndng kiém
tra tudn thu giao thire HTTP d€ dam bao rang cac truy cap Web tuén theo ti€u chuan RFC
nham phat hién ra céc bat thuong trong dia chi URL va cac giao thirc.

- Co6 kha nang chong lai 10 tin cong hang dau (Top 10) dugc liét ké boi to chirc
OWASP. Dam bao chdng lai dugc toan bd cac loai tin cong sau:

Anonymous Proxy Vulnerabilities

Illegal Encoding

Brute Force Login

Known Worms

Buffer Overflow

Malicious Encoding

Cookie Injection

Malicious Robots

Cookie Poisoning

OS Command Injection

Corporate Espionage

Parameter Tampering

Credit Card Exposure

Patient Data Disclosure

Cross Site Request Forgery (CSRF)

Phishing Attacks

Cross Site Scripting (XSS)

Remote File Inclusion Attacks

Data Destruction

Sensitive Data Leakage (Social Security Numbers,
Cardholder Data, PII, HPI)

Directory Traversal

Session Hijacking

Drive-by-Downloads

Site Reconnaissance
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Forceful Browsing SQL Injection

Form Field Tampering Web Scraping

Google Hacking Web server software and operating system attacks
HTTP Denial of Service Web Services (XML) attacks

HTTP Response Splitting Zero Day Web Worms

HTTP Verb Tampering

- WAF c¢6 chuirc nang tudong Itra mirc mang (Stateful Network Firewall).
- Cho phép trién khai theo cdc mé hinh:

+ Inline/Transparent Layer 2 Bridge,

+ Layer 3 Router,

+ Reverse Proxy and Transparent Proxy,

+ Non-inline /sniffer Monitor.

- Cung cip cac ciu hinh sin sang cao:

+ Active/Passive, Active/Active

+ Fail open interfaces: cho phép cung cép dich vu khong bi gian doan khi thiét bi
WAF gép su co.

+ Non-inline deployment.
- Cho phép tuy chon bd sung dich vu “ngan chin tir xa™:

+ Cho phép giam nhe tan cong tu dong trén dién rong bang viée st dung thong tin vé
ngudn tin cong da biét. Cho phép ngin chin nhanh chdng va chinh x4c tir ngudn doc hai
trude khi tin cong dugc thuc hién.

- Giao dién quan ly: C6 kha nang quan 1y thong qua giao dién Web hoac dong Iénh
(SSH/console).

- Theoqdéi/giém sat: ho trg SNMP, Syslog, goi email canh bao, bao céo co dd hoa,
bang diéu khién thoi gian thuc.

- Quan 1y log:

+ C6 kha ning luu trit cac loai log su kién va tit ca cac log giao dich di qua WAF.

+ C6 kha nang tich hop véi hé théng SIEM cua hang thir ba bao gdm ArcSight, RSA
enVision, BMC Remedy Service Desk, IBM Qradar.

- Quan 1y c4u hinh:
+ Co kha nang phan quyén cho nhom/user voi cac murc quan tri khac nhau nhu: quyén
quan tri diy du, quyén cdu hinh chinh sach, quyén chi xem..

+ C6 kha nang ty dong cap nhat cac Signature va cai dat.
(*) Danh sach cac tAn cong WAF phong chdng dwoc:
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-

WAF

Anonymous Proxy Vulnerabilities
Brute Force Login

Buffer Overflow

Cookie Injection

Cookie Poisoning

Corporate Espionage

Credit Card Exposure

Cross Site Request Forgery (CSRF)
Cross Site Scripting (XSS)

10. Data Destruction

11. Directory Traversal

12. Drive-by-Downloads

13. Forceful Browsing

14. Form Field Tampering

15. Google Hacking

16. HTTP Denial of Service

17. HTTP Response Splitting

18. HTTP Verb Tampering

19. Illegal Encoding

20. Known Worms

21. Malicious Encoding

22. Malicious Robots

23. OS Command Injection

24. Parameter Tampering

25. Patient Data Disclosure

26. Phishing Attacks

27. Remote File Inclusion Attacks

28. Sensitive Data Leakage (Social Security Numbers,
Cardholder Data, PII, HPI)

29. Session Hijacking

30. Site Reconnaissance

31. SQL Injection

32. Web Scraping

33. Web server software and operating system attacks
34. Web Services (XML) attacks

35. Zero Day Web Worms

ORI B9 =

2.8. Dich vu cin bing tai

Dich vu cén bing tai phai st dung dong thiét bi chuyén dung diéu khién ing dung
cung cip giai phap gitp cac img dung dugc bao mat hon, nhanh hon va lu6n lu6n san sang,
giip giam thiéu chi phi dau tu va tiét kiém nhiéu chi phi lién quan dén viéc ngung tré viéc
cung cap dich vu qua cac ung dung. Kha ndng mé rdng phai linh hoat va thong minh dua
trén viéc tich hop tdi vu hoa tng dung, bao vé tng dung, hé thong mang, va phan phdi tng
dung an toan, tat ca chi trén mot nén tang chung.

Giai phap thiét ké cung cap dich vu trén nham cung cap kha nang san sang cao, xuyén
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sudt glu:a cac 16p cho hé thong Trung tim dir lieu: Web Tier, Apphcatlon Tier, Database tier
va san sang dap ung cho kha nang phat trién trong tuong lai gan, d& dang mo rong hon theo
nhu cau.

Mot sd tinh nang dich vu
a. Tinh sin sang

Dé dam bao cho tinh sin sang cao, hé thong can bang tai phai hd trg co ché fail-over
va thue hién viéc nhan ban toan b tinh trang cac két nbi gilta hai thiét bi can bang tai khong
quan tim dén viéc hé théng, may chu hodc tng dung bi 161 hodc chét.

Viéc quan trj va ciu hinh dya trén giao dién GUI dé dang va logic gitip giam chi phi
quan ly, cau hinh va duy tri thit bi hoat dong.

Ngoai ra, hé thong can bang tai phai dam bao viéc tich hop va tinh twong thich cao
voi cac ung dung, nhu Apache, BEA Weblogic, Checkpoint, Citrix, HP, IBM WebSphere,
Oracle, Microsoft (Exchange, SQL, Outlook Web Access, SharePoint Portal, SharePoint
2007, 2010, IIS, ISA, etc), Siebel, SAP, PeopleSoft, Mercury Business Availabe Center,
Tivoli, RSA SecurelD, Sun iPlanet Servers, ...

b. Tinh ning Advanced Health Checking va cin bang tai théng minh:

Dich vu can bﬁng tai giup chiu tai va phan tai cac loai dich vu khac nhau cho may chu
web, nhd d6 giup cai thién tdc do truy cap cua ngudi dung va gitip giam tai cho may chu
web, giup may chu web chi cin tip trung vao vai tro chinh 13 cung cp néi dung phuc vu
nguoi truy cép. Voi kha nang nén, phan tai HTTP thong minh va dua ra cac chinh sach khac
nhau, H¢ thong can bang tai c6 thé chon Iya nén va phan tai cac loai dit liéu dua trén yéu cau
cing nhu muc do céan thiét ciia nguoi quan tri hé thdng. Tinh ning nay gitp hé théng dat
duoc hiéu suat phuc vu cao hon trong khi sir dung it bang thong hon cho van dé web.

Cung voi tinh ning kiém tra tinh trang sttc khoe (health checking) cac hé théng may
chu t61 mure ung dung, nhu Extended Content Verification (ECV) va Extended Application
Verification (EAV) co thé gia 1ap mot goi tin yéu cau thyc té ctia nguoi dung va giam sat
tinh trang san sang cua ndi dung/img dung can theo ddi, hé thong can bang tai luon dam bao
chuyén cac két ndi t6i cac tmg dung ciing nhu dich vu cia may chii nao dang trong tinh trang
hoat dong tot nhat dé phuc vu.

¢. Cung cip tinh niing Local Traffic Manager (LTM)

Local Traffic Manager (LTM) phan ph01 dir liéu cac ung dung mot cach thong minh
va hiu qua cho viéc dam bao tinh an toan, t61 rru va tin cay ddi v6i dit lidu cac tmg dung.
Véi viée két hop viéc quan li cac dir liéu rng dung thong m1nh can bang tai, va cac tinh
nang tbi wu, hé thong can bang tai giup gia tang va cai thién toc do xur 1i dir lidu tir 10p 4 t6i
16p 7, quan tri dé dang, va giup quan li cac két ndi & muc ing dung.

Trién khai tinh ning LTM trong h¢ thong mang cho phép cac két ndi c6 thé dugc phan
tai déu trén nhiéu may chu, voi mdi két n6i duge gui toi may chu dwa trén may chu nao dang
chiu tai it nhat. Viéc nay sé& gitip cac két ndi yéu cau duoc xir li nhanh hon va gitp cho ngudi
dung cudi st dung dich vu t6t hon.

Tinh ndng LTM phai hd tro nhiéu tng dung va chiu tai cao: v6i cau tric thiét ké co thé
chiu tai nang cho tat ca cac dir liéu tir 16p 4 t61 16p 7 (theo m6 hinh OSI), dam bao hiu suit

xt 1i & 16p 4, 16p 7, cac két ndi SSL va nén HTTP (HTTP Compression), tat ca deu chay
dong thoi. Cac kién tric nay cung cép tinh kha mé rat cao trong viée dua ra cac quyét dinh
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nho vao viéc hiéu sau dir liéu ¢ 16p 7, giip cho cac tmg dung duoc tang téc va xir 1i nhanh
hon va théng nhét duy nhit trong mot thiét bi.

Tinh ning LTM 1am nhiém vu can bang tai cho cic ung dung cia nhiéu Server nhu:
FTP, HTTP, SharePoint, Oracle Form, ... Tinh nang nay lam tang kha néng san sang cao cho
cac ung dung chay trén mang, va néu nhu: cac Server dugc can bang tai dimg phia sau n6 co
su ¢6 thi co thé dé dang thay thé va nang cap. Vi kha nang giam sat toi trang thai va 5O
luong truy cdp cia ting tmg dung. Tinh ning LTM cin bang tai s& hiéu qua hon rat nhiéu
s0 v6i cong nghé clustering thong thudng trén may chi. Cong nghé clustering chi kiém tra
dugc do san sang ¢ 16p mang/IP, do d6 img dung trén may chua cé thé dang bi down nhung
request tir ngudi dung van dugc forward téi may chu nay véi LTM véan dé d6 da duoc giai
quyét.

Ngoai tinh ning can bang tai, LTM con hd tro tinh ning ting tdc truy cap téi tng dung
giam tai load t&éi may chu ting performance cua may chu, ngoai ra LTM con bado mat cho
mg dung bing cach kiém soat dén tirng bite/byte trude khi giri yéu cu cta ngudi dung t6i
ung dung.

d. Tinh ning Ting toc Wng dung - Application Acceleration Manager (AAM)

AAM da vuot 1én cac van dé vé mang, giao thue, va cac véan dé ng dung dé gitip hé
théng dép ung hiéu suat ing dung, cic yéu cau vé sao chép dit liéu, vé khoi phuc tham hoa
tu dién toan dam may, ing dung di dong, va phan phéi video. Bang cach giam tai mang va
may cha. AAM giam nhu cau bd sung bang thong va phan cing, ngudi dung c6 thé truy cap
nhanh cac mg dung, va giai phong cac ngudn lyc IT cho céc du an chién lugc khac.

AAM tich hop cac cong nghé t6i ru hoa hiéu suat web va két nbi WAN trong viéc phan
phéi tng dung. Diéu nay cho phép cac cong nghé ting toc truyén thong nhu giam tai SSL,
nén, bo nhé dém, va vu tién luu luong mang dé két hop véi cac cong nghé nhu tdi wu hoa
hinh anh, t6i wu hoa phan phdi video, va chdng trang lap dir liéu cap byte, do d6 lam giam
su phuec tap trong trung tdm dir liéu.

AAM gitp t6i vu mot Website trude khi dap tra toi cac user, no c6 kha ning nén va
tang toc. Trang Web s& duoc nén dudi dang cau tric tir dién HTTP trudc khi dén may cia
nguoi str dung va trinh duyét ciia may Client niy sé tu dong giai nén theo cau triic dong lénh
HTTP. Mot s6 file dix liéu trén trang WEB dang text: .PPT, .Doc; .xls; .pdf; hodc dang anh
nhu jpg .png .gif dugc nén vé dinh dang tdi wu. Va tinh ning tang téc cho WEB sé& ti uu
cac ma Iénh Web dang ajax, java, php, html, css, java script.

AAM gilp giam tai tng dung tir may chu béng cach giam tai nhiém vu chuyén sau cua
CPU (nhu ma hoa, caching, va nén) va no co thé 1am giam bang thong bang cach gui dir liéu
ithon trén mang. Két qua cudi cung 1a mot co s ha tang hiéu qua hon. AAM co thé cai thién
hiéu sut cua luu luong tng dung qua két néi WAN bang cach t6i wu hoa cac giao thirc tng
dung, wu tién traffic, toi wu hoéa TCP tir client dén may chu, va lam giam s6 lugng dir liéu
dugc gui qua mang WAN, gitip tranh viéc néng cip bang thong gay tén kém. Céc cong nghé
QoS dam bao rang cac ung dung quan trong hodc yéu cau dap ung thoi gian duoc uu tién
hon nhitng tng dung khac dé t6i da hoa hi¢u sudt qua mang WAN. Chung cung cap diéu
khién traffic dwa trén nhitng nhu cau, cho phép hé théng quan Iy va vu tién bang théng cho
moi ing dung va cai thién QoS cho cac ung dung quan trong.

- Tinh ning DNS gitip dinh tuyén dya trén vi tri dia 1y, cung cip can bang tai toan cau
va chuyén huéng du phong.
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- Tinh nang SSL Orchestrator T6i wu hoa viéc ma hoa va gidi ma SSL/TLS, cai thi¢n
hi€u suat va bao mat cua cac ung dung

- Tinh nang Access Policy Manager (APM) gitip quan ly truy cép va danh tinh, cung
cap Single Sign-On (SSO), xac thuc da yéu to va kiém soét truy cap chi tiét, tich hop véi cac
dich vu xéc thyc va danh tinh bén thr ba nhu Active Directory, LDAP, va cac dich vu ddm
may.

2.9. Dich vu phong chéng tin cong DDoS
Céc tinh ning cua dich vu chéng tdn céng DDoS:

- Ngan chin tn cong, bao vé ha ting Application khoi nguy co t€ liét h¢ thong, khai

thac 156 héng Application, phan tan Malware, trom cdp thong tin va cac hinh thire tin cong
khéc:

+ Bao vé toan dién khoi cac tan cong khai thac 16 hong truyén théng: Worm, Trojan,
Bot, SSL-based attack, va VolP attack ...

+ Phat hién va ngan chin cac tan cong khai thac 16 hong chua duoc cong b (zero-
day, zero-minute attack) va cac tan cong khong dua trén khai thac 16 hong (flood, phat tan
malware, brute-force...) dua trén phan tich hanh vi.

- T4n c6ng va ha ting Mang: T4n céng Network Flood

- Tén cong ha ting M4y Chu va Ung Dung:

+ T4n cong xam nhap khai thac 16 hong (Intrusion)

+ T4n cong do tim mat khau (Brute Force)

+ Tén cong HTTP Denial of Service

+ T4n cong HTTP Flood...

- B4o cdo realtime: khi phat hién tan cong, Traffic Monitoring thé hién trén giao dién.

- Thong tin vé cac tan cong bi phat hién & thoi gian thyc.

- Phat hién va ngin chin tin céng DDoS chinh x4c véi thuat toan thong minh gitp
dua ra quy¢et dinh chinh xac hé thong c6 dang bi tan cong, loai bo trudng hop nham lan (nhu
nguoi dung truy cap that sy tang dot bién).

- Quy trinh phat hién va ngin chin tin cong khép kin c6 phan hdi gitip nhanh chong
0 1ap thong tin, xac dinh chinh xac cac tham so ctia cudc tan cong deé tao Realtime Signature
cho module ngan chén.

Céap nhat tu dQng bao v¢, chu dong chéng lai cac cudc tin cong DDoS va cac mbi de
doa vé€ an ninh h¢ thong. Dich vu nay cung cap goi cap nhat thuong xuyén nham nang cao
va duy tri an ninh hé thong. Cung cap bdo cao thuong xuyén, giap cho viéc tong hop, phan
tich va danh gia an ninh va an toan h¢ thong tot hon.

- Kha néng bao v¢ manh mé do co6 thé nhan dang duoc cac cudc tan cong & 16p 3 (16p
mang), 16p 4 (16p van chuyén) va ca 16p 7 (16p ung dung).

2.10. Dich vu phong chong that thoat dir li¢u

Dich vu phong chéng that thoat dir liéu xéac dinh va ngan chan cac hanh vi vi pham,
trich xudt hodc pha hity dit liéu nhay cam ngoai y mudn. Cac doanh nghiép, t6 churc sir dung
dich vu nay dé bao mat va bao vé dir liéu cling nhu tuan thi cac yéu cau phap 1y.
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Mo hinh trién khai: Client - Server (May tram va cac may chu duoc cai agent phong
chdng thét thoat dir liéu, va duoc két ndi dén may cha quan tri tip trung)
Tinh niing Gateway Anti — Malware, hé trg HTTPS

- Ngin chin phdn mém doc hai xam nhép vao hé théng giam thiéu ganh ning cho
cac giai phap bao mat trén endpoint. Ti vu hoa bao mat trong mot giai phap duy nhat véi
nhiéu cong nghé khac nhau. Kiém tra sdu ndi dung g6i tin, quét cac file dit liéu: PDF, word,
excel,... tim phén mém ddc hai an.

- Ngan chan vi¢c download ma dgc, virus, spyware... cadc hanh vi ctia botnet ciing
nhu cac két ndi C&C callback ra ngoai Internet. C6 lp cac Spyware trude khi chiung c6 thé
phat tan hay chiém quyén hé thong

- Kiém soat cac két néi HTTPS thong qua co ché giai ma va kiém tra ndi dung gbi
tin duoc ma hoa.

Tinh niing Web Reputation két hop twong quan dir liéu thoi gian thue

- Ngan chén cac truy cép vao cac trang web doc hai. Smart Protection Network sur
dung thong tin tir 250 triéu sensor trén toan thé gidi, xtr Iy 16 ty query hang ngay. Bén canh
co s& dit liéu vé nhitng website, URL, domain doc hai, Web Reputation cung cap co ché tinh
diém dbi véi timg website, URL cu thé dé danh gid mirc d6 an toan khi nguoi dung két ndi
toi.

- Co ché trong quan céc sy kién cho phép chéng lai cac mdi de doa méi va hoat
dong dang ngo trong thoi gian thuc.

- Xac dinh, ngan chan botnet va cac két n6i C&C trong cac cudc tan cong cd chu
dich.

Phéan loai va lgc ndi dung (URL Filtering)

- Sir dung co s¢ dit liéu vé URL bao gdm 87 nhém Website khac nhau giup chuan
doan ndi dung va cac hoat dong cua cac website nay, phan loai ndi dung website duoc truy
cap theo thoi gian thyc dé nhan dang cac trang web khong pht hop hodc Website doc hai tir
d6 dua ra cac dé xudt gitp bao vé toan hoat dong ctia doanh nghiép.

- Ngan chin viéc truy cap tdi cac website gia mao, tai cac phan mém gian diép.

Kiém soat truy cip rng dung:

- Lién tuc giam sat va bao co vé hon 30.000 tng dung trén cloud va 1.000 tng dung
internet khac nhau bao gdm: Office 365, G Suite, Dropbox, g dung instant messaging,
peer-to-peer, mang xa hoi, itng dung streaming media...

- Quan tri tap trung, xay dung chinh sach chi tiét, linh hoat dé kiém soat tat ca hoat
dong web.

- Thiét 1ap chinh sach bao mat khac nhau cho ting ngudi diung, nhom ngudi dung
hodc cac thanh phan web gateway cu thé.

Cloud Sandboxing va Predictive Machine Learning:

- Cloud sandboxing cung cip kha ning mé phong va phan tich chuyén sdu mot cach
tu dong ddi vai cac tép dinh kém c6 kha ning giy hai, bao gom céc file thuc thi, file tai
li¢u... dir liéu duoc phan tich trong moi trudng sandboxing an toan trén cloud cua Trend
Micro. Phuong thirc ny gitip phat hién chinh xac nhiing rui ro vé ma doc lién quan tdi cac
cudc tan cong c6 chu dich.

- Co ché Predictive Machine Learning sir dung cc thuat toan thong minh quét cac
noi dung ciia d6i twong, md phong va hiéu hanh vi ciia n6, duy doan y dinh. Predictive
Machine Learning giup loc dit liéu khong an toan trude khi giri dén cloud sandboxing. N6
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lam tang hiéu qua va giam thiéu thoi gian phat hién, ngan chian hiém hoa trong thoi gian
thuec.
Ngin chin thét thoat dir liéu (Cloud DLP):

- Sir dung trén 240 template lién quan téi DLP dé bao vé dir liéu quan trong, ngan
chan 10 ri do v6 ¥y hodc ¢ y ciia con nguoi.
- Cung cap giao dién gidm sat, quan ly va bao cdo hop nhat.

2.11. Dich vu giai phap ky s6 HSM
2.11.1. Mb hinh dich vu ky s dién tir
Hé théng hoa don dién tir s& gdm 4 thanh phan chinh:
o Phan mém hoa don dién tu;
o Chung thu s6 mua tir cac nha Public CA;
o Thiét bi ky s6 HSM (Hardware Security Module);

o Web services hd trg két ndi giira phan mém/ing dung va thiét bi ky sb (tuy
chon — ¢6 thé c¢6 hodc c6 thé khong).

Mo hinh trién khai ctia hé thong hoa don dién tir nhu sau:

HSM 1

Céc thong diép dir lidu trao d6i, xir 1y gitta hé thong thu phi ha tang cang bién cua
UBND TP.HCM va hé thng khai bao Hai quan duoc ky chit ky s6 va ma hoa theo quy dinh
ctia phap luat hién hanh. Thiét bi ky s6 HSM dit tai Chi cuc Hai quan khu vyc II nhim muc
dich ky sd trén céac giao dich ddi soat dit liéu to khai giira hé théng thu phi dit tai Chi cuc
Hai quan khu vyc II va Cang vu.

Mo hinh trién khai k¥ s6 giao dich dién tir tai Hai Quan nhu sau:
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.

) |
Hé thong khai bao Hai quan

Service ky sb

HSM

2.11.2. Vai tro cia thiét bi ky s6 HSM (Hardware Security Module):

bé dang ky dugc ching thu s6 mang tinh phap ly cua t6 chirc/doanh nghiép, thi can co
mot hoac nhiéu khoa bi mat dai dién cho to chl'Ig/ doanh nghiép. Sau khi dugc cap chiung tl}U:
s0, thi khoa bi mat nay cung voi chirng thu so s€ dugc dung dé ky hod don/van ban/giay
to....

Vi vay, viéc luu trlt va bdo v¢ khod bi mat cung ching thu s6 1a yéu td vo cung quan
trong doi1 vai to chirc/doanh nghiép. Trong truong hgp bi tiet 10 ra bén ngoai, thi co6 thé gay
anh hudng vé mat phap ly dén t6 chirc/doanh nghi¢p do.

Cac rii ro va han ché khi lwu trir va xir Iy khéa bi mat trén may chi/pc:

o Tiét 16 khoa bi mat do luu trix trén dia cting: khoa bi mét s€ dugc tao ra va luu

trir trén dia cing trong dang doc duoc s& dé - dang bi copy boi batky ai tir nguoi
dung, ngudi quan tri hé thong, cac phan mém, ma ddc, .

o Tiét 16 khoa bi mat do xur 1y trén bd nhd RAM: khéa bi mat duoc tai vao trong
RAM dé xtr 1y céc thao tac ky s€ dé dang bi danh cap béi cac phan mém, ma
doc

o Hiéu ning thip: may chi, pc khong duogc thiét ké dé xir 1y cac thao tac mat ma
nén hiéu nang xtr 1y thap va anh huéng dén viéc xur 1y cac trng dung.

o Khoa bi mat 1a thanh phan cha chét dé tao chit ky s6. Do d6 néu né bi tiét 19
thi chitkyso sé dé dang bi gid mao.

Cic loi ich khi sir dung thiét bi HSM cho viéc ky s6:

o Bao mat tuyét ddi: thiét bi HSM dugc thiét ké hoan toan bao mat, chéng cac
xam nhép vé phan cung va phan mém nén bao v¢ tuyét doi dugc khoa bi mat.
Tat ca viéc luu trir va xur ly dugc thyc hién bén trong thiét bt HSM.

o Hiéu nang cao: dugc thiét ké chuyén biét dé€ xur ly cac thao tdic mat ma nén
nang luc xur 1y rat cao.

o Tuan thu cac tiéu chudn: thiét bj dap tng cac tiéu chuan bao mat nhu FIPS
140-2 Level 3, PCI DSS compliance...

2.11.3. Céc tinh ning cia dich vu chir ky s6 HSM

Cung cap céc tinh ning sau day:

| Tinh ning | Pic diém
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Luu trit khod/ chtng thu sb Cho phep nguoi dung lwa chon luu trir khod/chimg thu
s0 bén ¢ bén trong thiét bi hodc bén ngoai hé thong
dudi dang file ma hoa.

S6 lugng partitions/ slots Khong gidi han s6 lugng slots/ partitions

S6 lugng kétndi t6i Khéng gidi han s6 luong két ndi. Co thé sir dung HSM
cacserver ungdung cho nhi€u server ing dung khéc nhau.
Toc do ky toi thiéu Dép tng toi1 thi€u toc do ky 1a 16tps (vi do dai khoa

2048 bit) c6 kha ning xir 1y dwgc dén 57,600 giao dich
trong vong 01 gio

2.12. Dich vu sao lwu va phuc hdi dit liéu
- Trién khai theo Cong van 1145/BTTTT-CATTT ngay 03/04/2020 vé viéc hudng
dan bd tiéu chi, chi tiéu k¥ thuat dé danh gia va lya chon giai phap nén tang dién toan dam
may phuc vu Chinh phu dién ti/Chinh quyén dién tir) trong d6 & tiéu chi 16.
- Sao luu/khoi phuc may 4o yéu ciu may 4o sao luu it nhit 07 phién ban khac nhau
va phai khoi phuc may o tir ban chup (snapshot).
- Giai phap trén dam bao tinh hiéu qua va dé dap ng yéu cau vé an toan dir liéu, thoi

gian phuc hdi dir liéu nhanh chong sau khi ¢6 sy ¢b. Do d6, dé xuét dung luong luu trit dit
li¢u backup nhu sau:

+ Vi dich vu disk to disk: tinh 100% dung lugng cua may chu.
+ Vi dich vu disk to tape: tinh 100% dung lugng cua may chu.
2.12.1. Quy trinh sao lwu va phuc hoi dit liéu

Trén hé théng ti dia chinh (Primary Storage): Hang ngay, toan bd VM (OS+ {ng
dung) s€ dugc snapshot (Full backup) sau 19h:00

Trén h¢ thdng ti dia phu (Secondary Storage): Hang ngay, hé thong phan mém sao
luu va phuc hoi dir liéu s€ sao chép toan bg dit li¢u sao chép toan bd vung dir li¢u tir ti dia
chin sang tu dia phu.

Sau d6, hé théng phan mém sao luu va phuc hoi dir liéu thuc hién chuyén dit lidu tuan
tu tir t dia phy (Secondary Storage) ra hé thong tu dia Tape. Mdi tape LTO8 khoang
30TB/tape, khi ghi full dit liéu nha cung cap dich vu s& thay thé tape méi vao va di chuyén
cac tape dd duogc sao luu sang 1 ti chuyén luu trit tape khac (Pugc tudn hoan st dung lai)
va duoc dat tai 1 vi tri khac nhim dam bao an toan di liéu.

Vi tri cho ta dit Tape phai dam bao cac yéu td sau:

M5 ta
UPS Co
May phat dién Co
Diéu hoa nhiét do Cé
HO tro k§ thuat 24 x 7x 365
Hé thong canh bao khoi sém Co
Hé thong canh bao chdng chay Céo
An ninh ( bdo v¢, camera) Co

2.12.2. Chi tiét qua trinh sao lwu dwogc dién ra nhw sau:

- Théng nhéat danh muc may chu va dit liéu sao luu (theo hop dong)
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- Thuc hién sao luu danh myc may chua va dir li€u theo quy trinh backup

- Sau khi sao luu thanh cong trén hé théng thi nguoi quan tri s€ thuc hién kiém tra
thong tin dir liéu sao luu (Néu mdt trong hai budc kiém tra khong co trén h¢ thong sé thuc
hién sao luu lai).

Buocl: Kiém tra thong tin ban Primary Snap (anh cta toan bd may chu chira trén
vung luu trir da sao luu) trén may chi quan 1y sao luu.

Budc 2: Kiém tra thong tin ban Primary Snap hé thong luu trit.
2.12.3. Chi tiét qua trinh phuc hdi dwogc dién ra nhw sau:
- Lénh phuc hdi duoc chay trén may chu quan 1y sao luu.
- Hé thong luu trit sé& str dung ban Primary Snap dé sao lwu ra mot ving luu trit khac.

- Anh may chu can phuc hoi s€ dugc copy va chuyén vao vung luu trit tai may chu
dinh san.

- Toan b qua trinh thyc hién s& thuc hién trén hé théng luu trir.
2.12.4. Mb ta ludng sao hru dir liéu:

Budc 1: Sao luu tai hé thong primary Storage

Budc 2: Xac dinh dir liéu can backup qua ti dia thir cap

Budc 3: Hé thong chi 1énh cho ti dia thi cép tao ving dir liéu twong duong hé thong
luu trir chinh trén vung luu trir thir cap

Budc 4: Hé thong ra chi 1énh backup dit liéu tir ti dia chinh sang ti dia thir cap.
Budc 5: Hé thdng thyuc hién copy dit liéu da duoc luu trit trén ta dia thir cip ra tape
2.12.5. Tinh ning hé thong

Viéc cung cap vung luu trit dé chira cac ban sao dit liéu backup dua trén giai phap luu
trlt 4 Node Cluster vd1 img dung cac cong ngh¢ tién ti€n nhat:

- T6 chirc cac nodes luu trit dir liéu theo mé hinh cluster 6 nodes (c6 thé mé rong 1én
dén 8 nodes trong moi trudong SAN) du phong chia tai.

- Kha nang mé rong dung luong 1én dén hang PB.
- Van hanh 24/7/365.

- Dir liéu duoc di chuyén linh hoat qua lai gitta cic nodes luu trir. Pap tmg nhu cau
nang cap mod rong, bao tri bao dudng linh hoat, khong lam gian doan truy nhap di liéu.

- C6 su hd tro xtr Iy su ¢d (néu co) tir chinh hing trong qua trinh van hanh cung cap
dich vu.

Giai phap sao luu du phong tir dia sang dia sang tape (disk-to-disk-to-tape) dugc tich
hop trén cac ti dia luu trit két hop véi ta bang tir truyén théng, v6i1 kha ndng lam don gian
hoa hoat dong sao luu dir liéu danh cho cac van phong tai chd, vin phong & xa va b phan
noi bo (back office) cling nhu co thé ha thap yéu cau vé moi truong luu triv thir cAp t6i 90%
hodc cao hon, cung cap tinh nang sao luu va khoi phuc dir lidu trén dia cing tdc d6 cao, duoc
tap trung hoa va c6 hiéu qua veé chi phi.
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MBoi trudng Bao vé dir liéu tich hop Disk-to-Disk-Tape cung cap kha niang lwa chon
cac giai phap quan 1y sao luu va khoi phuc dir li€u dé don gian héa cac quy trinh bao vé dir
liéu cho mét ing dung hodc trén toan bd moi trudng luu trit va moi truong ao hoda.

Moéi truong Bao vé dir liéu tich hop Disk-to-Disk-Tape gitip don gian hoa hoat dong
bao v¢ dir liéu bang cach ty dong hoa cac quy trinh dé cung cip nang luc quan 1y dir liéu
tryc quan, 6n dinh, cho phép lap lich va ty dong hoa hoat dong sao luu co sd dir lidu, quan
1y duy tri ban sao dir liéu dya trén chinh sach va don gidn hoa hoat dong chuyen dbi cac co
sO dir li€u hién tai sang cac hé théng luu trit cua . Ngoai ra, hé thdng con c6 thé co duoc cac
tinh ning dam bao do sin sang cao tich hop, cho phép ban mo rong cac co so dir liéu cua
minh trong moi truong tryc tuyén, c6 thé thuc hién cac hoat dong sao luu dir lidu tmg dung
day du, nhat quan cua cac co s dir liéu cua ban trong do chi doi hoi khong gian luu trir du
dé luu trir phan thay doi.

Chuong trinh Agent (client) doc dif liéu can luu trir tir cac dia cing dugc gén trén cac
web/DB server va gdi ching trén mang LAN dn server (server hay con goi 1a Backup
server), server ghi/doc nhiing dir liéu nay va tiép tuc ghi chung xuéng b luu trir theo dung
cac chinh sach (policy) da duoc dinh sin. Ngoai ra, dir liéu dung dé quan 1y cac thong tin vé
dir liéu duoc luu trir (metadata) cling dugc truyén qua mang LAN tir cic web/DB server dén
server va duogc luu trir tai day.

Qua trinh khéi phuc lai dit liéu ciing dién ra trén cung duong di nhu trén nhung theo
huong nguoc lai: dir liéu dugce server doc 1én tur thiét bi luu trir néu dir liéu da cii hoic doc
dir liéu trén 6 ctmg do quan ly va dugc truyén dén cac web/DB server thong qua mang LAN,
sau d6 dugc ghi lai vao dia cing gan trén cac web/DB server ndy. Luc nay dit liéu sin sang
dé phuc vu cho cac tmg dung.

3. Phwong an quy ché dam bio an toan, an ninh théng tin

Ma tran trach nhiém cac bén tham gia van hanh hé théng:

DPon vi bon vi
Ponvi | cung cip cung cap
st dung dich vu | phin mém
ha ting ung dung

X

STT | NOoi dung cong viéc cac bén tham gia

Dich vu quén ly vé ha tang: mang, luu trit,
server va 4o hoa.

1 D:élm bao dich vu lién tuc, dn dinh, an toan X
doi voi dich vu cung cap 24x7x365

Pam béo tat ca cac SLA vé dich vu cung
cap da cam két voi khach hang

Giam sat, quan 1y va bao céo cac vi pham
SLA, su ¢ trén ha téng cloud tir mirc hé
diéu hanh may chu 4o tr& xudng cho
khach

Chiu trach nhiém xir 1y su ¢6 dich vu lién
4 quan dén dich vu ha téng: mang, luu tri, X
server va ao hoa
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STT

Noi dung cong viéc cac bén tham gia

Don vi
st dung

DPon vi
cung cip
dich vu
ha ting

Pon vi
cung cip
ph?m mém
ung dung

DPam bao cung cap di tai nguyén hé thong
(resource pool) thyc theo yéu cau cua
khéch hang

X

Thuc hién cac yéu cau khac cua bén su
dung dich vu lién quan dén dich vu ha
tang: mang, luu trit, server va do hoa

bam bdo c6 doi ngli chuyén gia thuc hién
quan tri van hanh, xtr 1y sy ¢o6 cac dich vy
ha tang: mang, luu tr@t, server va 4o hoa

II

Dich vu ATTT

Pam bao ban quyén dich vu dugc mua tir
hang hang nam.

béam bao ha t?}ng hé thdng cung cép dich
vu hoat dong on dinh lién tuc.

Thiét lap cac chinh sach bao mat kiém
soat va ngan chan cac truy nhap trai phép
va tn cong dam bao an ninh thong tin cho
hé thdng cua bén thué dich vu

Giam sat, kiém tra va phan tich log hé
thong cac canh bao vi pham chinh sach
ANTT lién quan dén h¢ thong.

Cap nhat ban va, nang cap phién ban mai
cho céac h¢ thong tuong Itra theo khuyén
cdo cua hang

Gidm sat tai nguyén, ndng luc va tinh
trang hoat dong cua hé thdng twong lira va
thuc hién nang cdp hé thong khi tai
nguyén va nang lyc xur ly vuot hon 70%

Phéi hop v6i Bén Thué dich vu, cac don
vi hd trg xu 1y khic phuc cac 16i vé
ANTT, ngan chan viéc khai thac diém
yéu, 16 hong v& ANTT ddi v6i hé thong
cua Bén Thué dich vu

Phéi hop v6i1 Bén Thué dich vy, cac don
vi hd trg dich vy, don vi ung clru cua nha
cung cap dich vu xir Iy sy ¢d khi hé théng
bi tAn cong, bi hu hong phan ctng.

Cung cép log h¢ théng cho Bén Thué dich
vu khi ¢6 yéu cau
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STT

Noi dung cong viéc cac bén tham gia

Don vi
st dung

DPon vi
cung cip
dich vu
ha ting

Pon vi
cung cip
ph?m mém
ung dung

10

B4o cao ANTT dinh ky (tuan, thang, quy,
nam)

X

11

Back up c4u hinh ctia hé théng khi c6 thay
doi va dinh ky

12

Thong béo béo tri va bio dudng hé théng

13

Phéi hop véi cac don vi lién quan trong
qua trinh thyc hién bao tri bdo dudng va
nang cap ha tang, h¢ thong rng dung

14

Yé€u cau va chiu trach nhiém doéi véi chinh
sach tang cudong an ninh cho hé thong cua
minh dé nghi nha cung cap thyc hién

15

Giam sat va kiém tra viéc thuc hién chinh
sach, cAu hinh cua nha cung cép dich vu
dam bao an ninh thong tin cho hé théng
cua minh

16

Gui yéu cau cung cap log lién quan dén hé
théng ctia minh. Néu cung cap log cho
don vi thtr 3 thi Bén Thué dich vu phai cé
van ban yéu cdu dé dam bao tinh bi mat
thong tin ma nha cung cap dich di cam
ket.

17

Chiu trach nhiém ddi véi tai khoan quan
tri hé thong ma Bén B cung cip cho Bén
A dam bao hé thdng Gmg dung cua minh
an toan

II

Dich vu quan 1y hé thong thong tin.

Chiu trach nhiém xir 1y su ¢d dich vu lién
quan dén dich vu trng dung

Thuc hién cac yéu cau khéc cua bén su
dung dich vu lién quan dén dich vu tng
dung

bam bao c6 doi ngli chuyén gia thuc hién
quan tri van hanh, xtr 1y sy ¢o cac dich vu
ung dung
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Pon vi bon vi
. n A s pa . Ponvi | cungcap | cung cap
STT Noi dung cong viéc cac bén tham gia sir dung dicl! va | phin mdm
ha tang ung dung
Bhéi hop véi don vi cung cap dich vu ha
4 tang thuc hién bdo tri va nang cap hé X X

thong g dung
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Phu luc:
BIEU MAU BAO CAO

MAU 1: MAU BIEN BAN GHI NHAN VA XU LY SU CO

............................. CONG HOA XA HOI CHU NGHIA VIET NAM
........................... boc Lap — Tu Do — Hanh Phtic
SO oo
BIEN BAN GHI NHAN VA XU LY SU CO
1. NGUOT thONE DA SU €O oot

B DAl iGN CONE LY ittt aee e see e e e sbeeesaeenans

LI O ST o] 1§ OO

B TR FAX: oo e e e e e et a e e e e enans

B UCRHIIC VUL e e et e e e e e e e e et aeaeean

2. Thong bao sy ¢b lac: ... gio ... phat, ngdy ... thang ... ndm ...
3. Noi dung thong bao su cb:
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8. Két qua: Hé thong hoat dong tt luc ... gid ... phit, ngay ... thang ... nam ....

Bién ban duoc thanh 1ap 02 ban c6 gia tri nhu nhau, modi bén giit 01 ban.

bai dién k¥ thuat hai Bén cung xac nhan.

Pai dién Pai dién CBT

MAU 2: MAU BAO CAO SU CO POT XUAT
............................. CONG HOA XA HOI CHU NGHIA VIET NAM
boc Lap — Tu Do — Hanh Phtic

BAO CAO SU CO POT XUAT
SOt

Ho va tén nguoi bao cdo:
bon vi:

bién thoai:

Fax:

Thoi diém bao cao: (hh:mm-
dd/mm/yyyy)

Fax:
Fax:

Fax:

Noi dung

Tén su co:

Thoi diém xuat hién sy ¢d (hh:mm-dd/mm/yyyy):

Thiét bi bi su ¢d va su anh huong dén hoat dong mang ludi:

MO ta chi ti€t su cO:

Nguyén nhan su ¢ (néu phat hién duoc):
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Cac bién phap khic phuc:

Tinh trang hién tai:

Thoi diém két thic su ¢d (hh:mm-dd/mm/yyyy) (néu xir 1y xong):

Kién nghi va dé xuat:

Y kién ctia Lanh dao Nguoi bao cao

(Ky va ghi rd ho tén) (Ky va ghi 1o ho tén)
MAU 3: MAU BAO CAO HOAT PONG HE THONG

...................... CONG HOA XA HOI CHU NGHIA VIET NAM
................................ Doc Lap — Tu Do — Hanh Phuc

BAO CAO HOAT PONG HE THONG UNG DUNG

Noi nhan bao cdo:

Hé thong

Nguwoi bao cao

Ngay baocao | ... [oiiid e

Thoi gian T e S dén .../

I.  Tinh trang hoat dong

1.  Tinh trang hoat dong cua hé théng server:

On dinh: Khong 6n dinh:
2. Tinh trang hoat dong cua cac websites:
On dinh: Khong on dinh:
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II.

Nhiing 18i da xay ra — cach khic phuc

Hién trong 101 XAY T: ....iveieei e
Cach Khac Phuc 101 ....ovveeie e
Thoi gian xay ra 1i: ............. Thoi gian két thuc 18i: ...................
Hién trong 101 XAY Ta: ....oveieiie e
Cach KhAC PhUC 181: ... ovue et

Thoi gian xay ra 16i: ............. Thoi gian két thuc 16i: ...................

III. Bién phap phong ngira
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