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Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit
1.1. Gi6i thiéu chung vé dw toan mua sim, géi thau
1.1.1. Gi6i thiéu vé du toin mua sim:

- Dy toan mua sim: “Nang cao ning luc vé phong vé thuong mai trong
boi canh tham gia céc hi€p dinh thuong mai tu do thé hé moi”;

- Tén chu dau tu: Cuc Phong vé thuong mai;
- Ngudn von: Ngudn ngan sach nha nuée.
1.1.2. Gi6i thiéu vé g6i thau:

- Tén goi thau: Xay dung phan mém tiép nhan ban tra 15i cau hoi trong
cac vu vige diéu tra phong vé thuong mai (Giai doan 2) — Xay dyng module
phan mém back-end cho phép xt 1y, phan quyén truy cép cac thong tin, dit liéu;

- Linh vuc: Hang hoa;

- Hinh thirc Ivra chon nha thau: Chao hang canh tranh, qua mang;

- Phuong thic Iya chon nha thau: Mot giai doan mét ti ho so;

- Loai hop dong: Tron goi;

- Thoi gian thuc hién goi thau: 10 ngay;

- Pia diém thyc hién: Cuc Phong vé thuong mai (Pia chi: 54 Hai Ba
Trung, Ctra Nam, Ha Noi).
1.2. Yéu cau chung vé ky thuat
1.2.1. Yéu cau chung

X4y dyng phan mém tiép nhan ban tra 101 cau hoi trong cac vu viéc diéu
tra phong vé thuong mai (Giai doan 2) — Xéy dung module phan mém back-end
cho phép xtr 1y, phan quyén truy cap céac thong tin, dir li¢u.
1.2.2. Yéu ciu chung vé giai phap, cong nghé

Trén co s yéu ciu nghiép vu tai Cuc Phong vé thuong mai, hé thong
phan mém khi nang cdp, xdy dung mé rong phai tiép tuc dap tng cac yéu cau
chung sau day:

- Tinh kha thi: Giai phap dua ra phai giai quyét dugc cac yéu cau dang dat
ra, phtt hop véi didu kién thuc té ctia don vi thy huong. Giai phap chon lwa phai
dam bao tinh kha thi sao cho thuén tién trong viéc trién khai, san sang cho viéc
nang cip, mo rong vé sau ciing nhu dé dang trong viéc van hanh, st dung;
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- Tinh hién dai: Céc gidi phap dua ra dya trén cac cong ngh¢ méi hién dai
va dang dugc sir dung pho bién;

- Tinh tuong thich cao: Phai tuong thich véi cdc mo hinh khac dang dugc
st dung rong rai, dic biét 1a phu hgp véi mod hinh, kién trac Chinh phu di¢n tir
Bd Cong Thuong cling nhu h¢ thong TRAV Online dang van hanh;

- Tinh ké thtra: ké thira CSDL ctia cac nha cung cdp ma Cuc di khai thac,
san sang tich hop voi cac hé thong san ¢6 cia Cuc va cac co quan quan ly khac
cua cua Viét Nam;

- Tinh an toan bao mat: H¢ théng dugc xay dung véi dinh hudng sir dung
cac thiét bi phan cing, phan mém thuong mai dugc dau tu b sung. K¢ thtra va
st dung cac gidi phap vé dam bdo an ninh, bao mat ctia Cuc va cia B Cong
Thuong, ddm bao h¢ thong khong bi danh cap dir liéu hay bi pha hoai. Str dung
cac co ché phan quyén ngudi st dung cling nhu céac thiét bi nhu tuong Itra va
cac thiét bi khac dé dam bao an toan cho trang thong tin va hé thong;

- Tinh linh dong: Hé théng can phai linh dong dé dap tmg dugc cac thay
doi dua trén yéu cau tir phia nguoi st dung cling nhu cac yéu cau phat sinh tir hé
thong;

- Tinh toan ven: Giai phap phai c6 cac co ché sao luu phuc hoi khi hé
thong c6 101 d€ tranh viéc mat mat dir liéu cta cac hé thong.

1.2.3. Yéu cau vé kién tric hé thong

- Hé thong phan mém van tuan thu kién tric 3 ting hudng dich vu (SOA).

- Pam bao dé& dang tich hop, trién khai cac hé thong dung chung.

- Pam bao dé dang trién khai may chu riéng cho tang tmg dung hoic ting
CSDL.
1.2.4. Yéu cau vé cong nghé sir dung

- Ngbén ngir lap trinh: Hé thong st dung ngdn ngit 1ap trinh twong thich
v6i1 hé thong TRAV Online

- Hé quan tri CSDL: MySQL, 1a hé CSDL dang sir dung cho hé théng
TRAYV Onlien
1.2.5. Yéu cau vé md hinh trién khai hé thong

Hé théng tiép tuc duoc trién khai trén nén web, nguoi dung tai cic co
quan, don vi s€ si dung cac trinh duyét web thong thuong co két ndi mang
internet dé truy cdp vao cong dé 1am viéc va khai thac thong tin theo phan quyén
su dung.
1.2.6. Yéu ciu vé quan tri h¢ thong

- Hé théng can cung cip co ché quan tri thuan tién dé dang, c6 kha _hang

mém déo khi khai bao va quén tri nguoi dung, theo doi dugc tinh trang vé truy
cap cta ngudi dung vao cap nhat, tong hop hodc khai thac dir liéu.
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- HE thong can c6 cac co ché bdo cao vé tinh trang hoat dong ctuia hé
thong.

- Can c6 co ché ghi nhat ky hé théng, theo ddi cac thao tac cua ngudi
dung va tinh trang cua h¢ thong thuong xuyén dé co6 thé truy tim thong tin, phan
tich, danh gia hé thong.

1.2.7. Yéu cau vé kiém tra va danh gia an toan thong tin, bao mat

- H¢ théng phan mém khi duoc nang cdp can duoc thiét ké dé dam bao
tinh bao mat vé thong tin, ngan chan cac truy cép dir liéu bat hop phép va dap
tmg cac Quy dinh chi tiét va huéng din mot s6 diéu cua Nghi dinh s6
85/2016/ND-CP ngay 01 thang 7 ndgm 2016 cua Chinh phu vé bao dam an toan
hé théng thong tin theo cdp do va Théng tu sé 03/2017/TT- BTTTT ngay 24
thang 4 nim 2017 ctia Bo Thong tin va Truyén thong quy dinh chi tiét va hudng
dan mot sb diéu cta nghi dinh sé 85/2016/ND-CP ngay 01 thang 7 nim 2016
ctia Chinh pht vé bao dam an toan hé thong thong tin theo cap do.

- Khi x4y dung va trién khai can thuc hién kiém tra/danh gia/ra soat cac
16i/16 hong bao mat trén hé thong ngay trudc (hodc sau) khi hé thong duoc dua
ra moi truong hoat dong thuc té bang phuong phap thuc hién kiém tra lai, két
hop cé kiém thtr bén ngoai (black-box testing) va kiém tra bén trong (white-box
testing), giup c6 duoc cai nhin toan canh vé cac rui ro an ninh thong tin d6i véi
hé théng tir ca bén trong 1an bén ngoai nham kip thoi phat hién nhiing 15i/15
hdng dang ton tai ciing nhu nhimg thiéu sét/han ché gip phai trong qué trinh xay
dung phan mém.

- Sau khi ¢ két qua thu thap cac diém yéu bao mat duoc tir qua trinh danh
gia, thuc hién phan tich va danh gia lai két qua dua trén cac yéu té rui ro nhu
kha ning xuat hién (hodc bi khai thac), mic d6 gdy anh hudng dé phan loai cac
diém yéu bao mat (rai ro) theo cac mirc d6 khac nhau va cac phuong an khac
phuc hoic loai trir hoan toan diém yéu bao mat ra khoi hé thong. Dua trén két
qua nay, c6 thé hoan toan xay dung mot lich trinh cong viéc nham cai thién, t6i
wu va ting cudng an ninh cho hé thdng trudce (hoic sau) khi dua ra méi trudng
hoat dong thuc té.

1.2.8. Yéu cau vé kha ning truy cip

- Hé théng phai dam bao cho nguoi ding ¢ cam giac thoai mai véi giao
dién than thién, phuong thirc xac thuc truc quan khi két n61 ddng nhip va khai
thac.

- Hé théng dam bao truy cap dé dang voi cac trinh duyét Web phd thong
nhu [E, Firefox, Google Chrome,... va dat chuan Font chit Unicode.

- Giao dién cho céc thict bj di dong phai thiét ke phi hop, ddm bao nguoi
dung truy cap thong tin dé dang, b cuc t6i gian voi cac man hinh nho dé nguoi
dung tiép can thong tin dugc tét nhat nhung van dam bao hinh thuc dep, hai hoa.

1.2.9. Yéu cau vé kha ning mé rong
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- Hé théng phai dam bao kha ning linh dong, sin sang md rong nhd céac
giai phap tich hop phan mém, cac giai phap v€ an toan thong tin, can bang tai,

- Hé théng duoc thiét ké theo huéng mé dé dam bao kha ning tich hop
thém céc thanh phin chirc ndng cia phan mém.

- Hé thong c6 kha ning tich hop tuong thich véi nhing giai phap an toan
thong tin nhu: xac thuc nguoi dung tich hop trén cac thiét bi an ninh mang
(Firewall, IPS,...), tich hop chting thu s6 SSL,...

- Hé théng c6 kha ning mo rong ting kha ning san sang hoat dong qua
cac giai phap trién khai mo hinh cym may chu (Clustering Server) tich hgp can
bang tai ung dung (phan ciing hoac phan mém).

1.2.10. Yéu cau vé cong nghé

- Bao dam kha ning trao d6i thong tin v6i cac hé théng, CSDL dung
chung cua B§ Cong thuong va cua Cuc PVTM.

- Tuan tha céac chuan trao doi thong tin va cac yéu cau vé cong nghé va
thiét ké ctia B Thong tin va Truyén thong.

- Cho phép ngudi dung truy cip phin mém théng qua nhiéu loai trinh
duyét web (web browser).

- D& dang mé rong hé thong khi c6 nhu cau nhu nhu cau tich hop thém
cac nguon thong tin mai...

- Hiéu ning thyc hién cao (theo nghia st dung tai nguyén, toc d6 dap tmg
yéu cau cua nguoi khai thac thong tin, ...).

- Str dung giao dién tiéng Viét voi bo ma tiéng Vit TCVN 6909:2001.
- Van hanh trong moi trudng mang Internet.

- Phai c6 kha nang chay dugc trén moi truong nén Windows server hodc
trén moi truong Linux/ Unix.

1.2.11. Céc yéu cau phi chirc ning
1.2.11.1. Yéu cdu céan ddp ieng doi véi CSDL

M3 hoa trong sudt va hiéu qua: CSDL phai c6 kha ning mi héa dugc mo
rong ra cho toan bo CSDL, dir liéu va céc tap tin nhat ki cling nhu cung cap kha
ning ma hoa trong sudt cho phép ung dung c6 thé ma héa va tim kiém dir liéu
méi hoa ma khong can phai thiét ké lai tmg dung. Ngoai ra CSDL phai dép ung
kha nang sao luu dir liéu ma hoa, va dam bao dir liéu dugc sao luu va phuc hdi
boi nguoi duge cip quyén.

Tinh ning 6n dinh cao:

- Kha nang sao luu dir liéu tu dong;

- C6 co ché céu hinh ty dong chdng 16i, t chuyén doi phién két ndi;
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- C6 co ché chdng 151 phu.
Cho phép quan Iy CSDL bang cong cu va chinh sach:
- C6 cong cu sao luu va phuc hoi dit lidu;
- C6 co ché cau hinh ty dong sao luu, phuc hoi;
- Co6 chinh sach sao Iuu linh hoat.

Kha nang thao tic song hanh trén cac bang dir liéu phan vung: CSDL h¢
théng phai hd tro viée luu trit va thao tac song hanh lién bang ghi CSDL. Diéu
nay c6 nghia 1 khi nguoi ding c6 thé thyc hién mot truy van ma lién quan dén
dir liéu trén hai phan ving CSDL s& xtr Iy truy van ny song hanh cuing ltc trén
mdi phan ving.

Tang toc kha nang truy van dir liéu: Cung voi kha niang nén CSDL, hiéu
XuAt truy van dit liéu cling can duge dam bao & muc cao.

1.2.11.2. Yéu cdu vé bdao mdt

TT | Yéu ciu

Hé thong phan mém dam bao c6 module bao mat dugc thiét ké riéng
cho murc tng dung. Mot ngudi sir dung mudn chay chwong trinh va thuc
hién mot sé chirc ning cu thé thi phai ding ky tai khoan va duoc quan
tri hé thong cap, gan cho cic quyén twong Gmg véi cac chirc ning (xem
1 | thém yéu cau chirc nang vé quan tri hé thong dugc trinh bay tai muc
trén).

Hé théng cho phép bao mat tai khoan ca nhan: P6i mat khau khi cap
méi tai khoan, thay doi mat khau dinh ky, khoa (huy) tai khoan khi ¢o
phat sinh luan chuyén.

Hé thdng can c6 chirc ning giéi han pham vi quyén truy nhap dén murc
dit liéu cho cac nhom nguoi st dung khac nhau. Ung dung duogc trién
khai tip trung va can c6 phan quyén dam bao han ché mirc d6 truy cap
2 | pham vi dir li€u cho cac nhém nguoi st dung khac nhau. Pam bdo cac
b phan trong don vi dugc phép xur ly dir liéu trong pham vi quan 1y cua
minh ciing, ¢6 kha ning kiém soat truy cap théng tin tily theo vai trd cta
tung nguoi st dung.

H¢ théng phai duoc thiét ké dya trén mot hé théng béo mat nhiéu 16p va
chat ché. Cac cap bao mat ma h¢ thong dua ra bao gom:

Murc hé diéu hanh: Cac hé diéu hanh c6 rat nhiéu cong cu va cong nghé
bao mat cao. Mdi san pham chay trén h¢ di€éu hanh déu c6 thé tan dung
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TT | Yéu cau

cac tinh ndng nay.

Mitc CSDL: Hé CSDL da nguoi ding phai cung cdp céc tinh ning bao
mat, kiém soat viéc truy cép va st dung CSDL nhu: ngan chin cac truy
cap dir liéu bat hop phap, ngan chin viéc truy cap bat hop phap vao cac
bang dit li¢u, cac thu tuc, tién trinh thiét 1ap trong CSDL.

Murc ung dung: Ngudi st dung hé théng phai duoc cip quyén va xac
thuc trudc khi stir dung.

Bio mat mang truyén thong: Bao gdm:

Bao mat WebServer: La co ché dua chu yéu vao céc co ché bao mat cua
phan mém may chu Web (WebServer).

Mirc tuong lira: La mic bao mat & mirc hé thong, dong vai trd quan
trong d6i véi hé thong duoc xay dung dua trén cac tng dung 3 16p. Buc
tuong ltra dugc xay dung nhu mot may chi kiém soat cac ludng thong
tin vao ra v6i hé thong nhim muc dich tranh bi tin cong tir Internet va
cac co hoi bi kiém soat hé thong tir xa.

Hé thong duoc xay dung va thuc hién giai phap sao lvu du phong, dugc
thiét ké dé bao dam khic phuc, phuc hoi cac sy ¢ vé dit liéu, tng dung,
cling nhu hé diéu hanh. Khi CSDL, may chu ung dung hoic hé diéu
4 | hanh bi sup d0, hé thong phai dam béo céc dit liéu backup cho viéc phuc
hoi trang thai lam viéc 6n dinh. Viéc thuc hién sao luu (back-up) hé
théng duogc thyc hién theo quy dinh cu thé va theo cac chu ky khac nhau
bao gém ngay, tun va thang.

1.2.11.3. Yéu ciu vé mj thugt, ky thudt cin dat dwoc cia cdc giao dién
chwong trinh

- Hé théng phﬁn mém can duoc thiét ké dat yéu cau thim my, than thién
va deé sir dung, thé hién duogc dac tinh cia mot phan mém xur 1y nghiép vu.

- Toan bd giao dién cua cac tmg dung bao gém ca giao dién cta nguoi sir
dung lan giao di¢n ctia nguoi quan tri hé thong déu dugc xay dung trén nén
Web.

- Hé théng phan mém duoc thiét ké dé co thé sir dung da ngdn ngir. HY
trg chuan ngdén nglt Unicode (character set UTFS8). Nguoi st dung c6 thé su
dung cac bo g0 tieng Viét nhu Vietkey hodac UniKey d€ soan thao cac ndi dung
ma khong gap tré ngai vé van dé chuan ngén ngi.
1.2.11.4. Céc yéu ciu cin ddp irng vé thoi gian xiv ly, dj phirc tap xiv ly ciia
cdc chirc nang phan mém
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- Thoi gian xir 1y can dam bao ¢ toc do cao, thoi gian cho mdi thao tac xtr
1y dir liéu khong qua 1s va dam bao ngudi dung khong c6 cam gic vé do tré cua
chuong trinh. Khi chuong trinh c6 d6 tré qua 1s cho tac vu, hé théng can co
cong cu hién thi 10i thong bao hoic biéu twong hién thi cho ngudi dung nhan
biét duoc rang hé théng van dang hoat dong.

- B¢ phue tap xur ly cua cac chuce nang phan mém can dam bao cac chic
nang thoéa méan yéu cau nghiép vu cua ngudi dung hé théng va dam bao tinh
logic vé nghiép vu giita cac chiic ning.

1.2.11.5. Céc yéu cdu vé rang buéc xir ly ldgic doi véi viéc nhip

Cac yéu cau vé rang budc xu 1y 16gic ddi voi viéc nhap (hay chuyén d6i)
dit liéu théng qua str dung cac 6 nhap liéu do giao dién chwong trinh cung cép.

Cac 0 nhép liéu trén giao dién nguoi dung phai dam bao cac nguyén tic
sau:

- Dit liéu duoc kiém tra ngay thoi diém nguoi ding nhap dir liéu vao 6
nhép.;

- Hién thi thong bdo ngay hoac khong cho nhap khi nguodi dung nhap dir
ligu khong hop I¢;

- Céc 6 nhap phai hién thi ddu thong bao 6 nhap 1a bit budc hoic tiry chon
nhap dir liéu cho nguodi dung;

- Céac 6 nhap can c6 dinh dang cua dit liéu nhap chuyén biét vi du: O nhap
ngay thang, O nhap s0..

- Thur tu cac 6 nhap tudn theo ding logic cua van ban can nhdp , nguoi
dung hoan toan c6 thé sir dung ban phim (khong can chudt) dé di chuyén t6i cac
0 nhap nay;

- Poi véi cac 0 nhdp c6 dir licu ¢ dinh nhu: Danh muc, Ngay thang,
Danh sach cu thé... can ho trg hién thi danh sach dé€ nguoi dung chon ma khong
can nhap;

- Viéc nhdp dir liéu trén hé théng dam bao rang budc xtr 1y logic cua
chuong trinh.
1.2.11.6. Cdc yéu cau vé cai ddt, ha ting, dwong truyén, an toan vin hanh,
khai thac, s dung

TT | Yéu ciu

Ban cai dat hé thong can dugce dong goi trén cac phuong tién luu trit thao
10i (dfa CD/DVD, 6 cing, USB ...)

Hé thdng can c6 su kiém tra dam bao su twong thich giira phién ban tng
dung va CSDL.
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TT | Yéu ciu

Can cung cap giai phap sao luu va phuc hoi, trong trudong hop co su o,
cac ndi dung dir li¢u sau:

3 |- Cac tham s6 c4u hinh ciia hé thong ting dung;
- Thong tin quén tri, bao gdm ca thong tin vé nguoi sir dung;

- D li¢u nghiép vu.

1.2.11.7. Cdc yéu cdu phi chirc ning khdc

- Hé théng phan mém c6 kha ning md rong, thay d6i mot cach mém déo
cho phép cap nhat, chinh stra cac module, chitc ning trong hé thong ma khong
lam anh huéng dén cac thanh phan khac dang chay trong hé thong.

- Phan mém co kha nang tich hop dugc voi cac hé théng khac nhu
LDAP/AD, Malil, chir ky s6 va giao ti€p véi trang thong tin tin dién tir ctia don
V1.

- Phan mém phai chay duogc trén nhiéu trinh duyét khac nhau.

- Phan mém phai c6 tinh kha dung, phti hop véi ngudi dung vé cach bd tri
giao dién, churc nang, ...

- Phan mém phai c6 kha nang chiu 16i cao.

- Phan mém phai dam bao cic yéu t6 vé an toan thong tin nhu tinh toan
ven, tinh xac thyc, tinh bao mat.

1.2.12. Céc yéu ciu vé ning lyc thanh vién nhém du an

Céc thanh vién nhom dy an tham gia phat trién hé théng can c6 nang luc
chuyén mon cao, c6 ap dung quy trinh phat trién phan mém, di c6 kinh nghiém
xdy dung, trién khai cac du an tuong tu, c6 kinh nghiém vé phan tich thiét ké va
1ap trinh hudng d6i trong, diac biét am hiéu vé cac yéu cau chirc ning, yéu cau
phi chitrc ning, céu trac théng tin va cac ludng xtr 1y cong viée cua hé théng
phan mém.

1.2.13. Céc yéu ciu vé mdi trudong

Céac yéu cau vé méi trudng dé dua ra danh gia vé cac hé sé diéu chinh méi
truong dé tinh toan h¢ s6 di€u chinh chung vé modi trudng phat trién san pham.
Qua trinh danh gi4 chi tiét nay dan dén yéu t6 quyét dinh ning suat trung binh
cua nhom du an:

- RUP hd trg cac hoat dong phét trién phan mém theo nhom, phan chia

cong vige theo thir ty cho tung thanh vién cua nhom trong tung giai doan khac
nhau ctia quy trinh phat trién phan mém;
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- Cac thanh vién nhém du 4n di ting tham gia phat trién nhitng Gng dung
c6 mo hinh nghiép vu tuong tu;

- Cac thanh vién nhom du an c6 hiéu biét vé cong nghé hudng dbi tuong
va st dung thanh thao cdc cong cu phat trién huéng doi tuong;

- Can bd quan 1y du an va cac truéng nhom, trudng bo phan phai co6 du
trinh d6 va ning luc t6 chirc, quan 1y va trién khai nhiém vu dy an; phai bao quat
toan bd du an hodc trong ndi dung coéng viéc cua nhom; phan chia, diéu phdi
cong viéc phu hop va phai ¢6 kinh nghiém lanh dao trong cac du an trudc do;

- Thanh vién nhom du an phai c6 tinh chat niang dong, kha ning tiép can
bai toan va xu ly van dé nhanh chéng, chinh xac; dong thoi thich nghi voi su
thay doi ctua du an;

- X4c dinh yéu cau phan mém, dic ta yéu cdu phadn mém phai co su thong
nhét vé nhitng chtrc nang s€ thyc hién trén phén mém, hoat dong cua cac chuc
nang, két qua can phai dat duoc cho ting chirc ning... gitta nhom phat trién dur
an va chu dau tu cling nhu don vi thu huong de trong qua trinh trién khai du an
s& giam toi thiéu nhimng bt dong vé cac cong viée can phai thuc hién. Su thanh
cong cua du an phan mém phu thudc vao chat lugng cua cac yéu cau phan mém,
cac yéu cau phan mém khong du tét s& din t6i thiét ké bi sai 16ch va rat kho sta
chita, gdy thiét hai vé chi phi, tién d6 cua dy an. Nhu vy véi nhém phat trién
phan mém phai c6 k¥ ning toan dién trong viéc xac dinh yéu cdu va dic ta phan
mém;

- Do tinh chit, quy mo cua du an, nhom du an khong s dung nhan vién
lam Part time;

- Ngon ngit 1ap trinh lua chon cho dy an 14 ngdn ngit pho bién, da duoc st
dung nhi€u trén thi truong va cac thanh vién nhém du an phai lam cha duoc
ngdn ngir nay va van dung vao du an.

1.2.14. Cac yéu ciu vé d phirc tap k¥ thuat — cong nghé

Cong nghé trién khai nang cap phan mém phai dugc dam bao cac yéu cau
sau:

- Pép tng thc thoi, hé thong van hanh thong sudt, c6 toc do truy xuat dir
liéu nhanh, dap ung dugc so6 luong nguoi truy cap dong thoi 1on.

- Pam bao tinh hién dai: Hé théng phai duoc xay dung trén cac cong nghé
tién tién dé€ tranh bi lac hau trong tuong lai.

- Pam bdo tinh mo, dé phat trién cta hé théng: Cac phan CSDL phuc vu
cho quan ly phai dugc thiét ké sao cho c6 thé thich nghi va déap tng dugc nhu
cau quan 1y hién nay ciing nhu ¢6 thé md rong trong tuong lai. He thdng can €0
cac chirc ning mé rong cac chirc ning mai khi can thiét, c6 kha nang phat trién,
thich nghi va nang cip cac ung dung theo su mod rong quy mé cia cong viéc,
dung luwong luu trir CSDL, s6 luong ngudi tham gia hé thong.



151

- Pam bao tinh hiéu qua: C6 kha ning luu trit 16n, ¢ cu trac 1d rang, kha
nang cung cap thong tin nhanh chong, chinh xac, day du.

- Pam bao do tin cdy cao: Hé thong van hanh thong subt, khong bi cac
truc trac hay su co k¥ thuat.

- Pam bao tinh an toan, bao mat: Hé thong can c6 co ché dam bao van
hanh thong sudt, han ché hong hoc vé ky thuat, cac 15i ky thuat phan cing va
phan mém, chdng mat mat, sai hong dir liéu, chéng mat cap thong tin. Dir lidu
can dugc backup thudng xuyén. Tuy theo kha ning ctia phan ctng c6 thé chay
trén ché d6 hai module luu trit dit liéu song song ddi véi cac thong tin quan
trong. Quyén truy nhap thong tin duoc gan voi timg d6i twong sir dung theo mirc
d6 phan cap hay ché d6 nhom lam viéc.

- Kha ning tich hop cao: Két ndi va trao ddi thong tin d& dang véi cac don
vi bén ngoai.

- Pam bao tinh dé st dung: Giao di¢n than thién vdi nguoi st dung, cac
giao dién nén dugc viét trén cdc module giao di¢n thong nhat dé nguoi sur dung
dé nhd cac thua tuc thao tac van hanh.

- Céc tai liéu dugc cap nhat, luu, in st dung Font chit theo ti€u chuin
Unicode TCVN 6909:2001.

- Tuén thu cac chuin: Phan mém xdy dung phai tuan thu cic yéu cau co
ban vé chic ning, tinh ning ky thuiat theo huéng din tai cong vin
s6 3386/BTTTT-UDCNTT vé viéc bod sung, diéu chinh mot s6 diém tai cong
vin s6 1654/BTTTT-UDCNTT, 1655/BTTTT-UDCNTT ngay 27/5/2008 cta
B6 Thong tin va Truyén thong

1.2.15. Yéu ciu vé tinh siin sang véi IPv6
Hé thong phai sin sang tuong thich voi IPv6
1.3. Yéu cau vé tin hoc héa quy trinh nghiép vu

- Quy trinh gui, tiép nhan, xir Iy h so vu viéc PVTM duoc thuc hién trén
nén tang dién tir (website) dé dam bao cac bén tham gia vao quy trinh c6 thé dé
dang truy cap moi lic, moi noi. Nén tang nay phai dam bao sy tin cdy va hoat
dong tot trén cac trinh duyét Internet thong dung. Cac dbi tuong lién quan dén
vu viéc duogc cap tai khoan dang nhap dé xem, trao doi, cap nhét thong tin, dir
liéu. Ngoai ra, d6i v6i cac ho so vu viée bang van ban giay, cling dugc chuyén
vién cia Cuc PVTM cdp nhéat vao hé thong nham tao ra co sé dit liéu day du.

- Hé thong c6 su tham gia cia Cuc PVTM, cac doanh nghiép, cac ca nhan
(luat su), cac to chire qudc té cung cac co quan PVTM cua nude ngoai. HE théng
cho phép viéc chia sé, trao ddi thong tin, dir liéu gilra cac ca nhén, don vi, t6
chirc nay nham cung cap kip thoi thong tin vé cac vu viéc PVTM.

- Toan b quy trinh t1ep nhan va xu ly hd so vu viec PVTM duogc thuc
hién hoan toan tryc tuyén deé ti€t kiém thoi gian, chi phi.
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phai don gian, dé st dung, than thién v&i ngudi dung.

1.4. Yéu cau vé giai phap xay dung phin mém

1.4.1. Danh muc cdc chudn, tiéu chudn ky thudt dp dung

- Quy trinh guri, tiép nhan, xir 1y giira cac bén khi thuc hién trén hé thong

- Céc ho so lién quan té1 vu viée duge tai 1én va luu trit trong h¢ thong.

Danh sach céc tiéu chudn bit budc ap dung theo Thong tu 39/2017/TT-

BTTTT ngay 15/12/2017 ctua B6 Thong tin va Truyén thong vé Danh muyc tiéu
chuan k¥ thudt vé img dung cong nghé thong tin trong co quan nha nudc:

S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
TT chuin chuin Tén day du cua tiéu chuan dung
1 Tiéu chuin vé két noi
1.1 | Truyén HTTP vl.1 Hypertext Transfer Protocol | Bat budc ap
siéu  van version 1.1 dung
ban HTTP v2.0 Hypertext Transfer Protocol | Khuyén nghi
version 2.0 ap dung
1.2 | Truyén tép | FTP File Transfer Protocol Bit budc ap
tn HTTP vl1.1 Hypertext Transfer Protocol d?ng mgt h(?z;lc
. ca hai ti€u
version 1.1 i
chuan
HTTP v2.0 Hypertext Transfer Protocol | Khuyén nghi
version 2.0 ap dung
WebDAV Web-based Distributed | Khuyén  nghi
Authoring and Versioning ap dung
1.3 | Truyén, RTSP Real-time Streaming | Khuyén  nghi
phat luong Protocol ap dung
am t hanh/ RTP Real-time Transport Protocol | Khuyén  nghi
hinh anh .
ap dung
RTCP Real-time Control Protocol | Khuyén nghi
ap dung
1.4 | Truy cap | OData v4 Open Data Protocol version | Khuyén nghi
va chia sé 4.0 ap dung
dir liu
1.5 | Truyén SMTP/ MIME Simple Mail Transfer | Bit budc ap
thu dién tur Protocol/Multipurpose dung
Internet Mail Extensions
1.6 | Cung cap | POP3 Post Office Protocol version | Bit budc ap
dich vu 3 dung ca hai
trFy €aP | IMAP 4revl Internet Message Access tl?l.l c’huanﬂdm
hop vO1 may chu

thu dién tir

Protocol version 4 revision 1
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
1.7 | Truy cap | LDAP v3 Lightweight Directory | Bit budc ap
thu muc Access Protocol version 3 dung
1.8 Digh vu tén | DNS Domain Name System Bit budc ap
mién dung
1.9 |Giao van | TCP Transmission Control | Bit budc ap
mang  ¢o Protocol dung
két noi
1.10 | Giao  van | UDP User Datagram Protocol Bit budc ap
mang dung
khong ket
noi
1.11 | Lién mang | IPv4 Internet Protocol version 4 Bit budc 4ap
LAN/WAN dung
IPv6 Internet Protocol version 6 Bit budc ap
dung do6i voi
cé}c thiét bi ¢o
két noi Internet
1.12 | Mang cuc | IEEE 802.11g Institute of Electrical and | Bit budc ap
bd khong Electronics Engineers | dung
day Standard (IEEE) 802.11¢g
IEEE 802.11n Institute of Electrical and | Khuyén nghi
Electronics Engineers | ap dung
Standard (IEEE) 802.11n
1.13 | Truy cap | WAP v2.0 Wireless Application | Bt budc ap
Internet voi Protocol version 2.0 dung
thict bi
khong day
1.14 | Dich  vu | SOAPv1.2 Simple  Object  Access | Bit budc 4p
Web dang Protocol version 1.2 dung mot, hai
SOAP WSDL V2.0 Web Services Description hoag ca ba tiéu
) chuan
Language version 2.0
UDDI v3 Universal Description,
Discovery and Integration
version 3
1.15| Dich  vu | RESTful web | Representational state | Khuyén  nghi
Web dang | service transfer ap dung
RESTful
1.16 | Dich  vu | WSBPELv2.0 |Web Services Business | Khuyén nghi
dac ta Web Process Execution Language | ap dung

Version 2.0
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
WS-I Simple | Simple =~ SOAP  Binding | Khuyén nghi
SOAP Binding | Profile Version 1.0 ap dung
Profile Version
1.0
WS- Federation | Web  Services Federation | Khuyén nghi
vl.2 Language Version 1.2 ap dung
WS- Addressing | Web  Services Addressing | Khuyén  nghi
v1.0 1.0 ap dung
WS- Web Services Coordination | Khuyén  nghi
Coordination Version 1.2 ap dung
Version 1.2
WS-Policy v1.2 | Web Services Coordination | Khuyén  nghi
Version 1.2 ap dung
OASIS Web | Web  Services  Business | Khuyén nghi
Services Activity Version 1.2 ap dung
Business
Activity Version
1.2
WS- Discovery | Web  Services Dynamic | Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dung
WS- Web  Services Metadata | Khuyén nghi
MetadataExc Exchange ap dung
hange
1.17 D‘ich vu | NTPv3 Network Time Protocol | Bit budc ap
dong  bo version 3 dung mot trong
thoi gian NTPv4 Network Time  Protocol hai tiéu chuan
version 4
2 Tiéu chuén veé tich hop dir liéu
2.1 | Ngon ngir | XML Extensible Markup | Bit budc ap
dinh dang | v1.0 (5" Edition) | Language version 1.0 | dung mot trong
van ban (5™ Edition) hai tiéu chuan
XML Extensible Markup
v1.1 (2" Edition) | Language version 1.1
2.2 | Ngon ngtr | ISO/TS Electronic Business | Bit budc 4ap
dinh dang | 15000:2014 Extensible Markup | dung
van ban Language (ebXML)
cho giao

dich dién
tor
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap

T chuin chudn Tén day du cua tiéu chuan dung

2.3 | bDinh nghia | XML  Schema | XML Schema version 1.1 Bit budc 4ap
cac lugc do6 | V1.1 dung
trong  tai
ligu XML

2.4 | Bién d6i dir | XSL Extensible Stylesheet | Bit budc ap
ligu Language dung phién ban

ma&i nhat.

25 M6 hinh | UML v2.5 Unified Modelling Language | Khuyén  nghi
hoa doi version 2.5 ap dung
tuong

26 | Mo ta tai| RDF Resource Description | Khuyén  nghi
nguyén dir Framework ap dung
Ligu OWL Web Ontology Language Khuyén nghi

ap dung

2.7 | Trinh dién | UTF-8 8-bit Universal Character Set | Bit budc 4ap
bo ki tu (UES)/Unicode dung

Transformation Format

2.8 | Khudén GML v3.3 Geography Markup | Bt budc ap
thire  trao Language version 3.3 dung
doi  thong
tin dia ly

2.9 | Truy cap | WMSv1.3.0 OpenGIS Web Map Service | Bit budc ap
va cap nhat version 1.3.0 dung
cac | thf)ng WES v1.1.0 Web Feature Service version | Bit budc  ap
tin dia ly

1.1.0 dung

2.10 | Trao dbi dit | XMI v2.4.2 XML Metadata Interchange | Khuyén  nghi
liéu dac ta version 2.4.2 ap dung
tai li¢u
XML

2.11 | S6 dang ky | ISO/IEC S6 dang ky siéu dit lidu |Khuyén nghi
siéu dir liéu | 11179:2015 (Metadata registries - MDR) | 4p dung
(MDR)

2.12 | B6 phén tir | ISO 15836- | B0 phan tir siéu dit liéu | Khuyén nghi
siéu dir liéu | 1:2017 Dublin Core ap dung(*)
Dublin
Core

2.13 | Binh dang | JSON RFC 7159 | JavaScript Object Notation Khuyén nghi
trao doi dir ap dung

lifu mo ta
doi  tuong
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
dang kich
ban
JavaScript
2.14 | Ngon ngir | BPMN 2.0 Business Process Model and | Khuyén  nghi
mo6  hinh Notation version 2.0 ap dung
quy trinh
nghiép vu
3 Tiéu chuin vé truy cip thong tin
3.1 | Chuidn ndi | HTML v4.01 Hypertext Markup Language | Bit budc, ap
dung Web version 4.01 dung
WCAG 2.0 W3C Web Content | Khuyén  nghi
Accessibility Guidelines | ap dung
(WCAG) 2.0
HTML 5 Hypertext Markup Language | Khuyén  nghi
version 5 ap dung
3.2 | Chuidn ndi | XHTML vl.1 Extensible Hypertext | Bit budc ap
dung Web Markup Language version | dung
mo rong 1.1
3.3 | Giao dién | CSS2 Cascading  Style  Sheets | Bit budc ap
nguoi dung Language Level 2 dung mot trong
CSS3 Cascading  Style  Sheets ba tiéu chuin
Language Level 3
XSL Extensible Stylesheet
Language version
3.4 | Van ban (.txt) Dinh dang Plain Text (.txt): | Bit budc ap
Danh cho céc tai liéu co ban | dung

khong c6 cau tric

(rtf) v1.8, v1.9.1

Dinh dang Rich Text (.rtf)
phién ban 1.8, 1.9.1: Danh
cho cac tai liéu co thé trao
d6i gifta cac nén khac nhau

Bit budc 4ap
dung

(.docx)

Dinh dang van ban Word mé
rong cua Microsoft (.docx)

Khuyén
ap dung

nghi

(.pdf) v1.4, vl.5,

Pinh dang Portable

vl.6,v1.7 Document (.pdf) phién ban
1.4, 1.5, 1.6, 1.7: Danh cho
cac tai li€u chi doc

(.doc) Dinh dang van ban Word ctia

Microsoft (.doc)

Bit budc 4ap
dung mot, hai
hodc ca ba tiéu
chuéin
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
(.odt) v1.2 Pinh dang Open Document
Text (.odt) phién ban 1.2
3.5 | Bangtinh | (.csv) Dinh dang Comma eparated | Bit budc ap
Variable/Delimited  (.csv): | dung
Danh cho cdc bang tinh can
trao doi gitta cac ung dung
khac nhau.
(.xIsx) Dinh dang bang tinh Excel | Khuyén nghi
mo rong cua Microsoft | &p dung
(.xIsx)
(xls) Pinh dang bang tinh Excel | Bit budc ap
cua Microsoft (.xls) dung mot hoac
(.ods) v1.2 Dinh dang Open Document CE 2 hai  tiéu
Spreadsheets (.ods) phién chuan
ban 1.2
3.6 | Trinh dién | (htm) Dinh dang Hypertext | Bit budc ap
Document (.htm): cho cac | dung
trinh bay dugc trao doi thong
qua cac loai trinh duyét khac
nhau
(-pptx) DPinh dang PowerPoint md | Khuyén nghi
rong cua Microsoft (.pptx) ap dung
(.pdf) Dinh dang Portable | Bat budc ap
Document (.pdf): cho céc | dung mot, hai
trinh bay luu dudi dang chi | hodc ca ba ti€u
doc chuan
(-ppt) Dinh dang PowerPoint (.ppt)
cua Microsoft
(.odp) v1.2 Dinh dang Open Document
Presentation (.odp) phién ban
1.2
3.7 | Anh dd hoa | JPEG Joint Photographic Expert | Bit budc ap
Group (.jpg) dung mot, hai,
GIF v89a Graphic Interchange (.gif) ba} hogc 8 bon
. tiéu chuan
version 89a
TIFF Tag Image File (.tif)
PNG Portable Network Graphics
(.png)
3.8 | Anh  gin | GEO TIFF Tagged Image File Format | Bit budc ap
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
voi toa do for GIS applications dung
dia ly
3.9 |Phim anh, | MPEG-1 Moving  Picture  Experts | Khuyén nghi
am thanh Group-1 ap dung
MPEG-2 Moving  Picture  Experts | Khuyén nghi
Group-2 ap dung
MPEG-4 Moving Picture Experts | Khuyén nghi
Group-4 ap dung
MP3 MPEG-1 Audio Layer 3 Khuyén nghi
ap dung
AAC Advanced Audio Coding Khuyén nghi
ap dung
3.10 | Ludng (.asf),  (.wma), | Cac dinh dang ciia Microsoft | Khuyén  nghi
phim anh, | (wmv) Windows Media Player | &p dung
am thanh (.asf), ((wma), (.wmv)
(.ra), (rm), | Cac  dinh  dang Real | Khuyén nghi
(.ram), (.rmm) Audio/Real  Video (.ra), | &p dung
(.rm), (.ram), (.rmm)
(avi), (mov), | Cac dinh dang Apple | Khuyén nghi
(.qt) Quicktime (.avi), | ap dung
(mov), (.qt)
3.11 | Hoat hoa GIF v89a Graphic Interchange (.gif) | Khuyén nghi
version 89a ap dung
(.swf) Pinh dang Macromedia | Khuyén nghi
Flash (.swf) ap dung
(.swf) Dinh dang Macromedia | Khuyén nghi
Shockwave (.swf) ap dung
(.avi), (qt), | Cac  dinh dang Apple | Khuyén nghi
(.mov) Quicktime (.avi),(.qt),(.mov) | ap dung
3.12 | Chudn ndi | WML v2.0 Wireless Markup Language | Bit budc ap
dung cho version 2.0 dung
thiet bi di
dong
3.13 | Bo ky tu va | ASCII American Standard Code for | Bit budc ap
ma hoa Information Interchange dung
3.14 | Bo ky ty va | TCVN TCVN  6909:2001 “Céng | Bit budc ap
ma hoda cho | 6909:2001 nghé thong tin - B6 ma ky tu | dung
tieng Viét tieng Viét 16-bit”
3.15 | Nén dit lidu | Zip Zip (.zip) Bit budc ap
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S6 | Loaitiéu | Ky higu tiéu A A o x| Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
gz v4.3 GNU Zip (.gz) version 4.3 | dung mot hoac
ca hai tiéu
chuan
3.16 | Ngon nglr | ECMA 262 ECMAScript ~ version 6 | Bit budc ap
kich  ban (6™ Edition) dung
phia trinh
khéach
3.17 | Chia sé nd1 | RSS v1.0 RDF Site Summary version | Bit budc ap
dung Web 1.0 dung mot trong
RSS v2.0 Really Simple Syndication hai tiéu chuan
version 2.0
ATOM v1.0 ATOM version 1.0 Khuyén nghi
ap dung
3.18 Chuén két | JSR 168 Java Specification Requests | Bit budc ap
noi ing 168 (Portlet Specification) dung
dufl & CONE | j9R286 Java Specification Requests | Khuyén nghi
thong ~ tin 286 (Portlet Specification) | ap dung
dién tr —
WSRP v1.0 Web Services for Remote | Bat budc ap
Portlets version 1.0 dung
WSRP v2.0 Web Services for Remote | Khuyén nghi
Portlets version 2.0 ap dung
Tiéu chuin vé an toan thong tin
41 |An  toan | SMIME v3.2 Secure Multi-purpose | Bit budc ap
thu dién tu Internet Mail Extensions | dung
version 3.2
OpenPGP OpenPGP Khuyén nghi
ap dung
42 |An  toan | SSH v2.0 Secure Shell version 2.0 Bit budc ap
tang  giao dung
van TLS v1.2 Transport Layer Security | Bit budc ap
version 1.2 dung
43 |An  toan | HTTPS Hypertext Transfer Protocol | Bat budc ap
truyén tép Secure dung
tn FTPS File  Transfer  Protocol | Khuyén nghi
Secure ap dung
SFTP SSH File Transfer Protocol | Khuyén nghi
ap dung
44 | An  toan | SMTPS Simple Mail Transfer | Bit budc ap
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S6 | Loai tiéu Ky hiéu tiéu N z Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
truyén thu Protocol Secure dung
dién tr
45 |An  toan | POP3S Post Office Protocol version | Bit budc ap
dich vu 3 Secure dung mot hoac
m}y “4P | IMAPS Internet Message Access ca hai  tiéu
hop thu chuan
Protocol Secure
4.6 |An  toan | DNSSEC Domain  Name  System | Khuyén nghi
dich vu Security Extenssions ap dung
DNS
47 |An  toan | IPsec - IP ESP Internet Protocol security v6i | Bit budc ap
tang mang IP ESP dung
48 |An  toan | WPA2 Wi-fi Protected Access 2 Bit budc ap
thong  tin dung
cho mang
khong day
4.9 | Giai thuat | TCVN Cong nghé thong tin. Kj | Khuyén nghi
ma hoa 7816:2007 thuat mat ma thuat todn ma | &p dung
dir liéu AES
3DES Triple Data  Encryption | Khuyén nghi
Standard ap dung
PKCS #1 V2.2 RSA Cryptography Standard | Khuyén  nghi
- version 2.2 ap dung, su
dung lugc do
RSAES-OAEP
dé ma hoa
ECC Elliptic Curve Cryptography | Khuyén nghi
ap dung
4.10 | Giai thyét PKCS #1 V2.2 RSA Cryptography Standard | Bit budc ap
chir ky so - version 2.2 dung, st dung
lwoc do
RSASSA-PSS
de ky
ECDSA Elliptic Curve Digital | Khuyén nghi
Signature Algorithm ap dung
4.11 | Giai  thuat | SHA-2 Secure Hash Algorithms-2 Khuyén nghi
bam  cho ap dung
chir ky so
4.12 | Giai  thuat | RSA-KEM Rivest-Shamir-Adleman - | Bdt budc éap
truyén KEM (Key Encapsulation | dung

Mechanism) Key Transport
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S6 | Loai tiéu Ky hiéu tiéu N z Quy dinh ap
T chuin chudn Tén day du cua tiéu chuan dung
khoa Algorithm
ECDHE Elliptic Curve Diffie | Khuyén nghi
Hellman Ephemeral ap dung
4.13 | Giai phap | SAML v2.0 Security Assertion Markup | Khuyén nghi
xac  thuc Language version 2.0 ap dung
nguoi st
dung
4.14 | An  toan | XML Encryption | XML Encryption Syntax and | Bit budc 4ap
trao doi | Syntax and | Processing dung
ban tin | Processing
XML XML Signature | XML Signature Syntax and | Bit budc ap
Syntax and | Processing dung
Processing
4.15 | Quan Iy | XKMS v2.0 XML Key Management | Khuyén nghi
khoéa cong Specification version 2.0 ap dung
khai ban tin
XML
4.16 | Giao P3P vl.1 Platform for Privacy | Khuyén nghi
thirc an Preferences Project version | 4p dung
toan thong 1.1
tin cd nhan
4.17 | Ha tang khoa cong khai Khuyén nghi
Ca  phap | PKCS#7 v1.5 | Cryptographic message dp dyng
thong diép | (RFC 2315) syntax for file-based signing
mat ma cho and encrypting version 1.5
ky, ma hoa
Cu  phap | PKCS#15 v1.1 Cryptographic token
thong  tin information syntax version
thé mat ma 1.1
Ca  phap | PKCS#8 V1.2 | Private-Key Information
thong  tin | (RFC 5958) Syntax Standard version 1.2
khoa riéng
Giao dién | PKCS#11 v2.20 | Cryptographic token
thé mat ma interface standard version
2.20
Ca  phap | PKCS#12 v1.1 Personal Information
trao doi Exchange Syntax version 1.1
thong tin ca
nhan
Khuon RFC 5280 Certificate Revocation List




162

S0 | Lowiieu | K§ hidw tou | e gy i i tew chudn | O Ji0h éP
dang danh Profile
sach chung
thu sd thu
héi
Khuoén RFC 5280 Public Key Infrastructure
dang chung Certificate
thur s6
Cu phap PKCS#10 v1.7 Certification Request Syntax
yéu cau | (RFC 2986) Specification version 1.7
ching thuc
Giao thuc | RFC 6960 On-line Certificate status
trang  thai protocol
ching thu
tryc tuyén
Giao thuc | RFC 3161 Time stamping protocol
gén tem
thoi gian
Dich vu | ISO/EEC 18014- | Information technology
tem  thoi | 1:2008 Security techniques - Time
gian ISO/EEC 18014- | stamping services
2:2009 Part 1: Framework
ISO/EEC 18014- | Part 2: Mechanisms
3:2009 producing independent
ISO/EEC 18014- | tokens
4:2015 Part 3: Mechanisms
producing linked tokens
Part 4: Traceability of time
sources
4.18 | An  toan | WS-Security Web  Services  Security: | Khuyén nghi
cho dich vu | v1.1.1 SOAP Message Security | ap dung
Web Version 1.1.1
4.19 | Khuon RFC 7970 The Incident Object | Khuyén  nghi
dang  dir Description Exchange | 4p dung
lieu  trao Format version 2 (IODEF)
doi su c¢b
an toan
mang
1.4.2. Yéu cau vé cong nghé nén ting

- Hé diéu hanh méy chi: Window Server;

- May tram: c6 két ndi mang internet. Firefox, Google Chrome, Edge, ...;
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- May chu ung dung: Apache va NodeJS;
- H¢ quan tri CSDL: MySQL
- Cong nghé nén tang sir dung: NodeJS Frameworks
- Ngon ngtr 1ap trinh: Javascript
- Trao doi dit liéu voi cac ing dung khac theo chuan RSS 2.0;
- Font chit chuan theo bang ma Unicode. In 4n theo dinh dang PDF;
- Tich hop nguoi dung dung chung AD va chir ky s6 cua don vi néu c6;
- M6 hinh cai dat: Dién toan ddm may;
1.4.3. Yéu cau vé kién triic hé thong

- Hé théng duoc nang cap, xdy dung mé rong tuan thu theo mé hinh cua
hé théng hién c6 13 tng dung ba 16p web-based. Py 1a mot mo hinh tmg dung
hién dai phu hop véi quy mo hoat dong va cac nhu cau quan 1y phat trién mo
rong sau nay.

- V61 m6 hinh umg dung nay, phan mém tmg dung va dit liéu tac nghiép
ctia hé thong duoc to chirc tap trung trén cic may chu. Nguot str dung khong can
cai dat ing dyung trén cic may tram cia minh ma chi can két ndi t6i hé thong
may cha qua hé thong mang LAN/WAN/Intranet va st dung cc chtic ning cta
phan mém théng qua Browser trén mdy tram.
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MO HINH 3 LOP - CLIENT SERVER STRUCTURE THREE LEVES

Thigt b lu trif

<+

Database Server

Dit ligu cap Dt liéu tra Tai
nhat

<= Ungdwl— seew|
My chu Ung dung B
Application Logic
Yéu ciu, 56 St quid tra lal
it Lir g oM i
& L cho ngoa ding
dilng )
Trinh duyde : =

Client

Hinh 1. Kién triic mé hinh 3 I6p
% Kién tric ing dung 3 16p bao gom:

- Lép Clients (Presentation): giri yéu cau, nhan va hién thi cac két qua tur
16p WebServer;

- Lop xur ly (Business Processing): nhan cac yéu cau tir phia Client, phan
tich va xur ly cac yéu cau cua phia Client, sau d6 gui cac yéu cau dén 16p
DataBase dé truy xuat so liéu hay cap nhat s liéu (thong qua cac cau lénh truy
xuat SQL), nhan lai cac két qua tir Data Access va guri cac két qua d6 cho phia
Client;

- DataBase (Data Access): thuc hién quan tri dir li¢u tdc nghi€p cua toan
bo h¢ thong, tiép nhan cac yéu cau tir 16p Business Processing, xu ly dit li¢u trén
CSDL va tra lai két qua cho 16p Business Processing.

Ngudi st dung gui cac thong tin dit liéu hodc cac yéu cau thyuc hién dén
Ung dung, cac thong tin nay dugc gui dén phan may chu qua HTTP Server. Tai
may chu cac yéu cau nay duoc xtr Iy boi thanh phan Application Server va két
qua dugc tra lai ngu’ol dung dudi cac webpages. Qua trinh xtr Iy cua Application
Server c6 thé két ndi dén thanh phan Database hoic sir dung cac Services dé trao
d6i thong tin.

% Uu diéem cia moé hinh kién truc:
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- Viéc xtr ly cua tng dung va xtr ly CSDL déu duoc thuc hién trén may
chu, va tng dung chi dugc trién khai ngay tai d6, cac may phia client tham gia
chi sir dung cac trinh duyét Brower san c6 cta hé diéu hanh dé st dung tmg
dung ma khong can cai dit bat cir phan mém di kém nao nita cho nén han ché t6i
da viéc cai dit tng dung trén cac may 1¢, viéc nang cap va stra 16i dugc thuc
hién mot cach dé dang ngay tai may chu, cac van dé an ninh va an toan dir liéu
dugc trién khai ngay tai hé thong may chu;

- Tach biét phan giao dién nguoi dung va trinh dién ra khoi phan nghiép
vu cua ung dung, rit ngan thoi gian phat trién va kiém tra img dung;

- Béng godi riéng phén truy cap dir liéu cho phép thay doi hé CSDL mét
cach dé dang;

- Lam don gian phan an toan bao mat cho dit liéu;

- B6 sung kha ning quan 1y stc tai cia may chu mot cach linh hoat;

- Nang cao hi¢u nang mang dat duoc thong qua viéc phan doan xu 1y;
- Giam chi phi trién khai hé théng.

¢ Cac thanh phan ha tang chi yeéu: La cac chirc nang hé thong phan
mém nén, bao gom:

- Hé thong ding nhap mot lan (Single Sign-On);

- Co ché phan loai thong tin va phan loai tai nguyén trang Web, phan loai
nguoi dung;

- Hé théng chung thuc ngudi ding;

- Cong cu tim kiém;

- Hé thng an toan va bao mat;

- Co ché phan tai va chiju 15i;

- Hé théng cép quyén;

- Hé théng quan 1y ngudi dung va nhém ngudi dung.
1.4.4. Yéu cau vé mé hinh cdc thanh phén ciia hé thong

Mo hinh kién tric hé théng trén nén tang XAMPP phan 16p hudng dich
vu. Bay 1a m6t mé hinh img dung hién dai phu hop véi quy md hoat dong va cac
nhu cau quan ly phat trién mo rong sau nay cta don vi. Véi mo hinh “ung dung
nay, phan mém tmg dung va dir liéu tac nghi¢p cua hé thong duoc to chic tap
trung trén cac may chu. Nguoi st dung khong can cai dat img dung trén cac may
tram ciia minh ma chi can két ndi t6i hé thong may cha qua hé thong mang
internet/LAN/ WAN/Intranet va st dung cac chic ning cia phan mém thong
qua Browser trén may tram.

1.4.5. Yéu cdu vé ha tang ky thudt
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Cin cu kién trac hé thdng va mé hinh xay dung trién khai da trinh bay,
ndi dung dé xuat dudi day du kién 1a nhimg yéu cau tdi thiéu dé dam bao hé
théng phan mém sau ning cap co6 thé duoc van hanh va khai thac st dung mot
cach hiéu qua khi dua vao str dung chinh thtc, cu thé:

- Bé xuat thiét ké doc 1ap giita cac may chu tmg dung va cac may chi
CSDL bang cac thiét bi tuong Itra bao v¢ va phan tach hé thong, cu thé:

+ Hé thong may chu Gmg dung duoc trién khai doc 1ap. Can tdi thiéu
01 may chu tmg dung trién khai hodc t6t nhat 1a 02 may cha tmg dung dé c6 thé
trién khai theo co ché can bang tai (load balancing) dé phén tai cho cac may chi
g dung khi hé thong c6 sé luong ngudi dung ting cao;

+ Hé thong CSDL duogc trién khai trén hé thong may chi tng dung.

+ Hé thong luu trir tai liéu duogc trién khai doc lap. Can tbi thicu 01
may chu luu trir @€ luu trir cac tép tin, hinh anh, video, ...

+ Trong giai doan 2 (trién khai nim trong 2025) s& sir dung ha tang
hién c6 van hanh hé }héng TRAV Oqline cua Cuc. Sau khi hoan thanh giai doan
2 cua du an, s€ chuyén sang thué ha tang may chu (cloud)

1.4.6. Yéu cdu vé gidi phdp bio mdt, an toan thong tin va chia sé div liéu

Can cu Nghi dinh 85/2016/ND-CP ctua Thu tudéng Chinh phu ngay
01/7/2016 vé dam bao an toan hé thong thong tin theo cip d6 va Thong tu sd
12/2022/TT-BTTTT ngay 12/08/2022 cua Bo Thong tin va Truyén thong quy
dinh chi tiét va hudng dan mot sd diéu cua Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 cta Chinh pht vé bao dam an toan hé thong thong tin theo cip do.
Hé théng tiép nhén va xur 1y dir liéu truc tuyén phuc vu cho cong tac diéu tra, ap
dung cac bién phap phong vé thuong mai dugc xac dinh 1a hé thdng thong tin
cap d6 2. Vi vay khi xay dung hé thong ngoai viéc ddm bao an toan mang va an
toan may chu theo quy dinh tai Phy luc IT Thong tu sé 12/2022/TT-BTTTT ngay
12/08/2022 chung toi s& xdy dung day du tinh ning nhu sau:

TT Yéu cau ky thuat M0 ta yéu cau

1 Xac thue

1.1 |C6 chic ndng xé4c thuc |a) Co giao dién quan ly tai khoan nguoi
nguoi st dung khi truy | sir dung.

cap, quan tri, cdu hinh :
Phan mém. b) Yéu cau xac thuc nguoi st dung khi
truy truy cap sir dung Phan mém.

1.2 | C6 chic nang cho phép | Thong tin x4c thyc duge luu trit c6 ma
lvu trit c6 ma hoa thong | hoa trén Phan mém sir dung thuat toan
tin xac thuc hé théng. hash tr SHA-256, SHA-512, SHA-3 va
cac thuat toan tuong duong
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TT Yéu cau ky thuit M0 ta yéu cau

1.3 | C6 chac nang cho phep | a) Co chic nang yéu cau nguoi dung dat
thiét 1ap chinh sach mat | mat khau méi khi dang nhap 1an dau sir
khau nguoi sir dung. dung mat khau mic dinh.

b) C6 chire ndng cho phép thiét 1ap quy
tac dat mat khau ve so ky tu, loai ky tu.
¢) Co chirc nang cho phép thiét 1ap thoi
gian yéu cau thay doi mat khau.

d) C6 chirc nang cho phép thiét 1ap thoi
gian mat khau hop 1¢.

d) }(héa tai khoan va yéu cau nhdp mat
khéu moi khi mat khau cua tai khoan dé
hét han thoi gian hop 1€.

¢) Mo khoa tai khoan khi thay doi mat
khau thanh cong doi voi truong hop mat
khau hét han thoi gian hop €.

1.4 | C6 chic nang cho phep | a) Co giao dién cho phép thiét 1ap chinh
han ché s6 lan dang nhép | sach vé gi6i han s6 lan dang nhép sai
sai trong khoang thoi gian | trong khoang thoi gian nhat dinh.
nhat dinh vé1 tai khoan
nhat dinh. b) C6 chirc nang canh bdo td1 nguoi su

' dung khi vi pham chinh sach.
c¢) C6 chuc nang tu dong ngan can viéc
dang nhap tu dong khi vi pham chinh
sach trén.

2 Kiém soat truy cip

2.1 |Co6 chiac ning cho phép |a) Co chirc ning cho phép thiét lap gidi

thiét 1ap gioi han thoi gian
cho (timeout).

han thoi gian cho (timeout) dé dong
phién két n61 khi Phan mém khdéng nhan
dugc yéu cau tir nguoi dung.

b) Hién thi thong béo, dong phién két n01
dd hét han thoi gian timeout va yéu cau
dang nhap lai.




168

TT

Yéu cau ky thuit

Mo ta yéu cau

2.2

C6 chic nang cho phép
gi61 han dia chi mang quan
trt dugc phép truy cap,
quan tri Phan mém tir xa.

a) C6 giao dién cho phép quan tri vién
quan 1y chinh sach vé giéi han dia chi
mang quan tri dugc phép truy cap, quan
tri Phan mém tur xa.

b) C6 chic nang thuc thi chinh sach vé
gi61 han dia chi mang quan tri dugc phép
truy cap, quan tri Phan mém tir xa & trén.

23

C6 chic nang cho phép
phan quyén va cdp quyén
t6i thiéu truy cap, quan tri,
s dung tai nguyén khac
nhau ctia Phan mém v&i
nguoi st dung/ nhom
nguol st dung c6 chuic
ning, yéu cau nghiép vu
khéc nhau.

a) Co giao dién cho phep quan tri vién
quan ly chinh sach v€ phan quyén tai
khoan theo tirng nhom tai khoan.

b) Phan loai nhom tai khoan theo it nhit
03 nhom:

i. Tai khoan nguoi st dung thong
thuong;

ii. Tai khodn quan tri mic st dung;

1. Tai khoan quén tri mtrc phat trién,
van hanh.

¢) Co chue nang thyec thi chinh sach phan
quyen va cap quyen t61 thiéu truy cap,
quan tri, sir dung tai nguyén khac nhau ¢
trén.

2.4

C6 chirc nang cho phep
thiét 1ap quyén tbi thiéu
(quyén truy cap, quan tri)
cho tai khodn quan tri ing
dung theo quyén han.

a) C6 giao dién cho phép quan tri vién
thiét 1ap quyén cho cac tai khoan.

b) C6 chuc nang thuc thi chinh sach
phan quyén cho céc tai khoan & trén.

Nhit ky hé thong

3.1

Co6 chirc nang cho phep
ghi nhat ky hé théng gdm
nhitng thong tin.

a) Phan mérr} cung cap chic niang ghi
nhat ky h¢ thong.

3.2

C6 chuc nang cho phép
quan 1y va luu trit nhat ky
hé thong trén hé théng
quéan ly tap trung.

a) Co giao dién cho phép quan tri vién
quan ly chinh sach vé nhét ky hé thong.

b) Cho phép quan trj vién ciu hinh
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TT

Yéu cau ky thuit

Mo ta yéu cau

khoang thoi gian luu trir nhat ky qua
giao di¢n trén.

3.3

C6 chirc nang cho phép
phan quyén truy cip, quan
1y dir liéu nhat ky hé théng
doi voi cac tai khoan co
chiic nang quan tri hé
théng khac nhau.

a) C6 giao dién cho phép quan tri vién
quan ly chinh sach vé phan quyén tai
khoan theo tirng nhom tai khoan quan tri.

b) Co chuc nang thuc thi chinh sach
phan quyén ¢ trén.

An toan irng dung va ma nguon

4.1

C6 chuc nang cho phép
kiém tra tinh hop 1& cua
thong tin, dir liéu dau vao
trude khi xu ly.

C6 chirc ning thyc thi viéc kiém tra tinh
hop 1¢ cua thong tin, dir liéu dau vao
trudc khi xur Iy

4.2

Co6 chuc nang cho phép
bao vé tmg dung chong lai
nhimng dang tdn cong phd
bién: SQL Injection, OS
command injection, RFI,
LFI, Xpath injection, XSS,
CSRF

Phan mém duoc kiém tra, danh gia, kiém
thir xdm nhép theo tiéu chuin OWASP
va khong ton tai diém yéu cho phép ké
tan cong khai thac thong qua cac dang
tan cong: SQL Injection, OS command
injection, RFI, LFI, Xpath Injection,
XSS, CSRF.

4.3

C6 chic nang cho phép
kiém soat 101, thong bdo
161 tir g dung.

a) C6 chirc ning kiém soat 15i, chi hién
thi cac thong bao 16i dugc kiém soat dén
ngudi dung va khong hién thi cac 16i bén
trong hé thong.

b) C6 chirc nang hién thi théng bao 16i
dén nguoi su dung.

4.4

C6 chuc nang cho phép
bdao dam khong luu trir
thong tin xac thuc, thong
tin bi mat trén ma ngudn
ung dung.

a) Thong tin xac thuc, bi mat khong
duoc dua truc tiép vao mi ngudn ung
dung ma phai dugc thiét 1ap théng qua
giao dién cu hinh hé théng.

Sao luvu duy phong

5.1

Cé chtrc nang cho phép tu
dong sao luu dy hong.

a) Co giao dién cho phép quan tri vién
thiét 1ap chinh sach vé sao luu dy phong
co sO dir liéu va cau hinh hé thong.
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TT Yéu cau ky thuit M0 ta yéu cau

b) Co6 chirc nang cho phép thuc hién viée
sao luu dy phong theo chinh sach & trén.

Hé théng tiép nhan va xur 1y dir lidu truc tuyén phuc vu cho cong tac diéu
tra, 4p dung céc bién phap phong vé thuong mai: khong két ndi, lién thong, chia
sé dir li€u voi1 cac hé théng ha tﬁng k¥ thuat, phén mém, co s& dit liéu khac do
dac thu cua cac thong tin, dit liéu thu thap dugc 1a cac thong tin, dir liéu dugc
coi la dir 1iéu bi mat kinh doanh cuia doanh nghi¢p va dugc bao mat theo cac quy
dinh tai Diéu 11 Luat Quan ly ngoai thuong va cac vin ban huéng dan co lién

quan khac.
1.5. Yéu cau chi tiét chirc nang cia phan mém

1.5.1. Danh sdch tic nhén ciia phin mém

STT Tén tac nhan Mo ta Phan Loai

1 LD Cuc Cuc truong, PCT Phtrc tap

\ Trudng phong, pho truéng phong, CVP, PCVP, ,

2 | LD Phong GD/PGD Trung tam Phirc tap

3 Chuyén vién Cong chure, vién chiec, ... Phtrc tap

4 Quan tri hé théng Phirc tap
1.5.2. Yéu cau chirc néing ciia phan mém
M0 ti yéu ciu Phan loai Ghi Chu

Khu vuwe ngi b

Danh muc tai liéu trong khu vuc nji bo

Tra ctru danh muc tai li¢u trong khu vuc ndi bd theo cac truong
thong tin (case number, document title)

Dir liéu truy van

Sap xép tai lidu theo cac truong thong tin (submitted date, case
number)

Dir lidu truy van

Xdy dwng ciu triic phong ban ciia Cuc

Xay dung ciu tric phong ban cta Cuc

Dir liéu dau vao

Xay dung thém cac quyén truy cp (chuyén vién, LD phong,
LD Cuc)

Dtr liéu dau vao

Phan quyén truy cép cho céc tai khoan nguoi ding trong Cuc

Dir liéu dau vao

Théng bdo nji bp khi ¢é tai ligu méi

Thong bao bang email cho tai khoan LD Cuc khi ¢6 tai liéu méi
can phé duyét vé cac phong

Dtr liéu dau ra

Thong bao bang email cho tai khoan LD phong khi ¢6 tai liéu
méi duoc phéan vé phong

Dir liéu dau ra

Thong bao bang email cho tai khoan chuyén vién khi cé tai li¢u
dugc phan ve cho chuyén vién

Dir liéu dau ra

Lich s truy cdp
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M0 ti yéu ciu Phan loai Ghi Chu
Luu lich st truy cép vao trang tai li€u cta cac tai khoan Dir liéu truy van
Luru lich str tai tai liéu cua cac tai khoan Dt liéu truy van
Xem lich sir truy cép / tai theo tung tai liu Dir liéu truy van
Phan quyén truy cip ndi bd
LD Cuc phan tai liéu vé cic phong ban
LD Cuc duyét cac tai liéu mai (search, filter, sorting) Dit ligu truy van
LD Cuyc xem tai li¢u mdi Dit lidu truy van
LD Cuc cép nhat/xoa phong ban khoi truy cép tai liéu Dit liéu dau vao
LD Phong phén tai liéu cho cdc chuyén vién
LD Phong duyét cac tai liéu mé duge LD phén vé Dir lidu truy van
LD Phong xem tai liéu moi Dit lidu truy van
LD Cuyc cép nhat/xoa chuyén vién khdi truy cap tai li¢u Dir lidu dau vao
Cic yéu cau ning cip khac
Cho phép tai nhiéu file cung lac Dir liéu dau ra
an trj vién c6 thé tuy chinh hién thi trudng thong tin t .
Quan tri Vleql’l cg ¢ tuy chinh hién thi truong thong tin trong Di lidu diu vio
khu vuc quan tri
1.5.3. Bing chuyén doi yéu cdau chirc ning sang trwong hop sic dung
Phéan
Phan | loai
TT | TénUse-Case | o0 fac Giao dich loal | theo
nhan : theo do
BMT | phure
tap
I | Khu vic ndi b Khu vuc danh cho tai khoan ndi bo
Cuc
- Tra ctru danh muc tai li€u trong
khu vuc ndi b theo cac truong
Danh muc tai liéu | LD Cuc thong tin (case number, document Pon
trong khu vuc ndi | LD Phong title) B an
bd Chuyén vién | - Sap xép tai li€u theo cac truong &
thong tin (submitted date, case
number)
) - Xay dung cau truc phong ban cua
Xy dung cau tric | o o0 s | CuC NI Pon
phong ban cua thén - Xay dung thém cac quyeén truy B an
Cuc & cap (chuyén vién, LD phong, LD &
Cuc)
- Théng bao bang email cho tai
khoén LD Cuc lghi ¢6 tai liéu moi
can phé duyét vé cac phong
Thong bao ndi bd | Quan tri hé | | Th70 ng bdo l?ang er‘nalrl c‘ho .Ea v bon
S Al L J khoan LD phong khi c6 tai liéu méi B .
khi c6 tai liéu méi | thong A X 1 gian
dugc phéan vé phong
- Théng bao bang email cho tai
khoan chuyén vién khi ¢ tai liéu
duoc phén vé cho chuyén vién
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Phéan
Phéan | loai
TT | Tén Use-Case TenAtac Giao dich loai theAO
nhan theo do
BMT | phirc
tap
- Luu lich sur truy cap vao trang tai
LD Cuc liéu cuia cacqtalq .kh‘qar'lA o
. , R \ - Luu lich sir tai tai li€u cta cac tai bon
Lich st truy cép LD Phong \ B -
Chuyén vién khodn glan
- Xem lich sur truy cap / tai tai licu
theo tai khoan
II | Phan quyén truy cip ndi bd
- LD Cuyc duyét cac tai liéu moi
LD Cuc phan tai (search, filter, sorting) Pon
liéu v€ cac phong | LD Cuc - LD Cuc xem tai li€u moi B an
ban - LD Cuc cép nhat/xoa phong ban &
khoi truy cap tai liu
- LD Phong duyét céc tai li¢u moi
LD Phong phan duoc LD phan vé Pon
tai liéu cho céac LD Phong - LD Phong xem tai liéu mai B an
chuyén vién - LD Cuyc cép nhat/xoa chuyén vién &
khoi truy cap tai liu
III | Cac yéu ciu nang cap khac
Cho phép tai LD Cuc - E\Iguorl dung chon cac .f:lle can tfn
2 . \ ve trong danh muyc tai liéu ndi bd bon
nhicu file cung LD Phong R e , B -
, ~ 2. | -Nguoi dung luya chon tai cung ltic gian
luc Chuyén vién | ~
cac file da duoc lua chon
- Quan tri h¢ thong truy cap danh
Quan tri vién c6 sach cac truong thong tin tai khu
thé tuy chinh hién . . .1 | Vucquan tri
thi truong thong Qlfan tri h¢ - Quan tri h¢ théng Ivra chon cac B D(m
thong gian

tin trong khu vuc
quan tri

truong thong tin can hién thi trong
trang danh sach file tai liéu hoac vu
viéc, ...

1.5.4. Biéu @ cac truong hop sir dung

- Khu vuc ndi bd
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Danh muyc tai liéu trong khu vuc ndi bd /

Tra clru danh muc tai liéu

LD Phong
LD Cuc ap xép tai luzu tht?o cac truong
thong tin
Chuyén vién
Théng bao ndi b khi c6 tai liéu moi / Xay dung cu tric phong ban ciia Cuc /

6ng bao béng email cho tai khoan LB
Cuc khi c6 tai liéu méi can phé duyét vé
cac phong

héng bao béng email cho tai khoan L
phong khi ¢ tai liéu méi dugce phan vé
phong

Q

A

Quan trj hé théng

A

Théng bao béng email cho tai khoan
chuyén vién khi c6 tai liéu dugc phan vé
cho chuyén vién

Xay dung cdu trac phong ban ctia Cuc

Xay dyng thém céc quyén truy cap
(chuyén vién, LD phong, LD Cuc)

Lich str truy cap

Luu lich str truy cap vao trang tai liéu
clia céc tai khoan

Luu lich str tai tai liéu cta céc tai khoan

Quan trj hé théng

em lich sr truy cép / tai theo tirng tai
liéu

em lich str truy cap / tai tai ligu theo tal

LD Cuc khoan

LD Phong

- Phan quyén truy cap ndi bd

Chuyén vién



Phén tai li¢u vé cac phong ban

g

Duyét c4c tai lieu méi
(search, filter, sorting)

174

Phan tai liéu cho céc chuyén vién /

Duyét cac tai liéu moi
(search, filter, sorting)

Xem tai liéu méi

Xem tai liéu méi

Duyét danh sach phong ban Duyét danh sach chuyén vién

LD Phong

LD Cuc

Thém phong ban dé truy cap tai liéu Thém chuyén vién dé truy cap tai liéu

ap nhat/xoa phong ban khai truy cap
tai ligu

ap nhat/xoa chuyén vién khai truy cap
tai liéu

- Céc yéu cau khac

Céc yéu cau nang cép khac /
LD Cuc
Cho phép tai nhigu file cung luc
LD Phong
Quan trj vién c6 thé tuy chinh hién thj
rurdng théng tin trong khu vure quan trj
Chuyén vién Quan trj hé théng

1.6. Yéu cau ve tien d¢ cung cap hang hoa

Nha thau cé bang tién do chi tiét thuc hién cac nodi dung coéng viéc can
thue hién theo cac giai doan hop 1y, kha thi va phu hop v6i dé xuat ki thuat va
dap mg cac yéu cau ctia Cha dau tu, trong d6 bao gom tbi thiéu cac ndi dung
sau: X4y dung Phan mém Quan 1y hd so tai liéu; Xay dung Phan mém Quan 1y
dung moi hoa chat; Pao tao hudng dan str dung; Nghiém thu va ban giao.

Muc 2. Ban vé: Khong cé Ban vé.
Muc 3. Kiém tra va thir nghiém
Céc kiém tra va thir nghiém can tién hanh gom c6:
- Kiém thtr phan mém trong ndi by ciia nha thau trién khai.

- Kiém tra ho so xay dung, phat trién phan mém gom:
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+ Céc tai liéu cia timg giai doan trong qué trinh phat trién phan mém theo
noi dung hop dong da ky ket;

+ B0 chuong trinh cai dat phﬁn mém;

+ M3 ngudn ctia chuong trinh;

+ Céc tai liéu hudng dan sir dung, quan tri, van hanh;

+ Tai liéu phuc vu dao tao ngudi st dung, quan tri, van hanh;
+ Tai liéu quy trinh bao tri;

+ Tai liéu hudng din vé k¥ thuat va tiéu chuan, quy chuén;

+ Tai liéu k¥ thuat phuc vu két ndi theo quy dinh.

- Van hanh thr phan mém nodi bd do Chu dau tu t6 chire thuc hién. Nha
thau trién khai c6 trach nhi¢m ti€p nhan va trién khai cac cong viéc theo két qua
van hanh thtr dugc cong bo.



