Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ki thuit

L. 1. Gidi thiéu chung vé dir todn mua sim, L2oi thiu:

- Tén dy toan: Mua sam thiét bi cAn bing tai, may chu va phi“ln mém giam sat hé
thdng cho Co s 1 va Co s& 2;

- Tén goi thiu: Mua sém thiét bj cn bang tai, may chi va phin mém giam sat hé
théng cho Co & 1 va Co 56 2;

- Chu diu tw: Bénh vién Hiru nghi Viét Tiép;

- Hinh thirc lwa chon nha thau: Chao hang canh tranh, qua mang;

- Phuong thire lya chon nha thau: 01 giai doan, 01 t0i hd so;

- Loai hop ddng: Don gié ¢ dinh;

- Thai gian thue hién goi thau: Trong vong 45 ngay ké tir ngay hop dong ¢é hidu lyc:

- Dia diém cung cip hang héa: Bénh vién Hiru nghi Viét Tiép Cosd 1 va Co s6 2.

+ Co sd 1: 86 01 duong Nha Thuong, phuong Lé Chan, TP Hai Phong.

+ Co s 2: T6 dan phd Cai Tat, Phuong An Hai, TP Hai Phong,

1.2. Yéu cau vé kj thudt:

1.2.1. Yéu ciu chung:

- Hang hoéa duge cung cip phai la hang héa méi 100%, chua qua sir dung, san xuét
nam 2024 tré vé sau va phai 1a hang hoa chinh hing.

- Nha thiu phai dé xuit cu thé ky ma hiéu (néu ¢6), nhan hiéu, xuit xi, hang sdan
XUAL. Truong hgp nha thiu khong dé xuit cu thé ky ma hi¢u (néu ¢6), nhiin higu, xuét xi,
hing san xuat thi B-HSDT cua nha thau khong duge xem xét, danh gia (nha thdu khéng
dwogce tham chiéu t6i cac ndi dung khac trong E-HSDT ma phai dé xudt cu thé theo miu tai
Chwong 1V).

- Tai liéu ching minh dic tinh, thong sé k¥ thudt ctia hang héa dy thau: Nha thau
phai cung cAp catalogue hodc tai lidu k§ thuét c6 diy du ndi dung chimg minh céc dic tinh,
théng s6 k¥ thudt cia hang hoa dy thau va duge dan chiéu ro rang.

- Nha thau phai cam két ban giao cho chi dau tu cac gidy to sau khi giao hang;

+ Trudng hogp hang héa nhap khau: Ban gbe hoiic ban cong chimg: Gidy chirng nhan
xuit x(r (CO), Gidy chirng nhin chat luong san phdm ctia nha san xuét (CQ) va céc gidy to
lién quan khac theo quy dinh déi véi hang héa nhap khau.

+ Truong hop hang héa san xuit trong nude: Ban goc hodc ban cong chimg: Gidy
chirg nhan xuit xuéng, hoa don ban hang va gidy bao hanh cta nha san xuit hogic dai ly



phan phéi (néu cé).

- Nha thau ¢6 cam két chiu trach nhiém vé tinh chinh x4c ca céc van ban cé yéu td
nude ngoai, vin ban va catalogue ctia nha san xuét. Trong trudng hop nghi ngd gian lan
tai liéu, Chu dau tu s& yéu cau nha thau cung cip ban gdc dé déi chiéu.

- Nha thau chiu trach nhiém vé tinh trung thuc, chinh x4c cia céc thong tin, thong
s6 k¥ thudt do nha thau cung cap. Trong trudng hop phat hién thong sé tai tai lidu nha thiu
cung céip ¢ su khac biét so vai thong tin trén website ctia haing san xuét hoiic trudng hop
can thiét khac, Chu dau tu c6 thé yéu cAu nha thau b sung, lam rd. Moi gian ldn vé hd so,
tai licu, cac thong sb k¥ thuat cia hang hoa ctia nha thau 1a can cir dé Cha dau tr d& nghi
cAm tham gia hoat dong ddu thau, tao canh bao trén Hé théng mang déu thau quéc gia hoic
chuyén cic co quan chitc ning xtr Iy theo quy dinh.

- Cac (ai li¢u ching minh sy phti hop cta hang hoa du thau duge danh déu vao cac
théng s k§ thuat va cac ndi dung dé xudt dé chimg minh tinh dép Gng cua hang hoa, cac
tai licu duge phan loai thanh tirng file riéng va ghi tén file twong tng vai tirng tai liéu, scan
dinh kém E-HSDT dé Chu dau tu thuén tién trong viée kiém tra, danh gié.

1.2.2. Yéu ciu ki thudt chi tiét:

Yéu cau nha thau tom tit thong sé ki thuat cua hang hoa va cac dich vu lién quan
chirmg minh hang hoa do nha thau chao dap ting cac ndi dung yéu ciu k§ thuit dugi day
hoic dap tng tot hon. Bit ky thiwong hiéu, nhén higu nao néu cé trong bang yéu cau kj
thudt déu mang tinh chit minh hoa cdc tiéu chuin chit lwong, tinh ndang kj thudt yéu
ciu. Nha thau co thé lua chon dy thau hang héa co nguodn gde, xudt xir, nha san xud,
thuong higu phtt hop véi diéu kién cung cap nhung phai dam bao yéu ciu cé thong sb k§
thuat, tinh ning str dung, tiéu chuan céng nghé “twong dwong” hoic (6t hon so véi céc
yéu cau cu thé & dudi va cung cap tai liéu chimg minh sy dap tmg 5t hon cia hang héa
chio thau so vdi yéu céu cia E-HSMT. “Tuong duong” ¢6 nghia 1a ¢6 chét luong, tinh
ning st dung bang théng sé moi thau. Nha thau cd vin ban gidi trinh, cung cép tai lidu
chting minh hang héa nha thau chiao cé théng sb k§ thuit twong duong hoic tét hon.
Trudmg hop nha thau khong ¢é vin ban giai trinh, tai liéu chimg minh thi don vi tu vén
tién hanh dénh gia theo ding tai lidu k§ thuat trong E-HSDT ctia nha thau. Tét ca hang héa
phai dap g cac yéu cau k§ thuat tai E-HSMT thi mai duoce coi la dap ung va dugc xem
xét, danh gia & bude tiép theo.

Véi cac yéu ciu vé tinh ning, cong nghé, thong sé k§ thuat chi tiét cua hang héa
chao thiu, néu trong catalogue khong thé hién 1o rang, cu thé thi khi tham dy thdu nha thiu
c6 trach nhiém d6i chiéu nhirg ndi dung dé va bd sung ban xéc nhan théng sé cua hing
san xudt hodc nha phan phoi hodc vin phong dai dién dugc uy quyén cia nha san xuat tai
Viét Nam (néu c6) dé Chu dau tu ¢ ciin cir danh gia.



Yéu cau ky thudt chi tiét theo bang diréi ddy:

Stt | Hang muc Thong s6 ky thudt t6i thiéu yéu chu dap fing S:lul
Chat lugng méi 100%, san xuat nam 2024 tré vé sau
Béao hanh: Téi thiéu 12 thang, kém theo dich vy hd trg, tro gitp tryc
tuyén 24/7 va dich vy hd teg thay thé linh kién (sau khi xéc dinh duoc
161) tan noi vao ngay lam viéc tiép theo.
Thong sb ki thudt:
- Thiét ké: 2U Rack
- Bo xir ly: Intel® Xeon® Gold 6430 2.1G, 32C/64°T, 16GT/s, 60M
Cache, Turbo, HT (270W) DDR5-4400 hodc trong duong (02 bo).
- Khe cam bg vi xr ly: ‘
C6 the cai dgt 2 bo vi xur ly Intel® Xeon® 5P thé h¢ 4 hogc Intel Xeon
Max, Ien dén 56 cores/bd vi xir ly va tiy chon ho trg cong nghé Intel®
QuickAssist (hodc twong duong).
C6 thé cai dit 2 bd vi xir ly Intel® Xeon® SP thé hé 5, 1én dén 64
cores/bg vi xtr ly (hodc tuong duong).
- BO nhd: 8 x 64GB RDIMM, 5600MT/s, Dual Rank ,
- Kha nang m¢& rong bd nhé: 32 khe cam DDRS DIMM, 1én dén
RDIMM 8TB; Ho trg registered ECC DDRS5 DIMMs
- Bo diéu khién 6 cimg (RAID Controller): RAID Controller tich hgp
My chi 8GB fzache, hf} trg RAID 0,1,10,5,50,6,60 _
1 i - O dia luu trit: 2 x 1.92TB SSD SAS, Read Intensive, up to 24Gbps

512¢ 2.5in Hot-Plug Drive

- Khay dia:

+ Khung may 8 x 2.5" SAS/SATA/NVMI:

+ Mdy chii ¢6 tuy chon sir dung thanh phan lvu triv t8i vu cho khoi
ddng Boot Optimized Storage Solution - BOSS véi 02 6 M.2 SSD chay
RAID I ma khéng chiém dung khe cim 6 cimg.

- Tinh niing bao mét:

+TPM 2.0 FIPS, CC-TCG certified

+ Cryptographically signed firmware: Phin mém dugc ma héa
+ Chire nang khéi dong an toan

+ Ngin ngira cdc thay déi trai phép, doc hai vé&i chirc ning System
Lockdown

+ Chirc nang xod bo tat ca cac dit liéu trong may chi nhanh chéng va
an toan dé bao mat div liéu véi chire nang Secure erase

- Cong két ndi va khe cim mo rong:

+ Cong phia trude: 1 x USB 2.0, 1 x VGA, | ¢dng quan tri micro-AB
USB

+ Cong phia sau: | x Serial (thy chon), | x USB 2.0, 1 x USB 3.0,1 x
VGA, | x cong quan tri ethernet port

+ Cong bén trong: 1 x USB 3.0 (thy chon)

+ Tuy chon hd trg 1én dén 8 khe PCle Gend hojic Gen 5




- Trinh diéu kllién mang: C6 san 2 x 1GbE Base-T va 2 x 10/25GbE
SIP28 (kém san module quang 10GbE SFP+)

- HBA: Cé san 2 x 32GB FC

- Quat va ngudn: 1

+Quat: 2 x PSU 1400W. Tay chon [én 61 6 quat c6 the thay nong véi
kha niang hoat dong tuong ho cho nhau

+~Ng[lél‘ll Ngudn cé kha ning thay néng véi kha ning hoat dong tuong
ho cho nhau.

- Ho trg GPU: Tuy chon hd trg t6i 2 GPU loai double-width 350W
hodc 6 GPU loai Single-width 75W

- Quan tri: Tich hop sin thanh phan chira cac cdng cu quan tri cho phép
cau hinh, cap nhat firrmware, trién khai hé didu hanh, giam sat tinh
trang may chu

+ C6 tuy chon hd tro chite nang cho phép quan tri, kiém tra tinh trang
may chu, giam sat, khic phuc sur b tur tmg dung ho tro thiét bj trén iOS
hodc Android thong qua hé théng mang khong day (wifi hodc

bluetooth).

- Céc hé diéu hanh hd trg: Canonical Ubuntu Server LTS; Microsoft
Windows Server with Hyper-V; Red Hat Enterprise Linux; SUSE
Linux Enterprise Server; VMware ESXi.

Dich vu kéni theo:

I. Phén tich co sé ha tfing, yéu ciu k§ thuét, hé théng:

- Khao sat yéu cau vé hé thdng

- Tu vén giai phap t6i vu hé théng mang.

- Trién khai mé hinh logic va vat Iy cta hé thdng.

II. Muec dich ctia giai phap:

- Luu trii d@r ligu tdp trung, tang cuong kha ning bao mdt, backup,
ddng bo dir lidu.

- Tap trung tai nguyén, dir ligu gitp tdi wu cong téc quan i, chia sé.
- Bép (g duge nhiéu ngudi ding.

- Dé dang quan ly céc tai nguyén trong mang.

- Kiém soat cac hoat dong cuia nhan vién trén PC.

- Phan quyén mém déo, linh hoat trén trén timg tai nguyén.

- XAy dung thém nhiéu may chu trén co so hé thdng Domain vai cac
chtre nang khac nhau nhu: Firewall server, Mail server, Web Server,
Data server... gitip h¢ théng tra nén hoan hao hon.

I11. Trién khai cAu hinh h¢ théng:

- Lép dat thiét bi Ién ta rack hodic vao céc vi tri chu dau tu yéu clu

- CAu hinh RAID

- Céu hinh cac théng sé giam sat va két ndi

- Trién khai hé¢ diéu hanh

- Quy hoach cac viing dit li¢u va & dia

- Két ndi mang cho may chu, trién khai NIC team dé tao két ndi dy

phong mang cho may chu




- Két ndi FC téi SAN Switch, cdu hinh HBA sao cho ¢6 thé dy phong
161 2 SAN Switch.

Thiét bj
ciin bing
tai

Chét lugng méi 100%, san xudt nam 2024 trd vé sau.

Béo hanh: i thiéu 12 thang.

- Thiét ké: Rack mount 1U

- 86 lugng két ndi Ethernet WAN (Port RJ45): 02

- $6 lugng khe cdm SFP+ ¢6 hd trg (C6 thé cAu hinh LAN hosic WAN,
chua bao gdm Transceiver): 02

- 86 lugng cong USB WAN: 02

- 86 luong cdng Ethernet LAN ¢6 support PoE+: 08

- Cong RJ-45 Console: 01

- Cong RJ-45 MGMT: 01

- Hb trg ddy du céc giao thire WAN: DHCP, Static IP, PPPoE,

L2TP, GRE

- Khe cam dé nang cip port LAN/WAN sau nay: C6

- Théng lugng dinh tuyén: 12 Gbps

- 86 lugng user: 2000

Thong sb ki thudt:

- Ho tro cdc tinh ning:

+ Load Balancing/ Failover WAN;

+ H& trg nhidu thuét toan cin bang tai duong truyén chiéu Outbound
(08 thuat toan);

+ C6 kha nang cin bang tai dudng truyén chiéu Inbound bing k§ thuat
DNS;

+ C6 kha niang ré nhanh cac ludng traffic chiéu Outbound linh hoat
(Dya vao:

Dia chi Ngudn ( Pia chi IP, Lép mang, dia chi MAC)

Dia chi Dich ( Pia chi IP, 16p mang, t&n mién)

Giao thire ( TCP, UDP, IP, DSCP))

+ Céc phuong phap kiém tra duong truyén hd trg bao gom (Health
check)

+ Gidm sat str dung béang thong

+ Kiém soat bang théng nhém ngudi ding

+ HO trg dy phong cao: HA/VRRP

+ C6 mode bridge/transparent hoiic twong dwong gitp trién khai ngay
trén hé théng mang va twong lia ¢6 sin ma khong lam thay ddi cic
thiét 1ap cia hé thong

+ Web Blocking, Application Blocking, Intrusion Detection and DoS
Prevention

+ Stateful Firewall

+ 86 luogng VLAN 802.1q hd trg: 1024
+ C6 kha nang cau hinh NAT hoéc IP Forwarding trén port WAN




+ DPinh gio bt hoic tit cong WAN, Outbound Policy, Firewall theo

lich

- Cac kha nang dinh !uyén, VPN:

+ C6 cong nghé VPN Layer 2 hoidc Layer 3 Site to Site bao gdm Hot-

Failover (VPN bang nhi¢u WAN két hop chuyén ddi du phong nhanh

chong khong gdy gian doan dich vu)

+ C6 cong nghé¢ VPN Layer 2 hofic Layer 3 Site to Site bao gom
Bandwidth Bonding (VPN bang nhiéu WAN ddng thoi giap ting téc

do truyén dir lidu)

+ C6 kha niing tao nhiéu sub-tunnel trong mdi tunnel chinh

+ C6 kha ndng ciu hinh céc giao thic dinh tuyén dong: BGP, OSPF

+ Théng lugng VPN c6 ma héa AES 256 bit: 600 Mbps

+ C6 kha ning cAu hinh nhiéu kénh VPN: 300 kénh

+ Hd tro IPsec VPN site to site: 200 Kénh

+ C6 VPN Client to site hd trg cic giao thic PPTP/L2TP

VPN/OpenVPN Users: 200

- Tinh nang khac:

+ Tich hop trang chao cho diang nhap Wil‘i hodic mang co day

+ Tich hgp Authoritative DNS

- Kha ndang quan tri

+ Giao dién Web dung trinh duyét (browser)

+ Console CLI

+ Bao gom quan tri tap trung thong qua dam may phai bao gom trong

nam dau tién: Bao gdm quén ly tap trung trong ndm dau (C6 thé mua

gia han trong cac nam tiép theo).

Dich vu kéem theo:

I. Phéin tich co sd ha tang, nhu cflu dich vuy:

- Khao sat thong tin céc dtrong truyén internet, yéu cau vé hé théng.

- Tu vAn gidi phép t6i wu hé théng mang.

- Trién khai mé hinh logic va vét Iy cta hé théng.

I1. Yéu cau muc dich dat dwgc ciia thiét bj

- Két ndi hé thdng véi mang internet thong qua cac dudng truyén

internet

- Néng cao kha niing dy phong cho két ndi hé thdng véi mang bén

ngoai.

- Céc dich vy két ndi vai bén ngoai co thé thong qua nhidu duong

internet, ¢6 kha ning chuyén doi khi 1 trong cac dudng internet gip

sur ¢d.

- Dam bao nang luc dy ph(‘mg khi thiét bi gap su cb.

-Ho trg can hang céc két ndi internet, gidp ngudi sir dung két nbi

internet tot hon.

- Trg gitp viée NAT cac dich vu public va két ndi téi ngan hang

khong bi anh huéng khi | dudng internet b sur cd.

II1. Dich vu trién khai ciu hinh h¢ thf‘)ng

- Trién khai cac két ndi PPPoE t6i nha mang.




My chi
02

Chét lugng méi 100%, san xudt nim 2024 trg vé sau

Bao hanh: Téi thiéu 12 thang, kém theo dich vu hd trg, g giup tryc
tuyén 24/7 va dich vu hd tr thay thé linh kién (sau khi xac dinh duoc
16i) tan noi vao ngay lam viéc tiép theo.

Thong s6 kv thudt:

- Thiét ké: 1U Rack

- B9 xtr ly: Intel Silver 4416+, 2GHz, 20C/40T, 37M Cache hodc tuong

duong (02 bo).

- Khe cam bd vi xir Iy:

C6 thé cai dat 02 bo vi xir ly Intel® Xeon® Scalable thé hé 4, 1én dén
32 cores/bd vi xir Iy hodic 02 bd vi xir 1y Intel® Xeon® Scalable thé
hé 5, 1én dén 28 cores/bé vi xir ly (hodc tuong duong)

- 30 nhé: 2 x 32GB RDIMM, 5600MT/s, Dual Rank

- Kha niang mo& roéng bd nhé: 16 khe cim DDRS DIMM, lén dén
RDIMM 1.5 TB; H6 tro registered ECC DDRS5 DIMMs

- Bo diéu khién 6 cimg (RAID Controller): RAID Controller tich hgp
8GB cache, hd trg RAID 0,1,10,5,6,50,60

- O dia luu triv: 3 x 1.92TB SSD SATA Read Intensive 6Gbps 512¢
2.5in Hot-plug Drive

- Khay dfa:

+ Khung may 8 x 2.5 Hard Drives (SAS/SATA)

+ May chu ¢6 tuy chon sir dung thanh phan lwu tri t5i wu cho khéi
dong Boot Optimized Storage Solution - BOSS véi 02 6 M.2 SSD chay
RAID 1 ma khéng chiém dyng khe cim 6 cimg

- Tinh ndng bao mit:

+ TPM 2.0 FIPS, CC-TCG certilied

+ Cryptographically signed firmware: Phan mém duge mé hoa

+ Chirc nang khai dong an toan

+ Ngan ngira cac thay doi trdi phép, doc hai v6i chirc nang System
Lockdown

+ Chire ning xoé bo (it ca cac dit lidu trong May chil nhanh chéng va
an toan dé bao mét dir lidu v6i Chirc ndng Secure erase

- Cong két ndi va khe cim mo rong:

+ Cong phia trudel x USB 2.0, | x VGA, | cong quan tri micro-AB
uUsB

+ Cdng phia sau: | x Serial (thy chon ), | x USB 2.0, 1 x USB 3.0, |
x VGA, 1 x cbng quan tri ethernet port

+ Céng bén trong: 1 x USB 3.0 ( Tuy chon)

+ Tuy chon hd trg 18n dén 3 khe PCle

- Trinh diéu khién mang: C6 sdn 2 x 1GbE Base-T va 2 x 10/25GbE
SFP28 ( kém sin module quang 10GbE SFP+)

- Quat va nguén:

+ Quat: 2 x PSU 1100W; Ty chon 1én t&i 7 quat ¢6 thé thay nong véi
kha nang hoat dong tuong hd cho nhau




+ Ngudn: Nguon cé kha ning thay nong vai kha ning hoat dong tuong
hé cho nhau

- Quan tri: Tich hop sin thanh phén chita cac céng cu quan tri cho phép
cAu hinh, cap nhat firrmware, trién khai hé diéu hanh, giam sat tinh
trang may chu

+ C6 tuy chon hd trg chirc nang cho phép quan tri, kiém tra tinh trang
may cha, giam sat, khiic phuc su ¢d tir tmg dung hd trg thiét bi trén i0S
hodc Android thong qua hé théng mang khong day (wifi hoic
bluetooth).

- Céc h¢ didu hanh hd trg: Canonical Ubuntu Server LTS; Microsoft
Windows Server with Hyper-V; Red Hat Enterprise Linux; SUSE
Linux Enterprise Server; VMware ESXi

Dich vu kém theo:

I. Phén tich co sd ha ting:

- Khao sat kha nang tmg ctia h¢ thong

- Muc dich str dyng, yéu cau vé hé théng.

- Tu vén giai phap t6i uu hé théng mang.

- Trién khai chi tiét mé hinh logic va vat Iy ctia hé thong.

I1. Yéu ciu dat duge

- Luu trir dir ligu tap trung, tang cudng kha niang bao mét, backup,
ddng bo di liéu.

- Téap trung tai nguyén, dir liéu gitp (5i uu cong tac quan i, chia sé.

- Pép tng dugc nhidu ngudi ding.

- D& quan ly céc tai nguyén trong mang.

- Kiém soat duge cac hoat dong cua nhan vién trén PC.

- Phén quyén mém déo, linh hoat trén trén timg tai nguyén.

- Xay dung thém nhiéu may chu trén co s¢ hé thbng Domain véi cic
chirc nang khac nhau nhu: Firewall server, Mail server, Web Server,
Data server... gitip hé théng tré nén hoan hao hon.

I11. Dich vu trién khai cAu hinh hé théng

- Lap dat thiét bi 1én ta rack hoiic vao cac vi tri chi dau tu yéu céu

- Céu hinh RAID

- Céu hinh céc thong s6 giam sat va két ndi

- Trién khai hé diéu hanh

- Quy hoach céc ving dif lidu va & dia

- Két n6i mang cho méy chu, trién khai NIC team dé tao két ndi du
phong mang cho may chu

- Két ndi FC t6i SAN Switch, cdu hinh HBA sao cho ¢6 thé dy phong

{01 2 SAN Switch

May tram

Chét lugng mdi 100%, san xudt nam 2024 (r¢ vé sau

Bao hanh: t6i thiéu 12 thang

Thong so kff thudt:

- B¢ xtr ly: Generation Intel® Core™ 510505 12MB Cache, 6 Cores,
12 Threads, 3.2 GHz to 4.6 GHz hodc tuong duong.




- Chipset: Intel® Q470 hodc tuong duong.
- RAM: 8 GB, DDR4, 2666 MHz
- O cimg: M.2 2280, 512 GB, Gen 3 PCle x4 NVMe, Class 40 SSD.

- Card d6 hoa: Intel UHD Graphics hoac twong duong.

- Két n6i mang: 1 RJ-45 port 10/100/1000 Mbps

- Khe cam: 1 half-height PCle x16 Gen 3 slot, | half-height PCle x|
Gen 3 slot, 1| M.2 2230 slot for wireless and Bluetooth card, 1 M.2
2230/2280 slots for storage, 2 SATA slots - 1x3.5” HDD or 1x2.5”
HDD, | slim ODD

- Cong két ndi: 1 half-height PCle x16 Gen 3 slot, | half-height PCle
xI Gen 3 slot, 1 M.2 2230 slot for wireless, 1 M.2 2230/2280 slots for
storage, 2 SATA slots - 1x3.5” HDD or 1x2.5” HDD, 1 slim ODD, 2
DisplayPorts, | VGA Ports, | Universal Audio Jack (trudc)

- Nguf"m: 200W hiéu nang sir dung 1€n t6i 85%

- Hé didu hanh: Windows |1 ban quyén theo may

- Bao mat phﬁn cung: Trusted Platform Module (TPM) 2.07

- Tinh niing va phian mém bao mét kém theo: H3 trg' cong cu chinh
hang may, bio vé BIOS qua xéc thyc vdi thong tin BIOS luu tai nha
san xuat. C6 kha nang luu lai thong tin ban BIOS bi héng hay bj tén
cong dé €6 thé ding cho cong viéc phén tich, danh gia nguyén nhén
(phan mém c6 thé tai vé va tal liéu chirg minh, khdng can cai dit sin).
- Ban phim, chudt sir dyng cong USB.

- Man hinh (dong bd thuong hiéu may tinh):

+ Kich thude: > 21.5 inch

+ D0 phén giai: FHD (1920x1080)

+ Thoi gian dap timg: < 5ms

+ Dd sang: 250 ed/m?

+ Mau hién thi: 16.7 triéu mau

+ Goc nhin (ngang/ doc): 178° 178°

+ Cong két ndi: 1xDisplayPort 1.2, IXVGA

+ C6 tinh niing chdng 16a, han ché anh sang xanh

+ Phu kién kém theo: Cap ngudn, cap tin hiéu man hinh, huéng dén st
dung.

Dich vu kém theo:

- Lﬁp dat thiét bi tai cac vi tri ma chu diu tr yéu ciu.

- Cai dat BIOS

- Cai dét quan ly

- Cai dat h¢ hidu hanh

- Céu hinh céc théng sb

- Clu hinh dich vu co ban Cai dit ciu hinh windows, office va céc (g
dung theo yéu cau ctia cha dau tr, K&t ndi thiét bi véi hé thdng, kiém

tra va chay thir véi cdc dich vu ma chu dau tu yéu cau, dam bao thiét
bi hoat dong tot, nguoi ding cé thé sir dung va lam viéc duge ngay.




- Dich vu bao hanh va xir Iy su c6 24/7 tai chd (on-site).

Phian mém
giam sat
mang

A ,
Tong qudt:
] A 13 A 5. - e
- San pham: San pham phai nam trong nhom leaders Network

Observability theo danh gia méi nhat cua cia céc td chirc uy tin trén

thé gi¢i nhu Gartner, GigaOM (M)

- Ban quyén:

+ Ban quyén Phan mém 01 nam cho 100 nodes

+ License linh hoat chuyén ddi myc dich st dung tir vi¢ec giam sat

server sang network hodc do hoa

+ License tinh theo s lwong thiét bi can quan ly (khong gidi han thanh

phan dugc quén ly trén timg thiét bi)

+ Khong gidi han mad rong thanh phén thu thap dir ligu, Web server ho

trg moé rong s0 llrong thiét bi giam sat va so lugng ngudi truy ciip

+ Cho phép trién khai theo mé hinh multi-tenant, dir liéu tai cac khu

vuc dugce luu trit riéng biét, mdt sé thong tin duoc déng bd vé trung

tam

- Kién tric trién khai:

+ Dam bao yéu cau vé kha ning sin sing cao - High Availability

(Active-Standby hodic Active-Active) ca hé théng chuyén dung va

server quan ri, bao cao, t6i wu kha nang san sang cao dép tng hé théng

chay 24/7.

+ Hd trg kha ning trién khai véi kién tric DC - DR.

+ H3 tro trién khai theo md hinh da t& chirc (multi-tenant), cho phép

phan tach dit ligu, cdu hinh va quyén truy cdp giita cac don vi hodic

nhém ngudi ding khéc nhau trong cting mdt nén tang giam sat.

+ Hd tro trién khai tiy chon theo phién ban on-premise hodc SaaS$, cho

phép két ndi lién mach giira 2 phién ban

+ Kha nang mé rong: Giai phap dam bao (6i wu hiéu nang xu Iy cua

san phdm va dé dang ma& rong/ nang cép trong tlrong lai thong qua nang
cAp license phan mem, hodc cai dit thém cac engine giam sat ma khong

cén thay thé phan cing.

+ Hd trg giam sat 1én dén 1.000.000 thiét bi

Tinh néng phin mém:

- Kha nédng giam sat, phan tich hi¢u nang mang (NPM):

+ Giai phap c6 kha ning giam sat nhiéu loai thiét bj nhw Router,

Switch, Firewall, Wireless, Server va céc thiét bi hd trg giao thirc

SNMP.

+ C6 kha niang md phong, tim kiém va khic phuc sy ¢é dudng mang

theo hop-by-hop cho méi trusng On-Premise va Cloud bao gdm

latency, packet loss va lich sir thay dbi cac két ndi

+ C6 kha ndng gidm sat strc khoe phan climg ctia cac nha cung cép phd

bién nhu: Cisco, Dell, 'S, Juniper, HP..

+ Kha niing tim kiém cac cng mang chua sir dung va hién thi céc cdng

trén thiét bi switch




+ Cé kha nang tinh toan dé dy dodn viée str dung cic 1ai nguyén cia
thiét bi duoc quan ly nhu interfaces, volumes,... dya vao so liéu duge
thu thép trong qua khir
+ Kha ning giam sat Controller cua céc thiét bi wifi xac dinh vi tri, thoi
diém truy cip cac thiét bi diu cudi, gitip xac dinh ngudi str dung
+ Co kha nang tit cac cong, thiét bi mang tir xa, chin cac thiét b gia
mao
+ Theo ddi hiéu sudt mang, hi¢u suiit ing dung, bao mét, tinh trang
thiét bi va chit luvong lién két cia SD-WAN.,
+ H6 trg gidm sat SD-WAN nhiéu hiing bao g6111: Meraki, Aruba
EdgeConnect, Fortinet FortiManage, Prisma, VeloCloud hodc Viptela
orchestrators.
+ Panh gia sirc khoe SD-WAN bing cac chi s6 nhur jitter, mat goi tin
var do tré
- Quan ly chét lugng mang va VolP (VNQM):
+ Kha néing xac dinh cac van dé v& hiéu sudt mang cu thé tai
cac Site va lién quan dén WAN bang, cach sir dung cong nghé Cisco IP
SLA, va cling giam sat cac dudng dan cude goi VolP dé dam bao chat
lrong dich vy cho luu luong thoai
+ Giai phap gidm sat ly trong nén tr dong cung mp céc sb ligu thong
ké hiéu suat VolP chi tiét theo thoi gian thyre, bao gom Mean Opinion
Score (MOS), jitter, do tré mang va mat goi.
+ Giam sat dir lieu CDR/CMR dé gidm sat chit luong cude goi theo
thoi gian thuc va thu thap div liéu chi tiét, dong, thoi str dung div lidu
ndy dé tao canh béo va béo céo
+ Giam sat Cisco Unified Call Manager va Avqy'\ Aura
Communication Mfmfagu trén cdc chi so quan trong vé cude £0i, bao
gom nhung khong gi6i han: Chi tiét cude goi VolP, Cude goi tha bai,
Cude g01 theo khu vure, Chi llet khu vire, Nguyén nhan mét két ndi,
Cudc goi theo khu vire, Chi tiét dién thoai VolP, Chi tiét dudng di, Chi
tiét cong/thiét bi VolP
+Co cdc thy chon tim klcm hd so cude goi VolP dé tim va khiic phuc
sir ¢ céc cude goi co vén dé.
- Kha ning giam sat may chu va tmg dung (SAM):
+ Giam sat tmg dung trong cdc mdi trudng On-premises, Cloud va
Hybrid
+ Giam sat theo thoi gian thyc cac tién trinh, dich vu chay trong hé
thongj
+ H0 trg cée ing dung co s6 ha tAng quan trong nhu: Windows
Server, Linux, MicrosoftExchange, Microsoft IS, Office 365, Apache,
MySQL, IBM DB2, WebLogic, Oracle
+ C06 kha nang ty dong phat hién cac img dung va cho phép thém céac
ing dung nay vao hé thong giam st
+ H tro hon 200 loai (mg dung bao gdm: cac may chu (mg dung, (mg
dung xdc thye, co so dir liéu,.
+ Gidm st thoi gian phan ho; ctia may chu, mdt g0i tin va trang thai
ctia thiét bi, hd trg hién thi céc thanh phén c6 vin dé




+ Thé hién su tuong quan cua nhidu 16p khéc nhau tir ha tang dén tng
dung, cho phép xéc dinh cac van d& dang xay ra mét cach nhanh nhat
thong qua viéc tuong tac véi hinh anh dugce hién thi
+ Tinh ndng gidm sat co s¢ dir liéu chuyén sdu cho SQL - Database
Insights for SQL Server
+ Kha ning bao bao chi tiét v& phan cung nhu (trang thai cua quat,
ngudn dién va nhidt do) cua cac hang phd biét nhu Cisco UCS, Dell,
HP, IBM, Nutanix, va may cha Vmware
- Kha ndng quan ly va phén tich tap trung log/event (LA):
+ Kha niing thu thip, hop nhat va phan tich cac thong tin tir nhidu moi
truong nhu Syslog/traps, Windows event, VMware event... cung cip
cai nhin su sic quan trong dé khiic phuc sy ¢d
+ Cung cap kha ning tim kiém va loc nhanh chong gitp tinh chinh céc
két qua dau ra. Str dung cdc mau sic dé danh ddu céc dir liéu nhat ky
giip nang cao kha ning tim kiém, loc va xac dinh céc van dé& hiéu
nang.
+ Kha nédng xem log theo thoi gian thuc.,
+ Kha niing tity chinh bd loc dé thu hep két qué tim kiém
+ Cho phép tay chinh rule dé xac dinh dau vao dé thiét 14p céc Action
tiép theo nhu: Tag Event, Thyc thi céu I¢nh, loai bo log
- Theo dai két ndi thiét b: nguoi ding - User Device Tracker (UDT):
+ Co kha nang theo ddi thiét bi diu cudi ty dong, hd tro nhanh chong
xac dinh vi tri ngudi ding hodc thiét bi, cling nhu canh béo khi ¢ thiét
bi la xam nhap
+ Nhanh chong xac dinh vi tri ngudi diing va thiét bi trong hé¢ thong
mang theo hostname, IP hoc dia chi MAC da két ndi
+ Kha nang gidm sat cic thiét bi wifi xac dinh vi trf, thoi diém tr uy cap
cac thiét bj dau cudi
+ Tinh nang Whitelist (Danh sach tring): Lién tuc gmm sat truy cdp
ctia cac nguoi dung/tlnel bi mang dya trén Whitelist gitp xdc dinh thiet
bi hop 1 va thiét bi gia mao cb gang truy cap vao hé thdng mang.
+ Tinh niing Watchlist (Cac thiét bj theo dai) dé theo ddi va giri cac
canh bao khi cac thiét bj trong danh sach nay c6 két ndi
+ Nhanh chong va dé dang xac dinh thiét bi gia mao
+ Tao cac bao cdo ve nguoi dung va thiét bj bing cac sir dung cic
Template cé sin c¢6 thé tiy chinh
- Quan ly va giam sat IP, DNS, DHCP (IPAM):
+ Kha ning quan ly khong gian dia chi IP trén mot giao dién duy nhét
+ Ho trg tim kiém, giam sat cac thiét bj IPv4 va IPvo6.
+ Ca kha nang tu dong tim kiém trong hé théng mang véi phuong thirc
SNMP va ICMP véi cic dau vao la: Subnet, dai dia chi IP, dia chi IP
ricng lé, AD.
+ Ca ty chon tu dong va lap lich tim kiém.
+ Phat hién xung dot trong viée str dyng IP trén ca 2 mdi trudong Static
va DHCP
+ Kha nang canh bao trudce khi Subnet hoiic DHCP Scope bj day
+ Tu dong quét dia chi IP va cip nhip trang thai ctia IP




+ Hién thi thdng tin quan ly Subnet va phan bo dja chi IP

+ 1o trg quan ly, gidm sat dich vu DNS cua cac Venders nhu: ISC,
Bind,.

+HG tiU DHCP Server clia cac Vendor nhu: Windows, Cisco,..

+ Kha néng theo dai lich sir dia chi IP va hién thi cach cac thuoc tinh
thay ddi theo thoi gian

- Cac tinh néng khéc:

+ Cung cap bang didu khién dong (dynamic dashboard) cé kha nang
kéo tha cac metric tir nhidu nguon dé so sanh va truc quan héa so li¢u
trén mot ché dé xem duy nhat, gitp giam sat chuyén séu va tuong quan
cac dir liéu lich sir trén cac thanh phan khac nhau cta co s¢ ha tang

1 Kha ning hién thi chi tiét vé thoi gian thyue va dif liéu lich s trong
mot bidu dd véi thy chon khung thoi gian.

+ C6 tiy chon thoi gian lru teir div liéu.,

+ C6 kha néng tich hop vai AD.

+ Giai phdp cung cip tinh nang ldp lich béo cdo theo Ngay, Tuin,
Thang.

+ Cho phép tly chinh bdo cdo bing cich thém, x6a cot, tiy chinh bd
loc, va chi dinh khung thai gian.

+ H8 tro xuét béo cdo qua céc dinh dang Excel, PDF, XML, Html, hinh
anh.

+ Kha néng tich hop de g,lrl canh bdo qua Email, SMS, SMNP, .

+ Giai phéap hd trg (i thidu 50 ngudi dang truy cip dong IhUI va co
kha nang mo rong ngudi ding trong tuong lai

Dich vu kém theo

- Cai dat phan mém lén may chu

- Thiét 1ap cac két ndi 16i thiét bi

- Thiét Iap topology cho hé théng

- Thiét lap céc chinh sach cho timg thiét bj

- Thiét lap céc tiéu chi giam sat

- Thiét lap cac thong béo théng thuong

- Thiét lap cdc canh bao khan

* Lieu y:

- Nha thau phai cung céap diy du Catalogue hodic cic (ai lidu ¢6 lién quan cua toan
bd hang héa dy thiau do haing san xuit hodc don vi phén phéi cia hiding san xuét tai Viét
Nam phat hanh dé ching minh hang héa dy thiu dap (mg cac yéu ciu ky thudt theo E-
HSMT. Tit ca tai liéu cung cAp phai bing tiéng Viét, trong trudng hop bang tiéng nude
ngoai nha thau phai dinh kém ban dich tiéng Viét va chiu trach nhiém vé tinh chinh xéc
clia (ai lidu cung cap. Truong hop E-HSDT thiéu cac ban dich tiéng Viét, nha thiu phai
chiu trach nhiém bd sung, lam 3 trong qué trinh danh gia E-HSDT.

- Cic théng sb k¢ thudt cia hang héa & (rén chi nhdm mé (3 théng s6, yéu cau ky
thuat t6i thiéu hang hoa du thau phai dap (mg ma khéng nham dinh hudng mot loai hang



hoa, mot hang san xuat cu thé nao. Nha thau c¢é thé chao thiu hang héa cé thong sb k§
thuat, tinh ndang, cong dung tuong duong hoic cao hon.

1.3. Cac yéu cau khdac: Khong co.

Muc 2. Ban vé

Khong c6 ban ve.

Muc 3. Kiém tra, thiv nghiém:

+ Thoi gian kiém tra: Ngay sau khi hang hoa dugc giao t¢i dia diém quy dinh.

+ Cach thire tién hanh kiém tra: Hai bén tién hanh kiém tra hang hoa cin cir theo
yéu cau ctia hgp dong di ky két va céc tai liéu ¢o lién quan.

+ Moi chi phi lién quan dén viéc kiém tra, thtr nghiém, nghiém thu do Nha thiu
thanh toan.

+ Nhirng hang hoa khong dat yéu céu ve kiém tra, tha nghi¢m Nha thau phai thay
thé bang nhiing hang hoa khac dap ang yéu cau trong thoi gian vcu cau. Tr Lrorng hop nha
thau khong 6 kha ning thay thé cac hang hoa khong phit hop, chi dau tu ¢é quyén té chire
viée thay thé do néu can thiét. Moi rii ro va céc chi phi phat sinh lién quan dén viée thay
thé do nha thau chju.



