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Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat

1.1. Gi6i thiéu chung vé géi thau:

- Tén goi thdu: Mua sam hé thong quéan 1y va hd trg thuc thi cac tién trinh trén
HDH Windows.

- Pia diém: Vién Nghién ctru 486 - Bo Tu 1énh 86. Dia chi: Ngd 805, Nguyén
Hoang Ton, phuong Xuan Pinh, TP Ha Noi.

- Bén moi thau: Vién Nghién ctru 486 - Bo Tu 1énh 86.

- Pham vi cung cép: Pham vi cong viéc bao gém cac ndi dung chi tiét duoc
mo ta tai bang Mau s6 01 A, Chuong IV- Biéu miu moi thau va du thau.

- Loai hop dong: Tron gbi.

- Thoi gian thuc hién hop dong: 60 ngay ké tir ngay hop dong c6 hiéu luc.

1.2. Yéu cau k¥ thuat

1.2.1. Yéu ciu vé chirc niing phin mém

Ghi

STT Tén chirc nang Mo ta chi

I | Tinh niing hj tre thye thi trén miy nguoi ding

11 Tinh ning hd tro cac | My tinh ngudi dung nhan 1énh diéu khién tir
"~ | tién trinh tur xa may chu quén ly: Is, pwd, cp, mv, upload

- Quan ly cac file, folder trong may nguoi
dung va hién thi dugc cau trac file, folder do
1én trén may chu quan ly (twong tu tinh nang
File Explorer trén Windows).

- Xba, copy file (doc, excel, pdf, txt, png,
Jpg,...) tr thu muc nay qua thu muc khac.

Tinh niang hién thi
1.2 | thong tin tap tin, thu
muc

Khéng bi cic phin mém Antivirus nhu
Kaspersky Premium co s¢ dir liéu duoc cap
nhat dén ngay 15/7/2025, Windows
Defender Window 10 Home, Window 10
Pro, Window 11 Home, Window 11 Pro co
so dit liéu duoc cAp nhat dén ngay 15/7/2025,
Bitdefender Total Security co s¢ dir liéu dugc
cap nhat dén ngay 15/7/2025 coi 1a hanh vi
bat thuong khi hoat dong

Tinh nang bo qua céac

1.3 A X
co ché an toan

Tinh nang tai lén va | May tinh nguoi dung c6 kha nang nhén file

| B T S
tai xuong tap tin upload tir may chi diéu khién dé tai tap tin
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STT Tén chirc ning Mo ta Gh,l
chu
1én may ngudi dung (doc, excel, pdf, txt, png,
jpg,---)- W
May tinh ngudi dung c¢6 kha nang day tap tin
1én may chu quan ly (doc, excel, pdf, txt, png,
pg,...).
’ Thu thap cac thong tin nhu tén dang nhap,
15 Tinh nang lay thong | mat khau, cookie cua nguoi dung dugce luu
| tin trén may tinh trong cac trinh duyét Chrome, FireFox,
EDGE sau d6 guri vé may chu quan ly.
Tinh nang tu sao | Tu dong sao chép ma 1énh khi cam USB
1.6 | chép sang may tinh | thuong tor may nay sang may khac trén
khac Windows.
Tinh nang thuc thi N{a l¢n¥1 ©0 lfha Lang afl d Areglst,ry d? k%lm
A Lk . dong cung hé thong. M3 1énh c¢6 kha nang
1.7 |trén cac tién trinh|. "= . \ PO \
injection dugc vao nhi€u tién trinh sach cua
sach :
Windows.
1.g | Tinh nang ma hoOa| o 1040 ma hoa bat déi ximg ECC
duodng truyén
7 Ma 1énh c6 kha nang nhin lénh? thay doi dur
1.9 Tinh nang thay doi | li¢u, chi dinh thu muc bi thay doi, khoi phgc
| t€p tin trén may tinh | di liég, chi dinh dinh dang thu muc muon
thay doi (.docx,.doc, .xlIs,.xIsx, .pdf).
1.10 Tinh nang tu x6a t€p | Xoa toan bd cac tep tin, tién trinh, thong tin
' tin lién quan (bao gom céc file sach di kém).
II | Tinh ning quan ly va di€u khién
2.1 | Quén Iy ngudi dimg félsn quyén nguodi dung va quan tri khi truy
Quén 1y cac may tinh dugc ho tro tir xa, thong
29 Quan ly cic may | tin may tinh‘cc') thé bi thu thap: IQ, hostname,
| duoc ho tro tir xa IP, OS, diéu khién RCE, Hién thi File
Explorer.
Quan ly nhom may | Quan ly cac phién ban ma Iénh, phién ban
2.3 X \ 4 r A X
duoc ho tro tir xa ung dung c6 thé ho trg
Tinh nang thiét lap Két n6i dén may tinh ngudi dung thong qua
2.4 | két ndi dén may tinh Y un ne g e d

duoc hd tro tir xa

kénh truyén dugc ma hoa va truyén 1énh.
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1.2.2. Yéu cau phi chirc niing

TT

Yéu cau

Hiéu suat:
- Hé thong phai hoat dong ngam, str dung tai nguyén hé thong tbi thiéu dé

1 tranh bi anh hudng dén hoat dong khac.
- C6 kha nang thyc thi ma nhanh, khong 1am cham hiéu suét thiét bj.
Tinh 4n minh va né tranh phat hién:
5 T M3 1énh phai c6 kha ning vuot qua cac giai phap bao mat nhu phan mém
diét virus Kaspersky, Windows Defender, Bitdefender, tuong Itra, IDS/IPS.
- Tich hop vao tién trinh sach caa Windows.
Tinh duy tri hoat dong:
3 | Duy tri su ton tai trong hé thong ngay ca khi thiét bi khai dong lai bang cach
thém vao Registry.
Kha ning kiém soat tir xa:
4 T Cung cap kénh lién lac bao mat véi may chu diéu khién. ‘
- Str dung cac phuong thire 1ién lac kho bi phat hién nhu ma hoa duodng truyén,
an trong luu lugng hop phap.
Tinh twong thich va da nén tang:
5 [ Méy chi quin Iy va diéu khién c6 thé hoat dong trén nhiéu hé diéu hanh.
- Ma 1€nh c6 kha nang hoat dong trén cac phién ban hé di€u hanh khac nhau
cua Windows.
Tinh tw dong héa:
6 |- Kha nang ty dong sao chép.
- C6 kha nang thu thap thong tin va giri vé may chu diéu khién.
Tinh biao mat va ma hoa:
7 |- M hoa duong truyén dé tranh bi phan tich va phat hién.
- Co ché tu x06a.
1.2.3. Yéu cau vé hiéu ning
TT |Yéu ciu
T6i wu héa tai nguyén hé thong:
- Str dung CPU, RAM va dung lugng 6 dia & mirc tdi thiéu dé tranh anh huong
1 |dén cac tién trinh khac.
- Han ché tao ra cac tién trinh hoic két n6i mang dang ngo.
- Khong 1am anh huong dén hiéu suat chung ctia may ngudi dung.
Toc d thue thi nhanh:
5 T Ma Iénh phai c6 kha nang thuc thi ngay lap tirc khi duoc kich hoat.

- Qua trinh thu thap dit lidu va giri vé may chii phai duoc ti wu héa, tranh lam
cham hé thong.




145

TT |Yéu ciu
Kha ning mé rong:
- C6 thé sao chép va hoat dong trén nhiéu may.

Kha niing chay nén:
4 |- Tranh st dung tai nguyén hé thong dot bién dé khong kich hoat canh bao tir
phan mém bao mat.

Tinh bén virng va it bi gian doan:
5 |- Han ché tdi da cac 15i hodc su c¢b c6 thé khién ma 1énh bi treo hodc ding
hoat dong.

1.2.4. Cong nghé sir dung

STT Ma 1énh Cong nghé, ngon ngir 1ap trinh sir dung

Ngon ngtr 1ap trinh: Python, C++.

1| Mal¢nh Frida framework: phuc vu phan tich dong tién trinh.

May chu quan
1y va diéu khién
Ma I1énh tai
3 | xudng va tailén | Ngon ngit lap trinh: VisualBasic, Python, JavaScript
tép tin

1.2.5. Yéu cau can dap &ng doi véi co sé dir liéu

- CSDL phai c¢6 ché d6 backup tu dong hodc bang tay.

- H¢ quan tri CSDL cho phép gidm sat hoat dong lau dai, str dung giao di¢n dé
dé dang thao tac.

2 Ngon ngir 1ap trinh: Golang

1.2.6. Cac yéu cau phi chirc ning khac

- Yéu cau vé chuan tiéng Viét: Phan mém phai hd tro chuin ngén ngir Unicode
(tiéu chuian TCVN 6909); ho tro tiéu chuan Unicode vé mat luu trir dix liéu, hd tro
nhiéu bd gd khéac nhau.

- Yéu cau vé hé thong bao 156i: Hé thong cung cap tinh nang bao 15i chi tiét dén
ting tinh hudng; trong cac thong bao 18i nén tang cling cho phép xay dung dé dap
g cho phép lién két dén hé thdng tro gitp cho timg ndi dung twong ung.

- Yéu cau vé my thuat, k¥ thuat can dat duoc ctia cac giao dién:

+ Giao dién phai dugc thiét ké dé phu hop véi nhiéu d6 phan giai man hinh
khac nhau, phtt hop véi chuan thiét ké giao dién, thé hién dugc moi truong than thién
cho nguoi dung khai thac, st dung thuén loi.

+ Giao dién c6 thé hién thi linh hoat trén cac loai tinh dé ban, may xach tay.

+ C6 thé truy cap binh thuong trén céc trinh duyét (véi moi version) thong dung
hién nay nhu: IE, Firefox, Chrome, Opera, ... ma khong bi v& trang hay bién dang
b cuc thong tin trén trang.

+ Ngon ngit str dung: Phan mém phai hd trg chuin ngdn ngit Unicode (tiéu
chuan TCVN 6909); hd tro tiéu chuan Unicode vé mit luu trit dir liéu, hd tro nhiéu
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bo go khac nhau.
1.2.7. Yéu cau vé an toan thong tin ddi véi Hé thong phan mém

Céac yéu cau co ban dam bao an toan Hé thong:

- An toan ha ting mang:

+ C6 phan vung ha ting mang thanh cac ving mang khac nhau tuy theo yéu
cau, muc dich st dung;

+ C6 phuong an sir dung thiét bj c6 chirc nang tuong lira dé ngdn chan truy cap
trai phép gifra cic vung mang v41 mang Internet.

- An toan may chu:

+ C6 str dung phan mém phong, chong ma ddc trén may chii va 6 co ché ty dong
cap nhat phién ban méi hodc dau hiéu nhan dang ma doc méi cho phan mém nay;

+ Co co ché xac thyc bang mat khau bao dam do phirc tap can thiét, yéu cau
thay doi mat khau dinh ky theo quy dinh ctia t6 chitc va c6 co ché phong chong do
quét mat khau; Cac thong tin x4c thuc phai duoc luu tri trén hé thong dudi dang ma
hoa;

+ Co6 phuong an vo hi€u hoa céc tai khoan mac dinh hodc khong hoat dong trén
hé théng;

+ Co ghi nhat ky hé théng dbi véi hoat dong truy cap, quan tri may chu.

- An toan tng dung:

+ C6 thiét 1ap yéu cau bao dam mat khau trén Gmg dung du d6 phuc tap can
thiét dé han ché tan cong do quét mat khau; cac thong tin xac thyc phai dugc luu triv
dudi dang ma hoa;

+ C0 thiét 1ap yéu cau ghi nhat ky truy cép, 16i phat sinh;

- An toan dir liéu: C6 phuong 4n str dung hé thong hodc phuong tién luu trit
doc lap dé sao luu du phong céc dit liéu quan trong trén may chi. Viéc sao luu duoc
thuc hién dinh ky theo quy dinh cta to churc.

1.2.8. Cac yéu céu can dap &ng vé thoi gian xir ly, d6 phirc tap xir 1y ciia
cac phin mém

- Yéu cau vé thoi gian xtr 1y

+ Thoi gian thyc thi ban dau: M3 1énh phai thuc thi ngay 1ap tic sau khi kich
hoat, khong duoc gy ra do tré co thé lam nguoi dung nghi ngo.

+ Thoi gian sao chép vao hé thdng phai duogc tdi wu, khong vuot qua vai gidy
dé tranh bi quét bai phin mém bao mat.

+ Léy thong tin phai dién ra trong mili gidy dé dam bao khong lam cham hé
thong.

+ Guri dir liéu vé& may chua diéu khién can duoc thuc hién theo phwong phap
g6i nho dé tranh tao luu lvgng mang bat thudng.

+ Thoi gian phan hoi tir may chu diéu khién: May chu phai giri 1énh diéu khién
dudi 500ms dé dam bao kiém soat tuc thi.

1.3. Cac yéu ciu khac
- Nha thau phai cung cép cac ho so, tai liéu sau:
+ Giay phép kinh doanh san pham dich vu ATTT thong tin cia BTTT (nay
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la B KHCN);

+ Gidy phép kinh doanh san phdm mat ma dan su;

+ Quyén tac gia ctia san pham LINKSAFE;

+ Chung nhan quan 1y chat lugng 1SO 9001:2015;

+ Chimg nhan hé théng quan Iy ATTT ISO/SEC 27001:2022.

- Cam két dich vu do Nha thau cung cip trong pham vi goi thau khong vi
pham ban quyén tac gia va quyén so hitu tri tué.

- Cam két dao tao, hudng dan su dung cho cén bd ctia Chu dau tu co thé st
dung thanh thao dich vu.

- Trong qua trinh trién khai, giai doan van hanh thtr nghiém dich vu, can c6
su hd trg, hudng dan lién tuc cua Nha thiu, dé nguoi st dung thao tac thanh thao
dich vu. Vi vay, Nha thau can cam két b tri ti thiéu 01 nhan su cu thé hd tro tai
dja diém thi cong.

- Trong trudng hop can thiét, Chu du tu s& yéu cau nha thau trinh bay giai
phéap nham chimg minh tinh dap tng, phi hop theo ding yéu cau cia E-HSMT (tai
dia diém cua Chu dau tu hodc tai dia diém phu hop,...). Trong vong 03 ngay, ké tur
ngay nhan duoc yéu cdu trinh bay nha thau s& phai thuc hién cic ndi dung cong
viéc theo diing yéu cau. Nha thau trinh bay khong dap tng bat ky 1 tiéu chi nao
duoc quy dinh tai Chuong III va Chuong V E-HSMT duoc danh gia 1a khong dat
vé yéu cau k¥ thuat.

- Yéu qcﬁu vé Demo: cham nhat 07 ngay sau khi dang tai Bao cdo danh gia E-
HSDT 1én cong thong tin dau thau Quoc gia, trude khi trao hop dong, nha thau phai
thuc hién Demo san pham phan mém it nhat dat cac tinh nang véi thong tin chi tiét
nhu sau:

+ Tinh nang can demo:

Ghi

STT Tén chirc ndng Mo ta chi

I | Tinh niing hd tro thue thi trén may nguoi ding

1.1 Tinh nang hd trg cac | May tinh nguoi ding nhéan 1énh diéu khién tir
" | tién trinh tur xa may chu quan ly: Is, pwd, cp, mv, upload

- Quan ly cac file, folder trong may nguoi
dung va hién thi dugc cau trac file, folder do
1én trén may chu quan ly (twong tu tinh nang
File Explorer trén Windows).

- Xba, copy file (doc, excel, pdf, txt, png,
ipg,...) tu thu muc ndy qua thu muc khac.
Khong bi cac phin mém Antivirus nhu
Tinh nang bo qua cac | Kaspersky Premium co s¢ dir liéu dugc cap
co ché an toan nhat dén ngay 15/7/2025, Windows
Defender Window 10 Home, Window 10

Tinh niang hién thi
1.2 | thong tin tap tin, thu
muc

1.3
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duoc hd tro tir xa

kénh truyén dugc ma hoa va truyén 1énh.

STT Tén chirc nang Mo ta Gh,l
chu
Pro, Window 11 Home, Window 11 Pro co
so dit liéu duoc cAp nhat dén ngay 15/7/2025,
Bitdefender Total Security co s¢ dir liéu dugc
cap nhat dén ngay 15/7/2025 coi 1a hanh vi
bat thuong khi hoat dong
May tinh nguoi dung c6 kha nang nhan file
upload tir may chi diéu khién dé tai tap tin
L T1 nh r:éng Atéli .lén va Jlf:)r;jma)y nguoi dung (doc, excel, pdf, txt, png,
tal xuong tap tin May tinh nguoi dung c6 kha ning day tap tin
1én may chu quan ly (doc, excel, pdf, txt, png,
pg,-..).
Thu thap cac thong tin nhu tén dang nhap,
15 Tinh ning lay thong | mat khau, cookie ctia ngudi ding duge luu
| tin trén may tinh trong cac trinh duyét Chrome, FireFox,
EDGE sau d6 giri vé may chu quan 1y.
II | Tinh niing quan ly va diéu khién
2.1 | Qun Iy ngui ding I;tllém quyén nguoi dung va quan tri khi truy
Quan 1y cac may tinh duoc ho tro tir xa, thong
29 Quan ly cdc may | tin may tinh c6 thé bi thu thap: ID, hostname,
| duogc ho tro tir xa IP, OS, diéu khién RCE, Hién thi File
, Explorer.
53 lz;[ﬂrll 6?211%%1 Itltll;t tilr?fl Két n6i den may tinh nguoi dung thong qua

TP Ha Nai.

nang yeéu cau.

+ Hinh thtre demo: Truec tiép.
+ Cach chim diém: Pat/Khong Dat.
+ Thoi gian, dia diém thuc hién: Ngo 805, Nguyén Hoang Ton, Xuan Pinh,

+ Ghi cha: Demo chi duoc coi 1a dat khi duge danh gia 1a dat tit ca cac tinh

- Yéu céu tich hop hé thong cii: Phan mém phai hoat dong 6n dinh trong moi

truong mang riéng va mang Internet ciia Vién Nghién ctru 486, c6 kha nang cung
cap cac API cho h¢ thong giam sat tinh trang hoat dong cua Vién Nghién ctru 486

dang van hanh va sin sang tich hop duoc v6i cac Hé thong cua Vién dang co.

1.4. Yéu cAu bio hanh, bao tri

D41 voi cac hang muc phan mém ndi bo nha thau cung cap, nha thau phai chiu
trach nhiém bao hanh véi cac diéu kién sau:
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- Tat ca cac 161 cua phan mém.

- Thoi gian bao hanh duoc tinh ké tir khi ky bién ban ban giao va nghiém thu
hang hoa.

- Phan mém phai bao hanh trong vong 24 thang ké tir ngay ky bién ban nghiém thu.

- Phan mém phai duogc hd tro vé mat ky thuat lap trinh va trién khai trong thoi
gian 24 thang, tinh tir ngay hai bén ky bién ban nghiém thu thanh ly hop dong.

- Phuong tién ho tro thong qua: fax, thu tin dién tir, dién thoai, internet, chuyén
phat buu pham va ho trg tai cho (onsite).

- Phan mém phai dugc cam két hd tro bao tri san pham tmg dung sau khi két
thuc giai doan bao hanh néu chu dau tu c6 nhu cau.

1.5. Yéu cau cai dat, cau hinh dich vu

Dich vu dugc trién khai va ban giao theo phuong thie tron goi. Vi vay, nha thau
dong vai tro tich hop dich vu, chu tri dé thuc hién lap dat, cai dat, cau hinh, thiét 1ap tham
s0, tinh chinh theo dung kién tric dam bao dép g cac yéu cau.

1.6. Yéu cau chuyén giao va hd tro ky thuat
a. Yéu cau chuyén giao

DPé dam bao cho cac can bo ki thudt duoc giao c6 thé van hanh mot cach hiéu
qua hé théng, trong qua trinh chuyén giao hé théng dé xuit nha thﬁu s& trao doi va
chuyen giao nhiing kinh nghiém da dat dugc trong qua trinh trién khai mét cach
thdng nhat va ¢ trach nhiém dé can bo cta phu trach hé théng co thé doc 1ap trong
qué trinh van hanh hé théng méi cta minh.

Trong d6 s& ban giao toan bd cac san pham cua hé théng cho chu dau tu, don
vi thu huong bao gom:

- Ban cai dit phan mém.

- M3 ngudn phan mém.

- Tai liéu yéu cau ngudi st dung.

- Tai liéu huéng dan st dung hé théng.

- Tai liéu phan tich, thiét ké hé thong.

- Tai liéu hudng dan quan tri van hanh h¢ théng.
- Tai liéu hudng dan kiém tra tinh ning hé thong.
- Gidy chung nhan ban quyén phan mém.

b. Hb trg ky thuat

- Nha thau phai c6 quy trinh hd trg k¥ thuat:

+ Thoi gian dap tng: Nha thau phai c6 mit tai dia diém thong bao trong vong
toi da 8 gio lam viéc ké tir thoi diém nhan dugc thong bao (c6 mat tai noi thong béo,
bat dau thuc hién hanh dong ho tro);



150

+ Thoi gian dua ra giai phap hd tro: Trong vong t6i da 48 gid 1am viée ké tur
thoi diém nhan dugc thong bao ho tro.

- Thoi gian hd trg k¥ thuat duoc tinh tir khi ky bién ban ban giao va nghiém
thu hang hoa.

Muc 2. Kiém tra, thir nghiém va nghiém thu

1. Kiém tra, thir nghiém s& duoc tién hanh khi hang dén dia diém ban giao
theo yéu cau ctia E-HSMT.

2. Cach thtic tién hanh kiém tra, thir nghiém: Bén moi thau sé truc tiép kiém
tra, thir nghiém hang hoéa vai su chung kién cua nha thau. Dich vu phai dugc van
hanh thtr theo quy dinh tai Phu luc II ban hanh kém theo Théng tu s6 24/2020/TT-
BTTTT ngay 09/9/2020 ctua Bo trudng Bé Thong tin va Truyén théng quy dinh vé
cong tac trién khai, giam sat cong tac trién khai va nghiém thu du 4n du tu tng
dung cong nghé thong tin sir dung ngudn von ngan sach nha nudc.

3. Hang hoa phai duoc giam dinh chat luong, kiém tra an toan thong tin dat
yéu cau. Giam dinh chat luong, kiém tra, an toan thong tin ctia hang hoa theo quy
dinh cua B6 Qubc phong.

4. Truong hop hang héa khéng phu hop véi dic tinh k¥ thuat theo hop dong
thi Bén moi thau co quyén tir chbi va nha thau phai ¢6 trach nhiém thay thé hoic tién
hanh nhimg diéu chinh can thiét dé dap ung dung cac yéu cau vé dic tinh k¥ thuét.
Truong hop nha thau khong c6 kha ning thay thé hay diéu chinh hang hoa khong
pht hop, Bén moi thau co quyén to chirc viée thay thé hay diéu chinh néu thay can
thiét, moi rdi ro va chi phi lién quan do Nha thau chiu. Viéc thuc hién kiém tra, thur
nghiém hang héa ciia Bén moi thau khong dan dén mién trir nghia vu bao hanh hay
cac nghia vu khac theo hop déng ctia Nha thau.



