Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
Muc 1. Yéu ciu vé k¥ thuat
1. Gi6i thiéu chung vé goi thau:
- Tén goi thau: Thiét bi twong lra img dung web cho ving két ndi dbi tac
- bia chi thyc hién: Trung tam dir liu tai Van Canh va Trung tam dir li¢u tai Hoa Lac ctia NHCT.

- Quy md goi thau:

STT Hang muc mua sam S6 lwgng Pon vi

1. Thiét bi tuong ltra ing dung web cho viing két ndi doi tac 04 Chiéc

- Thoi gian thuc hién goi thau: 180 ngay ké tir ngay hop dong co hiéu luc.
2. Yéu cau k¥ thuit ciia géi thau:

Giai phap phai c6 cAu hinh tuong duong, hodc cao hon, hodc téng hiéu nang (khi quy ddi vé toe do, dung lugng, $6 lugng, cac ti€u chuén

dap g, ban quyén sir dung...) ctia hé thdng/thanh phan twong duong hodc cao hon cac yéu cau nhu sau:

1 | Phén cig

Vixu ly >=28-Core

RAM >=256GB RAM DDR4

O cing >=2 x 960GB M.2 NVMe SSD

Cong két ndi mang >= 16 port 10 Gigabit Ethernet (kem theo 16 SFP+ SR Transceivers)
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Ho tro céc loai Transceiver

40G SR4 /LR4
25G SFP28 SR /LR

10G SFP + SR/ LR
Thong luong hé thong (L7 Throughput) >= 100 Gbps
HTTP requests/giay >= 6,000,000
SSL transactions/gidy (2K key) >= 200,000
Thong luong SSL >= 98 Gbps

Dy phong ngudn dién

2 x AC power supplies (hd trg du phong N+1 hodc N+N)

Tinh nang

Can bang tai L4-L7:

Giao thitc hd trg: TCP, UDP, FTP, HTTP, HTTPS, DNS (TCP and UDP),
DIAMETER, SQL, RDP.

Thuat toan can béng tai thong minh: Round Robin, Packet Rate, Least Connections,
Hashing (URL/ Path, Domain, Source IP, Destination IP)

SNMP DCA Monitor, Server Application State Protocol (SASP)

HO tro cac co ché gilr phién lam vi¢c: Source IP, cookie, SSL session, ESSIONID

HO tro co ché kiém tra trang thai may chu: ICMP, TCP, HTTP/HTTPS request monitor,
ECV, EAV, Adaptive Response Time

Chuyén mach noi dung 16p 7

Cac chinh sach: HTTP URI, HTTP Method, HTTP Host, HTTP Header, HTTP Cookie,
Geo IP, TCP Address, SSL Extension

Tinh ning can bang duong truyén

Can bang tai luu lwong inbound va outbound qua nhiéu két ndi Internet/ WAN
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Tinh nang Global Server Load Balancing

H6 tro thuat toan: Global availability, Geography, Round trip time, Hops, Least
connections, Packets per second, Kilobytes per second

HO tro kiém tra: Global availability, Least connections, Packet completion rate, SNMP
DCA Monitor

Tinh ning ting toc tmg dung

C6 tinh nang t6i wu hoa két ndi TCP optimization.
HO tro cac ky thuat: OneConnect profile, Buffer, windows scaling, selective
acknowledgement (ACK), Fast Open, Westwood

HO tro nén dir liéu

Tinh ndng bao mat ing dung

Web Application Firewall bao gdm: Session Aware, Traffic Learning, Scanning Tool
Intergration (Rapid7, IBM, Qualys, WhiteHat), I[P Reputation service

HG tro tinh ning Bot Detection, Bot Mitigation, Bot Traffic Analysis

H) tro tinh ning API Protection bao gdm: Whitelisting & Blacklisting, Authentication,
Authrization, Rate limiting, Encryption, Content routing

Tinh nang bao mat DNS

H) tro tinh ning DNS SEC bao gom céc ki thuat: DNS proxy, Authritative DNS, DNS
Signing

HJ trg dinh tuyén & network

« Ho tro Static routes

HO6 tro VLAN 802.1Q

Ho tro Link Aggregation 802.3ad

Giao dién nguoi dung

HO tro quan tri qua giao dién dd hoa va giao di¢n dong 1€nh

Cho phép quan tri thong qua cac phuong thirc web, SSH, console




Co quan tri tap trung

3 | Bao hanh Béo hanh chinh hang 36 thang

Thoi gian san xuét: Thiét bi san xuat ma&i 100% tir nam 2025 trd vé sau.

Cung cép vat tu di kém va thyc hién cac cong viéc trién khai va tich hop thiét bi vao

4 | Trién khai ok e ,
hé thong mang cta VietinBank an toan.

3. Céc yéu cau khac:

- Nha thau cam két dap tng cac yéu cau tai Chuong VII - Diéu kién cu thé hop dong.

- Thoi han bao hanh: 36 thang chinh hang ké tir ngay ky bién ban nghiém thu va ban giao.
- Cap nhat firmware m&i cua thiét bi (néu c6) trong thoi gian bao hanh

’ -Van chuyén lép dat: N}lé t}}éu phai chiu trach nhiém van chuyén thiét b, phu kién, lép dat dam bao an toan lao dong, an toan cho cac hé
thong lién quan tai cac dia diém lap dat.

- Qua trinh trién khai khong anh hudng hodc gian doan dén dén hoat dong, van hanh ciia hé théng cong nghé thong tin khac tai Ngan hang
TMCP Cong Thuong Viét Nam.

- Nha thau phai cam két néu duoc tring thau, nha thau khong c6 y dinh ngirng cung cép dich vu bao tri, hd tro k§ thuat chinh hang cho
cac san pham dy thau, t6i thiéu 03 ndm sau thoi gian bao hanh. Trong trudng hop hing cung cip san pham du thau dy dinh nglmg cung cap
dich vu béo tri, hd trg k§ thuat chinh hing cho bét ky san phém nao, nha thau phai thong bdo trudc cho Chu déu tu it nhat 05 thang vé viéc
ngimg cung cap do.

- Nha thau phai cung cp diy du cac tai liéu, hudng dan st dung thiét bi cua hang di kém theo thiét bi.

- Nha thau phai bién soan lai hudng dan sir dung, huéng dan kiém tra, huéng dan bao tri thiét bi bang tiéng Viét va dugc hing san xuét
thiét bi kiém duyét cac tai liéu, hudng dan nay.



Muc 2. Ban vé: Khong c6 ban vé

Muc 3. Kiém tra va thir nghiém

Nha thau phéi hop v6i Chu dau tu to chirc nghiém thu, ban giao:

- Dleu kién dé nghiém thu: Hang hoa madi 100%, san Xudt tir nam 2025 tro vé sau, con nguyén dai nguyén kién theo ti€u chuan ciia nha

san xuat, hoat dong tdt, dap ing dung theo quy dinh ciia hop dong vé chung loai, xuit x{r hang héa, cac thong sb k§ thuat, bao hanh da ky giita
hai Bén.

- Diéu kién dé ban giao: Hang hoa phai dap umg day du cac yéu cau néu trong hop dong, E- HSMT, E-HSDT quy dinh, dugc Vinacontrol
(do Chu dau tu thué) cap chimg thu giam dinh hang héa va hang hoa néu nhap khau phai c6 Gidy chtng nhan xuat xtr hang hoa (CO), Glay
chtng nhan chat luong hang hoa cua nha san xuat (CQ) hop 18 hodc hang hoa san xuét, lip rap trong nudc phai co day di Gidy chirng nhan xuét
xuong, Glay ching nhan chat lugng hang hoa (CQ) thi Hai bén mai ky bién ban nghiém thu va lam thu tuc giao nhan. Hang hoa khong dat yeu
cau Chu dau tu c6 quyén tir chdi khong nhan.

- Trong trudng hop Chu dau tu phat hién hang hoa khong dam bao quy cach, chat lugng, khong dung chung loai theo hop dong, nha thau
s& bi coi 12 vi pham hop dong va phai thay thé. Néu tiép tuc vi pham dén 1an 3, Chii dau tu c6 quyén huy bo hop dong véi nha thau.

Khi thyc hién cac ndi dung néu trén, Nha thau khong duoc mién trir nghia vu bao hanh hay cac nghia vu khac theo hop dong.

* Tai liéu chirmg minh: Vin ban cam két ctia Nha thau.

Muc 4. Quy dinh tra 16i yéu cau Ky thuit

- Nha thau can cung cép cau tra 10i riéng biét cho mdi yéu cau k¥ thuat chi tiét.

- Pbi véi m(:)i~ yéu cau, Nha thau can giai thich chi tiét, rd rang va cung cip thong tin, din chimg dé tuyén bd dap tmg (nhu catalogue,
datasheet, hudng dan st dung,...).

- Trong trudng hop Nha thdu cung cip tham chiéu dén cac thong tin chi tiét, thong tin tham chiéu phai xac dinh rd tén tai liéu, s trang va
doan tai li¢u.

- Pé tra 101 ddi véi timg yéu cau, dé nghi Nha thau sir dung Bang mau Tra 161 dudi day:

> Mirc d§ dap tn x
Stt Yéu cau » Cap uhs Dan chirng trong E-HSDT

(chon Dap tng/ Khong dap tng)
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[Yéu cu trong | Yéu cég: [duwa phan mo ta yéu Chi dan t6i dan ching trong
E-HSMT] cau tur E- HSMT] E-HSDT

7 Nhél‘ thau p!léi néu ro da gié’i thich/dan ching tai phén nao, myuc nao, tai liéu nao cta E-HSDT, dap ting yéu cau ky thuat gi trong E-HSMT,
de Chu dau tu dé dang tham chiéu khi xem xét E-HSDT.

Truong hop E-HSDT thiéu céac tai liéu theo yéu cau, hodc nha thau chi dan, dan chiéu khong dang, hodc thong tin trong E-HSDT dugc
trich dan khong chinh xac, hodc thong tin trong E-HSDT khéng duoc tim théy trén cac dia chi cia chinh hang cung cép san phém, dich vu, hoac
khong c6 co s& dé cho rang san pham, dich vu du thdu c6 c4u hinh twong duong hodc dap ing yéu cau ky thuat trong E-HSMT thi Chu dau tu
s€ yeu cau nha thau 1am rd E-HSDT trén co s& tuan thi quy dinh tai Muc 23 E-CDNT.



