Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuit
1.1. Gi6i thi€u chung

- Tén go6i thau: Mua sam hé thong giam sat tuan thi quy trinh vé sinh tay ngoai
khoa tai Bénh vién Ung Budu.

- Tén hoat dong (mg dung cong nghé thong tin: Mua sam hé théng giam sat
tuan thu quy trinh v¢ sinh tay ngoai khoa tai Bénh vién Ung Budu.

- Tén chu dau tu: Bénh vién Ung Buéu.

- Loai hop dong: Tron goi.

- Nguén von: Nguon thu sy nghiép va Quy phat trién hoat dong su nghiép.
- Thoi gian thue hién géi thau: 150 ngay.

- Pia diém trién khai: Bénh vién Ung Budu

e Cosol:
o S6 03 No Trang Long, Phudong Gia Pinh, TP.HCM
o S6 06 Nguyén Huy Luong, Phudng Binh Thanh, TP.HCM
o S6 47 Nguyén Huy Luong, Phudng Binh Thanh, TP.HCM
e Coso2:
o Sb 12 Pudng 400, Phuong Tang Nhon Phu, TP.HCM

- Quy md cua hoat dong tmg dung cong nghé thong tin: Mua sdm hé thong giam
sat tuan thu quy trinh v¢€ sinh tay ngoai khoa tai Bénh vién Ung Budu.

STT Hang muc Pon vi tinh S6 lwong
Hé thé 1am sat tuan tht inh vé N .
1 _ct ong glar}1 st tuan thu quy trinh vé Phin mam 1
sinh tay ngoai khoa
Cai dit phan mém, huéng dan h trg st .
) ai dat phan mém, hudéng dan ho trg st Goi 1

dung

3 | May chu xtr Iy Al & tng dung Bo 1




STT Hang muc Pon vi tinh S6 lwong
4 | May chu Co so¢ dit li€u, luu triv Bo 1
5 ?:jy tinh bang (Tablet) tai bon vé sinh Cai 40
6 | Camera gidm sat Cai 40
7 | Webcam gan man hinh Cai 40
8 | Tay don Arm gan camera va man hinh Cai 20
9 | Thiét bi chuyén mach 24 port Gigabit Cai 4
10 | Thi cong lap dat thiét bi, vat tu thi cong Goi 1

1.2. Yéu cau ky thuat

1.2.1. Yéu cau thong s6 k¥ thuit may chii

1.2.1.1. Yéu cdu thong soé ky thudt hang hoa

Nha thau c6 thé lya chon chao thiu nhiing hang hoa c6 thong sé ky thuat tuong
duong hoic tot hon. Trong truong hop d6, nha thau phai giai trinh, ching minh mat
hang dy thau co tinh ning, théng sb k¥ thuat twong dwong hoic tét hon so véi yéu
cau cua E-HSMT kém theo tai liéu chimg minh ctia Nha san xuat hoic dai 1y/ Nha

phan phdi dugc Gy quyén ciia Nha san xuét.

Don S
STT | Hang muc vi 0 Yéu ciu k§y thuat
. lwgng
tinh
- Kiéu dang: 1U Rackmount
May chu - B6 vi xu ly: 1 x Intel Xeon GNR-SP 6731P 1P 32C
chuyén HT, 2.5GHz (Turbo up to ~3.XGHz), 144MB Cache,
1 |dung: May | BO 1 TDP 245W

chu xur ly Al - B6 nhé (Memory): 4 x 16GB DDR5 RDIMM 6400
& ung dung ECC REG

- O climg: 2 x 480GB SATA 6Gb/s 2.5”




- Nguén: 2 x Redundant 1000W Titanium

- Card GPU: NVIDIA Ada L4 24GB GDDR6 PCle Gen
4th

- Card diéu khién: Hd trg 8 cbng internal 12Gb/s, chuan
PCle x8 Gen4. Chip xu Iy ROC (RAID on Chip), cdu
hinh Low Profile, c6 kha ndng m¢ rong 1én té1 16 HDD

- Card mang (NIC): Network Controller: AIOM 4-port
1GbE RJ45 st dung chip Intel 1350-AM4

- Quan ly: DataCenter Management Package (ban quyén
cho mdi node) dé giam sat va diéu khién may chu tir xa

- Bao hanh: 3 nam

- Kiéu dang: 1U Rackmount

- Bo vi xtr 1y: 1 x 1 x Intel Xeon GNR-SP 6511P,
16C/32T, 2.3GHz (Turbo up to ~3.xGHz), 72MB
Cache, TDP 150W

- B0 nh¢ (Memory): 4 x 16GB DDRS5 RDIMM 6400
ECC REG

- O cung: 2 x 480GB SATA 6Gb/s 2.5”

May  cha - O cling Iuu trit: 2 x 2.4TB SAS3 12Gb/s 10K RPM

chuyén 757

dung: May | BO 1 N

chi Co sé dit - Nguon: 2 x Redundant 1000W Titanium

liéu, luu trir - Card diéu khién: Hd tro 8 céng internal 12Gb/s, chuin
PCle x8 Gen4. Chip xu Iy ROC (RAID on Chip), cdu
hinh Low Profile, c6 kha nding m¢ rdng 1én t&i 16 HDD
- Card mang (NIC): Network Controller: AIOM 4-port
1GbE RJ45 su dung chip Intel i350-AM4
- Quan ly: DataCenter Management Package (ban quyén
cho mdi node) dé giam sat va diéu khién may chi tir xa
- Bdo hanh: 3 nam

May  tinh Cai 0 | Man hinh: Man hinh cam tng, kich thudc t6i thiéu 10

bang

inch, do phan giai 1280x800 trd Ién.




(Tablet) tai
bdn vé sinh
tay

- Hé diéu hanh: Android 10+ hoic iPadOS 14+ (hoic
Windows 10+ cho thiét bj All-in-One PC).

- CPU RK3566 Cortex-AS55, 4 nhan hoac tuong duong
- RAM 2GB, ROM 32GB hoac tuong duong

_ Hb tro video: RM, MOV, M4V, MPG, FLV, PMP,
AVI, VOB, DAT, MP4...

- Ho tro audio: MP3

- Hinh anh: JPG, JPEG (Baseline coding), Ebook: TXT
(Style file)

- Két ndi: microSD, 2 céng USB 2.0, HDMI out, LAN
RJ45, jack am thanh 3.5mm

- Két ndi mang: WiFi/ Ethernet Gigabit.

- Kha ning: Ho tro trinh duyét web méi nhat (Chrome,
Safari, Edge, ...).

- Loa tich hop

- Bao hanh: 1 nam.

Camera
gidm sat

Cai

40

- Chuan giao thic: HO tro IP Camera véi giao thirc
RTSP/ONVIF.

- D6 phan giai: 4.0 Megapixel, toi thicu HD 720p hoic
cao hon.

- Chuén nén H.265+/H.265/H.264+/H.264

- Frame rate: Ti thiéu 15-30 fps dé dam bao d6 muot
ma khi phén tich video.

- Goc quan sat: Goc rong, bao quat toan bd khu vuc bon
rua va khu vyc thyc hién dong tac rua tay.

- HO tro thé nhé micro SD/SDHC/SDXC;

- Piéu kién lap dat: Chong nudc (IP67 tré 1én), dé dang
lap dit va béao tri.

- Bao hanh: 1 nam.




Webcam gin

- Cam bién hinh anh: CMOS 2MP
- b6 phan giai: 1920*1080
- Tich hop Mic, chdng 6n théng minh

s Cai 40 .
man hinh - Plug and play, khong can cai dat
- Cong cam USB Type-A, tuwong thich USB 2.0 tr& 1én
- Bao hanh: 1 nam.
- Mdi thiét bi co thé gén duoc 02 bd camera va man hinh
Tay don - Tl_,}’ thiét’ké' gia cong
A 5 . - Gan thiét b1 camera
o8 e |20 o
Camera  va - Gan thiét bi man hinh
man hinh P o giA s L
- Sét son tinh dién mau trang
- Bao hanh: 1 nam.
- Toc d6 LAN: Gigabit (1000Mbps)
Thiétﬂ bi - S6 cong: 24 Cong 10/100/1000BASE-T PoE/PoE+
huyé .. .
chuyen C&i | 4 |- Tutuong thich chuén IEEE 802.3af/at
mach 24 port } ’ . . .
Gigabit - HO tro tinh néng cau hinh quan 1y bang phan mém
- Bdo hanh: 1 nam.
Thi cong lap Goi thi cong lap dat, cau hinh, tinh chinh thiét bi. Vat tu
dit thiét bi, Go ) ( Vit, bang keo, tat ké, day rat, ndi, moc, hat mang, ...).
vat tu thi Bao gom chi phi van chuyén, lap dit tai noi thi cong 02
cong CO SO.

1.2.1.2. Yéu cdu thi céng, ldp ddt doi véi hang muc thiét bi phén cieng:

- Vé an toan lao dong, I'Zip dat hé théng: bam bao chéng chay, nd, dién giat, sét,

tranh gay va dap vat 1y 1én thiét bi lam hu hai thiét bi, tranh roi thiét bj gdy hu hai
cho ngudi va thiét bi.

- Pam bdo tuan thu cac diéu kién an ninh qudc phong, an ninh an toan mang

cho toan hé théng, chong tan cong 1ay cap dit liéu, thay doi ndi dung, pha hoai co s
dir liéu cho cac hé thong CNTT duogc quy dinh va ban hanh.




1.2.1.3. Yéu cau khdc véi hang muc thiét bi phén ciing:

1. Hang hoa mai 100%, san xuat ndm 2025 trd vé sau (d6i v6i phan cting), chua
qua st dung, dam bao chat lugng, dung theo tiéu chuan cta nha san xuat.

2. Chiu trach nhiém van chuyén, lép dit, chay tha, huéng dan st dung, bao
dudng hang hoa cho don vi st dung. Viée cung tng, lip dat hang hoa phai dam bao
ding ky thuat, my thuat, an toan va tuong thich véi ha tﬁng hién c6 cua don vi sur
dung. Nha thau tu chiu toan bd chi phi va rui ro c6 thé xay ra trong qua trinh van
chuyén hang ho4, bao gém ca van chuyén, lép dat, van hanh, chay thtr hang hoéa tai
cac dja diém cung cip va ldp dit hang hoéa.

3. Thoi gian bao hanh theo tiéu chuan nha san xuét, nhung t6i thiéu 12 thang
ké tlr ngay nghiém thu, ban giao.

4. Giao cho chu dau tu céc tai liéu sau: Néu 1a hang hoa san xuat, gia cong trong
nude, nha thau phai cung cap ban gdc hodc ban cong chimg cua gidy chimg nhan /
chtng chi / kiém tra chét luong / xuat xudng hoic gidy to tuong duong khac; néu 1a
hang héa nhap khau tir nudc ngoai thi phai cung cap ban gbc hodc ban cong ching
cuia gidy ching nhan xuét x( (Certificate of Origin - CO) hodc gidy td tuong duong
khac, ban gdc hodc ban cong chig cua gidy chimg nhan chat lugng (Certificate of
Quality - CQ) hoic gidy chtng nhan tuan thu (Certificate of Compliance - CC) hoic
gidy td trong duong khac, khi hai bén t6 chirc ban giao hang héa.

1.2.2. Yéu ciu vé phin mém

1.2.2.1. Théng tin vé quy trinh va biéu médu can ddp irng

a. Quy trinh rira tay ngoai khoa bang dung dich xa phong khir khuan

Quy trinh rtra tay ngoai khoa bang dung dich xa phong khtr khuan tai bénh vién
Ung Buéu. (Theo Quyét dinh s6 3916/QD-BYT ngay 28/8/2017 vé viéc phé duyét
cac Huéng dan kiém soat nhiém khuan trong cac co s& kham bénh, chita bénh.)

- BUOC 1: Lam w6t ban tay, lay 3ml — 5ml dung dich xa phong khir khuan
vao 16ng ban tay. Cha sach k& mong tay cua ting ban tay bang ban chai trong 30
gidy. Xa nudc uot toi khuyu tay.

RUA TAY LAN 1 — thoi gian 1 phut 30 gidy

- BUOC 2: Lay 3ml — 5ml dung dich xa phong khir khuan va cha hai 1ong ban
tay vao nhau.



BUOC 3: Cha 1ong ban tay nay 1én mu va k& ngoai cac ngén tay clia ban tay

Kia va nguoc lai.

hai tay.

BUOC 4: Cha 2 1ong ban tay vao nhau, miét manh cac ké& trong ngoén tay.
BUOC 5: Cha mit ngoai cac ngdn tay ciia ban tay nay vao long ban tay kia.
BUOC 6: Dung ban tay ndy xoay ngodn cai ban tay kia va nguoc lai.
BUOC 7: Xoay cac dau ngon tay nay vao long ban tay kia va nguoc lai.

BUOC 8: Cha t6i cb tay, cang tay va khuyu tay. Thyuc hién lan luot cho ca

BUOC 9: Trang tay dudi voi nuée theo trinh tu tir dau ngén tay téi khuyu

tay, loai bo hoan toan dung dich khir khuén trén tay.

RUA TAY LAN 2 — tuyong tu rira tay 1an 1 tir Budc 2 dén Budc 9

Lam kho toan bd ban tay, cd tay, cang tay téi khuyu tay bang khin vo khuan
dung 1 lan.

CHU Y: Tong thoi gian cha tay bang xa phong khir khuan cta 2 1an rira tay toi
thiéu la 3 phut. Khong ké thoi gian di chuyén t6i bon rira tay, thoi gian trang lai bang
nudc sach va lau kho tay. Trong qua trinh rua tay, ban tay luén hudng 1én trén.



_ QUY TRINH RUA TAY NGOAI KHOA
BANG DUNG DICH XA PHONG KHU KHUAN
Theo Quyét dinh s 3916/QD-BYT ngay 28/8/2017 v viéc phé duyét cic Hwdémg din

BENH VIEN UNG BUGRU kifm sodt nhifm khudin trong cic oo s&¢ khim bénh, chira bénh

BUGC 1: ' )
Lam wdt ban tay, lay 3ml — 5ml dung dich x4 phong khir Khuin vao f[‘j
1ong ban tay. Cha sach ké méng tay cia timg ban tay bing ban chai ;/ -

trong 30 gidy. Xa nudc wot téd khuyu tay.

RIFA TAY LAN 1 — thii gian 1 phit 30 gidy

BUﬂC 2: BUGC 3:
Liay 3ml — 5ml dung dich Cha long ban tay nay lén
xa phong khir khudin v mu vi ké ngoai cdc ngon
cha hai long ban tay tay cua ban tay kia 5 45

P . . =
vao nhau. va nguoc lai. \{:_f

BUOC 4: BUOC 5:
Cha 2 long ban tay vao Cha mat ngoai cidc ngon tay
nhau, miét manh céc ké cua ban tay nay /”}
trong ngon tay. vao long ban tay kia - T
BUOC 6: BUOGC 7: —~
Dung ban tay nay xoay Xoay cac diu ngon tay I A [
ngon cdi ban tay kia va 70 niy vao long ban tay ) N V4
ngugc lai. i _/,: kia va nguoc lai. = ’,
BUGC 8: ) (% BUGC 9: - AR
Cha tdi ¢ tay, cang tay va \ Trang tay dudi voi nude theo [ ) | N
khuyu tay. Thuc hién lin ’7‘\{ trinh ty tir ddu ngém tay toi || % 4 b/—
Iugt cho c4 hai tay. = khuyu tay, loai bo hoa.u toan - 54 N

/j dung dich khir khuén trén tay. A7
N | !

RUA TAY LAN 2 — twong ty rira tay liin 1 tir Bwée 2 dén Budc 9
Lam kha toan bd ban tay, ¢b tay, ciing tay t6i khuju tay biing khin vé khufn ding 1 lin.

CHU Y: Téing théi gian ché tay bing xi phong khi khudn ciia 2 ldn riva tay 161 thiéu li 3 phit. Khong ké
thai gian di chuyén toi bon rira tay, thdi gian trdng lai bang nwde saoh va lau kho tay. Trong qud trinh
rira tay, ban tay ludn hwdng [én trén.

Hinh 1: Quy trinh rira tay ngoai khoa bang dung dich xa phong khir khudn
b. Biéu mau giam sat tuan thu vé sinh tay
Phiéu giam sat tuan thu vé sinh tay tai bénh vién Ung Budu. (Theo Quyét dinh
56 3916/QD-BYT ngay 28/8/2017 vé viéc phé duyét cac Hudng dan kiém soat nhiém
khuan trong cac co sé kham bénh, chita bénh)



PHIEU GIAM SAT TUAN THU VE SINH TAY

Bénhvién: . ..o Bonwit oo
Tén giim st vién: ..., Ngiy (Ngay/théng/nim): SRV S S~
Budi gidm st s6: oo, G A0ARE . Giwr biit ddwkét thic; ...............
Nghé nghiép: Nghé nghiép: Nghé nghiép: Nghé nghiép:
56 lugng NVYT: S8 lugng NVYT: S8 hrong NVYT: 86 lugng NVYT:
:; Chi dinh ;];.: Cohdi | Chidjnh ;:: f; Chi dinh ;’;: hc; Chi dinh :::
1 |Or-NB |OC 1 OT-NB | OC 1 |Or-NB | OcC 1 |Or-Ne |Oc
Or-vk |(ON OT-vk |ON OT-vk | ON Oor-vk |[ON
OsDcT | OK Os-DCT | OK OsDeT | OK OsDeT |OK
Os-NB | CG Os-NB |OG Os-NB | OG Os-NB |CG
Ogxong (OB DSF}H‘NB aob Osxons OB OS-XONB | OD
oS oS oS os
2 |OT-NB |OcC 2 OT-NB | OC 2 [Or-NB | OC 2 [OT-NB | OC
Or-vk |(ON OT-vk |ON Or-vk | ON Oor-vk |ON
OsbcT | OK Os-DcT | OK OsbeT | OK OspeT | OK
Os-NB | CG Os-NB |OG Os-NB | OG Os-NB | CG
Osxong OB OS-XONB | OB OS-XQNB | OB OS-XQMNB | B
oS oS oS oS
3 [OT-NB |OcC 3 OT-NB | OC 3 [OT-NB | OC 3 |Or-NB |OC
Oor-v& |ON Or-vk |ON Or-v& | ON or-vk |ON
OsDcT | OK Os-DCT | OK OsDeT | OK OsDeT |OK
Os-NB | CG Os-NB |OG Os-NB | OG Os-NB |CG
OSXONB | CB OS-XQNB | OB OS-XQNB | OB OS-XQNB | C B
s 0s oS oS
4 |OT-NB |OC 4 |OT-NB |OC 4 |OT-NB |OC 4 |Or-NB |OC
or-vk | ON OT-vk |[ON Oor-vk | ON orvk |[OnN
OsDCT |OK Os-DCT | OK Os-DCT | OK OsDCT |OK




Os-NB | OG Os-NB |OG Os-NB | OG Os-NB | OG
OS-XONB | 0D OS-XQNB | 0D OS-XQNB | 0D OS-XQNB | OD

0s os os os

5 |OT-NB |OC 5 |Or-NB | OC 5 |O-NB |OC 5 |O-NB | OC
OT-VvK |ON OT-VK |ON Or-vk |ON OT-vk | ON
Os-DCT | OK Os-DCT | OK Os-DCT |OK 0s.DCT | OK
Os-NB |OG Os-NB |OG Os-NB |06 Os-NB | OG
OS-XONB | 0D OS-XQNB | 0D OS-XQNB | 0D OS-XQNB | OD

0s os os os

6 |OI-NB | OC 6 |OT-NB |OC 6 |OI-NB | OC 6 |O-NB | OC
OT-VvK |ON OT-VK |ON Or-vk |ON OT-vk | ON
Os-DCT | OK Os-DCT | OK Os-DCT |OK 0s.DCT | OK
Os-NB |OG Os-NB |OG Os-NB |OG Os-NB | OG
OS-XONB | 0D OS-XQNB | 0 OS-XQNB | 0D OS-XQNB | OB

os os os os

7 |Or-NB |Oc 7 |Om-wNB |Oc 7 |Or-NB |OcC 7 |OI-NB | OcC
OT-VvK |ON OT-VK |ON Or-vk |ON OT-vk | ON
Os-DCT | OK Os-DCT |OK Os-DCT |OK Os-DCT | OK
Os-NB |OG Os-NB |OG Os-NB |OG Os-NB | OG
OS-XONB | 0D OS-XONB | 0D OS-XQNB | 0D OS-XQNB | OD

0s os oS os

Cic chir viét tit: T-NB: Trude khi déng cham NB; T-VK: Trnrde khi thue higén thi thudt sach/ v khuan; S-DCT: Sau
khi ¢b nguy cor tiép xic dich co thé; S-NB: Sau khi ddng cham NB; S-X0Q NB: Sau khi déng cham bé mit xung quanh
NB.

C: Cha tay bing dung dich VST chira céin, N: Rira tay bing nuée vi xa phong thuimg, K: Khng VST

G: Cb sir dung gang, D: Sir dung ging ding chi dinh, $: Sir dung ging khong ding chi dinh hodic khéng thay ging khi cin

Huwéng din chung

1. Gidm sit vién théng béo 1y do ¢b mit ela minh téi NVYT vi bénh nhin dwge gidm sit (cd thé thue hién hodc khén ).

2. Giém it vién 6 thé quan sét dbng thad 3 NVYT néu tin suft co hii VST cho phép (tin sudt nay dirge tinh bing sb co
hoi cén VST trung binh/gid).

3. Gidm sdt vién c6 thé quan sit nhimg NVYT tiép theo cé mit trong budi gidm sét.

4. Lira chon vi tri quan sét phit hop dé khéng gy dnh hudng téi cic hoat déng cham séc, didu tri cia NVYT, gidm sat
vién c6 thé di chuyén theo sau NVYT nhung khéng duge gy cin trd cong viée cla ho. Két qua quan st cin duge
phén hdi téi NVYT sau budi gidm sat.

Huéng din cich dién phiéu

5. Sir dung bit chi ¢ dién phifu va ding tdy dé chira sai sét. Phidu gidm sat duoce kep vao file/bia cimg trong budi gidm
st d& co thé ghi chép dé dang.

6. Dién toan bé théng tin chi tiét vio phéin trén cia phiéu (ngoai trir thir gian két thic v todn bi théi gian budi gidm sét).



. Ngay khi tinh co hii diu tién cho VST, dién théng tin thich hop (chi dinh, co hdi c6 VST) vao nhimg & “co hoi cin
VST diu tién duge danh sb. Thong tin dwee didn trong cdc 6 nay theo trinh ny tir trén xudng dudi. Dién cic théng tin

vao cdt trong img vii nghé nghigp cia NVYT dirge quan sat,

Mdi co hdi VST lién quan t¢i mat déng trong mdi it chi dinh VST; mdi dong dic lip giilta cac ¢t khae nhau.

Dién déu (x) vao 6 vudng nhé hodc véng tron dé lya chon tinh huéng ding, V& nhitng tinh hudng 6 & vudng, cb thé

Iua chon nhiéu tinh hu&ng. Vi tinh huéng cd vong tron, chi duge lya chon mét tinh huéng duy nhat.

10. Trong trudmg hop mdt co hoi VST thude nhidu chi dinh khic nhau, dién diu (x) vio & vudng tuong tmg véi mdi chi

dinh.

11. M3i co héi cdn VST duoce dinh gid cd hoje khong thye hign VST.

12. Dién thivi gian két thiic dé tinh théi gian clia budi gidm sdt va kiém tra dir liéu tnrée khi dién phidu méi.

8.
9.

Hinh 2: Phiéu gidm sdt tudn thii vé sinh tay



1.2.2.2. Yéu cau chung

- Huéng t6i mot hé théng ma, dam bao tinh ké thira, nang cap, ma rong trong
tuong lai.

- Phan mém hoat d¢ong thdng sudt va on dinh, dap @ng sb luong truy cap 16n,
nhiéu nguoi ding cling 1am viéc tai cing mot thoi diém;

- Pam bao kha ning tich hop va trao doi dir liéu véi cac phan mém quan ly
thong tin chuyén nganh vé giai quyét thu tuc hanh chinh.

- Pam bao khach quan, hudng t6i hé théng tong thé, thong nhat, kha chuyén,
an toan va bao mat, hop ly va hiéu qua.

- Nhét quén céc thuat ngit, cau tric chic ning, ... trong toan bo phan mém;

- Quan tri hé thong don gian va manh mé& cho nguoi diéu hanh trong viéc thém
bot nguoi dung, cap phat quyén, quan tri theo nhém...;

- Cung cap céc tién ich phuc vu cho ngudi sir dung; hd tro két xuat cac bang
biéu, bao cao theo yéu cau cua nguoi str dung;

- Thiét 1ap quy trinh dong phi hop quy trinh 1am viéc thuc té;

- Pam bao c6 kha nang kha ning lién thong véi quy dinh cac yéu cau ki thuat
vé két ndi cac HTTT, CSDL dung chung cua thanh phd, CSDL québc gia; dam bao
phu hop vai Kién tric Chinh quyén dién tir thanh phd phién ban hién hanh, phai tuan
tha c4c tiéu chuan, quy chuan ky thuat nham bao dam duy tri két ndi caa dir liéu,
ng dung va cong nghg, tranh trudng hop bi gian doan do khong tuong thich dan téi
tang chi phi, ting d6 phuc tap khi tich hop, két ndi.

- C6 phuong an bao vé phil hop, can xac dinh cac yéu cau an toan doi voi cap
d6 tuong ung cua hé thong thong tin theo quy dinh tai Thong tu s6 12/2022/TT-
BTTTT ngay 12/08/2022 cua Bo Thong tin va Truyén thong quy dinh chi tiét va
hudng dan mot sé diéu caa Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016 cta Chinh
pht vé bao dam an toan hé thng thong tin theo cap do va hudng dan chi tiét tai tiéu
chuan qudc gia TCVN 11930:2017.

- Céc thong tin dugc luu trit trong thoi gian dai;

- Bam bao lién thdng két néi véi cac hé théng théng tin, dich vu da duoc trién
khai ¢ giai doan trudc, cling nhu dam bao van hanh déng b, két ndi hiéu qua véi
cac hé théng thong tin caa chu dau tu.



1.2.2.3. Yéu cau vé gidi phdp céng nghé sir dung
a. Cong ngh¢ sur dung

- Ngdn ngir 1ap trinh: Python, Javascript hoic cong nghé phé bién tuong
duong.

- Hé diéu hanh may chu: Linux (Ubuntu Server LTS).
- Co so dir liéu: MongoDB va Postgres.

- Hé thdng van hanh trén da nén tang: Hé théng duoc thiét ké dé van hanh trén
da nén tang, tng dung Web cho phép ngudi dung truy cap bang trinh duyét trén may
tinh (Windows) va céc thiét bi dau cudi may tinh bang (Android, Windows).

b. Moi truong van hanh hé thong may chi can dam bao:

e Tiéu chuan cong nghé:

- Kha nang xur ly théng tin nhanh va chinh xac.

- Kha ning luu trit dap tng luong thong tin tang dan theo thoi gian, it nhat
trong 3 nam.

- Do an toan I6n: chi s6 an toan vé thoi gian hoat dong phai tir 99.99% trg 1én

- Kha ning sao luu, du phong dit liéu cho thoi gian 1au dai. Bao gom ca phuong
an sao Iuu, khoi phuc dir liéu.

- Kha ning dap g tdc do truy cap di liéu nhanh va hiéu qua nhat.

- Thiét bi phai do c&c hdng ndi tiéng san xuat (Dell, HP, SuperMicro, IBM,...)
va dugc stir dung rong rai tai Viét Nam.

Ap dung cong nghé SAN va Clutering tién tién.

Ung dung c6ng nghé hd trg day da moi truong Windows va thiét bi di dong.

C6 kha niang nang cap va mé rong dung luong luu trit 10n trong tuong lai.
- C6 kha ning mé rong dung luong luu trir mém déo trong tuong lai.

e Hé thdng may chi (Database/Application) nodi bod (tdi thiéu):

Pau tu ha ting may cha phuc vu cho Hé thong Giam sat tuan thi quy trinh
vé sinh tay ngoai khoa bao gom:

- May chii Co sé dir liéu, lwu trit: Duoc ciu hinh véi 32 GB RAM va 32



nhan xu ly (core), may chu nay chiu trach nhiém chinh trong viéc xu ly dit liéu tur
hé théng Hé théng Giam sat tuan thu quy trinh vé sinh tay ngoai khoa. Dung luwong
Iwu trit dugc bé tri 1a 512 GB cho CSDL, HDD/SSD tbi thiéu 2TB cho luu trit video
ghi hinh cac phién rira tay va backup.

- May cha xir ly Al & &ng dung: Dong vai tro 1a application server phuc vu
trién khai ung dung. May chii nay duoc trang bi 32 GB RAM, 32 core CPU va dung
lwgng 6 cing 512 GB. Ngoai ra, may cha duoc trang bi card dd hoa chuyén dung
cho Al tdi thiéu NVIDIA RTX 4060 (16GB VRAM) hoic twong duong, hd tro
CUDA dé xtr ly mé hinh nhan dién khudn mit va phan tich cu chi tay.

c. Moi truong van hanh hé thong may tram
#+ MOoi treong van hanh trén may tram (Web-based):

Hé thdng phan mém duoc thiét ké theo mo hinh tmg dung Web, cho phép nguoi
dung truy cap thong qua trinh duyét Internet ma khong can cai dit phan mém chuyén
dung trén may tram.

- Cau hinh téi thiéu may tram:

o Heé diéu hanh: Windows 10 (64-bit) trd 1én

o CPU: Intel Core i3 thé hé 8 trg 1én hodc twong duong
o RAM: Téi thiéu 8 GB

o O cung: SSD, dung luong trong tdi thiéu 20 GB

o Do phéan giai man hinh: THi thiéu 1366 x 768

- Trinh duyét dwoc hd tro (phién ban téi thiéu):

STT Trinh duyét Phién ban tdi thiéu
1 Google Chrome >110
2 Microsoft Edge >110
3 Mozilla Firefox >110

4 MBoi truong van hanh trén thiét bi di dong

Hé théng hd tro van hanh trén thiét bi di dong theo hai hinh thirc nham dam
bao linh hoat trién khai va phu hop thyc té str dung tai khoa/phong va CSSD:

- Truy cap Web trén thiét bj di dong (Mobile Web)



Nguoi dung ¢ thé sir dung hé thong thong qua trinh duyét Internet trén dién
thoai/may tinh bang, khong can cai dit tmg dung.

O

O

O

O

O

Trinh duyét hd trg: Chrome (Android), Safari (iOS), Edge (Android/iOS)
Yéu cau két ndi: WiFi hodc 4G/5G 6n dinh

Khuyén nghi kich thuéc man hinh: > 5.5 inch dé thao tac thuan tién

Cau hinh toi thiéu thiét bi di dong:

RAM: >4 GB

Bo nhé trong: >2 GB

Camera: > 8 MP (phuc vu quét ma QR)

K&t ndi: WiFi hodc 4G/5G 6n dinh

1.2.2.4. Ciéc tiéu chudn kj thudt dp dung trong thiét ké phan mém

- V& céc tiéu chuan CNTT ap dung cho phan mém: Thang sé k thuat ap dung
phu hop vai danh muc cac tiéu chuan ung dung CNTT trong cac co quan nha nudc
dugc quy dinh tai Thong tu sb 39/2017/TT-BTTTT ngay 15/12/2017 cia Bo Thong
tin va Truyén thong ban hanh danh myc tiéu chuan k§ thuat vé ang dung cong nghé
thong tin trong co quan nha nudc, gom:

O

O

O

O

Céc tiéu chuan két nbi;
Céc tiéu chuan tich hop dit liéu;
Céc tiéu chuén truy cap thong tin;

Céc ti€u chuan an toan thong tin.

Duéi ddy 14 chi tiét tiéu chuan k¥ thuat vé tmg dung cong nghé thong tin trong
co quan nha nudc theo thong tu s6 39/2017/TT-BTTTT:

STT | Loai tiéu chuan

Ky hiéu Tén diy dii ciia Quy dinh 4p

tiéu chuan tiéu chuan dung

1 Tiéu chuan vé két noi

1.1

Truyén siéu van | HTTP VL1
ban

Hypertext Transfer | Bit budc
Protocol version 1.1 ap dung

HTTPv2.0 | Hypertext Transfer | Khuyén nghi




Protocol version 2.0

ap dung

FTP File Transfer Protocol Bit budc ap
dung mot hoac
HTTP vl Hypertext _ Transfer c4 hai tidu
Protocol version 1.1 chuin
1.2 | Truyén tép tin HTTP V2.0 Hypertext _ Transfer Kh}lyen nghi
Protocol version 2.0 ap dung
Web-based  Distributed Khuvén nehi
WebDAV Authoring and 4 yd N =1
Versioning P ng
RTSP Real-time Streaming Kh}lyen nghi
‘ Protocol ap dung
Truyén, phat . £ :
1.3 |ludng 4m thanh/| RTP Ef;'ogge Transport Kh;yzn;lghl
hinh anh b Cune
Real-ti | | Khuyén nghi
RTCP eal-time Contro }lyen nghi
Protocol ap dung
14 Tru}: c'aAp va chia OData v4 Opep Data  Protocol Kh}lyen nghi
s¢ dir liéu version 4.0 ap dung
. . Simple Mail Transfer ,
Truyén thu dién | SMTP/ P . Bat budc
1.5 ir Protocol/Multipurpose 45 dun
MIME Internet Mail Extensions P ng
Post Office Protocol
. POP3 . Bit budc a
Cung cap dich vu version 3 : bu(%c P
1.6 |truy cap hop thu dung «a hal,
- i t&. : Internet Message_ Access tidu chuan ddi
. IMAP 4revl Pro_to_col version 4 v6i may cha
revision 1
Lightweight  Director Bit bud
1.7 | Truy cap thu muc | LDAP v3 dniwetg -ony Bt buee
Access Protocol version 3 ap dung
: . Bit bud
1.8 | Dich vu tén mién | DNS Domain Name System t bude

ap dung




Giao van mang co Transmission Control Bit budc
1.9 LA TCP .
ket noi Protocol ap dung
. A BL A
1.10 Gl?O V? 5 A’.mang UDP User Datagram Protocol ,at buge
khong ket noi ap dung
IPv4 Internet Protocol version 4 P,)at bude
ap dung
111 Lién mang Bit budc ap
' LAN/WAN 5 v
IPv6 Internet Protocol version 6 d,l'mg .d;OI \.10’1’
cac thiét bi co
két ndi Internet
\EEE Institute _of Electrlcgl and Bt bude
802.11 Electronics Engineers 46 dun
i, | Mang cue bo| 9 |standard (IEEE) 802.11g | POV
" | khong day Institute of Electrical and . .
IEEE : . Khuyén nghi
802 11n Electronics Engineers 40 dun
' Standard (IEEE) 802.11n P ng
Truy cap Internet Wirel Anplicati Bk b
) ireless pplication at budc
1.1 %1 thidt bi khone | WAP v2. .
3 vol thiét b khong O | protocol version 2.0 ap dung
day
SOAP V1.2 Simple Objfact Access
Protocol version 1.2 ,
. . Bat budc ap
W rvices Description i
|14 |Dich vu  Web | WSDL V20 La?]b js esgfsioe;‘; gto dung mot, hai
% | dang SOAP guag ' hoiic ca ba tidu
Universal ~ Description, chuin
UDDI v3 Discovery and Integration
version 3
115 Dich vu Web | RESTful Representational state | Khuyén nghi
' dang RESTful web service | transfer ap dung
Dich vu dic ta| WS BPEL | Web Services Business| Khuyén nghi
1.16 : .
Web v2.0 Process Execution ap dung




Language Version 2.0

WS-1 Simple
AP . . .
SQ : Simple SOAP Binding | Khuyén nghi
Binding Profile Version 1.0 ap dun
Profile ' b dung
Version 1.0
WS- . : A ,
: Web Services Federation | Khuyén nghi
Federation . ,
Language Version 1.2 ap dung
v1.2
WS' - - X .
. Web Services Addressing | Khuyén nghi
Addressing 10 41 dun
WS- web Services | Khuyén nghi
Coordination Coordination Version 1.2 ap dun
Version 1.2 ' b aung
WS-Policy | Web Services | Khuyén nghi
v1.2 Coordination Version 1.2 ap dung
OASIS Web
Ser\{lces Web Services Business | Khuyén nghi
Business Activity Version 1.2 ap dun
Activity y ' b aung
Version 1.2
WS' - . X .
: Web Services Dynamic | Khuyén nghi
Discovery Discovery Version 1.1 ap dun
Version 1.1 ' p wng
WS' - 4 .
Web Services Metadata | Khuyén nghi
MetadataEXxc Exchange 45 dun
hange g P Qung
Network Time | Bt budc 4
- dne bo | NTPV3 . )¢ ap
1.17 Dich vu dong bo Protocolversion 3 dung mot
thoi gian _ DR
NTPv4 Network Time | trong hai tiéu




Protocolversion 4

chuan

2 | Tiéu chuan vé tich hop dir liéu
Extensible Markup
XML v1.0 : ,
Y Language version 1.0 Bat budc ap
~ ~ . th HY ~
21 Ngon ngit dinh | (5 Edition) (5™ Edition) dung rTlc_)_tA
dang van ban trong hai tiéu
XML VL1 | Extensible Markup chuin
(2" Edition) | Language version 1.1
0 o dinh El [ Busi ,
Ngon vngu:q di ISO/TS ectro_nlc usiness Bit budc
2.2 | dang van ban cho 15000:2014 Extensible Markup 45 dun
giao dich dién tir ' Language (ebXML) P ng
Dinh nghia cac XML B4t bube
2.3 | lugc dd trong tai | Schema XML Schema version 1.1 ] i
lisu XML ap dung
ted V1.1
. Bit budc ap
2.4 | Bién déi dit licu | XSL Extensible  Stylesheet |, o phien
Language , o 1A
ban mdi1 nhat
55 Mo hinh héa doi UML V2.5 Unified _Modelllng Kh}lyen nghi
tuong Language version 2.5 ap dung
RDF Resource  Description | Khuyén nghi
5 | Mo ta tai nguyén Framework ap dung
' dir liéu Khuyén nghi
OWL Web Ontology Language ‘
gy Languag 4p dung
X 8-bit Universal Character ,
Trinh didn bo ki | UTF-8 . Bt buo
2.7 tufm dién b ki Set (UCS)/Unicode éat;llfc
‘ Transformation Format p ung
Khuon thic trao .
. raph Mark Bat bug
28 | ddi thong tin dia | GMLv33 | ocodrany - Markup | Batbuge
Iy Language version 3.3 ap dung
2.9 | Truy cap va cap | WMSv1.3.0 |OpenGIS Web Map| Bitbudc




nhat cac thong tin Service version 1.3.0 ap dung
dialy : Lo A
WES v1.1.0 Web_ Feature  Service I?at budc
version 1.1.0 ap dung
210 Tfaoqd‘o.lifluz ligu XM v2.4.2 XML !\/Ietadata Kh}lyen nghi
dac ta tai iku XML Interchange version 2.4.2 ap dung
»11 S6 dang ky siéu | ISO/IEC S6 dang ky siéu dir liéu | Khuyén nghi
' dit liéu (MDR) 11179:2015 | (Metadata registries - MDR) ap dung
B phéan tir siéu | 1SO  15836- N . . . :
‘ : B0 phan tir siéu dir liéu | Khuyén ngh
212 |d lieu Dublin | 1:2017 0 p_ an tu siéu dir liéu ! uyén ngl; 1
Dublin Core ap dung )
Core
Dinh dang trao doi
5 13 | dif liéu mo ta d6i| JSON JavaScript Object | Khuyén nghi
"~ |tuong dang kich RFC 7159 | Notation ap dung
ban JavaScript
Ngébn ngh mo . £ .
214 |hinh quy trinh | BPMN 2.0 Business _Process_ Model Kh}lyen nghi
A and Notation version 2.0 ap dung
nghi¢p vy
3 | Tiéu chuén vé truy cip thong tin
HTML v4.01 Hypertext _ Markup B’at budc
Language version 4.01 ap dung
. W3C Web  Content .
huan noi - - Khuyén nghi
3.1 \(/:Ve‘;an not dung |\ oG 2.0 | Accessibility Guidelines ;yf;fg :
(WCAG) 2.0 P ung
HTML 5 Hypertext _ Markup Kh}lyen nghi
Language version 5 ap dung
Chudn noi dung | XHTML | CXtensible Hypertext) .\ o
3.2 o Markup Language ]
Web mo rong vl.l . ap dung
version 1.1

(") Dbi véi cac dbi twong thudc pham vi didu chinh cia Thong tu sé 24/2011/TT-BTTTT thi van &p dung quy dinh
cua Thong tu s6 24/2011/TT-BTTTT.




Cascading Style Sheets

CSS2
Language Level 2 Bt budc 4p
Giao dién nguoi Cascading Style Sheets dung mot
3.3 . CSS3 A
dung Language Level 3 trong ba tiéu
S Extensible  Stylesheet chuan
Language version
Di‘nh dang Pllain Text A(.txt): Bt budc
(.txt) Danh cho cac tai liéu co ,
. A . A ap dung
ban khong co6 cau trac
Dinh dang Rich Text (.rtf)
(rtf)  v1.8, | phiénban 1.8, 1.9.1: Danh|  Bat budc
v1.9.1 cho céc tai liéu co thé trao ap dung
d6i gitra cac nén khac nhau
Dinh dang van ban Word ‘ :
' ' . Khuyén ngh
3.4 | Van ban (.docx) mé rong cua Microsoft u yen gt
ap dung
(.docx)
(pdf) V14, binh  dang Porta‘_bAle
V15 VL6 Document (.pdf) phién .
Lo 7| ban14,15,1.6,1.7: Danh)  Datbuocdp
' cho céc tai liéu chi doc dung mot, hai
hoac ca ba tiéu
Dinh dang Open chuin
(.odt) v1.2 Document Text (.odt)
phién ban 1.2.
Dinh dang Comma
eparated
(esv) Variable/Delimited Bit budc
o ' (.csv): Danh cho céac bang ap dung
3.5 | Bangtinh tinh can trao d6i giita cac
ung dung khac nhau.
(XIsx) Pinh dang bang tinh | Khuyén nghi
' Excel mé réng cua ap dung




Microsoft (.xlsx).

Dinh dang Open
(.ods) v1.2 Document Spreadsheets
(.ods) phién ban 1.2
binh dang Hypertext
Doc : : : ,
! umt?nt(htm) cho cait? Bt budc
(.htm) trinh bay duoc trao doi 40 dun
thong qua cac loai trinh b g
duyét khac nhau
B}nh dango PowerP'omt mo Khuy én nghi
(.pptx) rong cua  Microsoft ip dung
3.6 | Trinh dién (-pptx) '
binh dang  Portable
(pd) Document (.pdf): cho cac | Bt budc ap
P trinh bay lwu dudi dang | dung mot, hai
chi doc hoac ca ba tiéu
Pinh  dang  Open|  chuén
(.odp) v1.2 | Document Presentation
(.odp) phién ban 1.2
PEG Joint Phgtographlc Expert
Group (.jpg)
: .o | Bt budc &
Graphic Interchange (.gif) °C ap
, \ GIF v89a . dung mét, hai,
3.7 | Anh d6 hoa version 89a .
' ] ] ba hodc ca bon
TIFF Tag Image File (.tif) tidu chudn
PNG Portab_le Network
Graphics (.png)
, L. Tagged Image  File 4 a
gg |00 &N VOL10d | e e I Format for  GIS| Do oude
do dia ly . ap dung
applications
3.9 Phim anh, am MPEG-1 Moving Picture Experts Kh}lyen nghi
thanh Group-1 ap dung




MPEG-2 Moving Picture Experts Kh}lyen nghi
Group-2 ap dung
MPEG-4 Moving Picture Experts Kh}lyén nghi
Group-4 ap dung
MP3 MPEG-1 Audio Layer 3 | puyénnghi
ap dung
AAC Advanced Audio Coding Khu yén nghi
ap dung
(.asf), Cac dinh dang cua
(wma), Micr_osoft Windows | Khuyén nghi
Media Player (.asf), ap dung
(wmv) (.wma), (wmv)
Ludng phim anh, (ra), - (rm), Céc_ dinh d?mg Real Khuyén nghi
3.10 |, (.ram), Audio/Real Video (.ra), , ‘
am thanh ap dung
(.rmm) (.rm), (.ram), (.rmm) i
(.avi), . - ,
Ca(_: d_mh dar_lg Apple Khuyén nghi
(.mov), Quicktime (.avi), (.mov), ,
ap dung
(.qt) (.at)
GIF v89a Gra|c_>hic Interchange (.gif) Kh}lyén nghi
version 89a ap dung
(sw) Pinh dang Macromedia | Khuyén nghi
' Flash (.swf) ap dung
3.11 | Hoat hoa (swh) Pinh dang Macromedia | Khuyén nghi
' Shockwave (.swf) ap dung
. i inh Appl . .
(.avi), (.qt), Ca? d_m dang PP Khuyén nghi
(mov) Quicktime (.avi), (.qt), 40 dun
' (.mov) b dung
Chuan ndi dung : ,
,' Wirel Mark Bat bud
312 | cho thiét bi di | WMLv20 | vireless — ~ Markup)  Bitbuge
Language version 2.0 ap dung

dong




American Standard Code

Bo6 kY 3 ma | ASCII _ B4t bub
3.13 hc’?a y twva ma for Information éat;llfc
Interchange P Eung
T :2001 “Co .
314 |BO Ky tr va ma} TCVN nthESEQ ?inO(I)Bé n?; E;g/ Bat buge
" | hoa cho tiéng Vié 12001 " o :
6a cho tiéng Viét | 6909:200 fur tiéng Vit 16-bit” ap dung
Zip Zip (.zip) Bit budc ap
3.15 | Nén di lidu | _ dung mot
gz v4.3 GNU Zip (.gz) version 4.3 | hodc ca hai
tiéu chuan
Ngbén ngr kich : : A
‘ ECMA B
316 |bin phia trinh | ECMA262 | 6?*1 - di?i(;::?t version 6 éat;“n‘-’c
khéch pcung
RSSv1.0 RDF  Site  Summary | Bt buoc 4p
version 1.0 dung mot
Chia sé ndi dung Reall imple | trong hai tiéu
317 |\ e RSS v2.0 ey _Simple | T
€ Syndication version 2.0
ATOM v1.0 | ATOM version 1.0 Khuyén nghi
ap dung
Java Specification .
JSR 168 Bt bub
Requests 168 (Portlet éa (Efc
Specification) b aung
Chuan k;et noi 1fng JSR 286 Java Specification Khuyén nghi
dung cong thong Requests 286 (Portlet 40 dun
318 | ip Specification) P ung
dién tr WSRP V1.0 Web Serwce_s for Remote B’at budc
Portlets version 1.0 ap dung
WSRP v2.0 Web Serwce.s for Remote Kh}lyen nghi
Portlets version 2.0 ap dung
4 | Tiéu chuan vé an toan thong tin




Secure Multi-purpose

‘ . | SIMIME v3.2| Internet Mail Extensions éBat(iun buge
41 An toan thu dién version 3.2 p dung
tu .
Khuyé hi
OpenPGP | OpenPGP uyer Agf
ap dung
. Bit bud
. SSH v2.0 Secure Shell version 2.0 ,a Hoe
49 An toan tang giao ap dung
) V;ﬁn . z A
TLS V1.2 Tran_sport Layer Security I?at bude
version 1.2 ap dung
HTTPS Hypertext Transfer B’at budc
Protocol Secure ap dung
43 A:n 'toan truyén ETPS File Transfer Protocol Kh}lyen nghi
tép tin Secure ap dung
SETP SSH File  Transfer Kh}lyen nghi
Protocol ap dung
44 An t[i)anq truyén SMTPS Simple Mail Transfer E?at budc
thu dién tr Protocol Secure ap dung
POP3S Post_ Office  Protocol | B3t buoc ap
45 An toan dich vy version 3 Secure dung mot
| truy c@p hop thu IMAPS Internet Message Access | hodc cd hai
Protocol Secure tiéu chuan
46 An toan dich vu DNSSEC Doma_ln Name_ System Kh}lyen nghi
DNS Security Extenssions ap dung
47 |An  toan tang | IPsec - IP | Internet Protocol security |  Bat budc
"~ | mang ESP véi IP ESP ap dung
An toan thoéng tin A
. .. Bat budc
4.8 |cho mang khong | WPA2 Wi-fi Protected Access 2 ]
A ap dung
day
4.9 | Giai thuat ma hoa | TCVN Cong nghé thong tin. K§ | Khuyén nghi
7816:2007 thuat mat ma thuat toan ap dung




ma dir liéu AES

Triple Data Encryption | Khuyén nghi
3DES ,

Standard ap dung
PKCS  #1|RSA Cryptography | Khuyén nghi
V2.2 Standard - version 2.2 ap dung, su

V& cac tidu chuan an toan thong tin: Tuan thu theo quy dinh tai Thong tu sd
12/2022/TT-BTTTT ngay 12/08/2022 ciia Bo Thong tin va Truyén thong quy dinh
chi tiét va hudng dan mét sé diéu cua Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016
ctia Chinh phu vé bao ¢am an toan hé thdng thdng tin theo cap d6 va huéng dan chi
tiét tai tiéu chuan quéc gia TCVN 11930:2017.




1.2.2.5. Yéu cdu tudn thii cdc mé hinh thiét ké hé thong
a. M6 hinh kién tric tong hé théng

LGP NGUOl DUNG

iam dbé Khoa Kiém spat Trwéng khoa /
(=t kT G RAJEm Knuan Biew dwomg

Camera Al / May tinh / Kiosk / Tablet

HE THONG GIAM SAT TUAN THU VE SINH TAY

Lép Nghiép vu

Theo déi & Canh béo

H& so' nhan vién Thi gian thuc Ty Ié tudn thi

Quan ly Danh myc &
Quy trinh

‘ C4u hinh

Bao cdo & Théng ké ’

Lép Tri tué Nhan tao

A s Computer Vision
Nhan di¢n Phan tich
dong tac tay

Al Scoring

khudn mat Cham diém tuan thu

]

LOP CO SO DU LIEU TAP TRUNG

CSDL Log/

Kho lwu trir Video

CSDL Quan hé Evidence

Time-series NoSQL

LOP CONG NGHE - HA TANG

i i RESTful API/ Cloud/On-Premise
Container/Docker Deep Learning/CNN WebSocket

Hinh 8: M6 hinh kién triic tong thé hé théng

Hé thdng duoc thiét ké theo mé hinh phan 16p (layered architecture), dam bao:

Phan tach rd nguoi st dung — chirc nang nghiép vu — dir liéu — cdng nghé

D& mo rong, dé tich hop, van hanh 6n dinh

Phu hop trién khai trong méi truong bénh vién

M6 hinh gom 5 16p chinh:



Lép nguoi dung

Lop ing dung nghiép vu

Lp tri tué nhan tao

Lop co sé di ligu

Lép cdng nghé — ha tang

Kién tric tong thé cua hé thong bao gém céc phan chinh:

Xt ly tap trung: Hé thong phai thiét ké luu tru dit liéu tap trung, co ché ung

dung xtr ly tap trung tai Trung tdm, cac khoa/phong sé truy cap, stir dung va khai thac
dir liu tap trung.

Ung dung va CSDL duoc cai dat trén cac may chu (Application Server.

Database server). Toan b cac thao tac xir 1y va thao tic CSDL dugc xu ly trén cac
may chu;

- Nguoi dung tir cac don vi phong ban, khoa két ndi téi hé thdng may cha va
sur dung cac chirc nang cua ng dung thong quan giao dién Application dugc cai dat
trén may tram.



b. M hinh cai dit hé thong

Internet / Intranet

v

Firewall I&p 1 (Bién)

g——8

Firewall 1 (Active) Firewall 2 (Standby)

v

bpmz

|
Firewall 1&'p 2 (N&i bd)

g——8

Firewall 1 (Active) Firewall 2 (Standby)

LOAD BALANCER

HA

LB 1 (Active) LB 2 (Standby)

<

Web Server 1

Database & Storage

Sao Ivu dinh ky

-
e - Backup

-(NAT / Backup server)

Hinh 9: M6 hinh cai dat hé thong

Hé théng phﬁn mém duoc trién khai theo mé hinh tap trung tai bénh vién, tuan
thil cic yéu cau an toan thong tin tdi thiéu cip dd 2, dam bao tinh bao mat, tinh
san sang va kha ning mé rong trong qua trinh van hanh.

e Kién triic tong thé:

Ha tang hé théng duoc thiét ké theo md hinh nhiéu 16p bio vé, bao gom:



- L&p bao vé bién

- L&p bao vé ndi bo

- Lop cn bang tai va may cha tng dung

- L6p co so dit liéu va luu tri

- Lép sao luu va phuc hdi dit lieu

e Lop twong lira bao mat (Firewall)

Twong liva 16p 1 — Twong lira bién:

- Puoc trién khai tai diém két ndi gitta Internet va hé théng mang bénh vién
- CO0 chtc nang:

o Kiém soét truy cap tir bén ngoai

o Ngan chin céc hinh thirc tdn cong mang pho bién

- Trién khai theo mé hinh 01 cap thiét bi (High Availability — HA):
o 01 thiét bj hoat dong chinh (Active)

o 01 thiét bi dy phong (Standby)

- Khi xay ra su ¢6 phan cang hoic phan mém, hé théng tu dong chuyén sang
thiét bi du phong, dam bao dich vu khdng bi gian doan.

Twong Iira 16p 2 — Twong lira ni bo:
- Puoc trién khai gitta ving DMZ va mang ndi bo hé théng
- CO chtrc nang:
o Phan ving mang
o Kiém soat truy cap gitta cac khu vuc hé thong
o Ngin chin lan truyén tin cong tir bén ngoai vao hé thong 16i

- Tuong tu 16p 1, twong hra 16p 2 ciing duoc trién khai theo mé hinh 01 cap
thiét bi du phong (HA).

Vung trung gian DMZ:
- DMZ dong vai tro 1a ving dém gitra mang Internet va mang noi bo

- Gilp han ché rai ro truy cap trai phép truc tiép vao hé théng may cha



- Chi cho phép cac két néi hop 1é dugc dinh nghia sin thdng qua céac chinh
sach bao mat.

Lép can bang tai (Load Balancer):

- Sau tuong lira noi bd, hé thdng trién khai thiét bi can bang tai (Load Balancer)
o muc L4/L7

- Load Balancer duoc cau hinh:

o Phan phéi truy cap dong déu dén cac may chu Gng dung

o Thuyc hién kiém tra trang thai (Health Check) cic may chu
o Tu dong loai bo may chu gip su ¢6 khoi ludng xtr Iy

- C6thé trién khai Load Balancer theo mé hinh 01 cip thiét bi (Active/Standby)
dé dam bao tinh sin sang cao.

Cum may chu rng dung (May chu xir ly AI & ing dung):
- Hé théng str dung tbi thiéu 02 may chi eng dung chay song song
- Cac may chu chiu trach nhiém:
o X Iy nghiép vu hé théng
o Xu ly phan tich Al
o Cung cép dich vu Web cho nguoi ding
- Nho co ché Load Balancing:
o Hé théng dam bao hiéu ning khi s6 luong nguoi dung ting cao
o Duy tri hoat dong lién tuc khi mdt may chu gap su cd.
Cum may chi co sé dir li€u va luu trivr (May chi Co sé dir li€u, lvu trir):

- Dix lidu hé théng duoc luu trir tap trung tai may chii co s¢ dit liéu va hé thong
luu tri

- Hé théng dugc bao vé trong viing mang ndi bo, khdng truy cap truc tiép tir
Internet.

Sao lvu va phuc hdi dir liéu:
- Hé théng co so dit lidu va dix liéu quan trong duoc:

o Sao luu dinh ky theo chinh sach ctia bénh vién



o Luu trit tai thiét bj sao luu chuyén dung (NAS/Backup Server hodc vi tri
tach biét)

- bam bao:

o Kha ning khoi phuc dit lidu khi xay ra sy ¢6

o An toan dir li€u va dap trng y€u cau van hanh lién tyc.



c. Giai phap trién Khai

THIET BI NGU'O'l DUNG

May tram (LAN / Wifi)

v

Internet / Intranet

v

Firewall 1&’p 1 (Bién)

g——g

Firewall 1 (Active) Firewall 2 (Standby)

v

DMZ
|

Firewall 1&’p 2 (NGi bg)

g——9
D

Firewall 1 (Active) Firewall 2 (Standby)

[ LOAD BALANCER

LB 1 (Active) LB 2 (Standby)

N

"

Web Server 1 ) Web Server 2

/

Y
>
| X

Database & Storage

Sao Iwu dinh ky

-
Backup
(NAT / Backup server)

Bao mat, kiém soat truy cap

Bao mat ndi bd

Hoat dong 24/7 tranh gian doan

May chu rng dung va xu ly Al

May chu co s¢ dir liéu, lwu trir

Sao Iwu phuc hdi dir liéu



Hinh 10: M8 hinh trién khai
Giai thich m6 hinh:
- Hé thong duoc cai dat tai phong may chii cuia Bénh vién.
- Cac may tram phai két ndi vao hé théng mang LAN hoac Ethernet truy cép
vao hé thong qua mang noi bo.

Cac dac tinh ky thuat cia giai phap:

- D9 bao mit cao: Trong bdi canh toi pham tin hoc ngay cang gia ting ca
trong va ngoai nude, cong thém vao d6 1a cac 4m muu tin cong phé hoai nham vao
cac hé thong thong tin trén internet ciia Pang va Nha nudc, an ninh mang va bao mat
1a yéu cau hang dau. Ngoai cac théng tin dugc dang tai rong rai thi cac giai phap
phan mém phai dam bao tinh an toan va nguyén ven thong tin.

- Tinh 6n dinh, dap tng dwoc lwong truy cap 16m

- Kha ning mé rong

- Tinh hién dai: Cac giai phap dua ra dya trén cac cong nghé mai hién dai va
dang duoc stir dung pho bién.

- Tinh linh ddng: Hé thong linh dong dé dap tmg duoc cac thay doi dya trén
yéu cau tir phia nguoi str dung cling nhu cac yéu cu phat sinh tir hé thong.

- Tinh toan ven: Giai phap phai c6 cac co ché sao luu phuc hoi khi hé thong
c6 16i, tranh viéc mat mat dir ligu.

- To chirc dir liéu: Ching ta s& t6 churc dit liéu DB (ding MongoDB) va DB
s& dung riéng timg cum Website, hinh anh riéng biét cho ting site, nham muc dich
dé& quan 1y khi c6 1 sy thay ddi dic thu cta timg Website.

- Hé thong hoat ddng 24/7: Do hé thdng sé& dung cluster, loadlancing nén khi
¢ 1 sy co cia 1 Server nio do thi s& ¢ 1 Server khac chay thay thé.



d. M6 hinh lién thong két ndi voi hé thong HIS

May tinh

v

Hé thdng giam sat tuan thu vé sinh tay

,,,,,,,,

- & » )

HIS Service Truc Hé thﬁng
fffffffffffffff , lién quan ly kham

thong chira bénh
noi (HIS)
bd

CsSDL CSDL
saL NoSQL

_/

Hinh 11: M6 hinh lién théng két néi véi hé thong HIS

Hé théng Hé thong giam sat tuan thii quy trinh vé sinh tay ngoai khoa tich hop
v6i HIS theo md hinh doc dit liéu mot chiéu thong qua dich vu HIS Service va truc
lién thong ndi bo. Khi can dir liéu danh muc (khoa phong, nhan vién, chirc vy, chiic
danh, ...), Business Service goi HIS Service dé truy van HIS qua truc lién thong. Dir
liéu dugc chuin hod/mapping, tra vé tmg dung va c6 thé luu vao CSDL hé thdng dé
phuc vu tra clru, bao cao. Hé théng khong thuc hién ghi/cap nhat dir liéu nguoc vé
HIS.

< Luong tich hop lién thong véi HIS:

+ Ludng tong quat:
- Business Service can dix liéu HIS — goi noi bo sang HIS Service

- HIS Service két ndi qua Truc lién théng ndi bo — truy van/doc dit liéu tir
HIS

- Hé thdng HIS tra dit liéu vé — HIS Service chuan hod/mapping — tra vé



Business Service
- Business Service:

o Thuc hién chuén hoa dit liéu va luu vao Database dé cache/dé)ng bd phuc vu
dir liéu Hé thdng giam st tuan tha quy trinh vé sinh tay ngoai khoa.

¢ Vai tro cia HIS Service:
+ HIS Service dim nhin:
- Adapter giao thuc: REST

- Mapping danh muc: khoa/phong, nhan su, chic vy, chic danh, ...

- Caching/Sync doc: luu snapshot vao CSDL hé thong dé giam tai HIS va tang

toc.



d. M6 hinh hé thong Mac

hine Learning

TANG 1: NGUON DU LIEU
DAU VAO

Di liéu Tinh & C4u hinh

CSDL Nhan vién
Face Vectors

Kho Model Al
Weights/Configs

Ludng Video & Camera

Camera Stream
(RTSP/HLS)

l

Tién xir ly

Resize/Norm

TANG 2: CORE Al &

Model Manager
Loader

' Compute, Visk

v Ha tang X ly v

Message Queue
Redis/RabbitMQ

Models

Nhan dién Khuén mat
(Face Recognition)

Phat hién Ban tay
(Object Detection)

T s Logic NDVU

Phan tich Hanh déng

!

Cham diém Tuan tha
(Rule Engine Scoring)

-

a TANQZ:/LU’U TRO & HIEN v

CSDL Két qua
Logs & Metadata

THI
Canh bao

Real-time Alert

l

Dashboard
Bao cao/Bl

Hinh 12: M6 hinh xu ly, phan tich Al

Hé théng duoc thiét ké dua trén mo hinh Multi-stage Al Pipeline (Puong 6ng
xtr 1y da tang), chia tach rd rang giita cac phan hé thu thap dir liéu, xtr 1y tinh toan
chuyén sau va ting ung dung. Kién tric ndy dam bao kha ning xtr Iy thoi gian thuc
(Real-time processing), tinh san sang cao (High Availability) va dé dang mé rong

quy mb khi s6 luong camera ting lén.

% Tang 1: Ngudn Dir liéu & Tién xir Iy (Input Layer)




- Ludng Video & Camera: Hé thdng tiép nhan ludng video (RTSP) truc tiép
tir hé théng camera giam sat. Module tién xtr Iy (Video Pre-processing) thuc hién
chuan hoa kich thudc, trich xuat khung hinh (frame extraction) va t6i uu hoa chat
lwong anh dau vao dé giam tai bang théng cho cac budc xir 1y sau.

- Dit liéu Tinh & Céu hinh: Bao gdm CSDL Nhén vién (luu trit vector dic
trung khuon mat ¢3 ma héa dé dinh danh) va Kho Model (quan 1y phién ban, trong
s6 cua cac mod hinh Al), ddm bao h¢ théng lu6n van hanh véi ciu hinh t8i wu nhat.

< Tang 2: Core Al & Business Logic (Processing Layer): Thanh phan
chinh cua hé théng, noi dién ra cac tac vu tinh toan phuc tap:

- Ha ting Xu ly (Infrastructure): St dung co ché Message Queue
(RabbitMQ/Redis) dé diéu phdi luong dir licu. Co ché nay gitip hé thong hoat dong
bt ddng b, tranh nghén ¢6 chai khi luu luong video ting dot bién. Model Manager
chiu trach nhiém tai va cap nhat nong (hot-reload) cdc mé hinh Al ma khéng lam
gian doan dich vu.

- Computer Vision Models:

o Phét hién Ban tay (Hand Detection): Xac dinh vi tri va toa do ban tay
trong khung hinh.

o Nhan dién Khuon mat (Face Recognition): Pinh danh nhan vién dang
thuc hién quy trinh rta tay dua trén vector ddi sanh tir CSDL.

- Logic Nghiép vu (Business Logic):

o Phan tich hanh dong (Action Recognition): Sir dung céc kién tric
mang tién tién (nhu I3D/X3D/MobilenetV3...) dé phan tich chudi
chuyén dong, xac dinh chinh xac timg budc rira tay (xoa xa phong,
cha ngoén tay, rira nuéc...).

o Cham diém tuan thu (Rule Engine): So sanh hanh dong thyc té véi bo
quy chuan y té/an toan vé sinh da thiét 1ap dé dua ra diém sb tuan tha
cudi cing.

< Tang 3: Luu trir & Hién thi (Output Layer)
- Canh bdo thoi gian thuc (Real-time Alert): Gtri thong béo tuc thi qua Web
Socket néu phat hién quy trinh khéng dat chuan hoic chua hoan thanh.

- CSDL két qua (Result DB): Luu trit toan b metadata, logs, thoi gian thuc



hién va video bang chtmg phuc vu cong tac hau kiém (Audit).

- Dashboard phan tich: Truc quan héa dir 1i€u, bao cdo xu hudng tuan thu theo
c4 nhan, phong ban hodc thdi gian, hd trg ra quyét dinh quan 1y.

1.2.2.6. Yéu ciu vé chirc nang phdin mém

STT Noi dung

I. | Pha&n hé wng dung web

I | Phan hé wng dung web (Web Admin Portal)

Quan ly Danh muc va Cau hinh hé théng

Phan mém cd kha nang quan ly, thiét 1ap va chuan hda toan bo danh muc
lién quan dén hoat dong giam sat vé sinh tay.

Phan mém cho phép c4u hinh linh hoat danh muc khoa phong, nhan su, vi
tri bon rira va két ndi camera giam sat.

Ho tro chirc ning Import/Export dit liéu danh muc tir file Excel hoac trich
Xuat tir danh muc duing chung cua bénh vién.

A | Chirc nang chinh:

* Quan ly danh muc Khoa/Phong

* Quan ly danh muc Chuc danh/Chuac vu

« Quan ly danh myc Nhan vién (bao gém nhan dién khuén mat)

« Quan ly danh muc Bbn rira

* Quan ly danh muc Camera

* Quan ly danh muyc Quy trinh rua tay

« Quan ly cau hinh hé théng

Ping nhap va quan ly ngwoi dung

Hé théng bao mat, phan quyén chi tiét, tich hop Captcha chéng brute
force.

Chtre nang chinh:

B |+ Pang nhap / Dang xuat

* Captcha bao mat

« Phan quyén theo vai trd

« B6i mat khau / Quén mat khau

» Khoa / Mo khéa tai khoan




Quan ly Bao céo va Dashboard gidm sat

Dashboard truc quan va bao cao phuc vu kiém soét nhidm khuan.
Churc nang chinh:

« Dashboard t6ng quan

* B4o céo theo khoa/phong

* Bao cdo theo ca nhan

« Phan tich 16i thuong gap

* Tra ctu lich st ria tay

« Xem chi tiét video phién rua tay

« Xuat béo céo Excel, PDF

Phan hé Giam sat tai diém (Tablet/Man hinh)

Twong tac va Huéng dan quy trinh

Ung dung hoat dong nhu tro Iy 40, huéng dan nhan vién thuc hién vé sinh

tay ngoai khoa tai bdn rira.

Chure nang chinh:

« Ty d6ng kich hoat khi c6 nguoi tiép can

« Nhan dién nhan vién (ké ca khi deo khau trang)
« Hién thi théng tin x4c nhan

« Huéng dan timg budc theo quy trinh chuan

« Canh bao sai/thiéu budc theo thoi gian thuc

« Hién thi két qua ngay sau khi hoan tat

Phan hé L&i xir ly tri tu¢ nhan tao (Al Core)

Phan tich va Xir ly Video théng minh

Xt ly video thoi gian thuc bang md hinh hoc sau.

Chtrc nang chinh:

« Phan tich quy trinh vé sinh tay theo chuan B¢ Y t&/WHO
» Nhan dién dong tac va udc lugng thoi gian

* Phat hién budc bi bo qua

« Xir ly real-time hoic do tré thap

« Luu trir video bang ching

« Loc nhiéu phién khong hop 1¢




1.2.2.7. Yéu ciu vé Quy trinh chic ning phin mém
Hé thdng duoc thiét ké voi 03 ludng quy trinh nghiép vu riéng biét twong tGng
v6i 03 nhom ddi tuong st dung chinh: Nhan vién y té (nguoi thuc hién), Gidm sat
vién (ngudi hau kiém) va Ban quén tri (ngudi ra quyét dinh).
a. Quy trinh thuc hién vé sinh tay (Danh cho Nhin vién y té)
Quy trinh nay dién ra tai khu vuc bon rira tay c6 gan thiét bi giam sat Al
- Buwdc 1. Nhan dién va Khéi tao phién
Thao tac:
o Nhan vién y té (NVYT) di chuyén dén vi tri trudc man hinh thiét bi.
o Dung yén trong khoang 5-10 gidy dé hé thong thuc hién quét khuon
mat (Face ID).
o Luu y: Truong hop chua dang ky khuén mat, NVYT nhan nat "Bit
dau quy trinh" trén man hinh cam tmg.
Két qua:
o Heé théng xac thuc danh tinh NVYT.
o Man hinh chuyén sang giao dién giam sat, hién thi huéng dan rua tay.
- Budc 2. Thuc hi€én quy trinh rira tay ngoai khoa
Thao tac:
o NVYT thyuc hién lan luot cac dong tac rua tay theo hudng dan trén
man hinh.
o Heé théng Al giam sat Real-time toan bo 17 budc ki thuat va ghi nhan
két qua vao Biéu mau 1.
Biéu mau 1: Bang kiém trinh tu thue hién vé sinh tay (AI giam sét)
STT | GIAIPOAN | NOIDUNG GIAM SAT CHI TIET THOI
GIAN

I Rira tay Lan 1

1 Lam u6t ban tay, lay dung dich, cha k& | 30 gidy
moéng tay bang ban chai

2 Lay xa phong va cha hai long ban tay vao | -
nhau




Cha long ban tay nay lén mu va k€ ngoai
cac ngon tay cua ban tay kia

4 Cha 2 1ong ban tay vao nhau, miét manh
cac k€ trong ngon tay

) Cha mat ngoai cac ngon tay cua ban tay
nay vao long ban tay kia

6 Dung ban tay nay xoay ngén cai ban tay
kia va nguoc lai

7 Xoay cac dau ngon tay nay vao 10ng ban
tay kia va nguoc lai

8 Cha tdi ¢o tay, cang tay va khuyu tay

9 Trang tay dudi voi nudc tir du ngon tay
t61 khuyu tay

Il | Rira tay Lan 2

10 Lay xa phong va cha hai 10ng ban tay vao
nhau

11 Cha long ban tay nay lén mu va k€& ngoai
cac ngon tay cua ban tay kia

12 Cha 2 long ban tay vao nhau, miét manh
cac ke trong ngon tay

13 Cha mat ngoai cdc ngon tay cua ban tay
nay vao long ban tay kia

14 Dung ban tay nay xoay ngén cai ban tay
kia va nguoc lai

15 Xoay cac dau ngon tay nay vao 1ong ban
tay kia va nguoc lai

16 Cha téi co tay, cang tay va khuyu tay (Iip

lai)




17 Trang tay dudi voi nudc tir dau ngbn tay | -
t61 khuyu tay (két thuc)

- Buéc 3. Két thiic phién rira tay
Thao tac:

o Nhan vién y té hoan tit budc trang tay cudi cung.
o Hé thdng tu dong luu video va két qua phan tich.

Két qua:
o Man hinh hién thi thong bao trang thai: "Pat" hodc "Khong dat".
o Dit liéu duoc dong bd vé may chu trung tam.
b. Quy trinh giam sat va hiu kiém (Danh cho Giam sat vién)
Quy trinh thyc hién trén phan mém quan 1y (Web) nhim danh gia lai d6 chinh
xac cua Al va xur 1y cac truong hgp nghi ngo.
- Budec 1. Truy cap va lgc dir liéu giam sat
Thao tac:

o Giam sat vién (GSV) diang nhap hé thong, chon menu "Quan 1y Phién
rua tay".

o St dung bo loc dé chon cac phién co6 trang thai "Chua giam sat" hoac
cac phién Al danh gia "Khong dat".

Két qua:

o Danh sach céac phién rira tay hién thi day du thong tin: Nguoi thuc
hién, thoi gian, két qua AI cham.

- Budrc 2. Pdi soat va Hau Kkiém
Thao tac:

o GSV chon chirc ning "Chi tiét" tai phién can kiém tra.
o Xem lai Video ghi hinh va so sanh vé&i két qua Al dé dién thong tin
vao Biéu miu 2.

Biéu mau 2: Bién ban két qua gidm sdt phién riva tay
HANG MUC: Thong tin phién

Nguoi thue hi€n: ..ooveeeieeeiiiee,



ThOT 1aN: .eveiiiiiiii s
BON T8 SO7 v
HANG MUC: Péi soat két qua
Két qua Al cham: [ ] Pat (17/17) /[ ] Khong dat (..../17)
Panh gia cua Giam sat vién: [ ] Pong ¥ véi AL/ [ ] Thay dbi két qua
HANG MUC: Chi tiét 15i
Cac budc thue hién sai (08U CO): wvevveeeeeeeeeeeeeeeeeeeeeeeeeeeeae
HANG MUC: Két luan
Trang thai cudi cung: [ ] Pat / [ ] Khong dat
Ghi ch/LY do thay @01: ......oveveeeeeeeeeeeeeee e
- Bude 3. X4c nhan két qua
Thao tac: GSV nhan nut "Luu két qua giam sat".
Két qua:
o Trang thai phién chuyén thanh "D giam sat".
o Keét qua nay la két qua chinh thuc dugc dung dé tinh chi so thi dua.
c. Quy trinh quan tri so liéu (Danh cho Lanh dao)
Quy trinh danh cho lanh dao khoa/phong theo déi hi€éu qua hoat dong chung.
- Buéc 1. Theo ddi so ligu tong hop
Thao tac: Ban quan tri dang nhap, truy cap Dashboard.
Két qua: Hé thong hién thi cac bao cdo thong ké theo Biéu mau 3.

Biéu mau 3: Bdo cdo ty 1¢ tudn thi kj thudt tirng buéc

BUOC | NOIDUNGKY |SOCOHOQI | SOCOHQI| TYLE
THUAT QUAN SAT | TUAN THU | TUAN THU
(%)

01 Lam w6t ban tay... | 150 148 98.6%




17

Trang tay dudi voi | 150 130 86.6%
nuac...

TONG | Toan quy trinh

kh

Buéc 2. Phan tich xu huwéng va ddi twong

Thao tac: Lanh dao xem chi tiét sb liéu phan tach theo nhém nhéan vién hodc
oa phong theo Biéu miu 4.

Biéu mdu 4: Bdo cdo phdn tich tudn thii theo doi twong/vai tro

STT | POITUQNG/ |SOCOHOI |SOCOHOI | TY LE TUAN
VAI TRO QUAN SAT | TUANTHU | THU (%)

1 Bac si phau thuat 50 48 96%

2 | Piéu dudng phong 80 75 93.75%
mo

3 Y té cong cong 20 18 90%

4 Hoc vién / Thuc tap 30 20 66.6%
sinh

Buéc 3. Xuat bio ciao quan tri
Thao tac: Chon chtic ning "Xuét bao cao" (Excel/PDF).

Keét qua: File bao cdo duogc tai vé day du cac so li¢u thong ké.

1.2.2.8. Yéu cau phi chirc ning

STT

Yéu cau phi chirc nang

Hé quan tri co so dir liéu duoc lya chon phai di kém phuong an dam bao
kha nang dong bo va t6i wu hoa luu trit,

Khi dit liéu ting trudng 16n; hé thong phai dam bao thoi gian truy xuét dir

2 | lidu, dam bao tdi thiéu nhat dung luong luu trit, toi wu trong qua Trinh thiét
ké

3 Chuan font, giao dién 1a Unicode TCVN 6901:2000, ngdn ngir thé hién trén
giao dién chuong trinh 13 Tiéng Viét

4 Heé thong cho phép thay doi va dinh nghia cac thong s6, thong tin khi can




thiét ma khong stra lai chuong trinh

5 Hé thong phai dam bao s6 luong giao dich nhiéu nguoi cing lac
6 Phai luu trir thong tin sir dung hé thdng ctia nguoi ding (Thoi gian dang
nhap, thao tac véi dir li¢u, thoi gian thao tac,...)
7 Hé thdng c6 kha ning mé rong cac dich vu theo chiéu ngang
g Hé thdng c6 kha niang mo rong cac dich vu theo chiéu doc. Co kha nang st
dung thém CPU, RAM, 6 cing bo sung.
9 Tuan theo cac quy dinh hién hanh
10 Van hanh trén hé théng mang LAN, WAN hoic théng qua VPN
Trong qué Trinh st dung néu xay ra 18i ct phap 1ap Trinh, hé thong dam
11 | bao khong bi treo, hién thi thong bao 15, dit liéu dang thao tac tra vé nguyén
trang trudc khi xdy ra 16i
12 Hé théng c6 co ché kiém tra tinh ding din cua dit liéu dau vao va thong
bao cho nguoi st dung
Cac yéu cau can dap tng vé thoi gian xir Iy, do phic tap xur 1y ciia phan
mém:
- Thoi gian dap Gmg trung binh ddi v&i cac chirc nang nghiép vu, trong diéu
kién binh thuong dat dudi 5 gidy.
- Thoi gian dap tng trung binh déi véi cac chitc nang nghiép vu, khi co
nguoi st dung chay chirc ning béo cio téng hop dir liéu dat mirc dudi 10
giay.
13 - Thoi gian két xuat cac bao cdo tong hop trén pham vi 16n véi dir liéu thong

ké tong hop bao cdo trong nhiéu nim, trén quy mo toan tinh dat muc trung
binh ttr duéi 5 phut va khong c6 16i timeout.

- Khi chuong trinh ¢6 d6 tré qua 10s cho tac vy, hé thong can c6 cong cu
hién thi 11 thong bao hodc biéu tuong hién thi cho nguoi ding nhéan biét
duoc rang hé thdng van dang hoat dong dé nguoi dung cho két qua thuc hién
ctia tic vu ma khong chuyén sang tac vu khac.

- Hé thdng can dap tmg cho ngudi truy cap 16n.




14

Yéu cau vé do phirc tap k¥ thuat-cong nghé cua phan mém:
- V& kha ning mé rong xt 1y

Heé théng can cung cip kha nang uu tién cac tic vu khac nhau dé dam bao
su thong sudt ctia hé thong giao dich khi dung luong xir 1y tang 1én.

Hé théng can c6 kién trac da 16p va hoat dong duoc trén moi trudng xu ly
phan cum song song dé xir 1y dwgc d phirc tap cua dit lidu.

Cong nghé sir dung trong hé théng phai 1a cong nghé c6 kha ning mé rong
va ning cip ma khong anh hudng toi tat ca cac phan hé, tranh ngit quing vé
tinh lién tuc nghiép vu.

Hé thong can duogc xay dung dam bao dugc nguyén tic thiét ké module va
tinh ké thira giira cac phan hé va dit liéu dung chung.
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Yéu cau vé an toan thong tin

- An toan ung dung: c6 thiét 1ap yéu cau bao dam mat khau trén tng dung
du do phuc tap can thiét dé han ché tan cong do quét mat khau, c6 thiét lap
yéu cau ghi nhat ky truy cap, 15i phat sinh.

- An toan dir lidu: C6 phuong an st dung hé thng hodc phuong tién luu
trit doc lap dé sao luu du phong cac dit liéu quan trong trén may chi. Viée
sao luu dugc thuc hién dinh ky theo quy dinh cua td chtrc,

- Hé thdng phai dap g kha nang bao mat tai mirc ching thuc clia cic may
chu trong hé théng.

- C6 co ché theo ddi va giam sat, luu vét tat ca cac hoat dong trén hé théng.

- Toan bo céc dit liéu can quan 1y phai duoc luu trong CSDL hodc thu muc,
duoc ma hoa va phan quyén truy cap chit ché.

- Hé thdng duoc xay dung véi cac yéu cau voi ché do bao mat cao dé chong
lai sy xam nhap bat hop phép tir bén ngoai, h¢ théng bao mat duoc thiét ké
ti thiéu 1a 3 mic: Muc hé théng, muc co s¢ dit liéu va mirc ing dung.
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Yéu cau vé két ndi dir liéu hé théng HIS:

- Viéc thiét ké 16p tich hop doc lap gitp Hé théng giam sat tuan tha quy
trinh vé sinh tay ngoai khoa chu dong thich tmg véi sy thay doi cia Truc lién
thong va HIS, dam bao tinh lién tuc, 6n dinh va an toan trong qua trinh van




hanh 1au dai tai bénh vién
- Bao mat két ndi t&i hé théng HIS

- Hé théng phai hd tro tuy chinh nhanh 16p tich hop HIS khi Truc lién
thong/HIS thay doi dir liéu tra vé. Khong 1am gian doan hoat dong cta hé
thong.
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Yéu cau vé€ phan quyén va nhat ky kiém toan:

- Phan quyén vai trd: quan tri vién toan quyén cAu hinh hé thdng, giam sat
vién xem va diéu chinh két qua xuét bao cdo, ngudi xem chi xem bdo céo,
nguoi ding nhan vién y té chi thuc hién rira tay.

- Nhat ky kiém toan (audit trail) ghi nhat ky day du: thong tin ding nhap,
thao tac diéu chinh két qua, xuat bao cdo, thay doi cAu hinh hé thdng.

- Kiém soat truy cap dir liéu ma hoa két ndi co s dit liéu, han ché dia chi
IP c6 thé truy cap. Quan 1y phién (session management) tu dong ding xuat
sau 30 phut khong hoat dong, yéu cau dang nhap lai.
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Yéu cau vé module tri tué nhan tao (AI/ML) nhan dién khuén mat:

- Hé thong dam bao nhén dién chinh xéc t6i thiéu 95% khi nhan vién y té
khong deo khau trang hodc deo khau trang ho.

- H¢ théng hd trg nhan dién khi nhan vién deo khau trang y té kin va mil
phong md véi do chinh xac tdi thiéu 70%.

- Phuong &n du phong khi khong nhan dién dugc khudén mat: sir dung ma
nhan vién dé xac thuc, gidm sat vién xac nhan thu céng qua giao dién, ghi
nhan phién rtra tay vi trang thai chua xac dinh danh tinh dé hau kiém sau.

- Tho1 gian nhan dién khong qua 3 giay.
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Yéu cau vé module tri tué nhan tao (AI/ML) phan tich tuan tha rira tay:

- Phuong phap phén tich két hop mé hinh hoc may phan tich hanh dong va
logic quy tac (rule-based) dua trén thoi gian dé danh gia tudn thu.

- Hé thong duoc thiét ké linh hoat cho phép mé rong s6 luong budc giam
sat theo quy trinh WHO vaBo Y té Viét Nam trong cac giai doan trién khai
thong qua cap nhat mo hinh va cau hinh.

- Logic thoi gian theo di thoi gian thyc hién timg bude téi thiéu 3 dén 5




gidy mdi budc theo quy dinh WHO, canh béo khi bo qua budc hodc thuc
hién khong du thoi gian.

- Ngudng tin ciy (confidence threshold) linh hoat cho phép diéu chinh tir
0.6 dén 0.9 dé can bang giita 46 chinh x4c va ty 1 phét hién thanh cong.

- Do tré phan tich video thoi gian thuc khong qua 1000 mili gidy cho mdi
khung hinh,

- Thong luong xir Iy dong thoi toi thiéu 20 phién rira tay dong thoi.

- Tc d6 xtr 1y video (FPS) ti thiéu 10 khung hinh mdi gidy.

- Do chinh xé4c phat hién budc tdi thiéu 75% cho mdi budc dugc giam sat.
- Thoi gian phén tich hoan chinh khong quéa 60 gidy sau khi két thuc phién.
- Thoi gian phan hoi thoi gian thuc (real-time response) khong qué 2 giay.

- Xtr Iy khi lugng t6i thiéu 200 phién rira tay mdi ngay.
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Yéu cau vé tuong thich camera va truyén video:

- Hb trg camera tuan thi chuan RTSP (Real Time Streaming Protocol) hoic
ONVIF.

- P phan giai camera tir 720p, khuyén nghi 1080p cho do chinh xac tét
hon.

- Téc do khung hinh camera tdi thiéu 10 khung hinh mdi gidy (FPS),
khuyén nghi 15 dén 30 khung hinh mdi gidy. Piéu kién anh sang tir 200 dén
1000 lux.

- G6c camera khuyén nghi dat chinh dién hoac goc 30 dén 45 do, khoang
cach 1 dén 2 mét tir bon rira tay.

- HO tro dinh dang nén video pho bién H.264, H.265.

- X1r Iy mat két ndi tu dong két ndi lai tdi da 10 1an vé6i thoi gian cho ting
dan, canh bao khi khong két ndi duoc sau 5 phut.

- Trién khai trén hé diéu hanh Linux hodc dang container (Docker).
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Yéu cau vé giam sat, ghi nhat ky va chi s:
- Ghi nhat ky c6 cau tric (structured logging) luu nhat ky dang JSON v&i
cac truong bat budc: dau thoi gian, ma twong quan, mi phién, phién ban mo




hinh, diém tin cay, chi tiét 18i néu c6. Céc chi sd (metrics) can thiét: do tré
suy luan (inference latency), thong lugng phién moéi gid, do chinh xac mo
hinh (accuracy) theo timg budc, ty 18 16i, ty 1¢ thir lai, mirc sir dung bd xir 1y
va bd nhé, phan bd diém tin cy.

- Theo ddi hiéu suit mo hinh: ghi nhén va so sanh do chinh xac gilra cac
phién ban mo6 hinh.

- Biém kiém tra strc khoe (health check) cung cip diém kiém tra tinh séng
va tinh san sang.

- Bang diéu khién giam sat (dashboard) hién thi thoi gian thuc: s phién
dang xir 1y, ty 1& dat khong dat trong ngay, cac budc hay bi sai nhat, trang
thai hé thng.

Yéu cau vé giao dién nguoi dung va trai nghiém:

- Phan hoi thoi gian thuc (real-time feedback) hién thi két qua phan tich voi
do tré khong qua 2 gidy.

- Huéng dan truc quan: hoat anh hodc video huéng dan cac buéc ria tay,
lam noi bat budce hién tai dang thuc hién, thanh tién trinh thoi gian cho mdi
budec.

- Chi bao d90 tin cay hién thi mic d6 tin cay b'fmg mau sic: xanh do tin cay
cao tir 0.8 trd 1én, vang do tin cy trung binh tir 0.6 dén 0.8 cin xac nhén, do

22 do tin cay thap dudi 0.6 can giam sat vién xac nhén.

- Chi bao 18i: 4am thanh nhe nhang khi thiéu budc hodc 1am sai, hién thi biéu
twong canh bao va vin ban goi v stra 1.

- Phat lai va xem lai (playback): xem lai video vo1 dudong thoi gian danh
dau tirmg budc, cho phép giam sat vién sira hodc xac nhan timg budc, thém
ghi cht binh luan cho ting phién.

- Ghi d¢ két qua phan tich tri tué nhan tao (override Al) dé dang: giam sat
vién c6 thé stra két qua tri tué nhan tao don gian, hién thi 5 phﬁn nao do tri
tué nhan tao phat hién phan nao do nguoi sta.

’3 Yéu cau vé giao dién lap trinh img dung va tich hop:

- Tuan thu chuan thiét ké dich vu web REST, c¢6 dic ta OpenAPL




- Hb tro truyén phat két qua thoi gian thuc qua WebSocket.

- Xéac thyc (authentication) dua trén ma thong bao JWT (JSON Web
Token), ma hét han sau 24 gio.

- Gi6i han téc d6 (rate limiting) 1000 yéu cau mdi phat cho mdi ngudi
dung.

- Hb tro xir Iy khong dong bd (async processing) qua hang doi tin nhin
(message queue).

- Luu trit video trén hé thong luu trir dbi twong tuwong thich S3.
- Xtr Iy 16i ma trang thai HTTP chuan, thong bao 13i.

- Quan ly phién ban API (API versioning) dé hd trg tuong thich nguoc khi
nang cép.

1.2.2.9. Yéu cdu vé gidi phdp an toan, bdo mdt thong tin

a. Giai phap biao mit cho hé thong

Hé thong dam bao an toan thong tin quan 1y trong thiét ké, xay dung co s¢ dir
liéu va phan mém hé thong thong tin cho toan hé thong.

Giai phap chong truy nhap bat hop phap: Xay dung hé thong xac thuc nguoi sir
dung truy nhap xa vao hé thong mang, hé thong FireWall chéng truy nhap tir cac
mang khac (vi du tur Internet,...);

Giai phap bao vé hé théng phan ctng: Bao vé sy xdm nhap ctia nguoi la vao
cac phong lam viéc tai cac phong ban; hé thong niém phong va kiém soat thiét bi;
hé théng phong chong tham hoa (chay, no, lut 16i, dong dat, sét);

Giai phap bao mat & mc hé diéu hanh: dugc hd tro boi hé diéu hanh tai may
chu duoc str dung dé cai dit hé thong. Hé diéu hanh phai dam bao con trong thoi han
dugc hd tro tir nha san xuét.

Giai phdp bao mat & mirc ing dung:

- Ung dung duoc thiét ké van hanh nhiéu cép, don vi st dung véi co ché bao
mat truy cap nhiéu 16p, Str dung khoa dugc tao ngﬁu nhién dé trao doi dit liéu.

- Hé thong phai dap tmg kha ning an toan, bio mat theo nhiéu murc: mirc hé
thdng, mic ngudi sir dung, mic CSDL.

- Hb tro nguoi st dung trao doi thong tin, dir li¢u v6i trén mang Internet theo



cac chuén vé an toan thong tin nhu: S/MINE v3.0, SSL/TCL, HTTPS,...

- C6 co ché theo ddi va giam sat, luu vét tit ca cac hoat dong cho mdi kénh
thong tin va toan hé thong.

- Toan b cac dit liéu can quan 1y, phai duoc luu trong CSDL duoc ma hoa va
phan quyén truy cap chit ché.

- Phai ¢6 co ché sao luu dit liéu dinh ky, dot xuit dam bao nhanh chong dua h¢
thng hoat dong trd lai trong trudng hop c6 su cb xay ra.

b. Yéu ciu vé hd tro sao lwu dit liéu

Dit liéu c6 thé dugc cau hinh cho phép sao luu dinh ky sang cac phuong tién
Iuu trir khac nhau theo chu ky ngudi sir dung tu dat ra dé dam bao toan ven dit lidu
khi ¢6 su cb.

1.2.2.9. Gidi phdp vé mirc dp chiu dung sai héng doi véi cdc 161 ci phdp ldp
trinh, 181 x& 1y logic trong dé ligu, 161 kiém sodt tinh diing déin cia di liéu ddu
vao

Ldi ct phép lap trinh: hé théng duogc thiét ké c6 co ché thong bao 15i than thién
v6i nguoi sir dung, thiét ké phan mém sir dung co ché bat 16i hudng déi tugng
(exception handling). Hé thong c6 co ché thong bao véi cac 16i do nguoi sir dung,
thong bao 13i can chi dugc ra nguyén nhan, phuong phap khic phuc ngay lap tuc,
hoic chi ra noi ndo ¢6 thé tim duoc ra hudng dan khic phuc 16i. Hau hét cac hé quan
tri CSDL va cac ngdn ngit 1ap trinh (VB, C#, Java...) déu cung cap kha ning bat va
xtr 1y 16i thong dung va truc quan (try... catch... finally)

Loi xtr 1y logic trong dit liéu: khac véi 16i cii phap, 16i logic doi hoi phai co quy
trinh kiém thir d& dam bao két qua sau khi xir 1y bai hé thoéng 1a ding din, 15i logic
thudng khong c6 bao 16i nhung s& dua ra két qua sai, do vay tim hiéu ding quy trinh
va nam chic nghiép vu s& dam bao khong phat sinh 15i logic.

L5i kiém soat tinh ding din cta dit liéu dau vao: hé théng duoc thiét ké sir
dung cac control dac thu dé han ché toi da kha ning nhap liéu sai hoic 16i.

1.2.2.10. Yéu cdu vé gidi phdp vé cdc giao dién chwong trinh
- Vé my thudt:

* Nhat quéan cac thuat ngtr, cau truc chirc ndng ... trong toan bg phan
mém.



» (Co6 tinh mo, thuan tién cho viéc bao tri, phat trién.

« Quan trj hé théng don gian va manh mé& cho ngudi diéu hanh trong
viéc thém bét user, cap phat quyén, quan tri theo nhom...

« Cung cip céc tién ich phuc vu cho ngudi sir dung.
« Phu hop quy trinh lam viéc thuc té.

« HO tro kha niang phan quyén chi tiét chic niang nguoi dung. Viéc
phan quyén do quan tri hé thdng dam nhan.

* Cac thong tin dugc luu trit trong thot gian dai.

« Giao dién h tro tiy bién cic méi truong WebApp trén cac hé diéu
hanh Windows, MacOS, Linux.

- Vé ky thudgt:

« Ung dung web duoc viét bang bang ngdn ngir manh, duoc hd tro
bdi cac cong cu phat trién manh va bao tri don gian. Céng nghé hd
tro day di cac nén tang hé diéu hanh may cha Linux va hé diéu
hanh may tram Windows va cac hé diéu hanh thiét bi mobile nhu
Android (chay ing dung Web).

« BOma tiéng Viét va font chir: Str dung bo ma ky tu chit Viét theo
tiéu chuan TCVN 6909:2001.

1.2.2.11. Yéu cdu vé gidi phdp vé tinh sin sang vdi IPv6

Hé thong duoc thiét ké va xay dung s& dam bao tuong thich va san sang voi véi
IPv6 hodc giai phap ning cip bao dam sin sang v4i IPv6 néu hoat dong trén méi
truong Internet; trudng hop khong két néi Internet, khuyén khich kha ning tuong
thich hd trg IPv6 hodc c6 giai phap nang cap bao dam san sang véi IPv6.

1.2.2.12. Yéu cdu vé gidi phdp phong chéong chdy né

bay 1a du an phﬁn mém, do d6 dé dam bao an toan cho thiét bi va con nguoi
1am viéc tranh cac su c¢d do chap chay gay ra trong qua trinh cai dit hé thong 1én
may chu noi bo tai bénh vién, can tuyét d6i tuan thi cac yéu cau vé phong chay chita
chay, néi quy lam vi¢c tai Phong may chu, dam bdo vi¢c cai dit, thiét 1ap hé théng
an toan va an ninh.



1.2.2.13. Yéu cdu vé bdo dim an ninh, an todn théng tin

Céc yéu cdu vé an ninh, an toan thong tin cling nhu an toan mang ludi thong
tin lién quan téi du &n duogc thuc hién tuan thu theo quy dinh vé an toan, an ninh,
bao mat trong cac vin ban phap luat lién quan bao gdm: Luat An toan thong tin mang
50 86/2013/QH13 ngay 19/11/2013 ciia Qudc hoi khoéa XIII, Luat Cong nghé thong
tin s6 67/2006/QH11 ngay 29/6/2006 ciia Qudc hdi khoa XI; Luat Giao dich dién tir
s 51/2005/QH11 ngay 29/11/2005 ciia Qudc hoi khoa XI; Luat Vién thong sb
41/2009/QH12 ngay 23/11/2009 ciia Qudc hoi khoa XII.

C6 kha ning phat hién, canh bao va ngin chian moi truy nhap bat hop phap, cac
hinh thtrc tAn cong trén méi trudng mang va tudn theo nhimg tiéu chuin dam bao an
ninh thong tin.

Béi vi, day la du an thudc loai cong nghé thong tin nham phuc vu cho hoat dong
clia cac co quan quan 1y nha nude, cho nén can phai dugc kiém soat chit ché va dic
biét 1a phai co sy rang budc ddi véi cac chuyén gia ciing nhu t6 chirc tu van trong
viéc cAu triic mang ludi, cac giai phap k¥ thuat cong nghé, giai phap an toan, an ninh,
béo mat va cac van dé khac ¢ lién quan.

1.3. Yéu cau khac
1.3.1. Céc yéu ciu khac ddi véi nha thiu trién khai

- Nha thau du nang luc kinh nghiém trinh bay giai phap k¥ thuat cong nghé &p
dung trong hé théng va dap tng kha ning sin sang tich hop véi cac hé théng phan
mém Bénh vién Ung biru dang van hanh.

- Pao tao ngudi str dung: Nha thau co trach nhiém xay dung tai liéu dao tao
va huéng dan st dung hé thong. To chuc céc 16p tap huan hudng dan tap trung cho
cac dbi tuong thy huong (néu co).

- Nha thau c6 trach nhiém xay dung tai liéu cac quy trinh cai dit, trién khai hé
thdng, quy trinh quan tri van hanh hé thong.

- Nha thau b tri nguon luc ty thuc hién kiém tra chirc ning va van hanh the
tai don vi don vi thu huong d¢am bao chat lugng san pham theo yéu cau CSDL va hé
théng thong tin. B tri nhan luc cung dai dién chu dau tu van hanh trén bo dir liéu
thuc té, nha thau c6 trach nhiém 1ap bao céo két qua van hanh thir ban giao cho Chu
dau tu sau khi d& van hanh thir va nghiém thu dat yéu cau chat luong.



o Nha thau can c6 tai liéu xdy dung kich ban van hanh thir cac chtrc nang trong
tirng hang muc cua hé thong.

o Nha thiu can trién khai cai ddt cac nén tang cong nghé phién ban méi nht,
dam bao tuong tich véi cac phién ban hé diéu hanh méi nhat.

o Can xdy dung md hinh c6 kha ning mé rong cao, phan khuc CSDL theo
nam.

o Xay dyng nén tang co thiét ké kha ning chiu tai cao, ddp ing yéu cau truy
cap lén va déng thot, co hé théng chay du phong, chay déng tho1, ddm bao hoat dong
lién tuc. Can xay dung tai liéu kich ban vé van hanh hé théng nay dam bao hoat dong
lién tuc va ¢ co ché du phong

- Nghiém thu dy an: Nha thau c6 trach nhiém bao hanh san pham cua dy an
g dung c6ng nghé thong tin dugc tinh tir ngay Chu dau tu ky bién ban nghiém thu:
Bao hanh téi thiéu 12 thang.

Nha thau c6 trach nhiém thuc hién kiém thir phﬁn mém, quet kiém tra hé théng
an toan thong tin theo quy dinh ctia B6 Thong tin va Truyén thong va cung cap két
qua hop 1é cho Chu dau tu, bao hanh san pham cua dy 4n tng dung cong nghé thong
tin duoc tinh tir ngay Chu dau tu ky bién ban nghiém thu: Bao hanh toi thiéu 12
thang ddi v&i san pham cua dy an.

1.3.2. Yéu ciu chi tiét vé viéc dao tao huwéng din sir dung; trién khai, h
trg, quan tri, vin hanh san pham hoiic hang muc cong viéc ciia du an truée khi
nghiém thu ban giao

a. Yéu cau trién Khai, cai dit phan mém

(i) Pham vi trién khai:

- Trién khai hé théng, cdu hinh, cai dit dé hé thong van hanh théng suét dap
ing y&u cau xir Iy caa bénh vién; Can dam bao md hinh tinh toan phan bé luu trit
khong gian dit liéu va dung luong dudng truyén, may chu phi hop dé hé thdng duoc
van hanh théng sudt giira cac cp trudce khi cai dat hé thong.

(i) Pia diém thyc hién:

- Trién khai hé thdng tai Bénh vién Ung Budu.

(iii) Muc dich:

- Lap ké hoach va lam cdng tac chuan bi chu dao dé cong tac trién khai thu



duoc hiéu qua cao nhat.

- Phéi hop chit ché gitra cha dau tu va cac don vi thu huéng phan mém, cong
ty cung cap phan mém dé thyc hién dung ké hoach duoc phé duyét.

- Thuc hién nghiém tdc su trao d6i thdng tin gitta nha cung cip phan mém va
don vi str dung dé c6 nhitng théng tin bé ich phuc vu cho viée dap ng cac yéu cau
Ctia nguoi dung sau nay.

- Cau hinh hé théng, cai dat phan mém.
(iv) Két qua dat dworc:

- Cai dat phan mém Ién may cha dam bao phan mém phai hoat dong dugc
ngay sau khi nhan vién k§y thuat cia Cong ty trién khai roi don vi.

(v) Noi dung cong viéc trién khai tai don vi:
- Kiém tra ha tang;

- Cau hinh hé théng phan mém;

- Hiéu chinh giao dién;

- Thuthap y kién dong gop trong qua trinh dao tao tai chd va chuyén giao cong
nghé tai chd;

- Ho tro van hanh thir nghiém cac phan he;
- Thu thap y kién déng gop trong qua trinh van hanh;

- Bé&o céo van hanh thu nghiém.
b. T chirc dio tao chuyén giao cong nghé, dao tao hwéng din nguoi sir
dung

- Nha thau thi cdng sé& 1ap ké hoach do tao cho cac d6i tugng do Chu dau tu
cung cap danh sach cac nguoi st dung hé thong;

- Nha thau s& cung cap noi dung va tai liéu huéng dan sir dung cho cac doi
tugng tham gia dao tao;

- Hinh thirc dao tao: tap trung
- Pham vi dao tao:
o Thuyc hién viéc chuyén giao phian mém va huéng dan sir dung tap trung;

o Hop thong nhat tién do trién khai ddo tao, chuyén giao;



o Chuan bi va cung cap du tai liéu huéng dan sir dung;

o Chuan bi phong hoc, phuong tién k¥ thuat phuc vu cong tac dao tao (may
tinh, may in, projector...);

o Thuyc hién huéng dan st dung phan mém.

- Pdi tuong dao tao:

o Quan tri hé thong phan mém

o Cén bd nguoi str dung

- Dia diém dao tao: tap trung.

- Pao tao can bo quan tri hé thong:

o N1 dung:
= MO0 hinh nghiép vu;
= (C4c chuc nang st dung cua cac phan hé;
=  Chuc nang thiét lap mau bao c4o;

= Két ndi va van hanh k§ thuat giita cac phan hé;

K¥ thuat quan tri hé théng phan mém.
o Yéu cau:
= Nam ving cac ho so lién quan dén hé thong phan mém;
=  Nim virng t6 chirc CSDL;
= Nim virng cc qui trinh quan 1y, qui trinh van hanh ctia phan mém;
» (6 thé hd tro duogc cho nguoi st dung cudi;

= (6 thé quan tri dugc cac yéu cau thay doi hay cac yéu cau méi d6i véi
ting phan hé hay toan bd hé thong.

- Pao tao can bo nguoi sur dung:
o NOoi dung:
=  Quy trinh luan chuyén va xur 1y nghiép vu;
= Céc chiic ning thao tic co ban ctia phan mém;

= Quy tic cap nhat di liéu, xur 1y dit liéu;



Quy tic xir Iy thong tin va khai thac thong tin;
Tim kiém, bao cdo va tong hop trén cic mau biéu;
Cai dat va xur 1y 16i k¥ thuat;

Khai thac thong tin;

Thuc hanh truc tiép trén may tinh;

Thuc hanh trén s6 liéu thuc té;

Chuyén giao mo hinh thuc té.

o Yéu cau:

Hiéu biét day du ve tat ca cac chirc nang cua phan mém co6 lién quan;
Str dung thanh thao phan mém,;
Biét cach tuan thu céac qui tac st dung;

Biét cach str dung huéng din truc tuyén.

c. Tai liéu ban giao

Nha thau thi cong c6 trach nhiém ban giao:

- B0 chuong trinh cai dat phan mém phién ban hoan chinh;

- Tai liéu dac ta chic nang;

- Céc tai liéu huéng dan st dung, quan tri, van hanh; tai liéu phuc vu dao tao
ngudi st dung, quan tri, van hanh; tai liéu quy trinh bao tri (néu c6); huéng dan vé
ki thuat va tiéu chuan, quy chuan (néu cd).

- Tai lidu ky thuat phuc vu két ndi theo quy dinh (néu co).

1.3.3. Yéu cau ve trién khai, ho trg, quan tri, vin hanh san pham

Hé théng sau khi dau tu dua vao van hanh can duoc to churc trién khai, van
hanh va duy tri.

Trach nhi¢m don vi thi cong:

T6 chuac chuyén giao céng nghé hé théng;

T chirc dao tao quan tri, van hanh;

Cung cap dich vu bao dudng hé théng dinh ky.
Bao hanh hé thong



Trach nhiém don vi quan tri, van hanh hé théng:

Chu dau tu 1a don vi tiép nhan, tryc tiép quan tri va van hanh hé théng. Don vi
quan tri, van hanh can dam bao tuan thu tiéu chuan k§ thuat da dugc chuyén giao.

1.3.4. Yéu ciu vé bdo hanh, bao tri

a. Bao hanh

Viéc bao hanh san pham cta dy 4n tdi thiéu 1a 12 thang tinh tir ngay Chu dau
tu ky két Bién ban nghiém thu toan bo san pham.

Céc don vi cung cap san pham/dich vu can phai dé xuat giai phap cung cap dich
vu bao hanh, bao dudng. Mot sd yéu cau vé bao hanh can nhu sau:

- Pam bao sau khi nhan duoc yéu cau bao hanh chinh thic bang van ban hay
dién thoai ctia don vi thi phai co trach nhiém nghién ciru va dé xuat giai phap khac
phuc I18i cham nhét 12 24 gio 1am viéc. Trong truong hop khan cép thi nha cung cap
phai c6 mat dé giai quyét van dé sém nhat c6 thé (ké ca ngay nghi, ngay 18).

- Phai ludn co6 doi ngii k¥ thuat riéng ciia minh dé thyc hién viéc bao hanh (c6
cung cap so dién thoai nong va dia chi dé lién he);

- H& tro van hanh, hd tro xu ly cac van dé nghiép vu, ki thuat phat sinh;

- Phai c6 day du cac hinh thuc hd tro nhu hd tro tai chd, tir xa;

- H& tro cap nhat bd sung nhimg tinh ning nho khong 1am thay d6i kién tric,
thiét ké ban dau caa hé thong sau thoi gian bao hanh.

- Sau khi hét thoi gian bao hanh, bao tri, nha thau c6 trach nhiém tiép tuc phdi
hop nang cép, chinh sira chuwong trinh dap wng yéu cau thay d6i vé nghiép vu cua
bén mai thau trén co sé thdng nhat gitra hai bén vé khdi lugng cong viée, don gia va
thoi gian thyuc hién viéc nang cap, chinh sta.

b. Bao tri

San pham cta dy 4n Gmg dung cong nghé thong tin sau khi hét han bao hanh
phai duoc bao tri dé van hanh, khai thac 14u dai;

Chu dau tu t6 chire thuc hién bao tri san phém cua du an theo quy trinh dich vu
bao tri do don vi thi cong cung cap;

Chu dau tu lap du toan kinh phi béo tri va tong hop chung vao du toan chi hoat
dong hang nam cta don vi;



Chu dau tu chiu trach nhiém thuc hién quy trinh bao tri theo quy dinh.
Muc 2. Ban vé

Khéng co.

Muc 3. Kiém tra va thir nghiém

a. P6i voi hang muc phan mém

Céc kiém tra va thir nghiém can tién hanh gom c6: Phan mém phai kiém thir an
toan an ninh thdng tin bai bén thi 3 doc 1ap va phai co bao co két qua kiém thir an
toan an ninh thong tin dat yéu cau dé dua vao van hanh chinh thuec.

b. Déi voi hang muc phan cang

- Noi dung kiém tra: Kiém tra hang hoa cung cap co dac tinh ki thuat phd hop
Vv6i yéu cau cia hang hoa theo quy dinh tai Chuong V - Yéu cau k¥ thuat. Kiém tra
hang hoa ¢ kém ching tir, hoa don hop 1&. B&n mua c6 trach nhiém theo dbi, kiém
tra, d6i chiéu hang hoa sau khi nhan hang. Trong vong 10 ngay, néu cd van dé vé
chat luong, Bén mua phai thong bao cho Bén ban dé cling tim céch giai quyét. Bén
mua duoc yéu cau Bén ban cung cap cac tai liéu lién quan dén hang hoa nhu: Tai
licu chang minh nguon gbc xuat xa, chat lugng va céac gidy to khac cua hang hoa
theo quy dinh...

- Viéc kiém tra, thir nghiém phai duoc tién hanh tai don vi sir dung va duoc tién

hanh truge khi ban giao nghiém thu. Toan bé chi phi cho viéc kiém tra, thir nghiém
do nha thau chiu.
- Truong hop hang hoa khong dat yéu cau qua kiem tra, thir nghiém thi nha thau phai
thay méi va phai chiu mei chi phi phat sinh cho viéc thay the. Neu viéc thay thé
khong thanh cong, nha thau phai hoan tra lai toan b¢ tien cua cac hang hoa khong
dat va phai boi thuong céc thiét hai cho cha dau tu theo dung quy dinh.
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