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Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

1.1. Gi6i thiéu chung vé du toan mua sim, géi thau

- Tén goi thau: K&t noi mang may tinh cac phong chirc nang mé rong tai

Tang 4 Tru so chinh Bao hiém tién giri Viét Nam

- Tén Du toan mua sam: K&t n6i mang may tinh cac phong chirc nang mo

rong tai Tang 4 Tru s& chinh Bao hiém tién gtri Viét Nam.

- Pia diém thuc hién: Bao hiém tién giri Viét Nam, Tru sé chinh, L6 D20,
Puong Ton That Thuyét, Phudong Cau Gidy, Thanh phd Ha Noi

- Thoi gian thuc hién goi thau: 04 thang (120 ngay)

* Quy mé: Danh muc vt tu, thiét bi dé thuc hién Két ndi mang may tinh
cac phong chiic ning mé rong tai Tang 4 Tru so chinh Bao hiém tién guri

Viét Nam, bao gdm

STT Danh muc Don vi S6 lwong

Thiét bi switch 48-Port
10/100/1000BaseT PoE+, 4x 10G SFP+

1 Uplink ports, 4x 10G SFP+ Stacking Bo 2
ports (optics sold separately) with
StandardSW.TAA Compliant
Module quang 1G cho céac thiét bi

2 switch Chiéc 8
Day nhay quang Singlemode LC-SC tur .

3 | SW Access dén ODF 1.5m Soi 16
Thiét bi Access Point

4 Bo 3
Phan mém Wireless Controller license

5 Lic 3
T rack 20U D600 W550xD600 »

6 Chiéc 1

7 PDU Universal 6 6 cdm chuyén dung c6 Chiée )
Attomat

2 Day dién nguon 3Cx4mm?2 m 40

9 Cap quang Singlemode 8FO m 45
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STT Danh muc Don vi S6 luwong
10 |ODF8FO Chiée 1
11 Day mang Cat6 m 210
1o | Dich vy trién khai He théng |

1.2. Yéu cau vé k¥ thuit

1.2.1 Yéu ciu chung:

Thiét bi chuyén mach switch va Access Point can dap tng cac yéu cau toi
thiéu duoc du kién dau tu nhu sau:

- Mbi trudng hoat dong: Thiét bi phai dugc thiét ké dé hoat dong trong moi
truong khic nghiét, ¢ thé dap ung vé cac tiéu chuan nhu nhiét 4o, d6 am, sc,
rung va nhiéu dién tur.

- Tinh 6n dinh: Thiét bi cin dam bao viéc két néi nhiéu thiét bi trong hé
théng lai voi nhau theo cdc mo hinh mang va van dam bao su 6n dinh cua hé
théng.

-Tbe do két ndi: Dua vao tinh chét cia hé théng, thiét bi phai dam bao dugc
tdc do ti da cho cac thiét bi trong hé théng.

- Tinh twong thich: Dam bao cac thiét bi phai twrong thich voi hé thong hién tai.

- Thoi gian thiét bi (Switch, Access Point): duoc hang hd trg con kéo dai
(>=5 nam)

1.2.2. Yéu ciu vé bio hanh

- Thoi han bao hanh: Chi tiét tai Muc 1.3. Danh muc hang hoa va yéu cau
k¥ thuat chi tiét.

- Phuong thirc bao hanh: Tryc tiép ngay khi tiép nhan thong tin vé 18i hodc
kho khan trong qua trinh str dung thong qua di¢n thoai, email, hodc cac phﬁn mém
hd tro truc tuyén tir xa. Truong hop khong khic phuc duoc s& bao hanh tin noi
trong vong 48 tiéng.

1.2.3. Yéu cau vé béo tri

Truong hop hét thoi han bao hanh, don vi cung céap thiét bi phai dam bao
cung cap dich vu bao tri khi chu dau tu c6 yéu cau.

1.2.4. Yéu cau vé hé tro sau trién khai

- Sau khi két thiic giai doan cai dat, don vi cung cp thiét bi phai c6 phuong
an ho tro truc tiép va lién tuc cho céc can bg cua chu dau tu trong viéc khai théc,
st dung va quan ly van hanh h¢ thong nham kip thoi xir Iy ngay van dé xuat hién
trong qua trinh van hanh, dam bao hoat dong lién tuc va an toan, 6n dinh sau khi
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hé thong dua vao st dung.

- Phuong thtrc hd tro: HJ tro tir xa hodc tai chd; don vi cung cép thiét bi c6
doi ngii hd trg, ¢ sb hotline hd tro.

1.3. Danh muc hang héa va yéu cau ky thuit chi tiét

- Nha thau phai c¢6 bang mé ta, so sanh dic tinh, théng s6 k¥ thuat ciia hang
hoa chao thau so véi yéu cau ky thuat tai Bang dudi day.

- Tét ca hang hoa dy thau phai ghi diy du cac thong tin sau: ching loai

(model/ky ma hiéu/nhéan hi¢u) (theo quy dinh cua nha san xudt); hang san xuat;
nudc san xuat (tén qubc gia, ving lanh tho).

- Nha t}lau cung cap~van ban cua nha san ,xuét hodc ctia nha phan phbi chinh
hang cam két/cho phép/ho trg nha thau cung cap dich vu bao hanh chinh hang doi
voi cac thiét bi yéu cau bao hanh chinh hang.

- C6 dinh keém tai li¢u k¥ thuat chiing minh (bao gf)m catalogue, bang dir

licu ky thuat (datasheet), huong dan sir dung, cac tuyén bd hodc xac nhan cua nha
san xuat, tiéu chuan ap dung, hodc céc tai liéu lién quan khac do nha san xuét phat

hanh). Nha thau phai c6 chi din cu thé trong tai liéu (highlight).

- Hang hoa méi 100% va san xuat tir nam 2025 tro lai day.

STT

Danh muc

Thong s6 ky thuit toi thiéu

Don vi
tinh

S6
lwgng

Thiét bi switch 48-
Port 10/100/1000
BaseT PoE+, 4 x
10G SFP+ Uplink
ports, 4 x 10G
SFP+ Stacking
ports (optics sold
separately) with
StandardSW.TAA
Compliant

- Chét luong méi 100%;

- Bdao hanh 03 nam theo ti€u
chuén nha san xuat;

- Port Types:

+ 10/100/1000  Ports:
10/100/1000 BASE-T;
+ SFP+ Ports: 4 x 1 GbE/ 10 GbE
SFP/SFP+ uplinks, 4 x 10 GbE
stacking/ uplink ports (optics sold
separately) with Standard
SW.TAA Compliant, (Tuong thich
v6i hé théng mang Juniper cia
BHTGVN, vong doi thiét bi con hd
trg trong 5 nam téi);

+ Console Port: 1

- Bo nho vabo vi xu ly:

+ Switching Engine Model: Store
and forward;

+ RAM: 4 GB with Error
Correcting Code (ECC) on all
models;

+ Storage: 8 GB on all models;

48-port




151

Danh muc Théng s6 ky thuit tdi thiéu Don vi S6
STT ,
tinh lwgng
+ CPU: 1.7 GHz ARM CPU on all
models.
- Hiéu nang:
+ Switching Capacity: 128 Gbps
(unidirectional)/ 256 Gbps
(bidirectional);
+ Quality-of-service (QoS)
queues/ port: 12 (8 unicast, 4
multicast);
+ MAC addresses: 64,000;
+ Jumbo frames: 9216 bytes;
+ IPv4 unicast/ multicast routes:
16,000;
+ ARP entries: 32,000.
- High Availability:
+ GRES for Layer 2 hitless
forwarding and Layer 3 protocols
on;
+ RE failover;
+ Graceful protocol restart (OSPF,
BGP);
+ Layer 2 hitless forwarding on
RE failover;
+ Nonstop  bridging: LACP,
xSTP;
Nonstop routing: PIM, OSPF v2
and v3, RIP v2, RIPng, BGP,
BGPvo6, IS-IS, IGMP v1, v2, v3.
- Chét luong méi 100%;
- Bao hanh theo tiéu chuan nha
san XUuat;
- Speed: Gigabit Ethernet;
- Transceiver Type: SFP;
Module quang 1G :Fr{a)rrl(s)c(:isi(\:/ter' Type: Optical ’
2 |cho cac thiét bi ’ Chiec 8

switch

- Connector: Duplex LC;

- Digital Optical Monitoring;

- Standards compliance
1000BASE-LX;

- Digital Diagnostic Monitoring:
Tx Power;

- Rx Power;
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Danh muc Théng s6 ky thuit tdi thiéu Don vi S6
STT ,
tinh lwgng

- Tx Bias Current;
Signaling rate, each lane: 1.25
Gbps.
- Chét luong méi 100%;
- Bao hanh theo tiéu chuan nha
san xuat;

Diy nhiy quang| Kiéu so1 quang: Pon mode, da

Singlemode LC-SC | ™98 o

3 \ < | - Dau noi phai: SC/ PC, loai soi | Soi 16
tr SW Access dén | .
ODF 1.5 m tuy chon Singlemode, MM 50/
’ 125, MM 62.5/ 125 um;
Pau ndi trai: FC/ PC, soi
Singlemode, MM 50/ 125, MM
62.5/ 125 um.
- Chét luong moi 100%;
- Bao hanh 03 nam theo ti€u
chuan nha san xuét;
- HO tro chuan 802.11ax:
+ 8x8 uplink/ downlink MU-
MIMO with eight spatial streams;
+ Uplink/ downlink OFDMA;;
+ PHY data rates up to 5.38 Gbps
(8x8 80 MHz or Dual 4x4 80+80
MHz on 5 GHz and 4x4 20 MHz
on 2.4);
+ Packet aggregation: A-MPDU
(transmit and receive), A-MSDU
4 Thiét bi Access | (transmit and receive); B6 3

Point

+ CSD support;

+ WPA3 support.

- Hoat dong bang tan: 2.4 GHz va
5 GHz;

- Téc d6 dir liéu: Lén dén 5.38
Gbps trén bang tan 5 GHz;

- Giao dién: 1 x 100, 1000, 2500,
5000 Multigigabit Ethernet (RJ-
45):

+ Management console port (RJ-
45);

+ USB2.0at4.5 W.

- B nhé hé théng: 2048 MB
DRAM, 1024 MB flash;
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STT

Danh muc

Thong s6 k¥ thuit tdi thiéu

Don vi
tinh

S6
lwgng

- Yéu cau ngudn dau vao:

+ 802.3at Power over Ethernet
Plus (PoE+), 802.3bt Universal
PoE (UPOE);

+ 802.3af PoE;

+ Power injectors.

HJ trg tinh ning twong thich véi hé
Wireless Controller hién c¢6 cua
BHTGVN dé quan tri Access
Point.

Phan mém Wireless
Controller License
(vinh vién theo thiét
bi)

- Quan 1y toan bd ciu tric chuyén
mach cua dudi dang mot thanh
phéan tap trung;

- Quan 1y va theo ddi hiéu suit,
hoat dong cua h¢ théng wifi;

- Cung cép quyén truy cip an toan
cho toan by nguoil dung trong hé
thong;

License

Tu rack 20U D600
canh lud1 mau den
W550 x D600

- Chét luong méi 100%;

- Bao hanh theo tiéu chuan nha
san XUuat;

- Thiét ké theo két cau thdo doi
thuan tién cho viéc déng goi, van
chuyén, lap rap;

- San xuit bing thép tim CT3
dugc phu son tinh dién dam bao do
bén vimg va tinh chdng gi;

Phu kién bao gdom: 01 quat gio, 04
banh xe + 04 chan ting giup dé
dang di chuyén va cd dinh tu.

Chiéc

PDU Universal 6 6
cam chuyén dung
cO Attomat

- Chét luong méi 100%;

- Bao hanh theo tiéu chuan nha
san xuat;

- Kich thuée: Chuén 19 inch;

- S6 6: 06 6 cidm 3 chiu chuan da
dung;

- Cocapngudn3 m (3 x 1,5 mm?2)
va dau cosse 1,5 mm;

Cong suit max 20 A.

Chiéc

Day dién ngudn 3C
X 4 mm?

- Chét luong moi 100%;
- Bao hanh theo ti€u chuan nha
san xuat;

40
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STT

Danh muc

Thong s6 k¥ thuit tdi thiéu

Don vi
tinh

S6
lwgng

- Vit liéu din: Pong;

- Chat liéu 16p cach dién bén
ngoai: PVC;

-S4 day va tiét dién cua day: 3 x
4 mm?;

- Phan loai day dan: Ldi nhiéu soi
dong;

- Loai: Day cép dién;

- S6 day: 3;

Tiét dién day: 4 mm>.

Cap quang
Singlemode 8FO

- Chét luong méi 100%;

- Bao hanh theo tiéu chuan nha
san xuat;

- Bén kinh cong nho nhét khi lip
dat: 20 1an duong kinh ngoai cua
cap;

- Bén kinh cong nho nhét sau khi
lap dat: 10 1an duong kinh ngoai
cua cap;

- Luc kéo 16n nhat khi lap dat:
2700 N;

- Luc kéo 16n nhat khi lam viéc:
1300 N;

Luc nén 16n nhét khi lap dat: 2000
N/ 100 mm.

45

10

ODF 8FO

- Chét luong méi 100%;
- Bao hanh theo tiéu chuan nha
san XUuat;
- Hop phdi quang ODF 8FO bit
rack;
- Chuén két ndi: SC/ UPC;
- Giao dién két ndi: 8 cong;
- S6 luong day han quang: 8;
- S6 luong adapter: 8;
- S6 luong co nhiét: 8;
- Suy hao chén: 0,2 dB;
Suy hao phan héi: UPC > 55 dB,
APC > 65 dB.

Chiéc

11

Day mang Cat6 cho
03 Wifi

- Chét luong moi 100%;

- Bao hanh theo tiéu chuin nha
san xuat;

- DPudng kinh diy din: 23 AWG;

210
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STT

Danh muc

Thong s6 k¥ thuit tdi thiéu

Don vi
tinh

S6
lwgng

- Cau trac 4 cip UTP;
Vo boc PVC.

12

Dich vu trién khai:

Dich vu trién khai:

- Dich vu trién khai cdu hinh toan
b6 hé thong;

- Bao hanh theo tiéu chuan nha
cung cép dich vu;

a) Lap dit va cai dit thiét bj
chuyén mach: 2 thiét bi:

* Lip ddt thiét bi chuyén mach:

- Nghién ctru tai liéu k¥ thuat va
tim hiéu thiét bi;

- Chuén bj dung cu, mat béng thi
cong;

- Lap dat thiét bi;

- PAau nbi cap dir liéu, nguén dién,
tiép dat;

- Kiém tra, hiéu chinh, xéc 1ap sb
liu;

- VEé sinh, thu don.

* Cai dgt thiét bi chuyén mach:

- Nghién ctru tai liéu ky thuat va
tim hiéu thiét bi;

- Chuén bi tham s cdu hinh, sao
luu s6 lidu;

- Cai dit cAu hinh thiét bi;

- Kiém tra, hiéu chinh, xéc 1ap sb
liu;

- Luu lai cAu hinh chi tiét.

b) Lip dit diém truy nhép
Wireless Lan: 3 thiét bj:

- Nghién ctru tai liéu k§ thuat va
tim hiéu thiét bi;

- Khdo sat mat bang lap dat thiét
bi;

- Pi day dén diém lip dat;

- Lap dat Wireless Access Point;
- Két ndi Wireless Access Point
v6i hé thong mang;

- Céau hinh Wireless Access Point
theo yéu cau, thiét 14p cac thong sb
bao mat;

Heé thong
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STT

Danh muc Thong s6 k¥ thuit tdi thiéu Don vi

So

tinh lwgng

- Kiém tra va chay thir hé thong;
- Hiéu chinh, xac 1ap s0 liéu;
- Ve sinh, thu don.

1.4. So' 6 ha ting cong ngh¢ thong tin tai Cha diu tu
1.4.1. M6 hinh tong thé hé théng

Cap quang 10G

Cap quang 16

Cap dong 1G

o
G z
% z
-,
° ko 5
N ] &
\ DRC & &
Ge0fo/3 & é(.
<2 &
HOQ-FW-DC-1G HO-RT-WAN &Q\
G@q@’z \G%‘\»
b5/ pglpm\
SR 5o
\
L =

Fortigate 9000 Fortigate 900D

HO-SW-SRV

SWA-XXX

5 s

M@ hinh tong thé hé thong két noi
1.4.2. Thiét ké hé théng thiét bi chuyén mach

Ha-sw-ex3300 (G
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Cép quang 1Gbps
Cap quang 10Gbps - 7?? 75 L, irb
S —
SWA.401 SWA-501 SWA-601 SWA-701 SWA-801 SO SWA-1001 SWA-1101 SWA-1201

|

A

- -~ -~ = — -~ =
= - ® A 4 - i - T

SR e
@ 4—-» HQ-SW-CORE-02
|

HQ-SW-CORE-01

4 =i | _— | &~ & F b} A —a
— P — t— — — — o —
SWA-402
SWA-502 SWA-602 TP SWA-802 Swason  SWA-1002 SWA-1102 SWA-1202

So do két noi vt Iy switch Access vé phong may chil.

M@ ta: tir tang 4:
- B6 sung 2 switch SWA-401, SWA-402 vao h¢ thong hién hanh, két noi

truc tiép vao switch core HQ-SW-CORE.

1.4.3. M6 hinh logic hé théng ning cdp wifi

INTERNET
= o -

[
o HQ-FW-01-02 S =
15 0 £
—-——— -

— — —

— — — —
— — — — — — — o=
O PR Pl — — —_ — T
SW-Tang 6 L -
- = WiFi-Tang 14
)’ﬁ“g/s / SW-Tahg 7 swiTang & SW-Tango SWiTang10  SW-Thng 11 e g
Wiri-Tang a S i
WiFi - Téng 5 WiFi-Tang 6 WIFi-Ting7  WiFi-Ting8  WiFi-Ting9  WIiFi-Tang10 WiFi-Tang 11 WIFi - Tang 12 WiFi - Tang 12A

MG hinh logic hé thong ndng cap wifi
Lap dat mai 3 thiét bi AP 01, AP 02, AP 03 tai ting 4 két n6i vao hé thong
wifi tap trung nham dam bao: truy cap wifi lién tuc cho can bo khi nhu ciu sir
dung wifi, hé thong wifi cung cip tin hiéu dam bao va on dinh, phan quyén cho
wifi dam bao an toan bao mat.
Cac vi tri wifi méi: AP 01, AP 02, AP 03.

Hé thong mang wifi:



 a— Access
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point |
Y a— Access "
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point / \
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! I;' Ha tang
Thiét bj mang
S ETTR=0 - (A [ ", ((ﬁb)
| Wi
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|
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So do két nbi logic hé thong Wifi

1.4.4. M6 hinh trién khai cai dat hé thong

TU RACK 20U
1U lODF
PATCH PANNEL48

1U
1U |8

02 SWITCH 48

Can ctr hién trang mit bang 1ap dat va cach bé tri, sap xép hién c6 1ap dit cac
thiét bi vao vi tri td nhu hinh v€ trén nham t61 vu khoang cach di day gitra cac
thiét bi.

Trong d6 tu dit tai ting 4, nham t6i wu khoang cach di day gitra cac thiét bi.

Trinh ty trién khai hé thong LAN, Wifi nhw sau:

- Lap dit ta rack;

- Lap dit ta phéi quang ODF;

- Lap dit cac thiét bi access point méi;

- Cau hinh cac thiét bi access point méi:

- Kich hoat license cho thiét bi ;
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+ Gan IP Tinh ;

+ CAu hinh tén,mat khau ;

+ Cai dat bang tan;

- Céu hinh thiét bi Switch:

+ Lép dat thiét bi 1én ta rack;

+ Két ndi module quang va day nhay vao thiét bi;

+ Céu hinh IP gan IP cho VLAN;

+ Gan cac cong hoic giao dién vao cac VLAN tuong tng;

+ CAu hinh bao mat va quan 1y truy cép;

+ Kiém tra va xac nhan ciu hinh va luu c4u hinh;

1.5. Cac yéu‘cﬁu‘vé dao tao hu’éfn~g dén sir dung, quan tri, vin hanh

Khong yéu cau veé dao tao hudng dan stir dung, quan tri, van hanh.

1.6. Thuyé't minh vé yéu ,cz“lu, dam bdo an toan thong tin

- Trién khai hang muc “Két n61i mang may tinh cac phong chirc ndng mo
rong tai Tang 4 Tru s& chinh Bao hiém tién giri Viét Nam” dam bao khong 1am
thay d6i thiét ké hé théng mang cia BHTGVN.

- Lép dat switch access, AP tai tﬁng 4 chi 1a bd sung, m& rong, két ndi
phuc vu nguoi dung ma khong 1am thay doi thiét ké hé théng mang tai TSC da
dugc phé duyét.

- Céc thiét bi mang dy kién mua sdm trang bi twong dong vé cau hinh, kha
nang chiu tai va do an toan vai cac thiét bi mang hién da duoc trang bi tai
BHTGVN

1.7. Yéu cau vé tai liéu, sin pham ban giao

- Tai liéu thiét ké (bao gom thiét ké tong thé, thiét ké k¥ thuat,...);
- Tai liéu giai phap trién khai, quy trinh trién khai;

- Tai liéu huéng dan sir dung;



