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Chwong V. YEU CAU VE KY THUAT
Muc 1. Yéu cau vé k§y thuit

1. Giéi thiéu chung vé goi thau

- Tén goi thau: Cung cap, trién khai thiét bi tudng lira cho phan ving mang
LAN toa nha TTDL An Khanh.

- Dia diém trién khai: Toa nha TTDL An Khanh (dia chi khu dit A5-THCT2,
khu d6 thi méi Lé Trong Tan, x4 An Khanh, Thanh phd Ha Ngi).

- Quy md: Cung cap, trién khai lap dit 02 thiét bi tudong lira tai TTDL An
Khanh dé bao vé va ting cuong an ninh bao mat cho phan ving mang LAN toa nha
TTDL An Khanh, dia chi khu dat A5-THCT2, khu d6 thi méi Lé Trong Tén, x3 An
Khanh, Thanh ph Ha Noi.

- Thoi gian thyuc hién goi thau: Toi da 1a 06 thang (bao gdm ca ngay nghi, ngay
18), ké tir ngay hop dong c6 hiéu lyc.

2. Yéu cau vé ky thuat

2.1 Yéu cau k¥ thuét chung

- Céc thiét bi tuong lra phai cta chinh hang san xut, méi 100%, dugc san
xuat t6i da khong qua 06 thang trudc ngay ky hop dong. Cac thiét bi phai co day du
cac gidy to chimg minh gém: Gidy chtng nhan chat lugng hang hoa cta hing san
xuat (CQ); tai liéu xac nhan bao hanh, hd tro k¥ thuit ctia hing san xudt; cac gidy to
chtrng minh ngudn goc xut xr cua hang hoa, van don (bill of lading), phiéu dong
g61 hang hoa (packing list).

- Céc thiét bi phan cing phai c6 day du phu kién di kém cung cac tai liéu k§
thuat vé thiét bi cuia Hang san xuat nhu: Céac Catalogue hodc dia chi cac Website ctia
Hang san xuét gi6i thiéu vé cong nghé tinh ning k¥ thuat cta thiét bi.

2.2 Yéu cau md hinh trién khai

Mo hinh dinh huéng trién khai cap thiét bi tuong lira bao vé phan ving mang

LAN toa nha TTDL An Khanh dugc mo ta nhu hinh sau:



Toa nha
TTDL An Khanh

Toa nha

C3 Phuong Liét Agribank

Core Network

Kénh két noi
——————————————————————————————————— . 2Site TTDL  ;-------=======mmmmmmmmmm e
COREC3SW 2 ™= CORE_AK_SW_01

i >
w

o li=3

0O O

=]

o

)

frm—————————————

_________________________

?

LAN_C3_FW_FortiGate ‘| | Firewall01 High Firewall 02
High |
R Availability AR

LAN_C3_SW_DIS
(Virtual Switching System)

LAN_AK_SW_DIS
(Stacking Virtual)

- Cap thiét bi twong ltra dau tw mai trién khai nam gitra cdp Switch Distribution
va cap thiét bi Core Switch tai TTDL An Khanh, nham bao v¢ va dam bao an toan
bao mat riéng cho phan ving mang LAN toa nha TTDL An Khénh.

2.3 Yéu cau ciu hinh k§y thut chi tiét

Bang yéu cau thong sé ki thuét tdi thiéu hodc twong duong

Yéu ciu k§y thuit tdi thiéu hoic

STT Noi dung twong dwong

S6 lwong

Thiét bi twong lira cho phian viing mang LAN toa nha TTDL An Khanh | 02 chiéc

— 2 x USB Ports

— 1 x Console Port (RJ45)

— 1 x GE RJ45 MGMT Port

— 1 x GE HA/Sync Port

— 8 X 1Gbps RJ45 ports

— 4 x 10/25Gbps SFP+/SFP28 ports

1 | Interfaces

2 | Transceiver 04 x 25GBASE-SR SFP28

3 | Storage Capacity 480GB
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Yéu ciu ky thuit t6i thiéu hoi .
STT Néi dung €u cau ky thuat toi thiéu hoac $6 lwong
twong duwong
Threat Protect Throughput hoac
4 : -1
Threat Prevention Throughput 0 Gbps
5 | NGFW Throughput 11.5 Gbps
6 | IPS Throughput 14 Gbps
7 | Coneurrent 8 million
Sessions/Connections
. hos
g New S_ess10ns/Sec0nd oac 355,000
Connections/Second
— Application Control
9 | Feature — Threat Protection: IPS, Anti-virus
— IPsec VPN, SSL VPN
10 | High Availability Active-Active, Active-Passive
— Dual power supply
11 | Power Supplies — 200V to 240V AC, 50Hz — 60Hz
— Patch Cord C13-14

2.4 Yéu cau vé ban giao va lip dit trién Khai thiét bj

- Pia diém ban giao, kiém tra, 1ip dit va nghiém thu: Trung tdm Cong nghé
thong tin - Khu dat A5-THCT2, khu d6 thi moi Lé Trong Téan, x3 An Khanh, Thanh
phd Ha Noi.

- Nha thau chiu trach nhiém van chuyén, bao hiém hang héa (néu c¢6). Cung
cap day du phu kién nhu: cap mang, day nhay quang, ddy ngudn, v.v... ¢ dam bao
lap dit, tich hop thiét bi vao hé théng mang Agribank.

- Nha thau phai ldp dat, trién khai tich hop cac thiét bi twong lira vao hé thong
mang Agribank (tich hop véi phan ving mang LAN toa nha, tich hop véi hé thong
SOC, tich hop voi hé thong quan 1y chinh sach?, v.v...). C4u hinh chinh sach an ninh
mang bao vé ngudi dung va cac hé théng tai phan ving mang LAN toa nha Trung
tam dir liéu An Khanh.

- Nha thau phai huéng din va chuyén giao ddy du tai liéu mo ta ky thuat,
huéng dan quan 1y van hanh thiét bi.

- Nha thau ¢6 trach nhiém chiju toan bo chi phi lién quan dén viéc trién khai,

van chuyén, lrflp dat, cau hinh, chay thir va ban giao hé théng.

1 Tich hop va ddng bo duoc véi hé thdng quan Iy chinh sach céc thiét bi twong lira mang LAN Trung thm CNTT
FortiGate hién tai ctia Agribank.
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2.5 Yéu cau vé bao hanh va hd tro xir Iy ky thuat

a) Cac cong viéc bao hanh va hd trg ki thuat

- Nha thau phai cung cap dich vu bao hanh va hd tro k¥ thuét caa chinh hang
san xudt (bao gom ca tai khoan hd tro ki thuat). Nha thau phai ndp tai liéu chung
minh hang héa duoc bao hanh va hd tro ki thuat ctia chinh hing san xuat trong sudt
tho1 gian bao hanh trudc ngay nghi¢ém thu hang hoa.

- Nha thau phai to chirc bao hanh, hd tro k§ thuat va xu 1y su cb trong sudt
thoi gian bao hanh. Nha thau phai thay thé, stra chita khic phuc su ¢b thiét bi, truong
hop cac thiét bji phan cimg bi hong khong khéc phuc duoc ngay ma phai chuyén vé
héng san xuat bao hanh thi Nha thau chiu trach nhiém thay thé thiét bj khac tuwong
duong trong subt qua trinh sira chira, bao hanh dé dam bao hé thong mang cua
Agribank khong bi gidn doan.

- Thiét bi thay thé bao hanh phai dam bao cia chinh hing san xuat, tuong
duong vé chung loai, thong s k¥ thuat, c¢6 gidy to chimg nhan chat luong san pham.
Nha thau phai dam bao Agribank khong phai tra thém bat ky mot khoan chi phi nao
khac d6i véi thiét bi, vat tu thay thé trong sut thoi gian bao hanh.

- Trong thoi gian bao hanh va hd tro k¥ thuat, cac thiét bi phai c6 quyén cap
nhat (khong tinh phi) cac phién ban hé diéu hanh, cac chirc ning méi (néu co), cac
ban nang cap va cac ban va méi nhét theo khuyén nghi cia hang san xuat. Dinh ky
hoac khi c¢6 yéu cau cuia Agribank, Nha thau phai thuc hién viéc cap nhat cac phién
ban hé diéu hanh, cac ban nang cap va cac ban vé theo khuyén nghi ctia hang san
Xuat.

- Thoi gian giai quyét sy cd: Ké tir khi nhan duoc thong bao cua Agribank
(dién thoai, email, fax, van ban). Nha thau phai c6 mat tai noi lap dat/cai dat thiét bi
trong vong 4 gio dé lén phuong an khic phuc su c¢d; dich vu tiép nhan yéu cau hd
tro xtr 1y su ¢d cia Nha thau ludn phai dap tng 24x7.

b) Thoi gian va dja diém bao hanh

- Thoi gian bao hanh: Cac thiét bi duoc bao hanh tdi thiéu 03 (ba) nim theo
tiéu chuan chinh hang san xuat ké tir ngdy nghiém thu va dua vao st dung.

- Dia diém bao hanh: Cac thiét bj dugc bao hanh tai dia diém lap dit thiét bi.

Muc 2. Ban vé

Khong co

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thtr nghiém can tién hanh gdm cé:
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- Kiém tra s6 luong, gidy to chimg nhan xuat x&r hang hoa va gidy to chtng
nhan cht luong cua thiét bi trude khi 1ap dit.

- Kiém tra, chay thtr thiét bi trudc khi dua vao sir dung: kiém tra truc tiép trén
thiét bi, qua catalogue, qua giao dién quan trj cta thiét bj va cac kich ban thir nghiém
khac (néu c6) dé dam bao hang hoa co thong sd ki thuat va tinh ning dap tmg cac
yéu cau cua Hop dong, E-HSMT va E-HSDT.

- Bét ky hang hoa nao qua kiém tra va thir nghiém ma khong phu hop véi dic
tinh k¥ thuat theo hop dong thi Chu dau tu c6 quyén tir chbi va Nha thau phai co
trach nhiém thay thé bang hang hoa khac hoic tién hanh nhiing diéu chinh can thiét
dé dap tmg dung cac yéu cau vé dic tinh k¥ thuat. Trong trudong hop Nha thiu khong
c6 kha nang thay thé hay diéu chinh cac hang hoa khong phu hop, Nha thau sé& bi
phat vi pham hop dong theo quy dinh.

Moi chi phi phét sinh (néu ¢6) trong qua trinh kiém tra, thir nghiém do Nha thau
chiu.



