CHUONG V. PIEU KHOAN THAM CHIEU
I. Gi6i thiéu vé géi thau:
1. M ta khai quat vé Dy 4n va géi thau
1.1. Khai quat vé Dy 4n
- Du 4n: Bb sung Module dich vu dién gia ting 24/7 vao hé théng quan tri
quan hé khach hang (CRM) va Hé thdng cham séc khach hang tu dong giao
tiép truc tuyén trén internet giai doan 2 (Chatbot 2).
- Muc tiéu thuc hién: Kiém tra, danh gia an toan thong tin; Panh gia phat hién
ma doc, 16 hong, diém yéu, thir nghiém xam nhép hé thong.
1.2. Khai quat vé goi thau
Tén Go6i thau: Goi thau 02: Ra sodt An toan an ninh thong tin
Hinh thic lya chon nha thau: PAu thau rong rai qua mang
Ngudn vén: Khiu hao co ban
Phuong thirc dau thau: Mot giai doan, hai tai hd so
Thoi gian bét dau tb chirc lya chon nha thau: Thang 3/2026
Thoi gian t6 chire lya chon nha thau: 45 ngay
Hinh thirc hop dong: Tron goéi
Thoi gian thuc hién géi thau: 60 ngay

2. M6 ta muc dich tuyén chon nha thau

- Viéc tuyén chon nha thdu nhim cac muc dich:

+ Lua chon duoc nha thau cé du nang luc va kinh nghiém, dap Umg cac yéu
cau ctia Bén moi thau dé thuc hién Kiém tra, danh gia an toan thong tin; Banh
gla phat hién ma ddc, 16 hong, diém yéu, thir nghiém xam nhap hé thong
phan mém “Bé sung Module dich vu dién gia ting 24/7 vao hé théng quan
tri quan hé khach hang (CRM) va Hé théng chiam séc khach hang tu dong
giao tiép truc tuyén trén internet giai doan 2 (Chatbot 2)” trén co s¢ canh
tranh, cong bang, minh bach va hiéu qua kinh té.

+ Dam bao an toan théng tin va dua ra cac canh bao trong qua trinh khai thac
va van hanh hé thong “Bd sung Module dich vu dién gia ting 24/7 vao hé
thdng quan tri quan hé khach hang (CRM) va Hé théng chim séc khach
hang tw ddng giao tiép truc tuyén trén internet giai doan 2 (Chatbot 2):

e Phan tich két qua do quét, x4c minh 15 héng tim duoc va tdn cong kiém
thir xam nhap;
o Dénh gid mirc d6 nguy hiém ctia cac 16 hdng, cac thanh phan bi anh hudng
e Béo cao, phan loai 16 héng. Phdi hop hd tro khic phuc céc 16 hdng
e Sau khi cac 18 hong di dugc khéc phuc, tién hanh tai danh gia cac 16 hong
da tim dugc trén cac muc tiéu dé dam béo cac 15 hong da duoc khic phuc
hoan toan, khong thé bi khai théc.
II. Pham vi cong viéc:
1. Pham vi cong viéc nha thau
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- Paénh gia kiém thir an toan thong tin mic ha ting (VAPT — Vulnerabilty
Assessment Penetration Testing):
+ Tudng ltra tng dung.
+ May chu hé thong tng dung: App, API va co s& dit liéu Database.
- Danh gia an toan thong tin mirc ing dung (AST - Application Security
Testing):
+ Ung dung web
+ API két ndi dén cac ung dung dich vu
- Pénh gia an toan ma ngudn ung dung:
+ FrontEnd: Web.
+ Backend: API, cac service.

2. Nhiém vu cu thé nha thau cin thwe hién nhw sau:

TT Hang muc

Panh gia an toan thong tin hé thong Module dich vu dién gia ting 24/7
CRM va Chatbot 2

1 | Khdo sat thu thap thong tin va xiy dung ké hoach kiém tra dinh gia
1.1 | Khao st thiét ké
1.2 | Khao sat ing dung

1.3 | Khao sat ha tang cong nghé thong tin

, .r « R A ~ A , r . s \ A 3rA A 5
Panh gia diem yeu ma nguon wng dung: danh gia toan bo diém yéu cua
cac usecase va Bao cdo cia phan mém

Danh gia diém yéu va kiém thir xam nhap cho wng dung (web, mobile
3 neu ¢6): danh gia toan bo diém yéu cuia cic usecase va Béo céo clia phan

mém

4 Panh gia diém yéu va kiém thir xim nhip cho may chi: 06 may chu
CRM, 06 may chu Chatbot

5 | Danh gid diém yéu va kiém thir xdm nhip cho Co s& dir ligu
(Database): 03 may chu DB CRM, 02 may chi DB Chatbot

6 Téng hop két qua cic diem yéu/156 hdng ton tai trén toan hé thong va

khuyén nghi khic phuc cac 16 hong
2.1. N§i dung thue hién
Danh gi4 dam bao an toan thong tin cho hé thng cap d6 2:

TT Hang muc Ponvi | S6lwong

I | P4nh gis an toan théng tin hé thong
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TT

Hang muc

Don vi

S6 lwong

Kiém thir hé thong twong lira ing dung

Kiém tra, danh gia c4u hinh quan tri

Kiém tra, danh gid cAu hinh chung: phién ban,
16 hong cua thiét bi

Kiém tra, danh gia cdu hinh chinh sach tai
khoan

Thiét bi

02

Kiém thir hé thong may chi

Kiém tra ban va hé diéu hanh

Kiém tra, danh gia cAu hinh cip nhat hé diéu
hanh

Kiém tra cac cdu hinh chinh sach noi bd (local
policy)

Kiém tra, ddnh gia cu hinh chinh sach tai
khoan

Kiém tra chinh séch két néi quan trj

Kiém tra cdu hinh log, gidm sat

May chu

12
(6 CRM,
6 Chatbot)
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Danh gia an toan thong tin &rng dung

Ung dung trén nén tang web

Kiém tra Quan 1y cdu hinh & trién khai
Kiém tra Quan 1y dinh danh

Kiém tra X4c thuc

Kiém tra Phan quyén

Kiém tra Quan Iy phién

Kiém tra Sang loc dit liéu dau vao

Ung dung

02

Ung dung trén nén tang mobile

Kiém tra luu trix di liéu

Kiém tra ma héa

Kiém tra x4c thuc cuc bd

Kiém tra giao tiép mang

Kiém tra twong tdc nén tang Ung dung
Kiém tra chit lugng ma ngudn va cu hinh

Ung dung

01




TT Hang muc Pon vi S6 lwong

API irng dung

- Kiém tra quan ly céu hinh va trién khai
- Kiém tra chimg thuc & quan ly phién
3 | - Kiém tra phan quyén

- Kiém tra cho ché ma hoa & ky API

- Kiém tra sang loc dir liéu dau vao

Hé thng 01

- Kiém tra logic nghiép vu

III | Panh gis an toan ma ngudn iing dung

- Kiém tra Sang loc dir lidu dau vao

- Kiém tra An toan dit li¢u dau ra

- Kiém tra Xéc thuc & Quan Iy mat khau
Kiém tra Quan ly phién M3 ngudn 02
- Kiém tra Quan ly truy cép

- Kiém tra Thuat toan ma hoa

- Kiém tra Co ché xir Iy 16i & Ghi nhat ky

2.2. Cac phuwong phap danh gia:

2.2.1. Phuong phap d4nh gis an toan thong tin hé thong

> Pham vi danh gia:

STT
1 |D4nh gi4 an toan thong tin hé thong
1.1

Hang muc Mo ta

- Thuc hién ra soat toan bd may chu, do quét
diém yéu ha tdng mtc mang (OS, service
port, platform), phan tich diém yéu dé lén
kich ban va thuc hién tin cong cac 16 hong

b1 | 4 ; be g A
Do quét 16 hong bao mat
b A > A ~
va kiém thir xam nhap,

A r
cu thé ciac hang muc sau:

- May chu ing dung. : ° ]
- May chu co s& dit lidu. | sau khi duge phé duyét.
- May chu API - Thuc hién danh gia cau hinh bao mat hé

théng may chu, CSDL theo tiéu chuan CIS.

1.2 | Do quét 16 hdng bao mit | Thuc hién ra soat thiét bj thiét bj tudng lira

va kiém thir xim nhap hé

thong mang, bio mit, cu

thé cac hang muc sau:

- Thiét bi tuong lira tmg
dung.

tmg dung, do quét diém yéu ha tang mirc
mang (OS, service port, IP protocol), phan
tich diém yéu dé Ién kich ban va thuc hién
tan cong cac 16 héng sau khi duoc phé
duyeét.

Thuc hién danh gia ciu hinh bao mat hé
théng mang, bao mat theo tiéu chuén CIS.
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> Cach thuc dénh gia:

St dung két hop Technical Guide to Information Security Testing and
Assessment (SP 800-115) cua Vién ti€u chuan va cong nghé Hoa Ky (NIST),
Open- source Security Testing Methodology Manual (OSSTMM) va ti€u chuan
CIS Benchmark cua Center for Internet Security cho viéc kiém soat danh gia diém
yéu cac thanh phan trong hé thong nhu may chu, thiét bi mang.
> Cong cu str dung:

- Caéc cong cu thu thap thong tin:

Con :
Stt Cong viéc thuc hién cu si’% Két qua thu dwoe
1 |Do quét cac cong dich vu Nmap |Danh sich cong mo
Netcat,

Xac dinh phan mém, phién

; A : Telnet, |Danh sach cong ma, dich vu su
2 |ban phan mém cua cong dich

Nmap, |dung, phién ban phan mém

i Nessus

3 |Xdc dinh hé diéu hanh, phién| Nmap, |Hé diéu hanh/Phién ban hé diéu
ban h¢ diéu hanh Nessus |hanh (OS) cta ting muc tiéu

- Céc cdng cu do quét:

Stt Congh\./':gc the Cong cu sit dung Két qua thu dwge

i€n
I D(‘), quét, bé khoa mat| Hydra, Ncrack,|Danh sach muc tiéu, tai

khau Core Impact khoan bi khai

Metasploit, Public|Danh sach 16 héng di khai
exploit (exploitdb, thac dugc, minh chimg cho
security forcus, ...),|viéc khai thac thanh cong
custom scripts (PoC)

2 | X4c nhan céc 16 hong

Metasploit,

Leo thang dac windows- privesc-
quyén check, unix-
privesc-check, other

Céc 156 hong dén t6i leo thang
dac quyén, dir liéu lay dugc
qua viéc khai thac 16 hong

2.2.2. Phuwong phap danh gia biao mat ing dung Web:
> Pham vi danh gia:

STT Do quét 16 hong bao mit va kiém thir xAm nhap cho ing dung

- Thuc hién do quét diém yéu va
kiém thtr xAm nhap muc tng dung
(theo OWASP) cho cac ung dung
web-based dugc két ndi qua

Internet va stir dung ndi bo

Do quét 16 hong bao mat va kiém thur
xam nhap hé thong




> Céach thie danh gia:

Thyc hién Péanh gia bao mat tmg dung Web-based dua trén co s& Top 10 cac 16
hong thuong gap duoc dinh nghia badi to chirce OWASP. Theo OWASP Testing

Guide V4, cac nhém danh gia bao gom:
- Thu thap thong tin

- Kiém tra Quan ly cau hinh & trién khai

- Kiém tra Quan ly dinh danh

- Kiém tra Xéc thuc

- Kiém tra Phan quyén

- Kiém tra Quan ly phién

- Kiém tra Sang loc dir liéu dau vao
- Kiém tra Co ché xur ly 16i

- Kiém tra Thuit todn m4 héa

- Kiém tra Logic nghiép vu

- Kiém tra Xir Iy phia nguoi ding

> Coéng cu thuc hién do quét

STT Cong v.iaéc
thue hién

Cong cu sir dung Két qua thu dwoge

Thuthdp  |Nmap, Burpsuite, dirbuster,[- Danh sich framework,
thong tin whatweb, whatcms

- Danh sach céc cong dich
vu chay ing dung web

nén tang dugc su dung
tuong Ung voi ting ung
dung web

Xac  minh|Metasploit,

nhap trién khac

Burpsuite| Danh sach 16 hong da khai
diém  yéu,|Professionals, SQLmap, va céc|thac dugc, minh chung cho
kiém thtr xap|cong cu ma ngudn md, tu phat|viéc khai thac thanh cong

(PoC)

2.2.3. Phuong phap danh gia bio mat img dung Mobile:

> Pham vi danh gia:

Stt | Do quét 16 hong bio mit va kiém thir xAm nhéip cho rng dung Mobile

dong (10S, Android)

1 |Do quét 16 hdng biao mat va kiém thir
xAm nhap hé thong trén thiét bi di

- Thyc hién do quét diém yéu va
kiém thir xdm nhép muc Gng dung
(theo OWASP) cho céc tng dung
trén thiét bi di dong duoc két ndi

> Cach thirc danh gia:

qua Internet va su dung noi bo.
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Thyc hién Panh gia bao mét ung c}ung Mobile dua trén co so Top 10 cac 16 héng
thuong gap dugc dinh nghia bai t6 chire OWASP. Theo OWASP Mobile Testing
Guide, cac nhdm danh gia bao gom:

- Kiém tra Luu trit dit ligu
Kiém tra M4 hoa
Kiém tra Xéc thuc cuc bd

Kiém tra Giao tiép mang
Kiém tra Tuong tac nén tang tmg dung

Kiém tra Chat lugng ma ngudn va cau hinh

Kiém tra Kha ning chdng dich ngugc
Kiém tra Logic nghiép vu

> Cong cu thuc hién do quét:

STT C_‘i“g Cong cu sir dung Két qua thu dwoge
viec thue

- Danh sach cac cong dich
vu chay Umg dung web
Thuth8p |Nmap, Burpsuite, dirbuster,|- Danh sich framework,

1 3
thong tin | whatweb, whatcms nén tang dugc su dung
tuong ung voi tung Ung
dung web
Xac  minh| Metasploit, Burpsuite| Danh sach 16 hong da khai
) diem yeu,|Professionals, SQLmap, va cac|thac dugc, minh chimg cho

kiém  tho|cong cu md ngudn mo, tu phét|viéc khai théc thanh cong
xap nhap |trién khac (PoC)

2.2.4. Phuwong phap danh gia bao mat API ing dung:

> Pham vi danh gia:

STT Do quét 16 hong bio mit va kiém thir xim nhip cho API ing

1 | Do quét 156 hong bao mat va kiém thir| Thuc hién do quét diém yéu va
xdAm nhip ing dung API kiém thr xdm nhép micc API
(theo OWASP) cho cac API dugc
két nbi qua Internet va st dung noi

LA

> Cach thuc danh gia:
Thuc hién Panh gia bao mat ung dung API dya trén co s6 Top 10 céc‘lé héng thuong
gép dugc dinh nghia bai to chuc OWASP. Cac budce danh gia bao gom:
- Thu théap thong tin
- Kiém tra quan ly cdu hinh va trién khai
- Kiém tra chting thuc & quan 1y phién

- Kiém tra phan quyén /
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- Kiém tra co ché ma hod & ky API
- Kiém tra sang loc dit lidu dau vao
- Kiém tra logic nghiép vu
> Cong cu thuc hién do quét:

STT C.(:ng Cong cu sir dung Két qua thu dwge
viec thue

- Danh sach cac cong dich
vu chay tng dung web
Thuthdp |Nmap, Burpsuite, dirbuster,|- Danh sich framework,

thong tin | whatweb, whatems nén tang duoc st dung
tuong Ung voi ting ung
dung web

X4c minh|Metasploit, Burpsuite| Danh sach 16 hong da khai

diém  yéu,|Professionals, SQLmap, va cac|thac dugc, minh chimg cho
kiém  thu|céng cu ma nguon ma, tu phat| viéc khai thac thanh cong
xap nhdp  [trién khéc (PoC)

2.2.5. Phuong phap danh gia an toan ma ngudn trng dung:

> Pham vi danh gia:

Stt Do quét 16 hdng bio mit va kiém thir xAm nhap cho ting dung

1 |Panh gia an toan ma ngudn |- Thuc hién danh gia an toan ma ngudn
ung dung: ung dung cho cac ung dung dugc két
noi qua Internet va su dung ndi bd

> Cach thirc danh gié
Viéc Panh giad ma nguén tng dung nhém dén x4c dinh céc 101 bao mat cua ung dung
khong thé phat hién thong qua cac phuong phéap danh gia truyén thong Ngoai ra viéc

danh gia ma nguon con giup dam bao céc co ché, phuong phap kiém soat theo céc
tiéu chudn, thuc tién tét nhat dugc 4p dung dé giam thiéu céc rti ro co thé xay ra.

Thuc hién Pénh gia ma ngudn tmg dung dua trén co s cac thuc tién t6t nhat vé lap
trinh an toan (OWASP Secure Coding Practices) dugc dinh nghia boi t6 chirc
OWASP.

3. Du kién thoi gian chuyén gia bit dau thye hién dich vu tu van:
- Thoi gian du kién thuc hién: Sau khi hop ddng c6 hiéu luc
II1. B4o cdo va thoi gian thuc hién:
> Céf: bao cdo s& cung cap thong tin chi tiét cho cac hang muc danh gid bao gbm
02 phan chinh:
- Béo cao téng quan:
+ Tong quan dy an: Pham vi va phuong phap danh gia.

%5/
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+ Théng tin tdng quan: Tém luge cac 16 hong va kich ban tan cong co thé
thuc hién.

+ Théng ké: Danh sach céc 16 hdng, murc dd nghiém trong va khuyén nghi.

- Béo cdo chi tiét ky thuat:

+ Phuong phap: Céch thirc phat hién 15 hong (mé ta phuong phaptin céng,
ma khai

+ thac) va cac cong cu thuc hién.

+ M0 ta 16 hong va méi de doa.

+ Anh huéng: Cac anh hudng cé thé xay ra khi 16 héng  bi khai thac (bao
gbém anh hudng dén hoat dong ctia doanh nghiép).

+ Phén loai mic do nghiém trong: Thép, Trung Binh, Cao hay Nghiém
Trong dya trén muc dd anh huong va kha nang bi khai thac.

+ Céc phat hién va bang chimg khai thac: hinh anh, video, cic géi tin bat
duoc.

+ Khuyén nghi: Phuong phap v4 15 hdng, tham chiéu dén giai phap chinh thirc
ctia OWASP va cu thé cho hién trang cua khach hang.

> Céc mau béo cdo chi tiét:

THONG TIN RUI RO

Nhém LO HONG MAY CHU WEB
CVE CVE-2014-0160

CVSS

L3 hdng Heart Bleed (cve-2014-0160) 14 16 héng trong phan
mo rong TLS/DTLS Heartbeat (RFC6520) cua OpenSSL,
mét thu vién pho bién sir dung cho SSL/TLS

L6 hong nghiém trong nay da dugc gan ma sé ID CVE-2014-
Mo ti 0160, cho phép ké tan cong c6 thé doc duoc 64kB trong bo
nhd ciia may chu hodc mot may tinh dang van hanh phién ban
OpenSSL bi 16i. N6i mot cach dé hiéu, thong qua 16 héng nay
ké tAn cong c6 thé danh cip duoc cac chia khoa ma héa
private keys, mat khiu va cac thong tin bi mat tir xa

(remotely).
Mikc dd NGHIEM TRONG
Anh huéng CAO KHA NANG XAY RA |CAO

Khuyén nghi  |Cap nhét Open SSL 1én phién ban 1.0.1g

http://heartbleed.com/

Tham: chida https://www.openssl.org/news/secadv/20140407.txt

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-

0160
A



CHI TIET VE RUI RO

Chirc nang SSL/TLS
Anh huéng news.abc.com.vn:443

Ké tan cong c6 thé doc duoc 64kB trong bo nhé clia méy chi
Kich ban web bao gom ca nhiing thong tin nhay cam cua tmg dung nhu

thong tin dang nhap va cac dit liéu quan trong

Khuyén nghi

Cép nhat Open SSL Ién phién ban 1.0.1g hoic cap nhat phan
mém Web Server lén phién ban st dung thu vién OpenSSL
khong bi [0 hong bao mat

Piéu kién

Nguoi Dung Khach/Guest

> Mau bdo c4o kiém thir xdm nhap tng dung

THONG TIN LO HONG

Nhom

KIEM TRA AN TOAN DU LIEU DPAU VAO

Chtrc ning chua loc ki dau vao tir ngudi dung. Ké tan cong

M6 ta ¢6 thé chén céc script ddc hai nham dénh c:flp cookie, session
hodc lam ban dap dé thuc hién cac ki thuat tan cong khac.

Mikrc d§ NGHIEM TRONG

Anh huéng CAO KHA NANG XAY RA CAO

Khuyén nghi

Nguyén nhéan dan dén 16 hong SQL Injection do trong qua
trinh tao thanh cau truy van tir cac tham so dau vao, nha phat
trién ndi chudi cac tham sb truc tiép vao cau truy van, khién
cho céac doan SQL dugc chén thém va thuc thi. Vi vay dé khic
phuc can thuc hién theo mét trong nhiing cach sau: 4p dung
cho timg ngdn ngf, thu vién lap trinh c6 hd tro cac ham safe
query sql, truyén gié tri theo tham s6 (parameterized query)
hodc phai lam sach dit liéu dau vao. Céac hudng fix:

Option #1: Use of Prepared Statements (Parameterized
Queries) Option #2: Use of Stored Procedures (tranh nbi
chudi trong Store) Option #3: Escaping all User Supplied
Input

Tham chiéu

https://www.owasp.org/index.php/SQL_Injections
Cheatsheet:
https://www.owasp.org/index.php/SQL_Injection_Preventio
n_Cheat Sheet

THONG TIN CHI TIET LO HONG

Chirc nang

View (News)

URL

http://localhost:8088/abc/view.php?id=1

A
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Ké tan cong co thé loi dung 16 héng nay thuc thi cau truy véfm
Kich bin o CSDI\_, va tién hanh trich xuat dir liéu trong do. Cé.thé lay
) duge day du dir liéu theo pham vi quyén han cua tai khoan
dang st dung dé két n6i CSDL.
Tham s6 ID
Piéu kién Anonymous User
GET
/abc/view.php?id=0%20union%20select%
201,version(),3,current_user HTTP/1.1 Host: localhost:8088
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64;
rv:44.0) Gecko/20100101 Firefox/44.0 Accept:
ADDEELGNAL text/html,application/xhtml+xml,application
/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5 Accept- Encoding: gzip,
deflate
Cookie: PHPSESSID=tvhni9ho7qu00k37gh77iqtatl
200 OK
Date: Fri, 06 May 2016 07:46:51 GMT
Server: Apache/2.4.18 (Unix) OpenSSL/1.0.2g
PHP/7.0.5 mod_perl/2.0.8- dev Perl/v5.16.3 X-Powered-By:
PHP/7.0.5 Expires: Thu, 19 Nov 1981 08:52:00 GMT
HTTP/1.1 Cache-Control: no-store, no-cache, must- revalidate Pragma:
no-cache
Content-Length: 4053
Keep-Alive: timeout=5, max=100 Connection: Keep-
Alive
Content-Type: text/html; charset=UTF-8

> Thoi han ndp bao cao:

- Bd4o cdo danh gia cho mdi hé thong: Khong quéa 05 ngay ké tir ngay hoan
thanh ddnh gi4d cho mdi hé thdng nha thau c6 trach nhiém giri Béo cdo két
qua danh gia va hudng dan khéc phuc céac 16 hong da phat hién cho toan bd
céc hé théng duogc danh gia.

- Bdo cdo két qua tai danh gia cho m&i hé thong: Trong vong 05 ngay ké tir
ngdy nhan dugc yéu cau tai danh gia cac hé thong, nha thau c6 trach nhiém
glri Béo cao két qua tai danh gia cho hé thong phan mém do.

IV. Kinh nghiém va nhéin s ciia nha thau:
1. Niing lwe kinh nghiém ciia nha thau:
Diép mg quy dinh tai Muyc 2. Tiéu chuan danh gia vé ky thuat, Chuong III cta E-

HSMT.
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2. Yéu cau ve nhan su:

Pap tmg quy dinh tai Muc 2. Tiéu chuan danh gia vé k§ thuat, Chuong I1I ctia E-
HSMT

V. Trach nhiém ciia Chi du tu:

Giam sét, kiém tra va don déc Nha thau thuc hién géi thau.

Phéi hop v&i Nha thau tién hanh nghiém thu céc cong viéc, nghiém thu hoan
thanh géi thau theo quy dinh.

Cung v6i Nha thau giai quyét céc vudng méc phat sinh trong qua trinh thuc
hién.
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