CHUONG V. YEU CAU VE KY THUAT
I. Giéi thiéu chung vé dw an va géi thiu
- Tén goi thiu: cung cap hé thong chuyén mach 15i (core switch)

- Dia diém thyc hién: Bénh vién Pai hoc Y Duge Thanh pho H6 Chi Minh: Co s 1:
215 Hong Bang, phuong Chg Ldn, Thanh phd H6 Chi Minh

- Thoi gian thyuc hién goi thau: 10 thang
II. Yéu ciu ky thuit

A. Yéu ciu chung

1. Thiét bi chuyén mach core cho viing campus
Noi dl:ng yéu s
cau
L. Yéu chu chung | - S8 luong céng két ndi: c6 > 60 cong 10/25/50G Gigabit Ethernet

va >4 cong 40/100/200/400G Gigabit Ethernet
- Kha ning chuyén mach: > 9.2 Tbps
- Kha nang forwarding rate: > 8 Bpps
- S6 lugng MAC address: > 256,000
- Téng s6 lwong IPv4 Route: > 2,000,000
- Téng sb luong IPv6 Route: > 1,000,000
- Téng s6 lwong IPv4 Multicast Route: > 32,000
- Téng sb luong IPv6 Multicast Route: > 16,000
- S lugng Security ACL (v4/v6): > 8,000/4,000
- B6 nhd DRAM: > 32 GB
- Layer 2
- Layer 3: Routed Access (RIP/RIPv2, OSPF — Ién dén 1000
routes)
- PBR
- PIM Stub Multicast (1&n dén 1000 routes)
Tinh . néng - VRRP
2 cl}uyen mach co | CDP hoic LLDP

ban

- QoS

- 802.1x hodac RADIUS/ TACACS+
- Macsec-128 hoac AES-256-GCM block cipher
- CoPP
- SSO hoic stateful fault containment (SFC)

STT M5 ta ky thuat

- BGP

- HSRP/VRRP
Tinh nang | - IS-IS

chuyén mach | - MSDP

nang cao -PIM SM

- PIM SSM

- PIM-BIDIR
- OSPF




STT

- Noi dung yéu
~ chu

M5 ta ky thuit

Tinh ndng chia
phan doan mang
Network
Segmentation

_ VRF

- VXLAN
- MPLS
-mVPN

Tinh ndng tu
dong hod
Automation

- NETCONF

- RESTCONF

- gRPC hodc JSON-RPC

- gNMI/gNOI

- YANG

- ZTP/Open PnP

- GuestShell (On-Box Python)/python

Tinh nang thu
thdp théng tin
hién dai
Telemetry  va
visibility

- Model-driven telemetry/ telemetry
- Sampled NetFlow/ Accelerated sFlow

- SPAN
- RSPAN/ ERSPAN

Tinh ning sin
sang va du
phong

GIR/MLAG Maintenance/ StackWise Virtual, NSF, ISSU, SMU

Kha néng tich
hop vdi thiét bi
I0T

PTP (IEEE1588v2)/ IEEE 1588 - PTP

Tinh ning bao
mat

MACsec-256/ AES-256-GCM, MACsec

10.

Tinh ndng dam
bdo tinh tin cdy
cua thiét bi

Trust Anchor module (hodc Trusted Platform Module) , Secure
Boot, Image Signing (hodc signed EOS images)

11.

Tinh nang thu
thap va toi wu
thong tin nang
cao

- Flexible NetFlow (hodc sFlow)

- ERSPAN

- App Hosting (in Containers/VMs) hodc Docker
- Wireshark hodc port mirroring (SPAN)

12.

Tinh nang vé
giam sat co ban

Hb tro gidm sat ciia cac thanh phan trong hé théng mang nhu:
Network (hay Topology), Client, Application, Switch va Wired
Client Health Monitoring

13.

Tinh
Software
Defined Access
SDA bao gbm

nang

1. Virtual eXtensible LAN (VXLAN)

2. L2 Virtual Network Interface (VNI) hodc EVPN/VXLAN for
layer-2

3. L3 Virtual Network Interface (VNI) hodc EVPN/VXLAN
layer-3

4. SDA Control-Plane hoac Resilient Control Plane

5. SDA Border hoac Border Gateway Protocol

14.

Tinh ndng QoS
nang cao

1. Modular QoS CLI (MQC) hodc QoS CLI
2. Strict Priority Queuing




str | No dc‘gl‘lg Y8 MG ta k§ thudt
3. Class/Color-aware Queuing hay Traffic Classes va Transmit
Queues
4. Policing/Metering
5. Shaping/Bandwidth
6. Hierarchical QoS (H-QoS)
Tinh ndin 1. MPLS L3 VPN Ethernet over MPLS (EoMPLS) hay EVPN-
€| MPLS (L2 & L3
L2, MPLS néng cao ( )

2. MPLS Traffic-Engineering (MPLS-TE) hay MPLS: RSVP-TE

Tinh nding BGP

1. Spine, Leaf and Border
2. L2/L3 Virtual Network Interface (VNI) hay EVPN/VXLAN for

s ?};1:;3;11\?; VPN | Jayer-2 and layer-3
VXLAN - nitg 3. Distributed Anycast .Gateway (hay EVPN Asymmetric IRB)
580 4. Tenant Routed Multicast
5. L3 Border Handoff hay Multi-VRF, MPLS L3VPN
Ngudn thiét bi: > 2 ngudn c6 cong suit 1500W AC Power Supply
17. | Nguén D4y ngudn Cabinet Jumper Power Cord, C20-C19 Connectors: >
2
Yéu cdu tinh Thiét bi chuyén mach core cho viing campus clng nha san xudt
18. A A g ; ; : \
dong bo v6i thiét bi core switch cho ving may chu
2. Thiét bi chuyén mach core cho viing may chi
ST | Neidunzyeu M ta k§ thuat
cau &
- Gén dugc > 4 linecard
s - Gin dugc > 4 power supplies
1. sl dang - Gén duoc > 6 fabric modules
khung chassic : _
- Gan dugc > 2 supervisors
- Gin dugc > 3 fan tray
Thiét bi - Bo vi xtr Iy > 6 core, > 1.9GHz x86
1t b1 - Bo nh¢ DRAM: > 32GB
2. | supervisor x .
modidle - O~dTa cing: > 256GB SSD
- HO trg hot swappable
- > 48 cbng 10G/25G va > 4 cong 100G QSFP28
- Hiéu suét > 3.2 Tbps
- BO nh¢ dém cho linecard hodc khung chassic 1a > 80MB
- Sh lugng Longest Prefix Match (LPM) route/IPv4 Unicast
, Routes ho tro:
3. | Thiét bi linecard | + IPv4: > 1,000,000

+ IPv6: tir 1900 1én dén 500,000

- 86 lugng IP host/Unicast Routes/Unicast Host Routes hd tro:
+ IPv4:> 1,000,000

+ IPv6: 1én dén 16,000

- S6 lugng multicast routes hd trg 1én dén 32,000




STT

Noi dung yéu
ciu

M ta ky thuat

Thiét bi Fabric
module

- >4 bd Fabric Module

- Dung lwong hd tro tong 1én dén 3,200 Gbps

- Dung lugng hd tro mdi slot 1én dén 800 Gbps
- Kich c& ludng t6i da 100Gbps

Tinh nang cua
thict bi

Tinh néng thu thép thong tin Streaming Telemetry:
Ho trg NetFlow/sFlow, Precision Time Protocol (PTP)

Tinh ning san sang cho trién khai theo mo hinh Application
Centric Infrastructure (ACI) hodc CloudVision: HO trg tinh nang
co ban ACI hoac CloudVision

Tinh ning Inventory: Cho phép quan ly thong tin céc thiét bi
Switches, controllers/superviors, interfaces

Tinh ning cung cip théng tin vé bao mat: Cung cp thong tin vé
16 hdng va céc van dé lién quan dén bao mat mot cach tu dong

Tinh nang lap trinh: Hb tro API— JSON/APIs, gRPC/IJSON-RPC,
REST/RESTCONF

Tinh nang Multi-Clusters: Cho phép tich hop nhiéu cum cluster
quén ly khac nhau lai thanh 1 thanh phan quén 1y duy nhat

Tinh ning khac: Hb tro RBAC, syslog, audit logs, backups

Kha néang tich hop v6i VMware vCenter va VMM/Kubernetes

Tinh ning chuyén mach va dinh tuyén: BGP, IS-IS, MSDP, OSPF,
PBR, PIM, SSM/PIM-SSM, VRF, VXLAN, BGP EVPN, SR-
MPLS (no EVPN)

Ngudn

B6 ngudn thiét bi: 4 x bd ngudn 3000W
DAy ngudn: 4 x day ngudn Cabinet Jumper, C20-C19 Connectors

3. Cap quang két noi co san transceiver 2 dau dung dé két noi 2 viung core
campus va vung core may chi

- Chiéu dai cap: 5m

- Loai cap: Cap quang chu dong 2 dau c6 sin transceiver I00GBASE QSFP Active
Optical Cable
- Cung hang cung cép thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho vung méy chu

4. Cap quang ket noi co6 san transceiver 2 dau — Loai 1

- Chiéu dai cap: 5Sm

- Loai cap: Cép quang chii dong 2 dAu c6 san transceiver 10G SFP+

- Cung hing cung cép thiét bi chuyén mach core cho ving campus va thiét bi chuyén
mach core cho vung may chu

5. Cap quang ket noi co san transceiver 2 dau — Loai 2




- Chiéu dai cap: 10m
- Loai cap: Cép quang chii dong 2 dau c6 san transceiver 10G SFP+

- Cung hang cung cép thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho vung may chu

6. Cap quang két ndi c6 sin transceiver 2 diu — Loai 3
- Chiéu dai cap: 10 m
- Loai cap: Cap quang chii dong 2 dau c6 sin transceiver tbc d6 25G SFP28

- Ciing hing cung cap thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho ving may chu

7. Cap quang két ndi c6 sin transceiver 2 diu — Loai 4
- Chiéu dai cap: Sm
- Loai cap: Cap quang cht dong 2 dau co san transceiver toc do 25G SFP28

- Cung hang cung cép thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho ving may chu

8. Transceiver két noi loai 1
- Loai cable hd tro: Multimode Fiber (MMF)
- Module hd trg: 10GBASE-SR

- Cuing hing cung cap thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho vung may chu

9. Transceiver két noi loai 2
- Loai cable ho trg: Multimode Fiber (MMF)
- Module hd trg: 25GBASE-SR SFP28

- Cuing hang cung cap thiét bi chuyén mach core cho viing campus va thiét bi chuyén
mach core cho vung may chu

10. Ban quyén dich vu bdo hanh va hd trg ky thuit tir nha san xuit

STT Noi dung yéu ciu Mo ta ky thuat

Thoi gian ban quyén béo
hanh va hd trg ky thuét tur
1. nha san xuét cho tit ca danh > 3 nam ké tir ngay lap dat, cai dat
muyc thiét bj va phu kién két
noi

11. Trién khai tich hop vao hé théng mang Bénh vién. Cai dit, cAu hinh hé théng
va tich hop tat ca cac @ng dung ctia Bénh vién

- Trién khai tich hop vao hé thong mang Bénh vién

- Cai dat, cau hinh hé thong va tich hop tat ca cac tmg dung Bénh vién.
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- C6 giai phép ky thuat, bién phap trién khai, chuyén dbi hé théng gitra hé théng
thiét bi bao mat cii va hé thong thiét bi bao mat médi, bdo dadm an toan, van hanh 6n dinh hé
théng trong qua trinh chuyén di, tich hgp ma khong 1am gian doan hoat dong ctia Phong
may chu va hé thong.

_ C6 ké hoach du phong xir Iy c4c tinh hudng phat sinh, khoi phuc hé thdng trong
trudng hop tich hop chuyén déi khong thanh cong dé dam bao tinh lién tuc ctia hé thong.

12. Pao tao sau trién khai

- Pao tao sau trién khai

- Pao tao van hanh hé théng cho quan tri vién

- Nha thau lap ké hoach dao tao cho cac ddi twong do chi diu tu cung cép danh sich
cac can bo quan tri, van hanh hé théng.

- Nha thiu c6 trach nhiém x4y dung tai liéu cac quy trinh cai dat, trién khai hé théng,
quy trinh quan trj van hanh hé thong.

- Nha thiu s& cung cép n6i dung va tai liéu huéng dan cai dit/ st dung cho céc dbi
tugng tham gia dao tao.

- Noi dung dao tao: Nha thau soan thdo tai liéu dao tao va trinh cho Chu d4u tu xem
xét trude khi to chirc dao tao. Pham vi déo tao vé cac thiét bi dugc dau tu trong du an (quan
tri, van hanh, trouble shoot, ...).

B. Yéu ciu khac

STT | Ngidungyéu cau Mo ta ky thuat

Yéu ciu vé tai liéu
ching minh xuét
xtr, chat lugng hang
héa

Cung cAp day du tai liéu chimg minh xuét xit CO d6i voi hang
nhap khau va tai liéu chirng minh chat lugng (CQ) khi giao
hang.

Céc tai liéu cAn ban giao bao gbdm:

> | Tailicu - Tai liéu tich hop hé thong

' - Tai liéu dao tao theo ké hoach dao tao

- Tai liéu huéng din st dung cho timg di tuong nguc‘wi dung

- Cam két hd tro 24/7 cho nguoi st dung trong sudt thoi gian
thyc hién hop dong, dam bao san sang cung cap dich vu bao tri
khi cha dau tuw co yeu cau.

- Khi c6 yéu clu vé bao hanh, Nha thiu phai ctr chuyén gia
(nhan su c6 chuyén mon phu hop) lién hé dé thuc hién cong tac
bao hanh va c6 kha ning dép tng trong vong 01 gid ké tir khi
nhan duoc yéu cdu cia Chu ddu tw. Néu hét thoi gian ndy ma
Bio tri va hd tro k¢ | Nha thau chua lién hé dé thuc hién cong tac bdao hanh hoac co
thuét tir nha thau lién hé nhung khong dap tng theo yéu cdu cta Chu diu tu thi
Chu d4u tu ¢6 quyén thué don vi khéc thuc hién va todn bo kinh
phi thué nay do nha thau chi tra.

Nha thau ludn c6 doi ngfi k§ thuat riéng ctia minh dé thuc hién
viéc bao hanh (c6 cung cdp sd dién thoai dudng diy noéng va
dia chi dé lién hé).

- Pinh ky béo tri thiét bi 6 thang/lan va dinh k¥ béo tri phan
mém theo quy dinh cila nha san xuat.




STT | Noi dung'yéu‘ c?lu AR e i m‘gi;}M(")‘;‘.tﬁ ky thuat

- Nha thiu phéi hop véi Chit ddu tu nang cip, cap nhat phién
4. Cép nhat ban mai cua thiét bi chao thau khi cé phién ban cdp nhat mdi
tir nha san xuat

Hang hoa san xudt tir nam 2025 trg di (khong ép dung ddi véi

5. Nam san xuat i
phu kién)




