Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

1. Yéu ciu ky thuit:

STT

Danh muc dau tu

1

Ban quyén phin mém Quan ly truy cip dinh danh kém dich vu hé trg ki thuit
12 thang

Yéu cau chung:
- Giai phap/Vendor phai nam trong top leader trong bao céo ciia Gartner hoic
KuppingerCole
- Nha san xuét phai c6 van phong dai dién chinh thire tai nudc so tai va c6 doi ngti
ho trg chinh hing
- Nha san xuat dap img kha ning cung cap cong nghé, giai phap phu hop kién trac
IAM toan di¢n - Identity Fabric

Hé théng cho phép xac thuc sir dung giao thirc tiéu chuan nhu SAML, OpenID
Connect, WS-Federation

Hé thong cho phép tich hop xac thuc External LDAP

Hé thdng hd tro xac thye ngudi dung theo kién tric Agentless (khong sir dung Agent)

Hé théng hd tro x4c thuc password-based, va Passwordless vdi Passkey/FIDO2 hoic

QR

Hé thong hd trg xic thyc MFA theo phuong thic SMS OTP, TOTP, PUSH
Notification, cau hoi bao mat (Knowledge Questions)

Giai phap hd tro tinh ning xac thuc CAPTCHA

Hé théng hd tro x4c thuc thong qua APIs

Giai phap phai dugc chung nhan OpenID Providers (OP) & Profiles bdi OpenlD
Foundation

Giai phap phai duoc chimg nhan tiéu chuan Financial-grade API (FAPI)

Hé théng phai duoc ching nhan trién khai ludng Client Initiated Backchannel
Authentication (CIBA) bdi OpenID Foundation

Heé thong phai h tro trién khai ludng OAuth2 Authorization Code v6i Proof Key for
Code Exchange (PKCE)

Hé thdng phai hd tro kha ning bao vé ma ty quyén, mi truy cap voi mtls hodc jwt
private key




Hé thong phai hd tro kha ning cung cip bang chimg s¢ hitu ma truy cap (Proof of
Possesion)

Hé thong cung cap kha ning lya chon authentication level cho mdi ing dung

Heé théng cho phép tich hop véi legacy application

Hé théng c6 kha nang xac dinh rui ro theo nglt canh nhu IP, Device, Browser,
Location, Access Time

Hé thong cho phép cip quyén theo nhom nguoi ding

Hé thong cho phép cip quyén dya theo time of day

Hé thong cho phép cip quyén theo dia chi IP

Co kha ning xac thuc giao dich doi véi cac thong tin tai san nhay cam

Hé thong c6 kha ning cdu hinh chinh sach khoa tai khoan

Heé théng cho phép quéan 1y groups, users trén giao dién Web va APIs.

Heé théng hd trg password reset

Heé théng cho phép thiét 1ap thay dbi password qua APIs.

Hé thong h tro self service password management

Heé théng hd trg tich hop v6i SIEM

Hé thng phai hd tro kha nang tich hop voi API Gateway dé bao vé xac thuc OAuth2

Heé théng hd trg REST APIs cho phan quan tri

Heé théng hd tro trién khai trén moi truong Virtual Appliance 1an Container

Heé théng hd tro trién khai trén nén tang OpenShift, trén méi truong on-prem, cloud.

Ban quyén phin mém Quan tri dinh danh va phan quyén kém dich vu hd trg ky
thuat 12 thang

Giai phap phai hd tro kha niing account provisioning

Giai phap phai cung cip sin cac adapter tich hop voi cac tmg dung pho bién.

Giai phap phai cho phép tao custom adapter dé tich hop véi tmg dung tu phat trién

Giai phap phai c¢6 kha nang chimg thuc quyén truy cap nguoi dung




Giai phap phai cung cap kha nang tao quy trinh workflow cho yéu cau truy cap va tu
dong cap phat/thu hoi truy cap dua vao quyét dinh phé duyét

Giai phap phai cung cap tiy chon cho reviewer dé danh gia xac nhén truy cap dugc
giri hodc ¢6 chuc nang ty quyén cho nguoi khac xir 1y yéu cau truy cap

Giai phap phai hd trg workflow cho phép nhiéu nguoi tham gia xir 1y yéu cau, tao thir
tu danh sach cong viéc can thuc hién

Giai phap phai hd tro kha niing Separation of Duties (SoD).

Giai phap phai cung cip kha ning dinh nghia SoD policy, rules dé tim kiém, xac dinh
vi pham SoD

Giai phap phai c6 kha nang Role based Access Control (RBAC)

Giai phap phai cung cip tinh ning audit trail ghi lai qua trinh how/why user c¢6 quyén
truy cap.

Giai phap phai c6 kha nang xac dinh céc tai khoan Dorman/Orphan Accounts

Giai phap phai cho phép self-service vdi cac kha nang: quan ly mat khau, access
request, access review, recertification, separation of duty

Giai phap phai cho phép ngudi ding reset password khi quén mat khau

Giai phap phai hd tro kha ning giri thong bdo Email

Giai phap phai cho phép dong bd mat khau 1én cac tng dung dich

Giai phap phai cho phép tao bao céo trén giao dién quan tri, hd trg cac loai bao céo
built-in 1an céc bao cdo tuy chinh.

Giai phap phai hd tro kha niang tai dir liéu dinh danh vao hé thong

Giai phap phai c6 kha nang tich hop tinh ning xac thuc SSO v6i phan mém Quan ly
truy cdp IAM Access Management cta cting mot vendor, dong thodi cung cap kha
nang xac thuc passwordless

Giai phap phai hd tro kha ning tiy bién, tiy chinh giao dién quan tri, giao dién
Service Center

Giai phép phai cung’cép phan mém mobile app dé quan 1y password, hd tro tac vu
approve/reject tr thiét bi mobile




Giai phap phai hd tro trién khai trén méi trudng Virtual Appliance, OS va Container

3 Dich vu trién khai, dao tao

Cai dat, trién khai giai phap va tich hop véi cc hé thong xac thyc Active Directory
Email, CMIS, HRMS, PMIS ; Pao tao quan tri van hanh, bao tri h¢ thong

2. Yéu ciu trién khai:

a. Yéu ciu chung

- Pon vi trang thau phai thuc hién toan bd cong viée cung cip, van chuyén, lip
dat, cdu hinh va kiém tra thiét bi ding chung loai, cau hinh, s6 lugng theo hd
s0 yéu cau.

- Qua trinh trién khai phai dam bao khong anh hudng dén hoat dong van hanh
cua Trung tam dir licu TP Ha Ngi.

- Thuc hién day di cac quy trinh sao Iuu dif liéu, an toan hé théng, dam bao dir
liéu khong bi mat mat hodc gian doan sau nang cap.

Nha thau thi cong c6 trach nhiém lap va thong bao cho chii dau tir hé thong quan ly
chét luong, muc ti€u va chinh sach dam bao chét luong cong trinh cua nha thau. Hé théng quan
Iy chat luong cta nha thau phai phii hop véi cong trinh, trong d6 néu 16 so d6 to chirc va trach
nhiém cua timg b phan, ca nhan ddi véi cong tac quan 1y chat lugng ctia nha thau.

Nha thau c6 trach nhiém 1ap va thyuc hién céc ndi dung sau:

- Kéhoach t6 chirc hoan thién cong tac kiém tra, giam dinh xac dinh vé s luong, chung
loai, xuét x(, tinh trang cua cac chi tiét clia hang hoéa theo yéu cau thiét ké va chi dan
k¥ thuat.

- Bién phép kiém tra, kiém soat chit luong vat tu, thiét bi, phén mém duoc su dung cho
cong trinh; phuong an bién phap thi cong, trong d6 quy dinh cu thé cac bién phép, bao
dam an toan cho ngudi, may, thiét bi va cong trinh;

- Tién db thi cong xay dung cong trinh.

- Ké hoach trién khai, kiém tra, nghiém thu c6ng viéc xay dung.

- Trién khai thuc hién ké hoach tong hop vé an toan lao dong trong thi cong xay dung
cong trinh (dwoc chii dau tu chip thuén)

- Céc ndi dung can thiét khac theo yéu cau cua chii dau tu va quy dinh ctia hop dong.

- B tri nhan Iyc, thiét bi thi cong theo quy dinh ctia hop dong va quy dinh cta phap luat



co lién quan.

Thyec hién cac cong tic kiém tra hang hoa trudc va trong khi thi cong lap dat theo quy
dinh cua hop dong.

Nha thau c6 trach nhiém thi cong trién khai theo diing hop dong, thiét ké da duoc duyét.
Kip thoi théng bao cho chu ddu tu néu phat hién sai khac giita thiét ké, ho so hop dong
va diéu kién hién truong trong qua trinh thi céng. Tu kiém soat chat lugng thi cong xay
dung theo yéu cau cua thiét ké va quy dinh ctia hop dong. HO so quan 1y chat luong
clia cac cong viée lap dit phai duoc 1ap theo quy dinh va phu hop véi thoi gian thuc
hién thuc té tai cong truong.

Dimng thi cong xay dung d6i voi cong viée xay dung, hang muyc cong viéc khi phét hién
c6 sai sot, khiém khuyét vé chat luong hodc xay ra sy ¢6 cong trinh. X 1y, khic phuc
céc sai s6t, khiém khuyét vé chat luong trong qua trinh thi cong (néu c6). Dimng thi cong
xay dung khi phat hién nguy co xdy ra tai nan lao dong, sy cd gay mat an toan lao dong
va ¢o bién phap khic phuc dé dam bao an toan trude khi tiép tuc thi cong; khic phuc
hau qua tai nan lao dong, sy cd gdy mat an toan lao dong xdy ra trong qua trinh thi cong
xay dyng cong trinh (néu co).

Lap nhat ky thi cong cong trinh theo quy dinh.

Lap ban v& hoan cong theo quy dinh (néu co)

B4o cdo cha dau tu vé tién do, chit luong, khéi luong, an toan lao dong va v¢ sinh moi
truong thi cong xay dung theo quy dinh ciia hop dong xay dung va quy dinh cta phap
luat khac c6 lién quan hodc bao céo dot xuét theo yéu cau cta chua dau tu.

Hoan tra mat bé“mg, di chuyén vat tu, may moc, thiét bi va nhiing tai san khac cua minh
ra khoi phong may chu cia EVNHANOI tai TTDL sau khi cong trinh da dugc nghi¢m
thu, ban giao, trir trudng hop trong hop ddng c6 thoa thuan khéc.

. Yéu ciu vé tién dd trién khai

Thoi gian hoan thanh toan bd cong viéc khong qua 120 ngay ké tir ngay ky
hop dong.

Lap ké hoach chi tiét trién khai, trinh Chu dau tu phé duyét trude khi thuc
hién.

. Yéu cau vé nhan sy ky thuat



Dai hoc chuyén nganh Cong ngh¢ thong tin hodc twong duong theo quy dinh
tai Khoan a,b Diéu 2 Thong tu s6 45/2017/TT-BTTTT ngay 29/12/2017 cua
B0 Thong tin va Truyén thong quy dinh tiéu chuan, chitc danh nghé nghiép
vién chirc chuyén nganh cong nghé thong tin.

C6 chimg chi chuyén mén vé giai phap, c6 du ning luc trién khai cai dit cho
san pham cua hing duoc cung cip trong gbi thau nay.

Yéu cau ky thuit khi trién khai

Nha thau thi cong phai 1ap kich ban kiém tra, van hanh thir nghi¢m chi tiét trong phuong
an ky thuat trién khai d6i voi timg hang muc theo ké hoach. Tién hanh kiém tra thur
nghiém theo kich ban da 1ap cho cong trinh.

Khi tién hanh nghiém thu yéu cau phai c6 day di su x4c nhan ctia Cha dau tu, Nha thau
va don vi Tu van (néu co). Bién ban nghiém thu phai ghi day du cac yéu t6 chét luong,
tinh trang hoat dong cua thiét bi va x4c nhan cta cac thanh vién c6 lién quan.

Khi tién hanh nghiém thu céng viéc, Chu dau tu va Nha thau tuan tha Luat Xay dung
50 50/2014/QH13 ngay 18/6/2014; Nghi dinh s6 06/2021/ND-CP ngay 26/01/2021 ctia
Chinh phti vé Quy dinh chi tiét mot s6 noi dung vé quan 1y chat luong, thi cong xay
dung va bao tri cong trinh xay dung, cac tiéu chuan ky thuat, quy pham hién hanh va
theo thong tu s6: 24/2020/TT-BTTTT ngay 09/9/2020 cua Bo thong tin truyén thong.
Yéu ciu vé an toan dit liéu

Tuyét d6i khong lam mat, hong, sai léch dit lidu trong qué trinh nang cap.
Yéu cau nha thau thuc hién kiém tra an toan, an ninh cho hé théng va co bao
c4o0 két qua an toan, an ninh thong tin duoc sy ddng ¥ cta chi dau tu trude
khi dua hé théng vao van hanh.

. Nguyén tic t6 chirc trién khai

Dam bao khong anh hudng dén hoat dong cua Trung tam Dit ligu.

Phén chia cong viéc theo tirng cum may chii dé tranh gian doan hé théng dong
thoi.

C6 ké hoach tam ding cac may chu hop 1y, theo timg khung gid thap diém da
dugc théng nhat.

. Bién phap dam bao an toan — dir liéu — van hanh

Toan by qua trinh nang cép cO sy giam sat truc tiép cua doi k¥ thuat ndi bo.



