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Phin 2. YEU CAU VE K¥ THUAT
Chwong V. YU CAU VE KY THUAT
1. Gi6i thidu chung vé dy toan va goi thiu

- Chi du tu : Lién doan lao dong thanh phd Da Néng,

- Tén gbi thau : Phan m&m App “Cong doan Pa Néng”.

-Loai hop déng  : Tron géi.

- Noi dung dy an: Xay dung Phan mém App “Cong doan Da Nang” véi, 02

phén hé chinh sau:

+ Phén hé Website quan tri: danh cho nguoi quan tri co the quan tri,
cau hinh tit ca cac danh muc, Quan tri nguoi dung...

+ Phén hé App mobile: danh cho cong doan vién sur dung cac tinh nang
cua h¢ thong, tra ctru thong tin, tuong tac véi quan tri vién.

2. Muec tiéu eong viée:

- Xay dung Website quan trj (CMS): Phat trién mét nén tang quan tri tap
trung, cho phép can bd cdng doan cdu hinh toan bo hé théng, quéan 1y danh muc,
ndi dung, tai nguyén va nguoi ding theo phan quyén. Hé théng CMS déng vai
trd trung tAm diéu hanh, gitp theo ddi hoat'dong, x( ly quy trinh nghiép vu, phé
duyét hd so va dam bao dir liéu duge cép nhat déng bo trén toan hé théng.

- X4y dung App Mobile; Trién khai ung dung di dong than thién, hién
dai, phuc vy doan vién trong viée truy cép thong tin, nhan théng béo, st dung
céc tién ich, tra ctru ché do — chinh sach, ding ky phic loi va tuong tac truc
tiep voi cong doan. Ung dung dong vai trd cau noi gilta doan vién va té chic
cong doan, giup nang cao trai nghiém, tdng tinh két ndi va tao moi trudng tuwong
tac hai chiéu hiéu qua.

3. Yéu cau ve ky thuat ciia goi thau:

B . " ¥ n 3 " R

3.1. Yéu cau chire ning cho phian hé Website quan tri (CIMS)

Xay dung (mg dung theo bang danh sich yéu cau chtic nidng trong nam
2025. Bao gom Website quan tri (CMS) va Ung dung di dong. Danh sach cac chiic
nang cu thé nhu sau:

D Yéu chu M6 ta chi tiét Mitre dd
wu tién
CM-01 | Chtre néing | Ding nhap bang tai khoan hé théng hodic | Cao
chung s6 dién thoai doan vién

Quan ly tai khoan nguoi dung (CMS)

Quan ly quyén, phan quyén nguoi diung
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D Yéu cAu M6 t4 chi tiét Mire @8
wit tién
CM-02 | Quanly Quan ly tai khoan nguoi ,dﬁn/doén Cao
nguoi dung | vién/can bd cong doan/doi tac
Quan ly thong tin cé nhan
Quan ly trang thai tai khoan (kich
hoat/khoa/xoa)
Tich hop Blockchain
CM-03 Quanly | Banner/quang céo (cAu hinh lién két) Trung binh
Lich/Thoi  ["Theyi tiét & lich (tich hop APT) |
tiet
CM-04 | Quan ly tai | Tao/Stra/Xba tai lidu cong doan va tha | Cao
liéu & thu | tuc hanh chinh
tuc Danh sach tai liéu, thu tuc
Chi tiét tai lidu, thi1 tuc
Quan ly danh muc loai Tai liéu/Thu tuc
CM-05 Quan ly Tao/Sua/Xda phuc loi Cao
pk}ﬁc lf?'i Danh sach phuc lgi ¢
doanvién  I'cq it phue loi
Theo doi lich st str dung phuc lgi
Quan ly danh muc loai Phiic lgi doan
vién 1
Tich hop Blockchain
CM-06 | Quanly Tao/Stra/X6a phic loi Chim soc strc Cao
cham soc | khoe
strc khoe | Danh séch phuc loi
Chi tiét phuc loi
Quan ly danh muc loai Cham séc stic
\ khoe doan vién
CM-07 | Quan 1y Hoc Tao’/Sfra{Xéa khéa hoc, cude thi truc Cao
& thi truc | tuyén (gdn link)
tuyen Danh sach cudc thi & khoa hoc
Quan ly danh myuc Hoc & thi tryc tuyén
| CM-08 Quén ly san | Tao/Stra/Xda viée lam Cao

viéc lam

Danh sach viéc lam

Chi tiét viéc lam

Quaén ly danh muyc viéc lam
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1)) Yéu clu M6 ta chi tiét Wiie 36
wu tién
Quan ly don 1ing tuyén/twong tic cia
nguoi dimg
CM-09 | Quanly | Xem danh sdch gopy Trung binh
Hom thu | Gin nhan, phan loai gop y theo chu dé
8op y Trang thai x{ 1y (d& phan hdi/chua xir 1y)
Gtri phan hoi cho ngudi ding
RQuén ly danh muc gop y
CM-10 | Quan ly tién | Tao/Stra/Xda tién ich Cao
ich tich hop | C4u hinh link dén cée cong dit ligu bén :
ngoai (BHXH, truyén hinh, doanh
nghiép...)
CM-11 Quénly | Tao/Stra/X6a thong tin Cao
théng tin | Danh sach thong tin
Quén ly danh myc Théng tin
CM-12| Quanly | Quan ly Training Data (Rasa) Cao
ChatBot AL | Quan Iy Intent '
Quan ly Response |
Kiém thtr ChatBot truc tiép (Test
Console)
Quan ly dir liéu Vector DB
CM-13 | Quan ly bdo | Quan ly ciu tric & danh muc bao céo Cao
cao Quan ly bédo cdo do cac don vi gui 1én
Tong hop bao cdo
Tim kiém & loc nang cao
Xudt — nhép dit lidu
CM-14 | Quan ly co | Tich hop API céc phan mém cta cong Trung binh
quan, chinh | doan: quan Iy co s dit liéu co quan,
sach, van | chinh séch,...
hoa
CM-15 Quan 1y Tao ma QR cho nguoi dung Trung binh
QR/Scan | Tqo tai khoan cho déi téc phuc loi -
QR "Quan 1y fich st quét OR
CM-16 | Ding nhdp | CAu hinh ding nhip qua VNeID Trung binh

bang VNelD

Xac thuc thong tin doan vién véi CSDL
VNelD

Dong bo dit ligu doan vién vao hé thong
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CM-17

Tich hop tri
tué nhan tao
(AD)

ChatBot Al

Quan ly dit liéu huén luyén AT (ndi dung
doan vién)

Béo cdo hiéu qua Chatbot (tdn sut sir
dung, chu dé phd bién)

Phén tich hanh vi st dung tng dung
(ludng truy cép, thoi gian thao tac, chic
nang quan tam).

Xay dung hé so nguoi dung (User
Profile Al) dya trén tuong tac, ndi dung
tra ciru va chi dé quan tam.

Cao

CM-18

An toan
thong tin
(ATTT)

CAu hinh phan quyén truy cép

Ghi log nhét ky hé théng

Tich hop xac thuc 2 16p

Kiém thir bio mét dinh ky

Ap dung tiéu chuén ATTT theo Nghi
dinh 85 cua CP vacéc nghl dinh lién
quan

Cao

CM-19

Cho Online
(Siéu thi
phuc loi)

Tao/Stra/Xda san pham phuc loi

Danh sach san pham phuc loi

Chi tiét san phdm phiic loi

Quan ly danh muyc san pham

Tich hop cong thanh toan

Theo dodi don hang (lich str mua siim)

Cau hinh chinh sach gia cho doan vién /
khach ngoai

Tich hop Blockchain

Cao

CM-20

Két ban
(Mang xa
hoi ndi bd)

Gri/Chip nhén 161 moi két ban

Quan ly danh sach ban be

Tuy chon an danh don vi cong tac

HUy két ban/Chén ngudi ding

Trung binh

CM-21

Dang ky
phuc loi
doan vién

Tao/Stra/Xda goi phtic 1gi (nha &, phong
tro, vay von)

Danh sach phuc lgi dang ky

Chi tiét phuc loi dang ky

Quan 1y hd so ding, ky (trang thai: moi,
duyét, tr choi)

Cao




7

ID Yéu can MO ta chi tiét Vitre G
wu ticn
Lich str huong phuc loi
CM-22 | Ca nhéan hoa | Tuy chinh giao dién theo vin hoa/dan Trung binh
giao dién | toc
Quan ly goéi giao di€n (theme)
3.2. Danh sach cae chire nang ciia phan hé App mobile
D Yéu ciu M ta chi tiét Mirc do
uu tién
AM-01 | Tai khoan Ping ky tai khoan hé thdng Cao
Piéng nhap bang tai khoan hé théng ',
hotic 8§ dién thoai doan vién; hoic’
VNelD |
Tim mat khiu
Xem thong tin cd nhén
Xem thong tin doan vién
Cép nhat/Chinh sura thong tin cé
nhan ,
Xem ma QR thé doan vién
Xem lich str hoat dong
AM-02 | Lich & thoi tiét | Xem lich va thoi tiét Trung
i binh
AM-03 | Banner Xem banner gidi thiéu/Quang cao Trung
binh
AM-04 | Tra ctu tai liéu & | Xem danh sach tai liéu cong doan & | Trung
th tuc thu tuc hanh chinh binh
Xem chi tiét tai lidu cong doan &
tha tuc hanh chinh
Loc tai li€u cong doan & thu tuc
hanh chinh
AM-05 | Phuc lgi doan Xem danh sach phuc lgi Cao
vién Xem chi tidt phtc loi
XKem lich su st dung phuc loi
AM-06 | Cham soc ste Xem danh sach chinh sach chiam soc | Cao
khoe doan vien | stic khoe
Xem chi tiét chinh sédch cham soc
stc khoe
AM-07 | Hoc & thi truc Xem danh sach khoa hoc/cudc thi Cao
tuyén true tuyén

2= o\

o
=
=

i |



D Yéu chu MO ta chi tiét Mire do
uu tién
Xem chi tiét khoa hoc/cude thi truc
tuyén
AM-08 | San viéc lam Xem danh sach viéc lam Cao
Xem chi tiét cong viée
Loc cong viéc
AM-09 | Hom thu gép y Guigopy Trung
Xem danh sach gop v da gui di binh
AM-10 | Tin tac Xem danh sach tin tic Cao
Xem chi tiét tin tic J
AM-11 | Tién ich khac Tra ctru thong tin BHXH Trung
Bao - Truyén hinh binh
Tra ctru thong tin doanh nghiép
Cdng thong tin thanh phd
Du lich Ay
K&t ban
Hang hoa, wu'dai
AM-12 | Thong tin Pénh gid tap thé, cd nhan Cao
Téng hop béo cdo
Quan ly hoat dong
| Dt liéu doan vién
Vin ban diéu hanh
Coéng khai
Thong tin - Thong bao
AM-13 | Co quan van héa, | Xem ?11511 mém Thoa udce lao dong | Cao
chinh sach... tap thé ‘ ‘
Xem Phan mém Quan ly co quan
vén hoa
- AM-14 | Tim kiém Tim kiém chung (chtic ning, tai Trung
_ liéu, chinh séch, viéc lam, tin tirc...) | binh
AM-15 | Thong bao Xem danh sach théng bao Cao
Xem chi tiét thong bao
AM-16 | ChatBot S\Er dung ChatBot (trd 161 cau hoi, tu | Cao
van...)
AM-17 | Scan QR thé Scan ma QR Trung
doan vién Xem lich str scan mé& QR binh




D

Yéu cau

MO t4 chi tiét

Muc do
uu tién

AM-18

Dang nhap/Xac
thuc VNeID

Céu hinh d&ng nhap qua VNeID

Xac thyce thong tin doan vién vai
CSDL VNelD

Dong b5 di liéu doan vién vao hé
thong

Trung
binh

AM-19

Cho Online (Siéu
thi phic loi)

Danh séch san pham

Tim kiém/Loc san pham

Chi tiét san pham (mo ta, gia, vu déi
doan vién)

Thém vao gio hang

Thanh toan (vi dién tt, thé, QR, .
chuyén khoan) d

Theo doi don hang,

Cao

AM-20

Két ban (Mang
xa hoi ndi bo)

Tim kiém doan vién

Gui/Nhén o1 moi két ban

Danh sach ban be

Chat 1-1/Nhom nho

Tuy chon 4n danh don vi cong ta

Trung
binh

AM-21

Cé nhan hoa giao
dién

Chon giao dién theo vin hoa / din
toc

Luu tiy chinh ca nhan

Cao

AM-22

Tai khoan ca
nhan

Xem / chinh stra théng tin ca nhén

Quan ly mét khiu & bao mat 2 1ép

Xem lich st hoat ddng (tin da xem,
don hang, phtc loi, tng tuyén viéc
lam)

Trung
binh

3.3. Yéu cau phi chire ning

ID

Yeéu cau

Mo ta chi tict

NF-01

Thiét ké UX/UI

cho moi nhém tudi.

dong.

nhanh, dé hoc.

- Giao dién hién dai, truc quan, dé sir dung

- Trai nghiém dong nhat trén toan hé thong;
tudn tha bo nhén dién cua Lién doan Lao

- Luong thao tac toi gian, dam bao thao tédc




3).

Yeu can

Vib ta chi tiét

- CMS hd tro hién thi 6t trén nhidu do phéan
giai (responsive).

NF-02

Hiéu nang hé théng

- API phan hdi nhanh (trong diéu kién tai
thong thuong).

- Pap tng quy mé lén: hon 300.000 tai
khoan, t5i thidu 5.000 truy cap ddng thei.
- Téi v truy van: st dung Redis cache,
phén trang, indexing CSDL.

- San sang mo rong theo nhu cau.

NF-03

Béao mat

- Xéc thuc & phan quyén: OAuth2 + JWT,
RBAC.

- Ma héa dit lidu: TLS 1.3 (truyén tai),
AES-256 (luu tri). '

- Chéng céc 186 héng phd bién: XSS, CSRY,
SQL Injection, brute force.

- Nhat ky truy cép, nhét ky thay doi dii liéu
phuc vu }dém toan.

NF-04

Kha néng tuong
thich thiét bi & hé
diéu hanh

- Mobile tuong thich Android 7.0+ va i0S
12+

- Ung dyng t6i wu cho nhidu kich thudc man
hinh khac nhau.

- CMS hoat déng 6n dinh trén Chrome,
Edge, Firefox.

NF-05

Tiéu chuan & tuin
thu

- Tuan thu quy dinh ATTT cta Nha nuée va
cac chudn lign quan (ISO/TCVN co ban).

- Tuén tha Nghi dinh 13/2023/NP-CP vé
bao vé dir liéu ca nhéan.

- Noi dung quy trinh phu hf)p nghi¢p vu
ctia hé théng cong doan cac cp.

NF-06

Kha ning mo rong
(Scalability)

- Kién trac c6 thé mé rong ngang khi lugng
nguoi dung tang,.

- Thiét ké dang module, d& b6 sung tinh
néng ma khéng anh huéng phan con lai.

- Sén sang tich hop thém AT va Blockchain
theo dinh huéng phét trién sau nay.




[1)] Yéu cau Mo ta chi tiet

NF-07 | Kha nang t61 wu vén | - He théng phai dugec trién khai theo md
hanh hinh cho phép mé rong linh hoat, dam bao
6n dinh, an toan va thuén tién trong quan tri
van hanh.

- Quy trinh trién khai phﬁn mém can duoe tu
GAng hoa tdi da nhdm giam rvi ro thao tac
thii cong va rit ngén thoi gian cap nhét.

- Hé théng phai ¢6 co ché gidm sét tinh
trang hoat dong, theo d&i hiéu nang va canh
béo su ¢b theo thoi gian thyc.

NFE-08 | Sao luu & khoi phuc | - Sao luu dit lidu dinh ky theo chinh sach dy
dix liéu an (ngay/tuan). o O

- C6 co ché phuc héi dit 1iéu nhanh: RPO <
15 phat, RTO < 30 phat (thy vao ha tang).

- Luu trli backup & vi tei tdch bict hodc trén

cloud.
NF-09 | Gidm sat & quan sat | - Theo doi chi sb hé thong: CPU, RAM,
hé théng dung lwong, téc d6 phan hdi APL

- Hé thbng log tap trung phuc vu phan tich
va khéc phuc su ¢é.

- Canh bao qua email/Telegram/Zalo khi ¢é
bét thudng.

NF-10 | Trién khai thyuc té - Trién khai da moi truong: Dev — Test —
Staging — Production.

3.4. Yéu chu ve Kien tric & Cong nghé

Heé théng can dugc phat trién trén mét kién trac mé, linh hoat va dé mé rong,
bdo dam kha ning van hanh 6n dinh véi sd luong nguoi dung 16n va tai truy cép
cao. Cac thanh phé“m phai duoc thiét ké tach biét, hd tro nang cép, ma& rong chiic
nang va tich hgp vaéi cac hé théng khac khi can.

Giai phap cdng nghé phai dap (g tiéu chuan hién dai, ho tro xu Iy dif lidu
hiéu qua, c6 kha nang ap dung cic cong nghé tién tién nhu tyr dong bda, phan ticl
dtr liéu va tri tué nhan tao trong tuong lai. Hé théng phai bdo dam an toan thon

g tin
¢ nhiéu 16p, ¢6 co ché giam sat, sao luu va phuc hoi dit liéu day du.

f

Toan bg qua trinh phat trién va van hanh can ap dung quy trinh chuén, dam
bao chat luong, téc do va tinh on dinh trong su6t qué trinh trién khai va sir dung.

3.4.1. Nén tang cong nghé, kién tric va ha tAng tong the
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D Yéu cau MO ta chi tiét Do
phtic tap

KT-01 |Kién tric tong Ung dung gom 02 phan: Web CIMS Trung

thé Web + cho quan tri va Mobile App cho doan binh
Mobile + API vién; ho tro API chia sé dit liéu cho
hé théng bén ngoai.
KT-02 | Cong nghé Mobile dung Flutter hodc cong nghé Trung
Frontend twong duong (multi-platform); Web binh
Admin dung React]S + Ant Design »
hoZc framework tuong duong chay
trén kién tric SPA; giao dién
responsive, hiéu ndng cao.. O

KT-03 | Co so dit lidu PostgreSQL (OLTP chinh) hogc hé Cao
quén tri co s dit liéu quan hé tuong
duong, hé thong st dung Redis hoiic
hé théng caching/queue in-memory
tuong duong; hd tro backup — restore
online.

KT-04 | cMmS Dung Strapi‘thodc Directus hodc hé Trung
théng tuong duong, cho phép quan trj | binh
ndi dung, phan quyén, workflow phé
duyeét.

KT-05 | May chi & OS | Trién khai trén hé didu hanh Linux Thép

| (Ubuntu Server 22.04 LTS hoic
tuwong duong), hd trg cap nhat dai han
(LTS), bao mét cao, on dinh va phi
hop trién khai méi trudng production.

KT-06 |Phuong thirc Trién khai hé thdng theo mé hinh Trung

hosting TaaS/Cloud hoic nén tang dién toan binh
dam may tuong duong, vu tién toe dd
truy cap, ATTT, linh hoat m& 1dng.
3.4.2. Kién triic
D Yéu chn M6 ta chi tiét o4
phite
ap
MS-01 | Kién tric Gitp tang kha nang bao tri va cho

Microservices

phép trien khai ddc 1ap tiing chic
nang
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response, training data; khong phu
thude bén thir 3.

D Yéu cau M6 ta chi tiét P
phire
tap
MS-02 | Tich hop API Kiél:l trac phai Cﬁrqc xay dung, tqheo Cao
Gateway chuan mé, cung cép cac API dé sian
sang cho viéc tich hop trong tuong lai
MS-03 | Kha ndng mo HO tro md rong 1én 300.000+ doan Cao
rong vién; scale tung service doc lap.
3.4.3. Blockehain — Minh bach & Bét bién :
D Yéu cau Mb ta chi tiét Do
phue tap
BC-01 | Nén tang St dung Hyperledger Fabric l}oéc" Rat cao
Blockchain nén tang blockchain twong duong;
md hinh private chain; hd tro
chaincode/smart contract; CA, peer,
orderer day di )
BC-02 | Tracking phtc Ghi transaction khi phé duyét phic Cao
loi loi: nguoi duyét, thoi gian, doan vién,
s6 tién.
BC-03 | Xac thuc van Luu hash tai liéu, timestamp, danh Cao
ban sach thu hoi (revocation list) dé kiém
chtrng tinh toan ven.
" BC-04 Luan chuyén Ghi dau vét bélqt bién: d?'n vi cli, don Trung
doan vién vi mai, thoi diém chuyén; ho tro truy binh
- xudt lich st.
BC-05 | Tai chinh minh | Ghi moi giao dich thu—chi, dashboard Cao
bach tong hop cho cip trén,
BC-06 | Hoso danh gia | Mdi ho so la ban ghi blockchain bt Cao
bién, kiém ching moi thoi diém.
3.4.5. Tich hop tri tu€ nhan tao (Al)
D Yéu cau MG ta chi tiét Do
phtic tap
Al-01 (j_llatht theo Tu chu ndi dung, quan ly intent, Arung
kich ban binh
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D Yéu cdu M ta chi tiét D6
phurc tap
AI-02 | Al m& rong theo | Phan tich hanh vi, d& xuét ndi dung, Rét cao
NQS57 md hinh goi y, phan tich
AI-03 | Vector Database | Stir dung Weaviate / Pinecone ho#c hé Cao
thong co s dit liéu vector tuong
duong, hé trg luu trit embedding va
truy van theo vector nhim trién khai
semantic search — tim kiém theo ngi
nghia.
Al-04 | Ghi log & phan Lu"u lai toan bQ hoi thoai, danh gia | Trung
tich hoi thoai chat lugng, huan luyén md hinh. binh
3.4.6. Véu ciiu vé bio mat
D Yéu cau MO ta chi tiét Do
phurc tap
SE-01 | Kiém thir bao Phai thyue hién kidm thir bio mét Cao
mat toan dién cho hé théng
- Thuc hlén kiém thtr xdm nhép
theo céc tidu chuin qubc té
OWASP Top 10
- Thyc hién kiém thtt chiu tai ¢é
danh gia kha nang bao mét
dudt ap luc cao
- Hoat dong kiém tht bao mat
can duoc thue hién trude khi
golive hé théng
SE-02 Béo mat ding Pl;éi 516 tro p-lAlu'o’ng thﬁ'cA xéc\thug 2 Cao
nhap CMS yéu to cho vige dang nhép vdo h¢
thong CMS dé tang cuong bao méat
cho tai khoan quan tri
3.4.7. Yéu cau vé an toan théng tin
D Yéu cau MO (4 chi tiét Do
phure tap
SE-03 | L6p ha tang Trién khai WAF hoiic tuong duong; Cao

bao vé DDoS; loc Geo-1P; IP
filtering; tai khoan quan tri bat bude

su dung MIFA.




D Yéu cau MO ta chi tiét Do
phure tap
SE-04 |y &p g dung H¢ thong h(ﬂ)atr(y Bu1A1d - T estN— . Cao
Deploy ty dong; phan tich ma bang
SonarQube hodc tuong duong;
security scanning; co ché rollback;
trién khai Blue-Green hodc Canary.
SE-05 Lép dit lidu Mﬁ hoa dit liéu AES-256 1.10510 tuong, Cao
duong; data masking; audit logs;
quan ly secrets béng Vault hodc
tuong duong; backup dinh ky va hé
trg phuc hoi. ‘
3.4.8. Giai phap chia sé dit licu (APL)
ID Yéu ciu MO ta chi tiét DO
phuc
tap
AP-01 | API tidu chuan API theo chudn RESTful, hd trg C‘fe"iy Trung
du GET/POST/PUT/DELETE; dinh binh
dang JSON va XML hodc tuong,
duong; hd tro caching va versioning,
AP-02 X4 thire API Token h(’)a;‘phz’iz‘l‘qu)./én fruy cén theo Cao
scope; logging day du.
AP-03 K&t nbi digh vy H(? tro fuch h‘()'p VNe}D; C(?ng thanil Tr‘ung
> toan; cac nha cung cap phuc loi; két binh

ngoai

ndi cac hé thong nganh theo yéu cau,

3.5. Yéu ciu vé Van hanh & Bio tri, Bio hanh & H§ tro k¥ thust
Hé thdng phai duge van hanh 6n dinh, lién tuc va an toan trong sudt vong,
dot st dung. Nha cung cép cin dam bao kha nang giam sat, X\ [y sy cd, t61 uu hidu
néng va duy tri div liéu theo dting quy trinh chuén. Céc hoat ddng béao tri phai dugc
thuc hién dinh ky va c¢6 ké hoach, khong lam gian doan nguoi ding va bao dam hé

thong ludn san sang, dap ting yéu cau nghiép vu cla co quan cong doan.

Nha thdu can cam két quy trinh ho trg k¥ thuét 15 rang, thoi gian phan hoi —
xu ly dang SLA, dong thoi cung cap day du tai liéu van hanh, dao tao va huéng

dan chuyén giao dé dam bao don vi khai thac c6 thé chi dong sir dung hé thong,

~ }\ ..l‘\ ~ \ A A
3.5.1. Yéu cau vé Van hanh hé thong

D

~ k
Yéu cau

M t3 chi tidt

VH-01

Giam sat & theo

- He thong phai cé cong cu giam sat hoat dong

£ N 2

A AT T
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D Yéu eau V16 4 chi tict
doi hoat dong 24/7 (hi¢u néng, tai nguyén, trang thai dich vu).
- Canh béo ty déng khi xay ra 16i, truy cap bt
thuong hodc vuot ngudng tai.
- Ghi nhén log day du dé phuc vu theo d&i va
truy vét khi co su co.
VH-02 | Bam bao tinh - Mite d6 san sang (uptime) yéu cau > 99%.
san sang & on - Céc thanh phén quan trong phai ¢é co ché phuc,
dinh hdi tr dong khi 151,
- Hb tro kh(n phuc hé théng nhanh tlong truong
hop sy ¢6 nghiém t1ong
VH-03 | Dam bao hi¢u - Duy tri hiéu suét én dinh khi sd luorng nguoi

nang

dung tang cao.

- T6i uwu truy vén dit heu thou gian phan hoi va
do tré.

- Dinh ky kiém tra, cTanh gia va diéu chinh dé
duy tri hiéu nang ti uu.

= ~ A A o <
3.5.2. Yeu cau ve Bao tri

ID

Yéu cau

M6 ta chi tiét

BT-01

Bao tri dinh ky

- Thye hién bao tri hé théng theo chu ky: tuan /
théng / quy.

1.~ Kiém tra tinh toan ven dir liéu va don dep log,

cache.

- T6i uu van hanh, cap nhét cau hinh va cac
tham so hé thong,

BT-02

Céap nhét va

nang cap

- Cung cép ban cép nhat sta 16i, v bdo mat,
nang cap phién ban mai.

- Pam bao ning cip khong anh hudng téi hoat
ddng cia nguoi dung,.

- Khi ¢6 thay d6i 16n, phai cé ké hoach néng cép,
rollback va bién ban chi tiét.

BT-03

Bao tri co so dir

liéu

- Ki€m tra, to1 vu index, phan vung dit li¢u néu
can.
- Don dep dir liéu tam, dir [idu 1oi.

- Kiém tra dinh ky hi¢u nang va dung luong luu
ek,
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3.5.3. Yéu cau ve Sao lwa & Phuc hoi dit ligu

D Yéu cau M5 ta chi tiét
SL-01 | Sao luu dii lidu | - Sao Iu:u tu aong theo ngay; ho tro sao Iuu theo
gior néu yéu cau.
- Luu trl backup dang quay vong,
(ngay/tuan/thang).
- Cé backup offline dinh ky theo quy dinh.
SL.-02 | Phuc hdi dif lidu

- Pam bao phuc hdi nhanh khi c6 su ¢b (RTO
RPO 10 rang). »

- Kiém thtr phue hdi dinh ky @& dam bao ‘[mh san
sang.

3.5.4. Yéu cau ve Bdo hanh

Nha thau phai cam két bao hanh toan bd sén phidm t6i thiéu 12 thang ké tir ngay

- Luu log déy du cac hoat dong phuct hdi.

hai bén ky bién ban nghiém thu tong thé va ban giao dua vao st dung

D Yéu ciu M5 ta chi tiét
BH-01 | Thoi gian bao - 118 théng phai duge bao he‘mh‘ t6i thiéu theo
hanh thot gian quy dinh trong hop dong.
- Bao hanh bao gém stra 181, t6i wu hiéu nang va
ho tro k¥ thuat.
BH-02 | Pham vi bao - Khéc phuc 161 phét sinh trong tinh ning, giao
hanh dién hodc co sé dir liéu.
- V4 bao mat khi phat hi¢n 156 hong.
- H6 tro trong truéng hop 16i gy gian doan hoat
dong.
BH-03 | Quy trinh bao - Tiép nhén 161 — phan loai — xtt Iy theo SLA.
hanh

- U tién x& ly ngay céc 16i nghiém trong
(Critical/High).

3.5.5. Yeu cau ve Ho trg ky thuat

hoi & xur ly
(SLA)

1D Yéu cau M6 ta chi tiét
HT-01 | Kénh ho tro - H6 tro qua email, hotline, ticket, hosc cé)ng hd
ro.
- C6 dau mdi k¥ thuét phu trach truc tiép dy an.
HT-02 | Thoi gian phan | - Loi nghiém trong (Critical): phan hdi < 30

phut, xur ly <4 gio.

N E e
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D Yéu cau M ta chi tiét
- L6i mtc trung binh: phén héi < 2 gio, xtr Iy <
24 gio.

- Loi muc thap: xur ly trong vong 5—5 ngay lam
viéc,

HT-03 | H6 trg van hanh | - Tw vAn cu hinh, t6i uu, hidu ning,

- Hudng dan xtr Iy su ¢ co ban cho d6i ngf
quan tri.

- H6 tro phan tich log va didu tra nguyén nhan
khi c6 16i.

HT-04 | Daotao & - Cung cip tai liéu vén hanh, huong dan su dung
chuyén giao CMS va mobile.

- Dao tao truc tiép hodic truc tuyén cho cén bd
van hanh. '

- Ban giao bo tai li¢u day du kién trac, APL ha
tang, quy trinh backup.

4.Giai phap va phwong phap luan

Nha thau chudn bi dé xudt gidi phdp, phuong phap ludin tong qudt thire hién
dich vu theo ditng qui dinh cua chuong nay gém cdc phan sau:

1/ Gidi phdp va phwong phdp ludn

2/ Ké hoach cong tac

5. Qui dinh vé kiém tra, nghiém thu san phéam

Du an dugc xem 1a hoan thanh va sin sang dé nghié¢m thu khi tit ca cdc tiéu chi
dudi day dap ung

5.1, Tidu chi v& Chite ning

- Tt cé& céc yéu clu chie ning (duge dinh nghia tai Mye 3) ¢4 duoc phét trién
va hoat dong nhu ding ma ta.

- Céc luéﬁg nghiép vu chinh hoat dong 6n dinh, khéng phat sinh 1.

5.2. Tiéu chi v& kim thiv

- Tat ca kich ban kiém thir (test case) cho céc chire ning quan trong déu co két
qua Pass.

- Khéng con ton tai cac 161 (bug) & muc d6 Blocker hogc Critical anh huong dén
hoat déng ctia phan mém.

6. Ban vé: Khong yéu céu

————__ s



