Chuong V. YEU CAU VE KY THUAT

1. Giéi thiéu chung vé dy an, g6i thiu:

- Tén gbi thau: DV-01 “Cung cap dich vy gia han thiét bi va phan mém bao mat,
phin mém diét virus™.

- Pia diém thyc hién: $6 7 Phan Pinh Phing, phuong Hoan Kiém, Tp Ha Nai.

- No6i dung chinh cia go6i thiu: Cung cip dich vu gia han thiét bi va phdn mém bao
mdt, phan meém di¢t virus.

- Théi gian thye hién goi thau: 60 ngay.
2. Muc tiéu cong viéc:

Cung cip dich vu gia han thiét bi v phan mém bao mat, phan mém diét virus cho
B4o Quan d6i nhan dan phai ddm bio chét lwong, yéu cdu ki thudt va tién d6 hoan thanh
dich vu.

3. Yéu ciu ky thuit cha géi thiu:

3.1. Yéu ciu chung :

- Dich vy cung cip cho gdi thau phai dong b, cd ngudn gde tir chinh héng.

- Dich vy phai dugc cai diit, van hanh hoan toan tvong thich trén cac trang thiét bi
hign c6 cia Bao (Quan ddi nhan dan, khong gy anh huong va gian doan vén hanh an toan
cua toan b hé thong.

3.2. Yéu ciu k¥ thudt cu thé

Tém tit yéu cau cua dich vu phai dép ung c4c thong sd k¥ thuit va tidu chuin sau
day:
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1. |- Giahan dich vubio @ Yéu ciu chung:

hanh, bao tri va ho | - Gia han bao hanh thlet bi twdmg lira Imperva tr chinh hing sin
trog k¥ thuat thidt bi xuét hodc nha cung cap chinh thuc duge ¢ uy quyen

tudng lra  chuvén | - Cip nhat v gia han ban quyén phan mém thiét bi wong lira
dung bio v& ftng| Imperva tir chinh hing sén xudt hofic nha cung cdp chinh thire
dung web - Imperva | dugc Gy quyén.

X2020 (12 thang). - Yéu cu v& cung cip ban quyén va dich vt bao hanh: 12 thing,
- Gia han dich vy bao | ©0 hé tro k§ thudt 24/7 trong suft thoi han sir dung.

hanh, bao tri va hd | - Thiét bi sau khi durgc cap nhat phén mém va gia han ban quyén
trg k¥ thuét thiét bi | c6 thé tiép tuc sir dung ngay, khéng yéu chu cai dit hogic hiéu
tuong hra chuyén | chinh lau céc tham s hé thong,

dung bdo V& Ung p. ¥éu cdu chi el

Sau khi gia han ban quyén sir dung thiét b trdmg lira Imperva
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dung web - Imperva
X2520 (12 thang).

- Gia han ban quyén
phin mém Client
Reputation  Services
for 2000 Secrics,
Enterprise  Edition,
Annual Subscription
(Cdp nhidt cho cac
thiét bi Imperva) (12
thang).

phai dam bao:

- Vé chinh sach sir dyng:
+ Pugce cap nhit cic tinh ndng rndi: khi Hang hoan thién va cap
nhat mét tinh ndng bao vé€ mai thi thiét bj s& duogc cap nhat b
sung tinh ndng d6 ngay sau khi Hang cong bd va cho phép cap
nhat.
+ Cép nhit duge céc hinh thie tAn cAng mai vao tmg dung web:
ngay khi mét hinh thirc tan cong mdéi vao Gng dung web duge
phét hién va ngin chan, thigt bi duge tr déng cfip nhét hinh thie
tan cong do.

- V& tinh néng thiét bi:

¥" Khi nang ngin chin duge cac hinh thic thn cOng da duge néu

OWAST Top 10:

Injection

Cross-Site Scripting (XSS)

Broken Authentication and Session Management

Insecure Direct Object References

Cross-Site Request Forgery (CSRF)

Sccurity Misconfiguration

Insecure Cryptographic Storage

Failure to Restrict URL Access

Insuificient Transport Layer Protection

Unvalidated Redirects and Forwards

v Cung cip dich vu chéng tén céng dira theo Reputation-based

(Reputation based Web security):

+ Cung cap chutatmn—Bascd Sceurity nhim ngan chiin céc tin
cong tir dong va tr ngudn khdng tin cdy bao pdm Malicious IP,
Anonymous Proxies,The Onion Router (TOR) Networks,
Phishing URLs.
+ Hd o IP Geolocation, chin IP (heo vi tI:i dia ly cu Lhé, cho
phép gidm sat va chan auy ¢ip tir cac quoc gia khong mong
muon.
+ TI& tro "Community Defense”, thu thap cac thén gtin tAn cong
tur cong ddng nguoi ding da tnen khai ciing sin phim ciia hiing
san xuét va chuyén thanh mau tan cong, chinh sach,. .18 bao vé
hé thong

v’ Chbng tin céng Bot va tin cong tu ddng:
+ Cung cip cong nghé Anti-automation dé phat hién cac client
fu dong, bot, cripts based trén Web hrowser

L e L s A

+ 4+ + + + o+ o+ o+

+ Cung cép chinh sach an ninh : ite scraping, Application DDoS,
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Google hacking
v' Universal User Tracking: Ty dong truy vét durge user cia tmg
dyng Web.
v' Bao vé g dung:
+ Tu d6ng hoc rng dung va hanh vi ngudi ding. Ty ddng cép
nhat cic thay ddi hop 18 clia tmg dung va dua vao hd so hoc img
dung
+ Cokha ning chéng lai cac tAn céng di biét nhim vao cac diém
yeu cua may chi Web, méy chu img dung va h¢ dleu hanh.
Chéng sdu (worm) d3 biét va zcro-day dé bao v¢ nén tang
(flatform)
+ HO trg i thiéu 8000 miu tin cong (Signature)
+ (6 kha ning Kiém tra tuén thi giao thitc HTTP dé& ddm bao
ring cc truy cAp Web tuan theo tiéu chuan RFC nham phat hién
ra cic bt thudng trong dia chi URL va céc giao thic
v Céc phuong phap bao vé cookics:
+ Cookie injection, cookie poisoning
+ Stateful firewall, DoS prevention
v Cung cp correlation engine: C6 kha niing phén tich twong quan
nhidu sy kién d8 cho phép xir ¥ cac hanh vi/vi pham dang ngd
bang viéc danh gid cac sy kién qua khoang thdi gian va qua
nhidu lép phat hién (malicious encoding, HTTP protocol
violations, application proile violations, data leak prevention,
signatures, Web worms)
¥ Co kha néng “Va 40" (Virtual Patch) qua kha ning tich hop voi
cac giai phap quét diém véu:
+ Co khi nang tich hop voi cac giai phap quét diém yéu ciia
héing thit ba, bao gdm WhiteHat, TBM, Cenzic, NT OBJECTives,
HP, Qualys, Beyond Security, Acunetix, Denim Group
+ Cung cfip ban va o dé bio vé cdc diém yéu dugc phat hién.
v Hb trg md rong kha ndng chong gian lan trong giao dich e
tuyén tng dung (Web Fraud Prevention): H3 tro tily chon m&
rong tich hop voi cac gidi phap chéng gian lin trong giao dich
truc tuyén (Web Fraud Prevention) cua hing thé ba:
ThreatMetrix, iovation, Trusteer.
¥" Tim phat hién may chil img dung Web: tim phat hi¢n cic miy
chi tmg dung Web voi cac dit liéu nhay cam.
v Logging/Monitoring:
+ SNMP, Syslog, Email

|+ Integrated graphical reporting (HIML, PDF, CSV formats)
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+ Real-time dashboard

Gia han ban quyén
phin mém quan tr
tdp trung cac tuomg
Iira bao v& img dung
web - VMI150 (12
thang)

N

b.

+

+

Yéu cau chung:

Cap nhat va gia han ban quyén hé théng pban mém quén trj
(dp trung cac iwong hra bao vé mg dung web (VM150) tu
chinh hiing san xuat hodc nha cung cép chinh thirc dwge Gy
quyén

Yéu cu vé cung cap ban quyén phén mem t6i thiéu 12 thang
tré 1én, ¢6 ho trg ky thudt 24/7 trong sudt thoi han ban quyén.
Hé théng phan mém sau khi gia han tiép tuc st dung ngay,
khéng yéu ciu cai dat va hi€u chinh lai cdc tham sé cua hé
thong.

Yéu cau chi tiét:

Hé thdng phan mém sau khi cdp nhat va gia han phai ddm bao

van hanh ddy du cac tinh ndng co ban sau:

Cho phép trién khai dudi dang thit bi vét 1y chuyén biét holic
trién khai trén cde nén ting a0 hoa nhr VMware Hypervisor
hay [Iyper-V llypervisor.

Cung cip giao dién thyre hién auditing, reporting va luu log
cac san pham SecureShphere.

Theé hién trang thai vé bao mat va gidm sat cac incident theo
thai gian thye thong qua live security dashboard.

Cung cap giao dién diéu tra va phan tich cic hoat ddng cia
ngudi dung.

(iam sat todn bd cac thong s6 v& trang thai hoat dong ciia hé
thén g trén mdt giao dién.

Quan Iy va phan phdi cac chinh sich cho cac thiét bi duge
quén 1y trén toan bd cdc thiét bj WAF/DBFW cia Imperva.
Cung cép kiém soat truy ¢ip quan trj phin quyén.

Giam sat duge hoat ddng va trang thai cua toan b thiét b cling

nhu cic hoat dong trong maoi trudng bao mat.

Lo

Gia han dich vu hd
trg kv thudt va bio
hanh thiét bi Citrix
ADC MPX 5905
Advanced Ldition
(12 thang).

a. Yéu cau chung:

Gia han bao hanh thiét bj cén bang tai Citrix tir chinh hang
san xuat hodc nha cung cdp chinh thire duge y quyén.

Céap nhat va gia han ban quyén phfm mém thiét b can bing
ta1 Citrix tir chinh hing sin xuidt hodc nha cung cép chinh
thirc duoe Gy quyén.

Yéu ciu vé cung cip ban quyén va bdo hanh: t5i thiéu 12
thang trd 18n, ¢6 hd tro ki thudt 24/7 trong sudt thoi han sir
duno.

Chmat =

Thiét bi sau khi duoc ciip nhat phin mém va gia han ban
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quyen cé thé tiép tuc si dun ; ngay, khong yéu cdu cai dat
hoiic hiéu chinh lai cac tham s6 hé thong.

b. Yéu cau chi tiét:

- Sau khi gia han ban quyén sir dung thiét bi can bing tai Citrix
phai dam bao:
- Vé chinh sAch sir dung:

+ Duy tri dich vy hd teg tir Hang khi ¢6 sy ¢ xay ra

+ Cap nhat cac tinh nang moi khi hing dua ra cac ban cap
nhai.

+ Thay thé thiét bi mai khi ¢6 18i v6i phin clmg.

- V& tinh ning thiét bi:

v' Can bang tai 16p 4:

+ Giao thitc hd trg: TCP, UDP, FTP, HTTP, HTTPS, DNS
(TCP and UDP), SIP {over UDP), RTSP, RADIUS, SQL,
RDP

+ Thudt todn cin bing tai thng minh: Round Robin, Least
Packets, Ieast Bandwidth, Least Connections, Response
Time, Hashing (URL, Domain, Source IP, Destination IP,
and CustomID), SNMP-provided metric, Server Application
State Protocol (SASP).

+ HO u¢ cic co ché gir phién 1am viée: Source IP,
cookie,server, group, SSL session, SIP CALLID,Token-
based, JSESSIONID.

+ HO tro co ché kiém tra trang thai may chi: Ping, TCP, URL,
ECV, scriptable health checks, Dynamic Server Response
Time.

v" Chuyén mach ndi dung l6p 7: Céc chinh sach: URL, URL
Query, URL Wildcard, Domain, Source/Destination IP,
HTTP Header, Custom, HTTP and TCP Payload Values,
UDP.

¥ Can bang tai co s& dit lidu: HS tro Microsoft SQL Server
vi MySQL; Thujt toan svitching bao pdm cac tham gb
truy van SQL nhu tén co s¢ dit idu, ngudi dung va tham
s cau 1énh.

v Can bang tai dudng truylen Can bang tai luu lugng
inbound va outbound qua nhidu két ndi Internet.

v" Kha ning chéng DDoS 16p 4; Hb trg kiém soat truy cap
l1op 3.4 (access list); C6 kha nang loc ndi dung lop 7; Co
kha niing sira d6i dja chi URL.

v’ Ting tde tng dung: t6i wa héa TCP.

+ Multiplexing, Buffcring, € mncctionKeep-alive, Windows
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Scaling, Selective Acknowledgement, Fast Ramp.
+ Ting tde va giam tai SSL.
+ Chinh sach dinh nghia dua trén gia tri HT TP header va body.
4. | Gia han ban quvén a. Yéu ciu chung:

phin mém thiét bi
tudng lra 16p mang
Sophos XGS (12
thang)

- Cép nhit va gia han ban quyén phin mém thiét bi twdmg lira
16p mang Sophos XSG tir chinh hiing san xuét hodic nha cung
cAp chinh thire droe Uy quyén.

- Yéu ciu vé cung cip ban quyén va bdo hanh: thi thiéu 12
thang tré Ién, ¢o hd tro k¥ thudt 24/7 trong sudt thivi han st
dung.

- Thié_t b1 sauvkhi dugc cap nhat ph:m mém va gia han ban
quyén co thé tiép tuc sir dung ngay, khnng yvéu cau cai dit
hodc h1¢u chinh lai cac tham so hé thong

b. Yéu cau chi tiét:
- Cap nhit va gia han ban quyén cho phép thiét bi cép nhat
phién ban méi nhit cha hé didu banh va cic miv tha cdng,
virus gitip bao vé hé théng mang t6t hon.
- M@ khéa cac tinh ning Firewall cao cép bj déng do hét han
béan quyén,
- Gia han ban quyén s m& cic tinh ning bic vé cao cip:
Network Security, Mail Security, Web Security, Web
Application Security, Wireless Security.
- Pam bao ¢o céc tinh nang sau khi gia han ban quyén:
+ Network Protection
= Cong cu IPS thé hé moi voi hidu ning cao, sit dung k¥
thuit kiém tra séu g01 tin (Deep Packet Inspection), cho
phép dp dung cac mau IPS chon loc theo timg quy tic
firewall nhim dat hiéu ning va mac bao vé téi uu.

= Hang nghin chit ky (signature) phat hién tin cong

» Hé tro tao va sir dyng chit ky IPS tuy chinh

+ Advanced Threat Protection.

= Active Threat Response ty ddng gidm st va chin cac moi
de doa APT cung céc nguy ¢o khiac duwrge nhan di¢n thong
qua ngudn dir lidu de doa, cung cap kha niing bao vé nang
cao trurde bot va cac tic nhén tan cong dang hoat dong khi
chiing ¢6 ging két ni toi cac diém dén doe hai, bing cach
sir dyng co ché phat hién da 1op g6m DNS, AFC va hé
théng [ircwall,

+ Web Protection
» Co so dir liéu loc URL vt hang triéu website duge phin
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loai thanh 92 danh muc

» Application Control: Kiém soat irng dyng dya trén chit ky
(signature-based), v6i cac miu nhan dién cho hang nghin
ung dung.

= (ong cu phat hién ma ddc dde 1ap tha hai (Avira) dé thuc
hién dual scanning.

* Bio vé nang cao chong mi doc trén web voi cong ngh
gia lap JavaScript.

= Chinh sach th¢i gian truy cap theo timg nguoi ding hoic
nhom.

Email Protection

= Ngin chin spam mail va cac loai méi doc 1ay nhiém qua
Email.

= C6ng cy phat hién méi ddc ddc 1ap thir hai (Avira) dé the
hi¢n dual scanning.

= Phat hién link URL Itra ddo dinh kém ¢ trong email

YPN

» HB tro cac giao thire VPN: SSL, [Psec, 256 bit AES/3DES,
PFS, RSA, X509.

Web Application Firewall Protection
Bao vé hé théng Web server thong qua céc tinh ning:
Reverse proxy, URL hardenling, Form hardenling, SQL
Injection, XSS, Dual Anti-Virus,

I

- Gia han ban quvén
phin mém bao mat
Rapid7 Nexpose (12
thing)

- Gia han ban quyén
phin mém bao mit
Rapid?  Metasploit
(12 thang)

S

Yéu cqu chung.

Cép nhit va gia han ban quyén phén mém bao mat Rapid7
Nexpose v Rapid7 Metasploit tir chinh hing san xuit hojc
nha cung cdp Lhmh thirc du'(,)’b uy quven

Yéu ciu vé cung cip ban quyén phan mém: tdi thiéu 12 thang
trdy 1én, ¢d hd tro k§ thuét 24/7 trong sudt thoi han ban quyén.
Céac phan mém sau khi gia han tiép tuc st dung ngay, khéng
yéu cau cai ¢4t va hiéu chinh lai cic tham sé ciia hé théng.

Yéu cdu chi fiér:

Cép nhat phin mém va gia han ban quyén str dung phin mém
cho phép phin mém thue hién cc chic ning sau:

Cap nhat: Cap nhat dir lidu méi nhét vé céc 18 hdng bao mt,
cap nhat mdi nhit v& cac phuwong thirc tin céng mang cho
phan mém.

Tinh niing d& quét hd trg: cé kha ning dod quét phat hién hon
35.000 15 hong bao mat va véi hon 100.000 cich kiém tra
khac nhau.

HO trg phat hién 16 héng cia: Network, OS, Desktop
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Application, Web Application, Database Vulnerability.

Do quét ca s¢ dit lidu cho phép cau hinh dé do quét cho: MS
SQL/Server versions 6, 7, 2000, 2005, 2008, Oracle versions
6 through 10, Sybase Adaptive Server Enterprise (ASE)
versions 9, 10 and 11, DBZ, £ 8/400,PostgreS QL. versions 6,
7,8, MySQL.

Dura théng tin 16 hong bao mét cé thém cac loai
Malware hay Exploit ¢6 thé tin cong vao 16 hong da duge do
quet trong he thong.

Cho phép loai bo cac nguy co nhanh hon véi cac uu tién dugce
dira ra dra trén cic anh hudng c6 thé xay ra.

K&t hgp véi cdng cy khai thac: chuong trinh do quét cho phép
két hop v6i cong cu tin cong khai thac 18 héng bio mat, nhim
muc dich kiém tra lai anh hwéng khi 16 héng bao mét ciia hé
théng mang bi thn céng.

Cap nhit 16 héng bao mat: chuong (rinh cho phép
thudng xuyén cap nhat cic 16 hong bio mat mdi,

Thurc hién vé 18 héng: cho phép va 16 hng dugc thong bao
“Tuesday vulnerability”, thue hién v va kiém tra 1§ hong
bdo mat & mitc d6 hé diu hanh va hd trg cac hé didu hanh
sau: Microsoft Windows, Red Hat, CentOS, Solaris,
Vmware.

Cho phép thiét 1ap gi6i han: chuong trinh do quét cho phép
ta0 ra cac mAu (temp) nham gidi han cac muc tidu do quét.
Canh béo trong qua trinh do quet chuong trinh do quét ¢co
tinh ndng canh bao cho ngu’crn quan tri khi phat hién mot 15
hong bac mat nao d6 do ngudi quan tri thiét Lap.

Két hgp voi cdc chuong trinh khédc: chuong trinh cho phép
két hop véi cac chirong trinh hr hing thir ba dva trén XML-
Base Open APL. Chuong trinh do quét cho phép lam vige
duge voi mot sé tmg dung bio mat khac nhw hé théng:
IDS/IPS, SIEM/Log Mgmt, Pen Testing & Exploit Analysis.
Béo cio: chirong trinh c6 thé dwa ra bio cao day du va chi
tiét vé hién trang 15 hfing bao mét cia hé théng mang.

= Tinh 11ﬁng h5 trcr cao cz'ip

clo quct co kha nang do quet phat hién lo hong bao mdt clia
tng dung Web, phat hién cac 16 hdng bao mat ving dyng
web nhy: SQL Injection, XSS, va OWASP Top 10 Web
Application Sccurity Risks AJAX, ASP.NET 2.0, and
Flash va Web Application.
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v

v

Thiét lap thy bién céec miu 16 quét: chwong trinh cho phép
thiét lap, tby chinh thay déi cac miu do quét.

Céc thiét 1ap co ban v& 13i nguyén: chuong trinh cho phep
tao ra cac nhom tai nguyén phu hop véi cac ving mang dé
ngudi quan trj dé dang do quét va phan ving tai nguyén.
Ty bién bao cdo: chuong trinh do quét cho phép tiy bién
nhiéu kiéu vé ndi dung va cach hién thj cho phép dé dang
tao bdo cdo phi hop vai nhimg yéu ciu cu thé cia ngudi
quén tri. Chuong trinh cho phép xuit Ta nhiéu dang file
bao cao khac nhau.

Cho phép tity bién CSV Export: cho phép tity chinh dang
CSV khi xuit file.

B4o cao theo miu PCL: cho phép xuét bao cdo theo miu
PCL

* Tinh niing cy thé sau khi cgp nhat phin mém va gia han ban
quyén st dung phin mém:

v

V”

v

Quan tri:

St dyng quén tri qua Web (HTTPS), cho phép tao phén
quyén truy cp cho cac user ¢é quan tri d& dang va ning
cao tinh bao mét.
Théng tin nguoi ding ¢6 thé két hop véi cdc dich vy quan
I¥ nguoi dung nhu Active Directory, LDAP.

Kham pha hé théng mang:

HA tra hai dang kham ph4 hé 2 thén g mang: Dynamic va
Static Sites.
Cho phép thiét lap théng tin dang nhap (UserlD va

Password) dé scan hé théng mang. H3 trg cac protocol:
CVS, Sybase, DR2, SSH, Oracle, Telnet, CIFS, FTP

'l EerAriry Rl L A Wiialer? So-As kry & oA s

POP, HTTP, SNMP, SQL/Server, SMTP

HJ trg phat hién mang bing phuong thirc Dynamic cho

¢d cac 1a1l nguyén ao hoa.
Hinh thae scan: hd tro dit lich oy ding scan ha‘j scan thyc
hién béi ngudi quan tri. Trong lic scan c6 thé tam dung
va xem théng tin két qua.
Quan Ly ta1 nguyén: cho phép quan 1y tai nguyén dya trén
chc ving tai nguyén (Sites). HS trg quan Iy ca IPv6 va
IPv4. Mbi tai nguyén s& cd nhiéu théng sb thé hién nhu
Hé didu hanh, tan, phién ban dé ngudi quan tri d& dang
xem théng tin.
1.5 héng bao mét: cho phép tinh toan va dwa ra diém theo
chudn CVSS vé murc d6 ng uy hiém dya trén viée dé dang
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thn cong, E]E dang dang nhap hay cdc théng tin khac. biém
cho mo1 16 hong bao mét dugce tinh tir 1-10 va duge dung
cho PCI (Payment Card Incustry)

v Bdo cao:

- Cho phép bao cao theo tirng nhom tai nguyén.

- Cho phép tao bao cao co ban: lira chon kiéu béo cao, hya
chon bao céo ra tai liéu (Text, PDF, RTF, HTML).

- Lua c;hgn Export bao cdo duge thiét ké phu hop vai cac
h¢ thong khae, dang bao cao c6 thé bao gdm theo XML,
Database Export va CSV.

v" H& trg khai thac 16 hong bao mét d& dénh gid lai anh huong
khi 16 hong bdo mat bi tn cong:

- Chuong trinh hd tro cho phép khai thac 18 héng bao mat
gua giao dién: Command-line, Web Interface.

- H3 tro khai thic théng minh (Smart Exploition).

- Kiém tra vide dat mat khau {Password Audiling).

- Pua ra bao céo.

- Quan ly dir liéu (Data Management}.

- Chuong trinh khai thac cho phép két hgp vl cac chuong
trinh phat hién mang va rho phép nhép két qua tir hing
thir 3 (Network Discovery and third-party import).

® Tuong thich:

v" Phin mém do quét co kha ning trién khai trén cac hé didu
hanh: Microsoft Window: Server 2008 RZ, Windows
Server 2012 (64-bit), Windows 7 and Windows R (64-hit),
VMware ESX 3.5 and 4.0, ESX1 3.5, 4.0 and 5.0, Red Hat
Enterprise Linux 5.x, 6.X, Ubuntu Linux 10.04 LTS (64
bit only), Ubuntu 12.04 LTS {64 bit only).

6. | Gia han bin quyén | - Chung loai: Ban quyén phan mém diét virus phién ban danh

phin mém diét virus
(12 thang)

cho doanh nghiép Kaspersky Endpoint Security hodc tieong
dirong.

- Thdi han str dung: 12 thang ké tir ngdy kich hoat.

Chdt heong san phim:

= Tasan phdm cd uy tin, duge kiém dinh, chitng nhan caa cac
t6 chirc danh gia d6c 13p vé phin mém diét virus nhur Virus
Bulettin, AV-Test, AV Comparatives hodc danh gia trong
nhom dan dau vé san phim phong chéng virus ciia Gartner.
Chiing loai san phém:

= San pham phong chdng virus phién ban danh cho doanh nghiép,

thyre hign béo v§ cac may tinh chi, may tinh tram ciia Toa soan
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Danh muc dich vu

Théng sb k¥ thuit va cdc tiéu chudn(®

trirée cae nguy hai do virus gy ra.
Tinh ndng co ban ciia sdan pham:

= Kha ning quan ly tip trung:

v" Khé nang cai dat phan mém digt virus 1én mdy tinh tir xa
théng qua cac mdy chu cai djt phan meém quéin tri tip trung
clia san pham.

v Kha ning quan 1y, ditu khwn phan mém diét virus trén
may tinh tir xa qua phan mém quan tri tap tmng

v" Kha ning thiét 14p mo hinh quédn 1y phén cip, qua d6 phan
quyén quan tri cho cac don vi c¢ip dudi theo pham vi don
vl phu trach.

= Tich hgp vdi hé thdng quan 1y ngudi ding (AD/LDAP), bao
vé mziyﬁnh: o - o ‘

v" Phong chéng va tiéu diét cac loai virus, spyware, malware,
MAacro..

v" Chirc niang tmmg lira bao v§ cho may tinh trude cac hanh
vi xam nhdp, tin cong, truy nhap bat hgp phap.

= Thiét 1ap cic chinh sach str dung internet cho cic may tinh
sir dung phin mém diét virus.

= Thiét ip chinh sach digt virue theo nhém méy tinh.

= Qudn ly img dung: kha niing chiin cdc img dyng ma nhan vién
khéng dugce phep sir dung theo chinh sach dét ra.

= Quan Iy hoat dong clia cic phian mém chay trén may tinh.

= Quan ly thi :é‘t bi ngoai vi: thue hign khoa cac thiét bi ngoai vi
nhir USB, 6 cimg di ddng... két n6i dén may tinh theo chinh
sach dit ra.

= Hd trg nhidu hé didu hanh khac nhau danh cho may chi, may
tram: windows, linux, mac,...

= Ho trg phong chéng virus rén méi trudmg do héa.

()Ghi chit: Truong hop nha thiu dé xuit giai phap cong nghé, k¥ thuat khac so vai yéu
cédu thi nhd thau can ching minh kém theo tai Lidu:

- Tinh twong duong va vuot trdi vé cong nghé cua gidi phép ky thudt khac dé trong

vige dam bao khai thac sir dung higu qua theo cAc yéu cau clia goi thau (c6 kém theo tai lidu
dé ching minh).

- Tinh tirong thich ciia giai phép k thuat khac do img dung trén ha thng phén climg va

phén mém clia Bao Quan d6i nhan dan hién ¢d 1a hoan toan tuong thich, phu hop, khong gay
xung dot ma van dam bao an toan, hi¢u qua, hi¢u ning khai thic st dung hé thong.




4. Quy dinh vé kiém tra, nghiém thu séin pham:

Céc kiém tra cén tién hanh gdm cé:

- Kiém tra chung vé dich vu (hing cung cép, ching loai, ngudn gbc...).

_Kiém tra thdng s6 k¥ thuat (tinh niing, chirc ning) cia dich vy, phan mém.

Vén hanh thir nghiém cac tinh ndng dam béo chat luong va dic tinh k¥ thuat dap

rng yéu cau cua hop dong.

_ Phoi hop kidm tra va nghiém thu theo quy dinh cta B6 Quéc phong.

5. C4c yéu ciu khie:

- Nha thau phai 14 don vi ¢6 kinh nghiém, d3 timg trién khai, cung cép cac dich vu
trén nén tang comg nghé cua Imperva, Citrix va Sophos tir ndm 2023 trd lai day.

- Nha thiu pha1 chiu hoan toan trach nhigm vé vige ung cap d;ch vy cua gm thau
khi trién khai trén ha t'mg cia Bao Quén dfi nhan dan néu xdy ra sy c6 hé thong din dén
anh huéng, gian doan quy trinh san xuit, xuit ban cia Toa soan.

- Nha thiu phai chiu hoan toan trach nhiém néu cd bit ky khiéu kién ciia bén thit ba
vé van d& ban quyén cua cac djch vu cung cip cho g6i thau nay.
- Trong sudt thdi gian thyre hién hop ddng 12 thang, nha thdu can:

+ Bo tri nhén su hd tro ky thuét 24gid¢/ngay+7ngay/ tuAn trong sudt thoi gian thuc
hién hop ddng 12 thang.

+ Cam }cet xtr Iy sy ¢b trong vong 01 gid ké tir khi nhan duge yéu cau cia don vi
sir dung vao bat ky thoi diém nao.
+ Tién hanh kiém tra, bao tri, v t6i uu hda hé thdng vao ngdy dau tién hang thang.



