Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gi6i thiéu chung vé dy an/dy toin mua sim, goi thiu

- Tén g6i thau: Trang thiét bi tuong lira va ban quyén cho Trung tim may
chi nam 2026

- Tén du an/dy toan mua sim: Trang thiét bi tudong lra va ban quyén cho
Trung tdm may chu cua Cuc Théng ké tai Ha N6i nam 2026

- Pia diém thyc hién: TTDL Cuc Thong ké, Dia chi: S6 54 Nguyén Chi
Thanh, phudng Lang, thanh phd Ha Noi

- Thoi gian trién khai: trong vong 70 ngay, ké tir ngdy hop dong c6 hiéu
luc.

- Thoi gian bao hanh, hd trg k¥ thuat va ban quyén sir dung dich vu phan
mém: 36 thang.

1.2. Yéu cau vé ky thuat

1.2.1. Yéu cau chung:

Hang héa do nha thdau cung cdp phdi dam bdo cdc yéu cau chung nhw sau:

- Hang hoa mdi 100% chua qua sir dung, ding du mo ta va s6 luong. Hang
hoa dugc dugc nhap khau hodc phan phoi chinh hang tai Viét Nam.

- C6 ngudn gbe xuat xtr, mac ma, thong s6 k¥ thuat, hing san xuat rd rang:

- Phai c6 cam két cung cap day du hang hoa, cac chimg chi CO, CQ, to khai
hai quan (néu yéu cau) kém theo; dam bao tién do cung cép; cam két bao hanh
hang hoa du thoi gian theo yéu cau cua E-HSMT.

- Cung cap tai liéu k¥ thuat (catalogue, datasheet, hudng dan sir dung,...)
dé chimg minh tuyén bd dép tmg, ciing nhu néu rd ngudn gdc cua cac tai lidu nay.
Trong truong hop tai lidu ky thuat nha thau cung cap c6 nodi dung khac véi tai lidu
k¥ thuat trén website chinh thirc ciia Hing san xuat thi phai c6 xac nhan goc cia
nha san xuét hodc khong c6 thi bén moi thau s& can ct theo tai liéu ky thuat trén
website chinh thirc cia Hang san xuat dé danh gia vé kha ning dap (mg yéu cau
k¥ thuét ctia hang héa chao thau.

1.2.2. Yéu cdu chi tiét:

Yéu cau vé k¥ thuat bao gdbm yéu cau vé ki thuat d6i vdi hang hoa thude
pham vi cung cap cua goi thau, cu thé:

Théng s6 k thudt ciia hang héa. Hang hoa dé xudt phdi tudn thii cdc théng



SO ky thudt va tiéu chudn sau day:

STT Ten hanlglﬁhnoga va tinh Théng s6 k§ thuat va céc tiéu chuin
I Thiét bi twong lira 16p trong
1 Phin cirng va giao
dién két noi
Ngudn cung cip 02 ngudn du phong AC
B6 vi xu ly (CPU) > 24 Cores
Bd nhé trong
(RAM/DRAM) = 128GB
O clmg luu trix > 480 GB
> 8 x 1G/2.5G/5G/10G
Giao dién két ndi > 12 x 1G/10G SFP/SFP+
© Gl e o > 4 x 10G/25G SFP+/SFP28
> 4 x 40G/100G QSFP+/QSFP28
> 1 x 1G/10G SFP/SFP+ out-of-band
Giao dién cong quan management port
120 CIEN CONS qUan 1 > 5 x 1G/10G SFP/SFP+ high availability
tri va cong HA (High oort
Availability) > 1 x 40G QSFP+ high availability port
> 1 RJ-45 console port
2 | Ning lwe thiét bi
Thong lugng Firewall
(da bat Application
Control/App-ID va > 52 Gbps
logging) v&i goi tin
appmix
Thong lugng Threat
Prevention
(da bat cac tinh nang
Application
Control/App-ID, Anti | > 35 Gbps
Malware/Antivirus,
IPS, Antispyware,
WildFire va logging)
véi goi tin appmix
Max_ concurrent > 5M
sessions
New sessions per > 270,000
second
3 | Tinh nang Firewall




Tinh ning ndi bat

Cong nghé App-ID: St dung 4 k¥ thuat khac
nhau dé x4c dinh tng dung, bao gdbm
Application Signatures, SSL/TLS va SSH
Decryption, Application and Protocol
Decoding, va Heuristic

Tinh ning Policy Optimizer tu dong khuyén
nghi cau hinh chinh sach bao mat theo tng
dung: Cac Apps khong str dung, Cac App
mai phat hién, Cac Rules khong c6 App
Controls, Cac rule khong st dung

C6 tinh nang chin cac két ndi SSL khong an
toan: certificate hét han, khong tin cay, gioi
han cac chuan ma hoda, xac thuc va trao doi
key.

Cong nghé¢ User-ID: cho phép xac dinh users
trén hé théng dua trén nhiéu nguén khac
nhau, tir d6 thiét 1ap chinh sach theo User-1D
thay vi chi dung IP address, gitp dé dang
giam sat, bao cao va nhanh chéng diéu tra
truy vét khi c6 su co.

Céc nguon xac dinh users bao gom: xac thyc
Captive Portal, ing dung Global
Protect/Prisma Access Agent, XML API,
Syslog Listening, XFF Headers, Server
Monitoring (Microsoft Active Directory,
Microsoft Exchange)

Cho phép xac thyc lan luogt tir nhiéu ngudn
(nhu local database, LDAP, va RADIUS...)
trén cung mot profile dé xac thyc nguoi dung

Tinh ning Networks

Cac ché do giao dién inteface: L2, L3, Tap,
Virtual Wire

HO tro cac giao thiic dinh tuyén dong: BGP,
OSPF, RIP.

HO tro giao thiic dinh tuyén tinh.
Policy-based Forwarding

Hb tro cac hinh thirc NAT: static NAT,
dynamic IP, dynamic IP va port (port address
translation), NAT64, NPTv6

Tinh nang High
Availability

Active/Active, Active/Passive, HA
Clustering

Céc co ché phat hién 15i: path monitoring,
interface monitoring

Tinh nang Advanced
Threat Prevention

Str dung hoc méy, hoc sau va Al tao sinh
(Precision Al) dé dao tao cadc mo hinh bdo




mat, cho phep phat hién chinh xac va ngan
chian cac bién thé malware phat trién nhanh
chong

Phat hién va ngan chan virus, malware trong
cac file thuc thi dua trén bd Antivirus
Signatures

Phéat hién cac hanh vi C2 trén cac may tinh bi
nhiém spyware két néi téi cac ddi tuong tin
cong tur xa nhu command shells, malicious
domains, payload inspection, DNS
sinkholing dua trén bo Antispyware
signatures

Phat hién va ngan chin cac 16 héng c6 thé bi
khai thac cua hé théng, cac cong nghé an
minh (Evasion techniques), che gidu hanh vi
(Obfuscation attemps), va SQL injection dua
trén bo Vulnerability signatures

Cung cap hé thong phat hién inline dé ngin
chin cac nguy co C2 chua biét va lan tranh,
tir cac cong cu tan cong pho bién Empire,
Cobalt Strike...

Phat hién va ngan chin cac két néi IP doc
hai: cac IP bi chan (blocklists), cac IP c6 rui
ro cao hay céc dich vu hosting khong an toan
(Bulletproof hosting)

Tinh nang DNS sinkholing gitap phat hién,

diéu tra truy vét cac may bi lay nhiém trén hé
thong mang, bang cach chuyén yéu cau DNS
tGi dia chi IP dugc xac dinh hay cu hinh sin

Thoi gian ban quyén: 36 thang

Quan tri va bao cao

Quan tri qua giao dién web HTTP/HTTPS,
giao dién dong 1énh SSH, XML API, REST
API

Ngudi quan trj co thé save, export cau hinh
thanh file backup luu bén ngoai. Import,
restore/revert file cau hinh da lvu ma khong
can reboot thiét bi

Nguoi quan tri c6 thé commit, validate,
preview, save, va revert cac thay doi trén cau

hinh

Cong cu phan tich Application Command
Center (ACC) cho phép tuong tac phan tich
dwr liéu g dung, ngudi dung, URLs, cac




nguy co, va ndi dung trén mang. Hién thi d6
hoa mdi lién hé giira cac events trén mang
nhu threat activity, network activity, hay cac
blocked activity

Tich hop 40 cac mau béo céo c6 san. Cho
phép tuy bién cac bao co theo nhu cau ngay
trén thiét bi, xuit ra cac dinh dang bao cao:
PDF, CSV hay XML

Bio hanh va hd tro
ky thuat

Ty dong tai xudng cac ban cap nhat cho
App-ID, URL Filtering, Threat Prevention...
theo gbi license cung cap. Tuy chon tai cac
ban cap nhat va cap nhat thu cong

Dich vu hé tro xur Iy su cd béng dién thoai
24/7 tuy theo muc do nghi€ém trong

Cung cap nén tang hd trg chim soc khach
hang truc tuyén qua giao dién web: cung cap
truy cap toi danh sach cac san pham, co so
dir lidu céc su cd, va tuong tac voi chuyén
gia ho tro k¥ thuat

Thoi gian dich vu: 36 thang

- Cdc ddu cham (.) va ddu phay () cua thong s6 kj thudt trong pham vi

bang nay dwgc hiéu theo théng 1é quoc té.

- Bdng trén ddy la yéu cdu kj thudt toi thiéu doi véi hang héa cung cdp ciia

@6i thau. Néu cé bat ky thwong hidu, ma hiéu néu trong bang yéu cdu kj thudt ndy
thi thwong hi¢u, ma hiéu do khong phai la bcft budc ma la dé minh hoa cdc tiéu
chudn chat lwong, tinh nang ky thudt yéu cau nha thau cé thé lira chon dw thdu
hang hoa c6 nguon goc, xudt xit, nha san xudt, thwong hiéu, ma hiéu phu hop voi
diéu kién cung cap nhung phdi dam bdo yéu cau c6 tiéu chudn ky thudt, ddac tinh
ky thudt, tinh nang sir dung "twong dwong" hodc "wu viét hon" so véi cdc yéu cau
nay. Nha thau phai cung cap tdi liéu kém theo dé chirng chitng minh tuwong dwong
hoac wu viét hon do.

Bang dé xuit ky thuit ciia nha thiu

Muc

Noi dung yéu ciu
cia HSMT

Noi dung dé Tham chiéu

xuat ky thuat | tailiéu chimg | Ghichud
cuia nha thau minh




- Truong hop can gidi thich hodc miéu ta ré ndi dung chdo thau thi nha
thau ghi vao cot Ghi chu

- Nha thau phdi gidi thich dap vng ky thudt chi tiét theo tirng muc (tham
chiéu tai liéu chimg minh can chi ré dén: tén tai liéu, chwong, muc, trang ...)
trong bang dé xudt ky thudt néu trén.

1.3. Yéu céu veé trién khai
Nha thau cam két trién khai:

- Thyc hién cung cip ban giao, lap cai dat tron goi cho toan bo thiét bi
hang hoa tai chan cong trinh.

- Cung cap day du thiét bi, vat tu can thiét dé trién khai toan bo cac hang
hoa cta goi thau.

- Thyc hién huéng dan stir dung va chuyén giao cong nghé cho Chu dau
tu.

- Phéi hop voi cac don vi khac theo yéu cau va ké hoach dugc chil dau tu
phé duy¢t dé trién khai cai dat, déng bo va tich hgp cac chinh sach bao mat. Ké
hoach phéi hop s& duogc cu thé theo yéu cau tai thoi diém trién khai du an.

1.4. Yéu céu dich vu dich vu bao hanh, hd trog k§y thuét
- Trong sudt thdi gian bao hanh, nha thau phai cung cip phuong thic hd
tro, cu thé:
+ Bao hanh tai don vi sir dung.
+ V& thoi gian dap Gmg:
o Tiép nhan va xur 1y thong tin vé su cb theo co ché 24/7: 24gid/ngay
X 7ngay/tuan.
o Trong vong 24 gio phai kiém tra thiét bi va thuc hién cac bién phap
dé xir 1y su cd ké tir khi nhan dugc thong bao vé sy cd.

- Trong thoi gian stra chira, khéc phuc su cd cua thiét bi, bén cung cép dich
vu phai c6 giai phap dam bao tinh lién tuc cia toan bo hé théng.

- Trong truong hop khong khéc phuc dugc su ¢ cho cac thiét bi (trong

thoi gian bao hanh), don vi cung cép dich vu c6 trach nhiém cung cip thay thé



thiét bi hu hong bang thiét bi méi c6 tiéu chuan ky thuét twong duong hoic cao
hon dé dam bao cho hé théng hoat dong lién tuc.
- Thoi gian bao hanh va hd tro ki thuat hang hoa trong thoi gian 36 thang
ké tir ngdy ky Bién ban nghiém thu hop dong theo tiéu chuan ciia Hing san xuét.
1.5. Cac yéu cau khac
- Nha thau phai ¢6 cam két cac nodi dung sau:

+ C6 kha niang dap tng ddy du vé nhan su trién khai c6 kinh nghiém,
nang luc chuyén mon phu hop véi yéu cau cia goi thau.

+ Bdo dam an toan, bao mat va tinh riéng tu vé thong tin, dit li¢u cua co
quan nha nudc; tudn tha cac quy dinh cta phap luat vé an toan, an ninh thong
tin, co yéu va phap lénh bao vé bi mat nha nudc.

- Pon vj trién khai phai c6 chimg nhan vé hé théng quan 1y chét luvong ISO
9001:2015 con hi€u lyec.

- Hang san xuit hodc dai dién hang san xuét tai Viét Nam cua giai phap
tuong lira dé xuat trong HSDT ¢ cam két cac san pham duoc cung cap trong goi

thau duoc cap nhat phﬁn mém va hd trg ky thuat chinh hang trong 03 nam.

Muc 2. Ban vé
Khong ¢6 ban vé
Muc 3. Kiém tra va thir nghiém

Theo yéu cau va sy phdi hop thue hién véi Cuc Théng ké trong sudt thoi
gian trién khai goi thau.



