Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
Muc 1. Gi6i thiéu chung vé géi thiu:

- Tén go6i thiu: Phan mém phong chdng Virus cho 3000 mdy chi kém dich vu trién
khai, 2 nam.

- Ngudn vbn: Vén dau tw mua sdm tai san ¢d dinh ciia Ngan hang TMCP Viét Nam.

- Tén Chu du tu: Ngan hang TMCP Cong thwong Viét Nam.

- Thoi gian thuc hién géi thdu: 60 ngay, ké tir ngdy hop dong c6 hiéu luc.

- Loai hop déng: Tron goi.

- Muc tiéu cong viéc: Trién khai phan mém phong chéng virus cho 3000 may chu
chay hé diéu hanh Non-Windows tai cic Trung tdm dir liéu chinh va du phong (DC,
DR) cia Ngan hang TMCP Céng thuong Viét Nam (VietinBank) nhim dam bao an toan
bao mét thong tin gbp phan nang cao ning luc bao mét va duy tri hoat dong 6n dinh cho
toan b ha tang cong nghé théng tin ctia hé théng.

- NOi dung va quy md mua sadm:

STT Noi dung Pon vi tinh | S6 lwong
I' | Phin mém phong chbng virus cho 3000 may chu Géi |
kém dich vu trién khai, 2 ndm

M6 ta yéu cdu cu thé dbi véi hang héa, dich vu: chi tiét tai Muc 2 — Chuong V
cua E-HSMT.

Muc 2. Yéu ciu vé K§ thuat

2.1. Biéu pham vi cung cép:

Dap tng theo yéu cdu tai Mau sd 01A - Pham vi cung cép hang héa, Chuong IV.

2.2. Yéu cau ky thuat chi tiét:

Phan mém va dich vu di kém phai c6 tinh ning tuong duong hoic cao hon cac

yéu cau sau:

STT Tinh nang Yéu cau
1 | Yéu cAu chung
1.1 | Pham vi trién khai C6 kha ning trién khai, cai dat toi thiéu cho
3000 may chu tai Trung tam dir liéu DR va DC
cua VietinBank.
1.2 | Thoi han ban quyén T61 thiéu 02 ndm
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Hang cung cap giai phap uy tin

Giai phap nam trong nhém leader theo dénh gia
cia Gartner Magic Quadrant cho Endpoint
Protection Platform 2023/2024

Hing cung cdp nim trong top 3 vé kha ning
nghién ctru, phat hién céc 16 hdng bao mat trén
da nén tang duya trén 03 bdo cdo méi nhét cia
Omdia

Giai phap ndm trong nhom leader theo danh gia
ciia Forrester Wave vé Endpoint Security
2023/2024

Tinh ning bio vé

2.1

Pa module trén nén tang 01
agent duy nhat

Dap tng t6i thiéu cic module:
- Anti Malware
- Firewall
- Kiém soat do uy tin Web
- Chéng xa4m nhap va vé 4o
- Kiém sodt tinh toan ven cua file
- Kiém soét log trén server
- Kiém soat img dung dugc thuc thi trén
server

2:2

Bao vé khoi cac moi de doa &
murc File-based

Hb tro theo thdi gian thuc hofic quét theo yéu
cdu ddi vai cac tinh nang bao vé File-based:

-  Malware

- Virus

- Spyware
- Trojan

Z3

Bao vé khoi cac mdi de doa
ddi véi Docker

Ho tro bao vé Docker host véi cac tinh ning:
- Phong chéng x4m nhap/tan céng khai
thac 15 hong
- Ngéan chan ma doc
- Giam sat toan ven cua Docker host
- Giam sat img dung
- Firewall
HO tro bao vé Docker container véi cac tinh
nang:
- Phong chdng tin céng khai thic 16 hong
bao mét
- Phong chng ma doc thuc thi
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2.4

Bao vé vaéi Virtual Patching

Hb tro va 16 hong bao mat da biét/chua biét dbi
v6i web, tmg dung, hé diéu hanh thong qua IPS

2.5 | Kiém soét file thuc thi Ngén chén viéc thuce thi/cai dét cac file thuc thi,
céc file script. .. khi chua dugc cip phép
2.6 | Kiém soat memory Hb trg Process Memory Scanning dé quét céc
tién trinh chay trén RAM
2.7 | Kiém soét tinh toan ven Giam sat su thay ddi céc file, dich vu, registry,
port... Khi ¢6 thay ddi thuc hién log thong tin
va giri canh bao téi quan tri hé thong
2.8 | Kiém soat BotNet, C&C Phét hién va ngan chin botnet, cac két ndi dén
C&C server
3 | Tinh ning phat hién, phan
hoi, tw dong héa phan hoi
3.1 | Kha ning diéu tra va phan hoi | Giai phip cung cép kha ning diéu tra va phan
hi tong hop trén Endpoint, Servers, Email,
Cloud Workload va Network
3.2 | Nén tang thong nhét Giai phép cung cip nén tang thong nhét cho
phép cac nhém bao mat thuc hién phan hdi ngay
lap trc va theo ddi cac hanh dong trén endpoint,
email, network, container
3.3 | Ho trg chatbot Al Giai phap can c6 chatbot hd tro Al dé hudng
dan diéu tra va tu dong dua ra céu tra 101 cho
moi cAu hoi lién quan dén an ninh mang
3.4 | Tinh ning playbook Giai phép c6 kha nang tw dong héa nhidu hanh
dong khéc nhau bang Playbook dé giam tai
cong viéc, déy nhanh tac vu diéu tra
4 | Yéu cau hd tro, tich hop
4.1 |HOb tro da dang endpoint cho | Téi thiéu cic hé diéu hanh Windows Server
cac hé diéu hanh 2012, 2016, 2019, 2022; Oracle Linux; RedHat
Enterprise Linux, Ubuntu
4.2 | Co ché license Giai phép cung cip mo hinh license dua trén
credit dé linh hoat va tu do trién khai cidc mé-
dun/dich vu bd sung
4.3 | Tich hop véi nén tang ao hoa | H tro tich hop véi cc tén tang 4o hoa trén
trén Cloud Cloud nhu Microsoft Azure, Amazon AWS,
Google Cloud Platform
4.4 | Tich hgp véi SIEM Hb trg tich hop véi dich vu STEM QRadar
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4.5

Tich hop da nén tang

Giai phéap c6 kha nang tinh hgp khd ning quan
ly Endpoint, Email, Cloud, Network, XDR va
Zerotrust trén mot bang diéu khién duy nhat

5 | Yéu céu trién khai & dao tao
5.1 | Dich vu hd trg va dao tao Cung cé'ip dich vu hd tro chinh hang
T6 chirc dao tao chuyén giao cong nghé két hop
khéa dao tao chuyén giao cong nghé cho tdi
thiéu 05 can bd
5.2 | HO trg k¥ thuat - Dich vu hd tro k¥ thuat chinh hang.

- C6 nhan sy hd trg su cb,
troubleshooting, t6i wu ciu hinh va
policy, thuc hién danh gia cdu hinh hé
thdng t6i thiéu 01 1an/nim.
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