Chuong V. Yéu ciu vé ky thujt
Muc 1: Yéu ciu k§ thuat
1. Giéi thidu chung vé dw 4n va géi thiu

- Tén duy dn: Trang bi hé théng may chu cho Core Thé va thay thé cic may
chu tai PVcomBank nam 2025,

- Tén gbi thau: Trang bi hé théng may chii cho Core Thé va thay thé cdc may
cha tai PVcomBank niam 2025.

- Muc tiéu dAu tu: Diu tw hé théng may chil cho Core Thé va thay thé céc
mdy chu cho trung tdm dir liéu chinh (DC) va du phong (DR) dap tng nhu
ciu cta PVcomBank nham dam bao hé théng hoat déng bn dinh:

+ Nang cip hé théng Core The.
+ Thay thé céc thiét bi di khong con hd trg clia Hang cling nhu déi tac.
M5 hinh trién khai tdng thé dé xuét:
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Thuec hién trién khai cac hé t}}("ing may chu, thiét bi chuyén mach ToR va nang c:a“ip
dung lugng luu trit vao hé thong DC va DR.

a) Tai DC:

- Thiét bj chuyén mach ToR déng vai trd két ndi toan bd hé théng may chi méi
trang bi v&i hé théng mang hién ¢6 ctia PVcomBank, dap ting theo cac tiéu chuin
két ndi 10/25GbE, ddm béo tinh du phong trong TTDL.

- Cum may chtt méi duoc trién khai phyuc vu ning cip ning Iue cho hé théng Core
Thé v cic hé théng may chii d& khéng con hd trg ctia Hang cling nhu déi téc
ctia PVcomBank, cic mdy cha dugce trién khai dam bao kha ning sin sang cho
hé théng. V& két ndi cum mdy chi két ndi dit lidu qua két ndi network 10/25GbE
va HBA FC 32 Gbps dam bao tdc d va kha ning dw phong,



- Thiét bi San Switch méi dugc lép dat dong vai trd trung tim chuyén mach SAN
cta toan bd hé théng may chi Core Thé va cac méy chu khic trong du an tai DC,
thyc hién tich hop két ndi mang SAN toan b cac hé théng may cha Core Thé va
hé théng luu trit hién c6, c6 kha ning thiét 1ap fabric ISL véi hé théng SAN
Switch ctia DR phuc vu d6ng bo gitta 02 TTDL.

- Trién khai nang cip dung hrong hé théng Luu trit hién c6 Hitachi VSP E990 cép
phat dung luong can thiét cho cac may chi hé théng Core Thé.

b) Tai DR:

- Tuong ty DC, tai DR thuc hién trién khai cac hé thdng may chii, san switch,
switch ToR, ning cip dung luong hé thdng luu trit Hitachi VSP E990.

¢) M5 hinh trién khai tai DC va DR
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2. BANG YEU CAU KY THUAT CHI TIET
2.1 Bang danh mue:

>



a. Bing danh muc téng hop:

Ponvi | SH
STT Hang hoa (%) i
tinh lrgng
I Hé thong mdy chi va luu trir cho hé thong Core Thé
. . Hé
1 Trang bi hé thong may chd cho hé thong Core Thé tai DC a 1
thong
) Trang bi hé théng may chi cho hé thong Core Thé tai Hé 1
DR théng
] Thiét bi chuyén mach ToR phuc vu két ndi hé thong Thiét A
may chit méi véi hé théng mang cita PVcomBank bi
e R , Thiét
4 Thiét bj chuyén mach San Switch bi 4
1
5 Néng cap dung lugng trén thiét bi Hitachi VSP E990
DC va DR (hién co)
. . Hé
5.1 Cho hé¢ théng Core The tai DC . 1
thong
. . Hé
5.2 Cho hé thong Core Thé tai DR . 1
thong
II Hé¢ théng mdy chi thay thé
. . Hé
1 Trang bi hé théng may chi thay thé cho DC < |
thong
. ~ A o A Hé
2 Trang bi hé thong may chu thay thé cho DR B 1
thong
Il | Dich vu dio tao va trién khai Géi 1
b. Bang danh muc chi tiét:
Ponvi Sb
STT Hang hoa .
tink lugng
I Hé théng may chii v Iru trir cho h@ thing Core Thé

Trang bj hé théng may chi cho hé théng Core Thé tai DC véi tbng chu
hinh t8i thidu hoc twong duong:
- RAM: 3072 GB
- MBdimay chu cé cdu hinh tbi thiéw:
) v Intel® Xeon® 6 Performance 6730P 2.5G, 32C/64T, 24GT/s, He théng |
288M Cache, Turbo, (250W) DDR5-6400 )
¥v" 64GB RDIMM, 6400MT/s, Dual Rank
PERC H965i Controller
v" 480GB SSD SATA Read Intensive 6Gbps 512¢ 2.5in Hot-plug

AG Drive, | DWPD

\




¥" Broadcom 57504 Quad Port 10/25GbE, SFP28, OCP 3.0 NIC

¥~ Emulex LPe37102 SecureHBA Dual Port Fibre Channel 32Gb
Adapter, PClIe Full Height +Sec

v" Dell Networking, Cable, SFP28 to SFP28, 25GbE, Passive
Copper Twinax Direct Attach Cable, 5 Meter

¥" Dual, Fully Redundant (1+1),Hot-Plug MHS Power Supply,
1500W MM, Titanium

v" Béo hanh: 03 nam

Trang bi hé théng méy chii cho hé théng Core Thé tai DR véi tong cdu
hinh téi thiéu hoac tuong duong:
- RAM:6144 GB
M®&i may cht ¢é cdu hinh t6i thidu:
v Intel® Xeon® 6 Performance 6730P 2.5G, 32C/64T, 24GT/s,
288M Cache, Turbo, (250W) DDR5-6400
v 64GB RDIMM, 6400MT/s, Dual Rank
v" PERC H965i Controller
v 480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, | DWPD
v" Broadcom 57504 Quad Port 10/25GbE, SFP28, OCP 3.0 NIC
¥v" Emulex LPe37102 SecureHBA Dual Port Fibre Channel 32Gb
Adapter, PCle Full Height +Sec
v Dell Networking, Cable, SFP28 to SFP28, 25GbE, Passive
Copper Twinax: Direct Attach Cable, 5 Meter
¥ Dual, Fully Redundant (1-+1),Hot-Plug MHS Power Supply,
1500W MM, Titanium
v~ Bao hanh: 03 ndm

Haé théng

Thiét bj chuyén mach ToR phuc vu két ndi hé thong may chit méi voi
hé théng mang ciia PVcomBank:
- 48 port 1/10/25GbE + uplink hé trg 40/100GbE

Thiét bi

Thiét bi chuy&n mach San Switch
- 48 port 32G active

Thiét bj

Néng cap dung luong trén thiét bj Hitachi VSP E990 DC va DR (hién
¢6) tbi thiéu nhu sau:

5.1

Cho h¢ théng Core Thé tai DC: Storage (luu trit): 50 TB.

52

Cho hé thing Core Thé tai DR: Storage (luu trit): 50 TB.

I

'H¢ théng may chii thay thé

Trang bj hé théng may chu thay thé cho DC v&i tdng cau hinh tdi thiéu
hoie twong duong:

- RAM: 8192 GB

MBi may chii ¢ cdu hinh téi thiéu:

v Intel® Xeon® 6 Performance 6730P 2.5G, 32C/64T, 24GT/s,

288M Cache, Turbo, (250W) DDR5-6400
v' 6AGB RDIMM, 6400MT/s, Dual Rank
v" PERC H963i Controller

Hé théng




v

v

480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, | DWPD

Broadcom 57504 Quad Port 10/25GbE, SFP28, OCP 3.0 NIC
Emulex LPe37102 SecureHBA Dual Port Fibre Channel 32Gb
Adapter, PCle Full Height -+Sec

Dell Networking, Cable, SFP28 to SFP28, 25GbE, Passive
Copper Twinax Direct Attach Cable, 5 Meter

Dual, Fully Redundant{1+1),Hot-Plug MHS Power Supply,
1500W MM, Titanium

Bao hanh: 03 ndm

v

v
v

v

v

Trang bj hé thong méy chi thay thé cho DR véi tong cdu hinh t6i thigu
ho#ic trong duong:

RAM: 5120 GB

M>3i may chii c6 cdu hinh t6i thidu:

Intel® Xeon® 6 Performance 6730P 2.5G, 32C/64T, 24GT/s,
288M Cache, Turbo, (250W) DDR5-6400

64GB RDIMM, 6400MT/s, Dual Rank

PERC H965i Controller

480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug
AG Drive, | DWPD

Broadcom 57504 Quad Port 10/25GbE, SFP28, OCP 3.0 NIC
Emulex LPe37102 SecureHBA Dual Port Fibre Channel 32Gb
Adapter, PCle Full Height +Sec

Dell Networking, Cable, SFP28 to SFP2§, 25GbE, Passive
Copper Twinax Direct Attach Cable, 5 Meter

Dual, Fully Redundant (1+1),Hot-Plug MHS Power Supply,
1500W MM, Titanium

Béo hanh: 03 nam

A

H& théng

I Dich vu dio tao va trién khai

Goi

2.2 Yéu ciu vé thong s6 k¢ thuét va pham vi trién khai, dao tao
Théng sb k¥ thudt ciia hang hoa phai dap tmg ti thidu cAc thong sb k§ thuat va
céc tiéu chuén sau day:

a. BANG YEU CAUKY THUAT CHI TIET

s . . Pon vi S6
STT | Yéu cau k§ thuit toi thiéu hodc twong dwong )
tinh lrgng

I | Hé thdng may chu luu trit cho hé thdng Core Thé
1 | Trang bj hé théng may cha cho hé théng Core Thé tai DC Héthéng | 1

Téng s6 3072 GB

RAM ctia hé

théng

$6 luong Nha.thiu chio s lugng dap ting yéu cu ning luc xir 1y

ciia hé théng.
6




STT

Yéu ciu k¥ thuit t6i thiéu hodic twong dwong

Don vi
tinh

So

lugng

C#éu hinh tdi thiéu ctia cde may chii (cic mdy chi co cau hinh giong

nhau).

Kiéu ddng

Rackmount

Bo xur Iy

- CPU Intel® Xeon® 6 trd 1&n

- $6 luong 02 x Intel® Xeon® 6 32C/64T, 288M Cache
( twong duong hoidc cac hon Intel® Xeon® 6
Performance 6730P 2.5G, 32C/64T, 24GT/s)

RAM

- ITB RAM

- H3 tro s6 khe cim lén dén 32 khe DDRS

- H3 tro tbe dd 1én dén 6400MT/s

- Kha nang hd trg dén 8TB RAM

- 86 luong khe cim RAM duoc sir dyng téi da khéng
vuot qué 50% téng sb khe cim RAM vit 1y trén may chu,
nham bao dam kha ning mé rdng trong tuong lai.

O cling,

- 2x 480GB SSD SATA
- H& trg mé rong sén > 16 slot 2.5'

Raid

- Card Raid hd trg Raid: 0, 1, 5, 6, 10, 50, 60
- Cache 8GB

Card mang

- 4x 10/25GbE
- 2% 32Gb HBA ( k&m theo transceiver)
- 4x DAC 25GbE 5m

Hé trg

- 6 GPU75W
- 8 PCleslots

Quan tri

- C6 sin cong RJ45 danh riéng cho out of band

- HB3 tro agent-free gitip quan Iy médy chi tir xa thdng qua
phén mém quén tri: cip nhét firmware, driver, trién khai
cai dit hé didu hanh, gidm sat tinh trang may cha, ...

- H6 tro HTMLS truy cdp vao virtual console, RESTful
API Redfish

Tay chon khé ning h8 tro quan tri may chii théng qua két
ndi BLE/Wi-Fi, tuong thich v&i thiét bi di dong 108 va
Android.

Tuy chon tich hgp hé thong quan tri tdp trung on-premise
1&n hé thong giam sat cloud-native ¢6 sin cling hing cung
clp, gilip gidm sat chi dong (proactive), mdy hoc
(machine learning) va phan tich du doan (predictive
analytics) céc thiét bi may chu (server) nham dua ra cic




STT

Yéu ciu ky thuit t6i thiéu hodc twong duong

Domn vi
tinh

S6
lwgng

quyét dinh nhanh chéng gitip don gian héa viéc quan ly
co s& ha ting.

Hb tro tinh ning tu dong khoi phuc BIOS (automatic

BIOS recovery) trong trudmg hep BIOS bj 15i do tdn cong

cyber attack, do mét dién trong qua trinh update, v.v...

Bao mat

- Cryptographically signed firmware

- Secure Boot

- Silicon Root of Trust

- TPM 1.2/2.0 FIPS, CC-TCG certified

Hb trg UEFI secure boot théng qua cac chimg chi thy
chinh {custom certificates)

HG tro tinh ning phét hién su thay ddi ciu hinh trai phép
(drift detection)

H3 tro x6a hoan toan dit lidu (Secure Erase), bao gbm ca
& NVMe, phuc vu qué trinh tiéu hiy hoic tai si dung

mady chu, tranh rd ri dir liu

- Secured Component Verification (Hardware integrity
check)

- Two-factor authentication

- IP Blocking

Security using TLS 1.3 over HTTPS

Nguédn dién

Dual, redundant, hot-plug power

Hb tro hé
didu hanh

- Ubuntu Server

- Microsoft Windows Server

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

Kha ning
tuong thich

H3 tro tich hgp vao hé thng observability tip trung ctia
PVcomBank thong qua OpenTelemetry.

Bao hanh

03 ndm bao hanh chinh hing

Trang bi hé théng may chi cho hé thdng Core Thé tai DR

Hé thong

Téng s6
RAM clia hé
théng

6144 GB

S6 lugng

Nha thiu chao sb lugng dap (ng yéu cdu ning luc xir [y
cia hé théng,

AR




STT

Yéu ciu k¥ thuit téi thidu hoiic twong duong

Pon vi
tinh

S0

lugng

Cau hinh o1 thiu clia cdc may chi ( cdc may chi cd cau hinh giéng

nhau)

Kiéu déng

Rackmount

Bo xur Iy

- CPU Intel® Xeon® 6 trd 1én

- 84 Iugng 02 x Intel® Xeon® 6 32C/64T, 288M Cache
(twong duong hodc cao hon Intel® Xeon® 6 Performance
6730P 2.5G, 32C/64T, 24GT/s)

RAM

- ITB RAM

- H3 tro s6 khe cdm I&n dén 32 khe DDR5

- HB tro téc dd 18n dén 6400MT/s

- Kha ning hd trg dén 8TB RAM

- 86 lugng khe cdm RAM duoc sir dung tbi da khéng
vuot qua 50% téng sb khe cim RAM vit Iy trén may chi,
nhim bao dam kha ning m¢& rdng trong tuong lai.

O cimg

2x 480GB SSD SATA
Hb trg mo réng sin > 16 slot 2.5'

Raid

Card Raid hd tro Raid: 0, 1, 5, 6, 10, 50, 60
Cache 8GB

Card mang

4x 10/25GbE
2x 32Gb HBA ( kém theo transceiver)
4x DAC 25GbE 5m

Hb trg

6 GPU 75W
8 PCle slots

Quan tri

- Cd s&n cdng RJ45 danh riéng cho out of band
- H3 trg agent-free gitip quan ly may chii tir xa théng qua
phin mém quan tri: cip nhét firmware, driver, trién khai

cai dit hé didu hanh, gidm sét tinh trang mdy chu, ...

- Hd trg HTMLS truy cép vao virtual console, RESTful
API Redfish

Tory chon kha ning hd tro quan tri may chi théng qua két
nbi BLE/Wi-Fi, tuong thich voi thiét bi di dong 10S va
Android.

Ny



STT

Yéu ciu k¥ thudt t6i thiéu hodc twong dwong

Don vi
tinh

So

lugng

Tuy chon tich hop hé thong quan trj tap trung on-premise
1€n hé théng giam sdt cloud-native ¢ sdn cling hang cung
cép, gilp giam sat chi déng (proactive), may hoc
(machine learning) va phan tich du doan (predictive
analytics) cdc thiét bi may chi (server) nhim dua ra céc
quyét dinh nhanh chong gitip don gian hoéa viéc quan 1y
co s& ha ting,

Hb tro tinh ning ty déng khoi phuc BIOS (automatic
BIOS recovery) trong trudng hop BIOS bj 15i do tdn cong
cyber attack, do mét dién trong qua trinh update, v.v...

Bao mit

- Cryptographically signed firmware

- Secure Boot

- Silicon Root of Trust

- TPM 1.2/2.0 FIPS, CC-TCG certified

Hb tro UEFI secure boot théng qua céc ching chi tiy
chinh (custom certificates)

M6 trg tinh néng phat hién su thay do6i cau hinh trai phép
(drift detection)

Hb trg xéa hoan toan dir liéu (Secure Erase), bao gém ca
& NVMe, phuc vu qua trinh tiéu hay hodc tai st dung

may chd, trdnh ro ri dit liéu

- Secured Component Verification (Hardware integrity
check)

- Two-factor authentication

- IP Blocking

Security using TLS 1.3 over HTTPS

Nguén dién

Dual, redundant, hot-plug power

H$ tro hé

diéu hanh

- Ubuntu Server

- Microsoft Windows Server

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

Kha nang
tuong thich

H3 trg tich hop vdo hé thong observability tip trung clia
PVcomBank théng qua OpenTelemetry.

Bao hanh

03 nam bao hanh chinh hdng

Thiét bi chuyén

mach ToR

Thiét bi

Kiéu dang

Rackmount

10
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STT

Yéu ciu k¥ thuit t6i thiéu hodc twong dwong

Pon vi

tinh

S
lugng

Cbng giao - Cong downlink: $6 lugng cong x 1/10/25GbE dam bao

tiép du thiét 1ap két nbi hé théng may chu trang bj trong du an
va thiét bi Switch N7K hién tai cita PVcomBank.
- Cong uplink: Co sin céng 40/100GbE dam bao kha
ning két ni ma rong va két ndi cac hé théng mang Core
trong TTDL ciia PVcomBank.
- Nha thiu dam bao cung cip diy du cac vét tu phu kién
dé trién khai nhu ddy ngudn, cap mang, SFP+/ SFP28 déu
switch ciia PVcomBank dé 18p dit trién khai két néi hé
théng.

Ning luc 4Tbps

chuyén mach

Bo nhé 16GB

(Memory)

Laru trit 50GB SSD

(Storage)

Tinh niing ¢6 | - C6 séin tinh ning VRRP/HSRP, OSPF, I1S-IS, BGP.

sin
- H3 tro nang cap gidy phép st dung cac tinh ning
EVPN-VXLAN, Segment Routing, MPLS
- C6 san tinh ning cho phép ghép céc thiét bj switch vat
ly thanh mét thiét bi logic: Stacking/Virtual
Chassis/vPC/MC-LAG hoic tuong duong

Tinh niing - H3 tro VLAN trunks

Layer 2: - H3 trg giao thiic chéng loop: STP, MSTP, RSTP
- H6 trg LACP (Link Aggregation Control Protocol)

Tinh néng - C4 sin cac giao thiic dinh tuyén sau: OSPF, IS-IS, BGP.

Layer 3: - Hb trg VRRP
- HG trg 1Pv4, TPv6

Hé diéu hanh | - Thiét bi cho phép kiém tra va théng bao 15i cau hinh

trude khi cdu hinh duoc kich hoat.

- H3 tro co ché rollback hodc revert-back ciu hinh gan

nhét

- Thiét b h8 tro tinh ning tu dong rollback lai ciu hinh
gan nhit sau mét thoi gian duge dinh trude.

11




Pon vi

Sé

STT | Yéu ciu k¥ thuédt toi thiéu hodc twong duwong tinh lwong
Giao dién - H tro CLI
quan tri: - H& tro RADIUS, TACACS+
- 13 tro Telnet, SSHvI, v2
- H6 trg SNMP v2, v3
Ngudn dién | 02 ngudn hd trg co ché du phong
Bao hanh 03 ndm bao hanh chinh héng
4 Thiét bi chuyén mach San Switch Thiétbi |4
Kiéu déng Rackmount
Cong giao S6 luong x 32G (k&m theo transceiver) dam bao da két
tiép néi hé théng may chii trang bi trong dy 4n va hé théng td
dia luu trit Hitachi E990 va IBM FlashSystem 9500 hién
tai cia PVcomBank.
S8 cdng sin | SB luong x 32G active ddm bao du két ndi hé théng may
sang (active | chu trang bi trong du dn va hé théng ti dia luu trl Hitachi
license) E990 va IBM FlashSystem 9500 hién tai ctia
PVcomBank.
Téc dd hd trg | 8/16/32 port speeds
cia thiét bj
Cong nghé Cong nghé zoning hodc vsan hodc twong duong
Quan tri Quan tri CLI (SSH) hodc GUI
Ngubn dién | Dual, hot-swappable, redundant power
Bao hanh 03 ndm bao hanh chinh hing
5 Nang cp dung luong cia thiét bi Hitachi VSP E990 (hién c6) tai DC va
DR
5.1 | Tai DC: Dung luong kha dung cén néng cap dé [&p vao thiét bi luu trir
hién c6 (Hitachi VSP E990; S/N: 355DW850-CBLA00418314): 50TB Hé théng | |
useable
5.2 | Tai DR: Dung lugng kha dung can néng cap dé lip vio thiét bi luu trir
hién co (Hitachi VSP E990; S/N: 355DW850-CBLA00418376): 50TB Hé théng | 1
usecable
53 |Loaid NVMe
Dung luong 6 | 7.6TB
Raid Group | RAID6 (6D+2P)
I1 Hé théng mdy chii thay thé
! Trang bi hé théng may chi thay thé cho DC Hé thong | 1
12
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NNV AT S Pon vi S6
STT | Yéu cau k¥ thuit toi thiéu hodic twrong duong )
’ tinh lugng
Téng sb 8192 GB
RAM cua hé
théng
S5 luong Nha thau chao sé luong dép tng yéu ciu niing luc xir 1y
clia hé théng
CAu hinh téi thiéu ctia cdc may chi (c4c mdy chii ¢6 cau hinh gidng
nhau)
Kiéu dang Rackmount
B xtr ly - CPU Intel® Xeon® 6 tré 1€n
- 86 Iugng 02 x Intel® Xeon® 6 32C/64T, 288M Cache
(twong duong hodc cao hon Intel® Xeon® 6 Performance
6730P 2.5G, 32C/64T, 24GT/s)
RAM - 1TB RAM
- H3 trg s6 khe cdm 1én dén 32 khe DDR5
- H3 tro the do len dén 6400MT/s
- Kha niing hd tro dén 8TB RAM
- 86 luong khe ciim RAM duge sir dung t6i da khong
vuot qué 50% tdng sb khe cdm RAM vt Iy trén may cha,
nhdm bao dam kha ning m& rdng trong tuong lai,
O cing - 2x 480GB SSD SATA
- H3 tro md rong sén > 16 slot 2.5'
Raid Card Raid hd tro Raid: 0, 1, 5, 6, 10, 50, 60
Cache 8GB
Card mang - 4x 10/25GbE
- 2x 32Gb HBA ( kém theo transceiver)
- 4x DAC 25GbE 5m
Hb trg -6 GPU75W
- 8 PCle slots _
Quan tri - C6 sén cdng RJ45 danh riéng cho out of band

- H3 tro agent-free gitp quan Iy may chi tir xa théng qua
phin mém quan tri: cdp nhét firmware, driver, trién khai
cai dat hé diéu hanh, gidm sat tinh trang may chy, ...

- H& tro HTMLS truy cdp vao virtual console, RESTful
API Redfish

Tay chon kha nang ha trg quan tri may chi théng qua két
ndi BLE/Wi-Fi, tuong thich véi thiét bi di dong 10S va
Android.




STT

Yéu ciu k§ thuat t5i thiéu hoiic twong duwong

Don vi
tinh

S6
lugng

Tity chon tich hop hé théng quan tri tip trung on-premise
I&n hé théng giam sat cloud-native ¢ sin ciing hiing cung
clp, gitip gidm sat chii déng (proactive), may hoc
(machine learning) va phén tich du doan (predictive
analytics) cac thiét bi may chu (server) nhim dua ra céc
quyét dinh nhanh chéng gitp don gian hoa viée quan 1y
co sO ha téng.

H6 tro tinh ning tu dong khéi phuc BIOS (automatic
BIOS recovery) trong trudng hop B1OS bj 18i do tin cong
cyber attack, do mét dién trong qud trinh update, v.v...

Bao mét

- Cryptographically signed firmware

- Secure Boot

- Silicon Root of Trust

- TPM 1.2/2.0 FIPS, CC-TCG certified

Hb trg UEFI secure boot théng qua cdc chitng chi tity
chinh (custom certificates)

HG trg tinh ning phat hién su thay ddi c4u hinh trii phép
(drift detection)

H6 trg xéa hoan toan di liéu (Secure Erase), bao gbm ca
5 NVMe, phuc vu qud trinh ti€u hiy hodc tai sir dung
may chq, tranh ro ri div liéu

- Secured Component Verification {Hardware integrity
check)

- Two-factor authentication

- IP Blocking

Security using TLS 1.3 over HTTPS

Ngudn dién

Dual, redundant, hot-plug power

Hb tro hé
diéu hanh

- Ubuntu Server

- Microsoft Windows Server

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

Kha niéng
tuong thich

H3 trg tich hop vao hé thong observability tip trung cia
PVcomBank thong qua OpenTelemetry.

Bao hanh

03 ndm béo hanh chinh hing

Trang bi hé thdng mdy cht: thay thé cho DR

Hé thong
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STT

Yéu chu ky thuit tdi thiéu hodc twong dwong

Pon vi

tinh

S6

lugng

Téng sb
RAM ctia hé
théng

5120 GB

S6 lugng

Nha thau chao sb lrong dap g yéu ciu ning luc xir ly
ctia hé théng

Cau hinh t0i thi€u cua cac may chi (cdc mdy chii c6 cau hinh giong

nhau)

Kiéu dang

Rackmount

BG xtr [y

- CPU Intel® Xeon® 6 trd [én

- $6 lugng 02 x Intel® Xeon® 6 32C/64T, 288M Cache
( twong duong hoic cao hon Intel® Xeon® 6
Performance 6730P 2.5G, 32C/64T, 24GT/s)

RAM

- ITB RAM

- H3 tro s6 khe cim 1én dén 32 khe DDRS5

- H tro toc d6 18n dén 6400MT/s

- Kha nang hd trg dén 8TB RAM

- §6 lugng khe cim RAM duoc sir dung tbi da khong
vuot qua 50% tong sb khe cim RAM vit ly trén may chu,
nhim béo dam kha ning mo rong trong tuong lai.

O cling

- 2x 480GB SSD SATA
- H3 trg mé rdng sén > 16 slot 2.5

Raid

- Card Raid hd tro Raid: 0, 1, 5, 6, 10, 50, 60
- Cache 8GB

Card mang

- 4x 10/25GbE
- 2x 32Gb HBA (kém theo transceiver)
- 4x DAC 25GbE 5m

Hb tro

-6 GPU 75W
- 8 PCle slots

Quan tri

- C6 sin cong RJ45 danh riéng cho out of band

- H6 trg agent-free gifip quan 1y mdy chu tir xa théng qua
phin mé&m quan tri: cdp nhat firmware, driver, trién khai
cai dat hé diéu hanh, gidm sét tinh trang may chu, ...

- H& tro HTMLS3 truy cdp vao virtual console, RESTful
API Redfish

Tuy chon kha niing hé tro quan tri may cha thong qua két
ndi BLE/Wi-Fi, tuong thich véi thiét bi di dong 10S va
Android.
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STT

Yéu ciu ki thuit téi thiéu hoic twong duong

DPon vi

tinh

S6
Iuong

Tity chon tich hop hé théng quan tri tip trung on-premise
1&n hé théng giim sat cloud-native c6 sin cing hing cung
clp, giup gidm sat chii dong (proactive), médy hoc
{machine learning) va phéan tich du dodn (predictive
analytics) cac thiét bi may chi (server) nhim dua ra cac
quyét dinh nhanh chéng gitip don gian héa viéc quan ly
co s& ha tang,

H$ trg tinh niing ty déng khoi phuc BIOS (automatic
BIOS recovery) trong trudng hop BIOS bi 13i do tin céng
cyber attack, do mét dién trong qud trinh update, v.v...

Bao mét

- Cryptographically signed firmware

- Secure Boot

- Silicon Root of Trust

- TPM 1.2/2.0 FIPS, CC-TCG certified

Hb tro UEFI secure boot thong qua cac chirng chi tiy
chinh (custom certificates)

H3 tro tinh nang phét hién sy thay ddi cau hinh trai phép
(drift detection)

H3 tro x6a hoan toan dir lidu (Secure Erase), bao gbm ca
5 NVMe, phuc vy qud trinh tiu ity ho#c tai st dung
may chi, tranh ro ri dif [iu

- Secured Component Verification (Hardware integrity
check)

- Two-factor authentication

- IP Blocking

Security using TLS 1.3 over HTTPS

Ngudn dién

Dual, redundant, hot-plug power

H6 tro hé

diéu hanh

- Ubuntu Server

- Microsoft Windows Server

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

Kha néng
tuong thich

Hb tro tich hop vao hé thong observability tip trung cia
PVcomBank théng qua OpenTelemetry.

Bao hanh

03 nim béo hanh chinh hing

b. BANG YEU CAU TRIEN KHAI
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Trién khai tai trung tim dir liéu cia PVcomBank bao gdm (Trung tdm dit ligu

chinh (DC) va Trung tdm dit iéu dy phong (DR).

STT Yéu ciu Bonvi | 50
tinh legng

Dich vu ddo tao va trién khai Gébi 1
- Khéo sat méi trudng 1dp dit thiét bi: ta rack, ngudn dién, hé théng mang,
San switch, ... ciia PVcomBank. (So d6 két ndi vat 1y, dia chi IP, dudng

I truyén két ndi...) dé 1am co s& x4y dung phuong 4an va kich ban trién khai.
- Lap Béo cédo khao sat.
Xay dung tai lidu thiét ké, kich ban trién khai chi tiét, trnh anh hudng téi

5 hoat dong ciia hé théng hién tai, c6 phuong 4n du phong hé théng, cic
phuong an trién khai ¢ su tham gia ti vin tir k¥ sw chinh hiing va duoc
phé duyét bdi PVcomBank.

3 | Ban giao, lip dit thiét bi.
Cai dat cAu hinh.
Cai diit, cAu hinh 16p SAN Switch méi.

3.1 | Cai dit, cdu hinh co ban.
CAu hinh tich hop két ndi toan bd may chu va thiét bi tai DC, DR theo
phuong 4n thiét ké.
Cai dat, cdu hinh thiét bj chuyén mach ToR

- Cai dit, cdu hinh co ban.

" | CAu hinh tich hop két ndi toan bd méy chii va thiét bi tai DC, DR theo

phuong an thiét ké.
Cai dat 16p mdy chi tng dung
Cai dit, cdu hinh ban ddu.
Cai dat, cau hinh theo yéu cau ciia PVcomBank

4 | Thuc hién tich hop, chuyén ddi hé thdng theo yéu ciu ciia PVcomBank
Kiém tra hé théng sau trién khai:
- Kiém tra két nbi va tinh niing hoat ddng ctia SAN Switch, Switch ToR,

5 may chi ung dung.
- Xay dung kich ban kiém thir chiic ning va hiéu néing todn bd hé thong,
bao gdm céc tham sb va didu chinh cin thiét, cach phan bd tai nguyén may
chu dé t&i vu duoce hé théng.
Nha thau thuc hién Hardening hé thdng va phdi hop v6i ATTT clia

6 | PVcomBank d4nh gia bao mét v&i cac hé thdng da trién khai, dam bao dap
trng dugc céc yéu ciu bao mét ciia PVcomBank.
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STT

Yéu cau

Pon vi

tinh

S6
luong

XAy dung ban v& va tai liu hoan codng, tai liéu van hanh, quan trj hé
théng, tai liéu huéng din st dung hé théng (bing tiéng Viét).

Yéu cdu ban giao:

- Tai liu khao sét hé thong

- Tai liéu md ta hé théng bao gdm: M5 ti kién triic, cac thanh phin, cic
chic ning.

- Tai liéu thiét ké hé théng.

- Tai lidu trién khai hé théng.

- Tai liéu huéng dan vAn hanh danh cho ngudi quan tri.

- Tai liéu dao tao.

Pao tao cach cu hinh, vin hinh va t5i vu hé thong da trién khai cho céc
cén bd clia PVcomBank, t8i thidu 02 budi dao tao.

Dich vu hé tro k¥ thuét va bao hanh:

- Phéi hop véi PVeomBank dé hd tro xur ly 151 phat sinh.

- B#o tao h3 trg c4n bd vin hanh quan tri hé théng.

- Tro gitp k¥ thuat hd tro khic phuc theo ché d6 24/7. Trong vong 2 gid
nhin duoc yéu ciu phai c6 miit tai PVcomBank dé hd tro xu ly.

- Tuén tha dung chinh sach hd tro k§ thuét cia chinh hang. Bao hanh, hé
trg k¥ thuat theo tiéu chuin nha san xuét va cap nhit phin mém, tinh ning
trong thdi gian 36 thang ké tir thdi diém nghiém thu tdng thé.

. Cdc yéu cau khdc
Nha thiu ban giao hang hoéa trong tinh trang mé&i 100%, nguyén dai, nguyén kién dén timg
diém trién khai. C4c thiét bi phai duoc san xudt tir 2025 tré di.
M3i hé théng phai dam bao kha ning hoat déng lién tuc khi téi thidu 01 may cha 18i ma
khéng gdy gian doan djch vu.

Muc 2. Ban vé
Khéng c6.

Muc 3. Kiém tra va thir nghi¢m

Céc kiém tra va thir nghiém cén tién hanh: theo yéu cau tai Muc 1
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