Phin 2. YEU CAU VE KY THUAT

Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dw todn goi thau

chuyén dung (NGINX Plus)
- Tén g6i thau: Gia han bao hanh Hé théng cin bang tai va tudng lira API
chuyén dung (NGINX Plus)
- Tén Chu dau tu: Chi nhanh Téng cong ty Pién lyc mién Nam TNHH —
Trung tam Cham soc khach hang.

- Ngudn vén: San xuét kinh doanh nim 2026

- Tén du toén: Gia han bao hanh Hé thdng can bang tai va tuong lira API

- Dia didm: 12, Thi Sach, Phuong Sai Gon, TP. Hb Chi Minh

- Thoi gian thye hién gbi thiu: 30 ngay
- Loai hop dong: tron gbi

2. Muc tiéu cong viéc:

Muc ti€u cong vi€éc cia goi thau nay 1a chon don vi trién khai thuc hién dich

vu gia han bao hanh Hé thong cén bang tai va tudng lta API chuyén dung

(NGINX Plus) nhim dam bao tinh n dinh tuyét d6i cho hé théng didu phéi luu

| khéch hang qua cac tng dung CSKH

3. Yéu cu k¥ thuit ciia géi thau:

| luong, triét tiéu nguy co gidn doan dich vu ddng thoi ning tim trai nghiém cho

| Stt | Thanh phin tdi thiéu cdc tinh ning ciia ban quyén

A A
Yeéu cau

Gia han (renewal) bin quyén tinh niing cho géi phin mém hi¢n hiru NGINX cin
bang tdi va bdo vé ing dung dung Web vai thoi han bat diu ti ngay ky hop dong

dén ngay 30/01/2028

I | Yéu cAu chung

1 | Nha sén xuat Nhi Théu khai bso

2 | M hiéu Nha Thiu khai bio
Dinh kém dudng link tham chiéu Catalogue trén website
nha san xuét. ,

3 | Dinh kem tai liéu x4c nhan cung cép hd tro gia han tir nha co
phan phéi chinh thirc ctia nha san xuét tai Viét Nam.

I | Yéu ciu cic tinh nang t6i thiéu phai c6

Giai phap phin mém (software-based) ban quyen (cho 2
instance) voi thoi han bit a‘au tie ngay ky hop dong dén
ngay két thuc: 30/01/2028 gbm:

NGINX PLUS PREMIUM SUPPORT (twong dwong
hodc cao hon)

NGINX APP PROTECT DOS PREMIUM (tuvong duong
hodc cao hon)

NGINX APP PROTECT WAF PREMIUM (twong duong
hoéc cao hon)

Co
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Stt | Thanh phan t6i thiéu cic tinh ning ciia ban quyén Yéu ciu
, | HO trg cai it trén céc hé dieu hanh Linux pho bién, bao -,
gom: CentOS, Debian, Ubuntu, va RHEL.
Giai phap phai c6 kha ning trién khai trong cic méi
tredng sau:
May chu vét ly (bare metal server) Cé
$ May ao (virtual machines) ©
Public Cloud
Container (vi du: Docker, Kubernetes)
, |Giéi phép phai hd trg ché d Cluster va/hoic High -
Availability (HA)
Gidi phép phai hd trg cac phuong thire x4c thyc sau:
5 | Xdothyc bing JSON Web Token (JWT) ”
Ding nhdp mot lan OpenID Connect (Single Sign-on)
Xdc thue qua OAuth 2.0 Token Introspection
6 Giai phap phai hd trg giadi ma TLS (TLS offloading) 1én Co
dén phién ban TLS 1.3
. HO trg cdu hinh Mutual TLS (mTLS) dé bao mat luu e
luong gifra client va server
Giéi phap phai hd trg céc thuit toan can bing tai (load
balancing algorithms) sau:
g Round Robin Cé
Least Connections
Least Time
Hash Key (vi du: theo dia chi IP, request URI, v.v.)
HO tro co ché duy tri phién (session persistence) dé dam
bao céc yéu cdu tir ciing mot client dugc chuyén dén cung
mot origin server, bao gdm: )
¥ ['Sticky Cookie Ge
Sticky Route
Sticky Learn
10 | H3 trg Passive Health Check Cé
Hb trg Active Health Check dya trén status code va
11 |response body befmg cach giri yéu céu kiém tra riéng va Cé
xac minh phan hoi
12 C6 chtre nédng dynamic discovery cdc mdy chii thong qua Co
truy van DNS
13 HO tro tinh ning Content Rewrite trong HTTP request va cs
HTTP response
14 | Hb trg giao thitc HTTP/2 Gateway Co
15 | HO trg giao thitc gRPC Co
Gidi phap phai c6 kha ning giam sat tryc tiép (live
16 | monitoring) thong qua bang diéu khién thoi gian thuc Co
(real-time dashboard)
17 HJ tro chuyén tiép nhat ky (syslog forwarding) toi hé %
thong thu théap log cia bén thi ba
18 | Layer 7 request routing Co
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Stt

Thanh phin t6i thiéu cic tinh niing ciia ban quyén

A
Yéu cau

19

Béo v¢ ung dung web, API, va gRPC trude cac tan cong
tang ung dung (Layer 7) bao gom OWASP Top 10, bot
signatures, hodc threat campaign protection.

Co

20

Hb tro mask thong tin PII v6i tinh ning Data Guard, dép
ung chuan PCI DSS va céc quy dinh bao vé dit ligu.

Co

21

HO tro ty dong tao dynamic signatures, va st dung
adaptive learning dé di€u chinh chinh sach bao v¢ trudce
cac moi de doa moi

Co

22

Bao vé chong lai nhiéu loai tn céng DoS phirc tap nhu
GET/POST flood, Slowloris, Slow Read, Slow POST, va
Challenger Collapsar

Co

23

Thoi gian hd trg: 24x7 chinh hing

HJ trg qua email and phone chinh hing

Thoi gian phan hdi: 30 phit dén 24 tiéng tiy theo cip do
Severity Level

Co

4. Giai phap va phwong phap luan:

Nha théu chudn bi dé xudt gidi phdp, phwong phdp ludn tong qudt thuc hién

dich vu theo cdc noi dung quy dinh tai Chuong nay, gé‘m cdc phc’fn nhw sau:

1. Gidi phap va phwong phap lugn,
2. Ké hoach céng tdc.

5. Quy dinh vé kiém tra, nghiém thu sdn phim:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu sén phdm, trinh tw giao
ngp san phdam (néu cé)... dé phuc vu cong téc thanh, quyét todn hop déng.
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