Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dv an/dw toan mua sim, goi thau

- Tén gbi thau: Goi thau 02: Thué dich vu ha ting may chu phuc vu nhiém vu
chuyén d6i s6 nganh gido duc nim 2026.

- Tén dy toan mua sam: Thué dich vu ha tﬁng may chu phuc vu nhiém vu
chuyén d6i s6 nganh gido duc nim 2026.
- Chui dau tu: S¢ Gido duc va Dao tao tinh Lai Chau.
- Ngudn vén: Ngudn ngén sach tinh giao nim 2026.
- Hinh thtrc lua chon nha thau: Chao hang canh tranh, qua mang.
- Phuong thtrc lya chon nha thau: Mot giai doan, mot tui hd so.
- Loai hop ddng: Tron goi.
- Thoi gian thuc hién goi thau: 9 thang.
- bia diém thuc hién: S& Gido duc va Pao tao tinh Lai Chau. Dia chi: Tﬁng 4,
Nha E, Khu TT Hanh chinh Chinh tri tinh, Phuong Tan Phong, Tinh Lai Chau.

- Noi dung g6i thau: Thué dich vu ha ting may cht phuc vu nhiém vu chuyén
d6i s6 nganh gido duc nim 2026.

2. Muc tiéu cong viéc

Kiém tra, danh gia viéc tuan thu va tinh hiéu qué cta cac bién phap bao dam
an toan thong tin theo phuong 4n bao dam an toan thong tin; Kiém tra, danh gia phat
hién m3 doc, 15 hong, diém yéu, thir nghiém xam nhép hé théng nham duy tri Cho
san pham truc tuyén, dam bao cong tac van hanh va an toan dit liéu xuyén sudt, noi
dung gdm co:

-Thué dich vu may 4o, tén mién;

-Thué dich vu van hanh may chu;

3. Yéu ciu k¥ thuat cia géi thiu

3.1. Yéu ciu vé don vi cung cip dich vu

- Trung tdm dif liéu noi trién khai Nén tang dién toan ddm may ctia nha cung
cip can c6 cac ching nhan vé ATTT nhu sau (Luu ¥ khéng chap nhan nha thau
c6 ban cam két, yéu cau c6 tai liéu chirng minh):

+ Hé thong c6 gidy xac nhan giai phap giam sat an toan thong tin dat yéu
cau k¥ thuat két ndi chia sé¢ dir liéu do Trung tdm giam sat An toan khong gian
mang Qudc gia xac nhan.

+ Co chl'rng nhan vé ATBM va Chl'rng chi Quéc té Tier 3.

+ Co glay Chtng nhan ISO 27001 vé tiéu chudn qudc te cung cip cac yéu
cau cho hé thong quan ly an toan thong tin (ISMS) dé cung cap dich vu.

+ €6 ho so thuyét minh chi tiét phuong an dap tng cap do ATTT di dugc
xac dinh cép do trong Ké hoach thué.

+ C6 Quyét dinh phé duyét cip 4o ATTT cua don vi vé san pham theo cap
d6 trong ho so thuyét minh yéu cu theo Nghi dinh 85/2016/ND-CP.

- Hé thdng Nén tang dién toan dam may cua nha thau cung cip can co cac
gidy chimg nhan sau (Luu ¥ khong chip nhan nha thau c6 ban cam két, yéu cau
co tai liéu ching minh):

+ (b gidy xac nhan ctua Cuc An toan thong tin vé nén tang Cloud dap Gmg
tiéu chi k¥ thuat theo van ban sé 1145/BTTTT-CATTT ngay 03/04/2020 va vin



ban s6 2612/BTTTT-CATTT ngay 17/7/2021 cta Bo TTTT.

+ Cb gidy phép kinh doanh san pham dich vu an toan théng tin mang cua
Bo TTTT.

3.1.1. Yéu cdu vé cdc quy chudn, tiéu chudn dp dung:

- Trién khai Nén tang dién toan dam may (Virtual Private Cloud Center) can
phai tuan thil cac quy dinh cua phap luat vé bao dam an toan hé thdng thong tin
theo cép dd theo quy dinh tai Ludt An toan thong tin mang, Nghi dinh
85/2016/ND-CP ngay 01/7/2016, Thong tu 03/2017/TT-BTTTT ngay 24/4/2017
va cac quy dinh khéc lién quan; c6 phuong an bao dam an toan thong tin dap tmg
céc yéu cau co ban tai:

+ Tiéu chuan qudc gia TCVN 11930:2017;

+ Tuan thi cc tiéu chuén ky thuat duoc quy dinh tai Thong tusd 39/2017/TT-BTTTT
ngay 15/12/2017 va dap tng céc ti€u chi, chi ti€u k¥ thuat;

+ Van ban s6 1145/BTTTT-CATTT vé viée “Hudng dan bo tiéu chi, chi tiéu k¥ thuat
dé danh gia va lya chon giai phap nén tang dién toan dam may phuc vu Chinh phu
dién tir/Chinh quyén dién tir; Van ban s6 2612/BTTTT-CATTT vé viéc “B6 sung bd
tiéu chi, chi tiéu dé danh gia va lya chon giai phap nén tang dién toan dam may phuc
vu Chinh phu dién ti/Chinh quyén dién tir.

« Ngoai ra, Nén tang dién toan dam mAay can phai tuan thu cac tiéu chuan sau:

+TCVN 9250:2012 vé Trung tam dit liéu - Yéu cau vé ha ting ky thuat vién

thong;
+TCVN 11930:2017 vé Cong nghé thong tin - Cac ky thuat an toan - Yéu cau co ban
vé an toan hé thong thong tin theo cap do;

+ Vice thiét 1ap két ndi cac hé thdng thong tin CSDL qudc gia phai tuan thu thong tu
50 13/2017/TT-BTTTT ngay 23/6/2017 cua Bo Thong tin va Truyén théng quy dinh
cac yéu cau ki thuat vé két ndi cac hé thong thong tin, co s dir lidu véi co sé dir lidu
qudc gia.

+ Nghi dinh s6 47/2020/ND-CP ngay 09/4/2020 ctia Chinh pht vé Quan 1y, két ndi
va chia sé dit liéu s clia co quan nha nudc;

+ Thong tuw 39/2017/TT-BTTTT cua B Thong tin va Truyén théng Ban hanh Danh
muc tiéu chuén k¥ thuat vé Ung dung cong ngh¢ thong tin trong co quan nha nudc, yéu
cau hogc bat budc thuc hién dbi vi phan mém ctia cac co quan nha nude. Cu thé:

TT Loai t;leu Ky hi¢u tiéu | 7gn diy di cia tiéu chuin Quy dinh dp
chuan chuan dung

Tiéu chuan vé

I | két ndi
Hypertext Transfer Protocol [Bét budc ap
L HTTP vI.1 version 1.1 dung
1.1 ;{;E};e;lswu HTTP Hypertext Transfer Protocol [Khuyén nghi
v2.0 version 2.0 ap dung
FTP File Transfer Protocol Bit budc ap
dung mot

Hypertext Transfer Protocol |hoic ¢4 hai

HTTP v1.1 version 1.1 tiéu chuin




1.2 Truyén tép tin Hypertext Transfer Protocol [Khuyén nghi
HTTP v2.0 version 2.0 ap dung
'Web-based Distributed Khuyén nghi
WebDAV Authoring and Versioning  |ap dung
Real-time Streaming Khuyén nghi
RTSP Protocol ap dung
o é’m eal-time Transport Protocol ap dung
L3 ik Khuyén nghi
thanh/ hinh anh RTCP Real-time Control Protocol 4, dl_};ng S
Truy cap va Open Data Protocol version  [Khuyén nghi
1.4 chia sé dit lieu [OData v4 4.0 ap dung
ravdn th Simple Mail Transfer %t bude &
ruyén thu ; atbudc a
Lslgigne  SMTPIMIME e eions g
Post Office Protocol version Bt buéc 4
Cung cép dich POP3 3 tung cd
| 6 VU truy cap hop Internet Message Access tidu chuan dbi
thu di¢n tu IMAP 4revl  protocol version 4 revision 1 |[v6i may chi
Truy cép thu Lightweight Directo Bat budc &
1.7 mug . LDAP v3 Acgcess Prgotocol Versl;}(;n 3 dung o
Dich vu tén Bit budc ap
1.8 | midn DNS Domain Name System dung
Giao van mang Transmission Control Bit budc ap
1.9 6 két néi TCP Protocol dung
(Giao van mang Bit budc ap
1.10kh6ng két ndi [UDP User Datagram Protocol dung
Lién mang Bit budc ap
L1 AN'WAN  [[PV4 Internet Protocol version 4 dung
Bit budc 4p
dung doi voi
IPv6 Internet Protocol version 6 cac thjét bi co
két noi
Internet
Institute pf Elec‘Frical and Bt bugc 4p
IEEE 802.11g [Electronics Engineers dung i
. leang cuc bd Star?dard (IEEE) $02.1 lg '
" “khong day Institute pf Elec‘Frlcal and Khuyén nghi
IEEE 802.11n [Electronics Engineers , i
Standard (IEEE)802.11n [P 4ung
Truy cap )
et Wapiao  Misesdmliate i




day

SOAP v12 Simple Objec.t Access
Protocol version 1.2 )
, Web Services Description  [Pat bu(}f ap
1_14chh vuWeb |WSDL V2.0 Language version 2.0 du{lg mot, hai
dang SOAP . . hoac ca ba
Universal Description, ti6u chuin
UDDI v3 Discovery and Integration
version 3
11 5Dich vu Web [RESTful web [Representational state Khuyén nghi
" “dang RESTful |service transfer ap dung
Web Services Business Khuvén nehi
WS BPEL v2.0 Process Execution Language 4 dl};n il
Version 2.0 p Gung
WS-I Simple )
SOAP Binding [Simple SOAP Binding Khuyén nghi
Profile Version [Profile Version 1.0 ap dung
1.0
| 1Pich vudacta \WS- Federation Web Services Federation Khuyén nghi
"~ Web v1.2 Language Version 1.2 4p dung
WS- £ :
Addressing Web Services Addressing 1.0 I,{huyen nghi
ap dung
v1.0
WS- . o £ :
. 'Web Services Coordination |[Khuyén nghi
Coordination Version 1.2 ap dun
Version 1.2 ) p CUng
WS-Policy v1.2 Web.Serv1ces Coordination I,(huyen nghi
Version 1.2 ap dung
OASIS Web
Serches Web Services Business Khuyén nghi
Business Activity Version 1.2 ap dun
Activity ' p cung
Version 1.2
WS- Discovery Web Services Dynamic Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dung
WS- Web Services Metadata Khuyén nghi
MetadataExc Exchanee 4o dun
hange g p dung
. ‘ NTPV3 Netvyork Time Protocol Bit budc ap
11 7chh vu dong version 3 dung mot
" " bd thoi gian Network  Time  Protocolitrong hai ti€u
NTPv4 : 2
version 4 chuan

Tiéu chuén vé tich hop dit liéu

XML v1.0 (5th

Edition)

Extensible Markup Language
version 1.0 (5th Edition)

Bit budc ap




2.1

Ngon ngit dinh

XML v1.1 (2nd

Extensible Markup Language

dung mot

dang van ban  [Edition) version 1.1 trong hai tiéu
chuan
Neon neu d}nh Electronic Business LA,
dang van ban [[SO/TS . Bat budc ap
22 . . Extensible Markup
cho giao dich |15000:2014 dung
dicn i Language (ebXML)
1€n tu
Dinh nghia cac L1 A 4
2.3 luoc d6 trong i(/llvllL Schema XML Schema version 1.1 ]g)al‘ibuoc ap
tai ligu XML |¥ WS
Bién d6i dix Extensible Stylesheet Bat bu(f)c': ap
24 lidy XSL [ ancuace dung phién
j suag ban mdi nhat.
)5 l\/{o hinh hoa UML V2.5 Unlﬁed Modelling Language I,(huyen nghi
doi tugng version 2.5 ap dung
Resource Description Khuyén nghi
RDF .
Y MO ta tai Framework ap dung
" nguyén dir liéu Khuyén nghi
OWL Web Ontology Language 4p dung
. X 1A 8-bit Universal Character Set | . , .
27 denbO g (UES)/Unicode batbugeap
: Transformation Format Hng
Khuon thirc LA,
2.8 trao d6i thong |GML v3.3 Geography Mquup Batbuge ap
e 1 Language version 3.3 dung
tin dia ly
WM OpenGIS Web Map Service [Bit budc ap
Truy cap va SVI30 - ersion 1.3.0 dung
2.9 lcap nhat cac : : T
thong tin dia Iy 'WFS v1.1.0 'Web Feature Service version [Bat budc ap
' o 1.1.0 dung
Trao doi dir XML Metadata Interchange [Khuyén nghi
2.10liduddctatai XMIv242 [0 S A
licu XML M s p qung
51 lsé dang ky siéu[[SO/IEC Sb dang ky siéu dit lidu Khuyén nghi
" dir liéu (MDR) [11179:2015  |(Metadata registries - MDR) [ap dung
BOphan twsi®uly gy 5036 Bs phin trsiu ditliéu  [Khuyén nghi
2.12dt liéu Dublin : )
1:2017 Dublin Core ap dung(*)
Core
Dinh dang trao
doi dit ligu mo S
2.13ta d6i tuong JSONRFC JavaScript Object Notation I,{huyen nghi
7159 ap dung

dang kich ban

JavaScript




Ngon nglr mo

2.14hinh quy trinh |BPMN 2.0 Busmgss Progess Model and I,(huyen nghi
A Notation version 2.0 ap dung
nghiép vu
3 |Tiéu chuan vé truy cap thong tin
HTML v4.01 Hyp.ertext Markup Language |Bat budc, ap
version 4.01 dung
X - W3C Web Content £ :
3.1 dcfllrllla%\r,lg]; WCAG 2.0 Accessibility Guidelines Ehgzzn nghi
& (WCAG) 2.0 b cung
HTML 5 Hypertext Markup Language I,(huyen nghi
version 5 ap dung
Chuan ni . LA
32 dung Webmé [ XHTML v1.1 Extensible Hypertext Markup Bat budce ap
o Language version 1.1 dung
rong
33 Gia(? Fiiéfn CSS) Cascading Style Sheets Bit bu(f)(A: ap
nguoi dung Language Level 2 dung mot
Cascading Style Sheets trong ba tiéu
CSS3 hua
Language Level 3 chuan
S Extensible Styl.esheet
Language version
Dinh dang Plain Text (.txt): |5z, A .
(.txt) Danh cho céc tai li¢u co ban Batbue ap
o . A dung
khong c6 cau trac
Dinh dang Rich Text (.rtf) ,
(.rtf) v1.8, phién ban 1.8, 1.9.1: Danh  Bat budc ap
v1.9.1 cl}o cac tai lié}l cé the trao |dung
doi gitra cac nén khac nhau
(.docx) Dinh dang vin ban Word mé [Khuyén nghi
3.4 Vin ban ' rong cua Microsoft (.docx) [ap dung
Dinh dang Portable
(.pdf) v1.4, Document (.pdf) phién ban
v1.5,vl.6,v1.7 1.’4,tl‘ "51"}'6’}11”'31: Danh cho Bt bude ip
cac tai liéu chi doc dung mét, hai
(.doc) Dinh dang van ban Word cua |hoac ca lga
’ Microsoft (.doc) ti€u chuan
(odt) v1.2 Dinh dang Open Document

Text (.odt) phién ban 1.2




Dinh dang Comma eparated
Variable/Delimited (.csv):

(.csv) Danh cho céc bang tinh can Batbue ap
Re e dung
trao doi gitra cac ing dung
khac nhau.
D;ﬂnhAdangqbang. tinh Excel Khuy én nghi
3.5 Bane tinh (xIsx) mo rong cua Microsoft .
g ap dung
(.x1sx)
(xls) Dinh dang bang tinh Excel L
' cta Microsoft (.xIs) Bat bu@f ap
: dung mot
Dinh dang Open Document ) o= <2 hai
(.ods) v1.2 Spreadsheets (.ods) phién |5 chuin
ban 1.2
Dinh dang Hypertext
N Document (.htm): cho cac B4t bude 4
3.6 Trinh dién  ((htm) trinh bay duoc trao déi thong | = ™ P
qua cac loai trinh duyét khac | &
nhau
(.pptx) Dinh dang PowerPointmé  [Khuyén nghi
PP rong cua Microsoft (.pptx)  [ap dung
Dinh dang Portable
(pdf) Document (.pdf): cho cac
P trinh bay luu dudi dang chi )
doc Bat budc ap
Dinh dang PowerPoint (.ppt) du{lg n}ot, hai
(.ppt) , : hoac ca ba
cuia Microsoft A z
ti€u chuan
Dinh dang Open Document
(.odp) v1.2 Presentation (.odp) phién ban
1.2
IPEG Joint Phqtographlc Expert
Group (.jpg) coa
: : Bat budc ap
7 ‘ GIF v&9a Graphlc Interchange (.gif) dupg mot,
3.7 |Anh d6 hoa version 89a hai, l?a hoac
TIFF Tag Image File (.tif) ca bon tiéu
) chuan
Portable Network Graphics
PNG
(.png)
Anh gin véi Tagged Image File Format ~ [Bit budc ap
38 toadd dia ly GEO TIFF for GIS applications dung
MPEG-1 Moving Picture Experts I,(huyen nghi
Group-1 ap dung




MPEG-2 Moving Picture Experts I,(huyen nghi
Group-2 ap dung
Phimanh, im MPEG-4 Moving Picture Experts I,(huyé'n nghi
3.9 thanh Group-4 ap dung
MP3 MPEG-1 Audio Layer3 | <huyénnghi
ap dung
AAC Advanced Audio Coding I,{huyen nght
ap dung
Cac dinh dang cua Microsoft X :
E'i‘vsl?l’vg'wma)’ Windows Media Player fhngln nghi
' (.asf), ((wma), ((wmv) p cung
Ludng phim Cac dinh dang Real X :
> 1Oénh, am thanh E.izzﬁgr(mrﬁlm) Audio/Real Video (.ra), ;{hgl};leln nght
' TN (.rm), (.ram), (.rmm) p cung
(.avi), (mov), (Céc dinh dang Apple Khuyén nghi
(qt) Quicktime (.avi), (.mov), (qt) [ap dung
GIF v89a Graphlc Interchange (.gif) I,(huyen nghi
version 89a ap dung
Dinh dang Macromedia Flash [Khuyén nghi
(:swh) (.swf) ap dung
3.11Hoat hoa : : — )
(swh) Dinh dang Macromedia Khuyén nghi
| Shockwave (.swf) ap dung
(.avi), (qt), Céc dinh dang Apple Khuyén nghi
(.mov) Quicktime (.avi),(.qt),(.mov) @ap dung
Chuan noi : LA
3.12dung cho thidt WML v2.0 ergless Markup Language [Batbudc ap
bi di dong version 2.0 dung
Bo6 ky tu va ma American Standard Code for [Bit budc ap
3.13°, ASCII )
hoa Information Interchange dung
BOKY twvamd ip -y TCVN 6909:2001 “Cong e 6c ap
3.14hoa cho tiéng 69092001 ngh¢ thong tin - B ma ky tu qun
Viat ' tiéng Viét 16-bit” Hne
Zip Zip (.zip) Bit budc ap
3.15[Nén dit liéu _ , dung mot
.gzv4.3 GNU Zip (.gz) version 4.3 hodc ca hal
ti€éu chuan
Ngon ngir kich : : T
3.16ban phia trinh [ECMA 262 EQMAScrlpt version 6 (6th  [Batbudc ap
, Edition) dung
khéach
RSS v1.0 RDF Site Summary version B4t budc ap

1.0




Really Simple Syndication

dung mot

3174 s noi RSS v2.0 version 2.0 trong hai tiéu
chuan
dung Web A —
ATOM v1.0  |ATOM version 1.0 A
ap dung
ISR 168 Java Specification Requests  [Bat budc ap
168 (Portlet Specification) |dung
Chuan két ndi 1SR286 Java Specification Requests Khuyén nghi
X lgl’mg dung cong 286 (Portlet Specification) [ap dung
' ﬂ}éng tin dign WSRP v1.0 Web Services for Remote  [Bat budc ap
tur ' Portlets version 1.0 dung
Web Services for Remote  [Khuyén nghi
WSRPv2.0 Portlets version 2.0 ap dung

4 [Tiéu chuan vé an toan thong tin
S/MIME v3.2 Sequre Mul‘q-purpose. InternetBat budc ap
41 An toan thul Mail Extensions version 3.2 |dung
© dién tu & '
' OpenPGP  (OpenPGP Khuyen nghi
ap dung
.+ SSHv2.0 Secure Shell version 2.0 Bat buge dp
49 An toan tang dung
" lgiao van itvIB5 5c 4
g : TLS v1.2 Traqsport Layer SecurityBat budc ép
version 1.2 dung
HTTPS Hypertext Transfer Protocol Bat budc ap
Secure dung
43 A:n toan truyen FTPS File Transfer Protocol Secure I,{huyen nghi
teép tin ap dung
SFTP SSH File Transfer Protocol I,{huyen nghi
ap dung
An toan truyén Simple Mail TransferBit budc ép

4.4

thu dién tu

SMTPS

Protocol Secure

dung

An toan dich vyPOP3S Post Office Protocol version 3|B4t bugc ap
An hor Secure dung mot
4.5 truy cap ho SO
thu IMAPS Internet  Message Accessh_?@C ca Elal
Protocol Secure tiéu chuan
An toan dich vu Domain ~ Name  SystemKhuyén nghi
4.6 DNS DNSSEC Security Extenssions ap dung

4.7

An toan ting
mang

IPsec - IP ESP

Internet Protocol security voi
[P ESP

Bit budc ap
dung




4.8

An toan thong
tin cho mang
khong day

WPA2

Wi-fi Protected Access 2

Bit budc ap
dung

Cong ngh¢ thong tin. K thuat

TCVN mat ma thudt toan ma dir liéulghuyen nghi
7816:2007 AES ap dung
ADES Triple Data  EncryptionKhuyén nghi
N~ Standard ap dung
49 Giai thuat ma . .
"~ |hoa Khuyén nghi
ap dung, st
RSA Cryptography Standarddung lugc do
PRES#1V2.2 | version 2.2 RSAES-
OAEP dé ma
hoa
_ Khuyén nghi
ECC Elliptic Curve Cryptography 4p dung
Bit budc ap
dung, st dun
PKCS #1 V2.0 RSA .Cryptography Standard o ég ' d%)
n IOG,iéi;thuat chir - version 2.2 RSAS§A-
ky s0 PSS dé ky
Elliptic Curve DigitalKhuyén nghi
ECDSA Signature Algorithm ap dung
4.1 1G1a1 th~uat’ b%m SHA-2 Secure Hash Algorithms-2 I,{huyen nghi
cho chit ky s ap dung
Rivest-Shamir-Adleman 1
KEM (Key EncapsulationBat budc ap
A 12(}1511 thuatRSA_KEM Mechanism) Key Transportdung
" “ltruyén khéa Algorithm
ECDHE Elliptic Curve Diffie Hellman Khuyén nghi

Ephemeral

ap dung

4.13

Giai phap xag

Security Assertion Markup

Khuyén nghi

4.14

Processing

Processing

EthIC nguol SUSAML v2.0 Language version 2.0 ap dung

ung
XML ,
Encryption XML Encryption Syntax and [Bat budc ap

, [Syntax andProcessing dung
An toan trao délProcessing
ban tin XML ML Sionat
ignature : z Al s

Syntax an dXML Signature Syntax and [Bat budc ap

dung




Quan 1y khoa

XML Key Management

Khuyén nghi

4.15cong khai banXKMS v2.0 . . ) .
tin XML Specification version 2.0 ap dung
Giao thuc an Platform for Privacy

4.16

toan thong tin

P3P vl.1

ca nhan

Preferences Project version
1.1

Khuyén nghi
ap dung

Khuyén nghi

4.17

Ha tang khoa cong khai 4p dung
ity it KOS VLS e based signing
P M (RFC 2315) [ gning

cho ky, ma hoa

and encrypting version 1.5

Cu phap thong
tin thé mat ma

PKCS#15 v1.1

Cryptographic token
information syntax version
1.1

Cu phap thong
tin khoa riéng

PKCS#3 V1.2
(RFC 5958)

Private-Key Information
Syntax Standard version 1.2

Giao dién thé
mat ma

PKCS#11
v2.20

Cryptographic token interface
standard version 2.20

Ca phap trag
do1 thong tin c4
nhan

PKCS#12 v1.1

Personal Information
Exchange Syntax version 1.1

Khuon  dang
danh sach
ching thu sd
thu hoi

RFC 5280

Certificate Revocation List
Profile

Khuon  dang
ching thu s6

RFC 5280

Public Key Infrastructure

Certificate

Ca phap yéu
cau chung thuc

PKCS#10 v1.7
(RFC 2986)

Certification Request Syntax
Specification version 1.7

Giao thirc trang
thai chung thu
truc tuyén

RFC 6960

On-line  Certificate  status

protocol

Giao thirc gin
tem thot gian

RFC 3161

Time stamping protocol




Information technology

ISO/EEC Security techniques - Time
18014-1:2008 stamping services
ISO/EEC Part 1: Framework
Dich vu tem|18014-2:2009 [Part 2: Mechanisms
thot gian ISO/EEC producing independent tokens

18014-3:2009 |Part 3: Mechanisms
ISO/EEC producing linked tokens

18014-4:2015 Part 4: Traceability of time
sources

Web  Services  Security:
SOAP Message Security,
Version 1.1.1

Khuon dane di The Incident Object
4,19 ruon dahg i g 7970 Description Exchange Format

An toan cho/WS-Security
dich vu Web  [vl.1.1

Khuyén nghi

4.18 i dung

Khuyén nghi

licu trao doi su version 2 (IODEF) ap dung
cd0 an toan
mang

3.1.2. Céc yéu cau chi tiét vé nén ting dién todn dim may

* Yéu cdu may chu a0

- Cho phép tao may chu 4o thong qua giao dién do hoa (GUI), qua giao dién
dong 1énh (CLI) va giao dién lap trinh tmg dung (API) tich hop v6i hé théng khac.

- Cho phép nguoi dung tao nhiéu may do mot lac voi sb luong loai hé diéu
hanh khéc nhau.

- Cho phép nguoi dung tao may do tir tép tin he diéu hanh ma hé théng hd tro;
tiy bién may 40 mudn tao va luu lai may 4o sau khi tiy bién thanh tép tin hé diéu
hanh; lwu trit tép tin hé diéu hanh do ngudi dung tao ra trong nhom tép tin hé diéu
hanh tily bién; st dung giao dién cong thong tin quan tri (web portal) dé tao may ao
tuy y.

- Cho phép nguoi dung tai 1én va tao may ao tir nhiing t€p tin hé diéu hanh
khac nhau; luu lai may ao dang chay thanh cac tép tin h¢ diéu hanh c6 dinh dang cho
phép nguoi dung tai xudng cac tép tin hé diéu hanh.

- Yéu cau nay cho phép ngudi dung chuyén d6i qua lai cac dinh dang tép tin
hé diéu hanh khac nhau cing mot lic.

- HO tro trién khai cac may 4o c6 sb luong 16n nhan xir Iy va c6 bd nhd kich
thudc 16n ma ning vé bd nhd (memory-intensive) hodc ning vé nhan xur ly
(processor-intensive).

- Cho phep nguoi dung thay d6i cAu hinh phan cimg may a0 trong khi cac may
ao dang chay, khong yéu cau doi voi truO’ng hop giam kich thude 6 cling.

- Yéu ciu ndy cho phép di chuyén dit liéu ctia mot may 4o dang chay tir thiét
bi luu trit ndy sang thiét bi luu trit khac ma khéng phai tit hodc khoi dong lai.

- Yéu cau cho phép khoi phuc / khéi dong lai ty dong may do (khi co sé ha
tang vat 1y phat sinh 18i) phai thoa man 02 diéu kién kém theo.

- Ty dong thay d6i theo chiéu ngang thong qua 03 cach bao gdm bat / tat may
40; tao ra cac may ao moi dua theo ké hoach duoc l1ap thu cong trude do; cac ti€u



chi str dung tai nguyén do nguoi dung dinh nghia; Cho phép ngudi dung thiét 1ap sb
luong tbi da may ao mdéi dugc tao.

- Cho phép nguoi ding truy cdp vao may o thong qua giao dién bang diéu
khién (console) vdi cac trinh duyét phd bién.

- Cho phép gin céc tép tin dinh dang ISO trén may 4o (cac tép tin dinh dang
ISO c6 thé ndm trén mot kho dit liéu riéng cua giai phép).

- Cho phép nguoi ding sao luu may ao thanh cac ban chup (snapshot) theo ké
hoach dugc 1ap thu cong hodc dinh ky trude do; Iuu trir ban chup (snapshot) dugce
tao ra dua theo thong tin vé thoi diém tao; sao luu may ao thong qua cong thong tin
quan tr1 hodc CLI; khoi phuc may 4o tir ban chup (snapshot).

- Cho phép nguoi quan tri va nguoi dung gidi han IOPS ctia may do va gidi
han bang thong 6 dia ciia méy &o.

- Yéu cau nay cho phép ngudi dung gidi han biang thong mang ctia may 4o
cho ca hai ludng lu'u lugng mang vao/ra.

- H4 trg cAu hinh NUMA va Transparent Hugepage, PCI Pass through, SR-
IOV, OVS-DPDK, CPU pinning, DPDK va Direct I/O khi trién khai cac may ao can
str dung cac cong nghé ting toc (accelerator).

- Cho phép quan tri vién nhap mat khéu cho tai khoan quan tri ciia may 4o

- Yéu cau nay cho phép ngudi ding dinh nghia mét cluster méi tiy y. Vi du:
mot cum may chi a0 3 ting gdm 06 may 4o (02 may chay ing dung & mang cong
cong, 02 may chay céac dich vu backend & mang cuc bg va 02 may chay co s¢ dir
liéu & mang cuc bo) c6 thé dugce tich hop véi tinh niang ty dong thay doi cAu hinh hé
théng.

* Yéu cau thiét bi luu trix

- HO tro giai phap luu trit bang phan mém (SDS-Software-Defined Storage);
tich hop cac thiét bi SAN (Storage Area Network) va NAS (Network-Attached
Storage).

- HO tro luu trir dang khdi (block storage); luu trir dang ddi twong (object
storage) va luu trit dang tép tin (file storage).

- Cho phép nguoi dung thiét 1ap chinh sach dbi véi cac dich vu luu trit phan
téng. Vi du: mdt quan tri vién vé viéc luu trit dit liéu c6 thé lap ké hoach luu nhirng
dir liéu khong thuong xuyén st dung trén thiét bi SATA cham hon va it tén kém
hon.

- Cho phép gan mot 6 cimg o (tir SAN hoic SDS) trén nhidu may 4o 6 cing
40 ¢6 thé & ché do chi doc); gén mot hé théng tep tin chia s¢ dung chung trén nhiéu
may 40 mot cach linh hoat va tu dong.

- Cho phép ngudi dung chon mot phan 16p hiéu ning cho cac 6 climg 4o. Vi
du: IOPS hoic biang thong (do bang Mbps).

- Cho phép tu dong phan bd dit liéu trén ving luu trir &é phan tai cho cac 6
dia.

- Cho phép nguoi dung tang dung lugng cua mot vung luu trit d3 ¢ san

- Cho phep nguoi dung tang kich thude cua mot b  cliing 40 (6 cling 40 cua thiét
bi SAN hodc SDS) da c¢6 san ma khong phai cap thém 6 cimg a0 moi hodc sao chép
dir 1i€u sang 6 cirng 40 moi.

- Cho phép quan tri vién di chuyén di liéu giira cac ving luu trit khi hé thong
dang van hanh.



- Cho phép nguoi dung sao Iuu 6 ctng 4o tai mot thoi diém bat ky thanh cac
ban chup (snapshot) thong qua céac céach thuc tu thao tac (self-service.); str dung cac
ban chup (snapshot) théng qua cach thire ty thao tac (self-service) voi muc dich dé
cap thém may 4o méi; sao luu dit liéu trén 6 clng 4o.

- Cho phép luu trit va truy xuat dir liéu thong qua API trén dich vu web; hd
trg kha nang thay doi ddi véi timg ddi twong don 1& va toan bo luu trir dang dbi tugng
(Object storage).

- Cho phép ngudi dung sao luu ddi twong thanh nhiéu phién ban tai nhiing
thoi diém khac nhau nham muc dich phong ngira viéc mat mat dit liéu do ghi d¢ hodc
x6a d6i tugng; cdu hinh viéc sao luu théng qua CLI, GUI hoic API dbi véi ting ddi
tuong.

*Yéu cﬁu mang

-Yéu cau nay cho phep nguoi dung quan ly hi¢u nang d6i v6i timg mang ma
may 40 két ndi dén bao gdm viéc gidi han bang thong, do tré, quan 1y chat lugng
dich vu (QoS).

- Cho phep nhiéu dia chi IP khac nhau dugc gan cho mot may ao thong qua
tich hop nhiéu cong giao tiép mang ao; dinh nghia nhiéu phan doan mang 4o, nhiéu
mang con cho moi mang éo.

- HS tro kha nang du phong tir mirc vat 1y (it nhat & muc cong vat Iy — NIC)
cho cdc mang ma may ao két ndi dén; hoat dong & muc active-active hodc active-
standby dé cai thién bang théng va bao dam tinh san sang.

- Cho phép mét may ao dugc gan dia chi IP dong va dia chi IP nay phai luén
khong d6i gia tr1 trong sudt qua trinh hoat dong cua may ao.

- Cung cap tinh nang phong chdng tan cong gia mao dia chi IP va gia mao goi
tin ARP ddi v6i mang ndi bd ciia may ao hodc cac mang ma may 4o va may vat ly
két ndi dén.

- Cung cép tinh ning cho phép ngudi dung dinh nghia cac mang a0 bao gdm
ca VLAN va VXLAN.

- Cho phép nguoi dung sir dung cac chirc ning cta bo dinh tuyén (NAT, dinh
tuyén gitta céc VLAN,...) dé quan 1y két ndi giita cic mang.

- Yéu cau ndy cho phép nguoi dung str dung dich vu can bang tai di dugc tich
hop san (dich vu bao gém céc chirc ning cau hinh giam sat, ciu hinh cho thiét bi dau
cudi va tuong thlch v6i nhiéu may ao dang ket nbi voi nhiéu mang 4o khac nhau).

- Yéu cau nay cho phép nguoi dung cau hinh chinh sach truy cap cho ting
cong (thudc cong giao tiép mang 4o trén vNIC) trén nhitng may ao dang chay

- Cho phép nguoi dung st dung dich vu tuong lra da dugc tich hop san (dich
vu phai hoat dong binh thuong trén tang IP va Domain).

- Cung cép tinh ning hd tro may ao hodc cong két ndi (vi du: bo can bang tai)
st dung IPv6 trén ca mang vat Iy va mang ao.

- Cung cép tinh ning dam bao su hao phi bang thong dudng truyén két ndi
gifta may 4o voi may 40 va may 4o véi thanh phan bén ngoai. Vi du: néu thiét 1ap
02 mang VXLAN cho 02 may ao khac nhau trong mang vat 1y c¢6 bang thong 1a 10
Gbps thi bang thong thuc té cua duong truyén két ndi gitta cac may 4o nay phai > 9
Gbps.

- Cung cép tinh ning hd tro API st dung nén tang dién toan ddm may dé tao
bo chuyén mach 4o va b dinh tuyén ao0.



- Cung cép tinh ning tich hop cac thanh phan dé xac thyuc, phan quyén, ghi
log hoat dong (authenticate, authorize, account — AAA) ngudi dung.

- Cho phép nguoi dung str dung SNMP, Netconf hoac twong duong cé chuc
ning quan trj cac thanh phan khéc trong mang.

* Yéu cau quan tri va van hanh

- Pugc cung cap kha ning truy cp tir xa an toan qua RDP (Remote Desktop
Protocol). Pong thoi truy cap portal quan 1y theo ddi tinh trang bat/tat va khoi dong
hé thong. Nguoi dung st dung hé thdng 16n s& dugc cung cap portal dé quan tri tai
nguyén dién toan. Dic biét véi giao dién dugc tiy bién gitp nguoi ding tdi uu trong
qua trinh st dung.

- Cho phép quan tri vién dinh nghia cac hanh dong sau khi tao hodc x6a may
40. Cung cap tinh nang thyc hién mot hanh dong do nguoi dung chi dinh sin thong
qua cach thuc ty hanh (self-service) sau khi qua trinh khai dong 1an dau hoan thanh
d6i voi may 4o mai tao.

- HO6 tro quan tri cau hinh (thong qua Ansible, Puppet, Chef hoic SaltStack)
bao gébm: Hoat dong nhu mét dich vu duge tich hop san dé cho phép ngudi dung
quan ly, kiém tra cac c4u hinh va quy trinh trién khai; Ty dong hoa toan bo quy trinh
trién khai, nang cap, cap nhat va va 15i; Tich hop cac thanh phan van hanh ty dong
c6 khéd nang dugc cau hinh thong qua cac ngdn ngir 1ap trinh (nhu YAML,...).

- Cho phép quan tri vién giam sat, danh gia lich st str dung tai nguyén cua cac
may a0; dua ra cac khuyén nghi vé viéc cap thém tal nguyén khi can thiét.

- Cho phép tu dong tao thong ké, bao cao vé cac ban va da duogc cap nhat; tu
dong ap dung cac ban va 1én nhiéu may chu mot lic; khoi phuc cac ban va da cap
nhat.

- Cho phep tich hop giao dién cong thong tin quan tri ¢ tinh ty hanh cho
nguoi dung dau cubi (dé nguoi dung tu quan ly tai nguyén dugc cip) va giao dién
cong thong tin quan tri cho quan tri vién; hd trg giao dién cong thong tln quan tri.

- Cung cép tinh néng cho phep nguoi dung tuy bién giao dién cong thong tin
quan tri vé hién thi cac thong sd, tiéu chi nhu trang thai, hiéu ning, tinh sin sang cua
tap hop cac may chu, dich vu.

- Cho phep hién thi theo thot gian thue cac thong s6 giam sat vé hi¢u nang h¢
théng; cAu hinh tuy theo y muon vé canh bao hodc bao cao khi co sy b xay ra; cdu
hinh khoang thoi gian lay mau cac thong sb giam sat; giam sat dugc cac thanh phan
ctia co s& ha tdng vat Iy bao gdm bd chuyén mach, bd dinh tuyén, ti chira may cha
va cac thiét bi luu trit.

- Cung cip tinh ning giri canh bao cho ngudi dung khi c6 sy kién / sy ¢b vé
co so ha tdng xay ra theo gid trj ngudng; cho phép ngudi dung thiét 1ap cac gia tri
ngudng ddi véi timg thanh phan mot; cho phép canh bao téi ngudi dung thong qua
email, SMS.

- Cung cap tinh ning thu thap, luu trir va xoay vong dinh ky log hé théng vé
cac tac vu tao, doc, cap nhat, x6a - CRUD (Create, Read, Update, Delete — tao, doc,
cap nhat, x6a), tai nguyén duoc su dung,...

- Cung cap tinh ning tich hop API danh cho giam sat dir lidu (bao gom céc
thong s6 vé trang thai hoat dong hién tai va trong qua khu dbi voi tung thanh phﬁn
duoc giam sat) dé cho phép ngudi ding giam sat, phan tich dir liéu thong qua cac hé
thdng gidm sat in-house hodc ctia bén thir ba sir dung API d6.

- Cung cép tinh ning ghi log vé cac su kién lién quan dén tai khoan nhu: cac



thao tac dang nhap tai khoan, quan 1y tai khoan bao goém tao / xo4 / lap nhém / gén
thé cho tai khoan nguoi dung va cac thao tac khac; Cho phép nguoi dung xem cac
ban ghi log thong qua giao dién co tinh ty hanh va kha ning xuét cac ban ghi log dé
luu gitr 1au hon.

* Yéu cau tich hop

- Tich hop giao dién twong tac véi thanh phan quan 1y chic ning mang o
(Virtual Network Function — VNF).

- Cung cép tinh ning tich hop CLI va API cho phép quan tri vién thuc hién
cac thao tac tren hé thong.

- Cung cép tinh ning hd tro cac thu vién (ma ngudn mé hodc tu cloud provider
tao) phuc vu cho 1ap trinh, phat trién phan mém tuong tac v6i hé thong nhu tuong
thich véi cac ngdn ngit 1ap trinh pho bién Java, .NET, Perl, Node.js, PHP, Python,
Ruby va PowerShell.

« C4c Yéu cau khac

- Bbam bao kha ndng mé rong

- Cung cép tinh ning thay doi hé théng bao gdm cip thém may chu, thiét bi
Iwru trix, cac thiét bj mang ma khong thay doi kién truc.

- Pam bao tinh sin sang cao cua cac thanh phén dich vu

- Cung cép tinh ning dam bao tinh ning sn sang cao clia cac thanh phan nhu
giao dién quan 1y cia quan tri vién, AP, cac thanh phan diéu khién tap trung.

- Pam bao tinh sin sang cao cta hé thong

- Cung cip tinh ning dam bao hé thdng co tinh sin sang cao theo ty 1¢ thoi
gian dap Ung.

- HG trg may chu c6 kién trac CPU x86_64

- Cung cap tinh nang hd tro cai dt, trién khai, van hanh hé thdng trén may
chu trén nhiéu nén tang kién triac khac nhau.

- Dong bo thoi gian

- Cung cap tinh nidng dong bo thoi gian cho tat ca cac thanh phan trong hé
théng.

3.2. Yéu cau tinh ning vé k¥ thuit, cong nghé dé dap ng chat lwong dich
vu nén ting dién toan dam may

- Tinh nang chung:
STT | Tén tinh ning Ti€u chi, chi tiéu ky thuat

1 May ao
Giai phap cung cap 03 tinh ning sau:
1. Tao may 4o m&i thong qua giao dién d6 hoa
(GUI).
2. Tao may a0 mai thong qua giao dién dong

1 Tao may ao 1énh (CLI).

3. Tao may ao moi thong qua giao dién lap
trinh g dung (API) tich hgop v61 hé thong
khéc.

Giai phap cung cép 02 tinh ning sau:

1. Cho phép ngudi dung tao nhiéu may 40 mot




Tao nhi€u may ao
cung mot lac

lac véi s6 lugng toi thiéu 02 may / 1 1an tao.
2. Cho phép nguoi dung tao nhiéu may ao mot

ltc vai s6 luong loai hé diéu hanh khac nhau, ti
thiéu 02 hé diéu hanh khac nhau / 1 1an tao.

Tuy bién may 4o

Giai phap cung cap 04 tinh ning sau:

1. Cho phép nguoi dung tao mdy 4o tur tép tin hé
diéu hanh ma hé théng hd tro.

2. Cho phép ngudi dung tiy bién may 4o mudn
tao va luu lai may ao sau khi tity bién thanh tép
tin hé diéu hanh.

3. Luu trit tép tin hé diéu hanh do nguoi dung tao
ra trong nhom tép tin hé diéu hanh tuy bién.

4. Cho phép ngudi dung chon tép tin hé diéu
hanh trén giao dién cong thong tin quan tri (web
portal) dé tao may 4o tuy .

Nhap / xuat may ao

Giai phap cung cép 03 tinh ning sau:

1. Cho phép ngudi dung tai Ién va tao may do tur
nhirng tép tin h¢ di€éu hanh c6 dinh dang 1a VHD,
VMDK, QCOW?2 hodc tuong duong.

2. Luu lai may ao dang chay thanh cac t€p tin hé
diéu hanh c6 dinh dang la VHD, VMDK,
QCOW2 hoac turong duong.

3. Cho phép nguoi dung tai xudng céc tép tin hé
dicu hanh.

Chuyén d0i dinh
dang tép tin h¢ di€u
hanh

Giai phap cung cip tinh niang cho phép ngudi
dung chuyén d6i qua lai cac dinh dang tép tin hé
diéu hanh 1a VHD, VMDK, QCOW?2 hoic tuong
duong cung mot luc.

Trién khai may ao
¢6 cau hinh cao

Giai phap cung cép 02 tinh ning sau:

1. HO tro trién khai cac may 40 ¢ s6 lugng 16n
nhan xur 1y va c¢6 bd nhd kich thudc 16n ma nang
vé bd nhé (memory-intensive) hodc ndng vé
nhan xu 1y (processor-intensive).

H{ tro it nhat 64 vCPU va 128 GB RAM.

Thay d6i cAu hinh
phan cing may o

Giai phap cung cap 02 tinh ning sau:

1. Cho phép nguoi ding thay d6i cau hinh phan
cimg may ao trong khi cac may ao dang chay,
khong yéu cau dbi véi truong hop giam kich
thudc 6 cing.

2. Thong bao cho nguoi dung ngay lap tire khi
can phai khoi dong lai may ao dé ap dung thay
doi.




Di chuyén may &o
gilta cac may chu
vat ly

Giai phap cung cap tinh niang di chuyén dit liéu
cua mot may do dang chay tor may vat 1y nay
sang may vat Iy khac ma khong phai tat hoic
khé1 dong lai may do.

Di chuyén dir li€u
may ao gitta cac bd
luu trit khac nhau

Giai phap cung cap tinh niang di chuyén dir liéu
ciia mot may 4o dang chay tir thiét bi luu trit nay
sang thiét bi luu trit khac ma khong phai tit hodc
khéi dong lai.

10

Khoéi phyc may ao
sau khi co 101 xay ra

Giai phap cung cép tinh ning khoi phuc / khai
dong lai ty dong may ao (khi co so ha t;ﬁng vat
1y phat sinh 16i) ma phai thda mén 02 diéu kién
sau:

1. Phat hién duoc o 16i da xay ra khi hé thong
gap su cd.

2. Ty dong khoi dong lai may ao khi phat hién
1oi.

11

Tinh ning phan bd
may ao trén cac may
vat ly khac
nhau(anti-affinity)

Giai phap cung cip tinh ning cho phép nguoi
dung ciu hinh cac thong sb trén may ao dé xéac
dinh vi tri trién khai cac may 4o khac nhau trén
cac may vat ly hodc trung tam dir li¢u khac nhau
(nham phong tranh sy anh huong cua vén dé nao
d6 vé phan ctmg hodc co so ha tang ddi voi tat
cd cac may ao cung mat luc).

12

Tinh nang hd tro tu
dong thay doi céu
hinh hé théng mirc
co ban

Giai phap cung cap 02 tinh ning sau:

Tinh ning hd tro tu dong thay doi theo chiéu
ngang thong qua 03 cach bao gom bat / tit may
40; tao ra cdc mady 4o moi dua theo ké hoach
duoc lap tha cong trude do; thiét 1ap cau hinh tai
nguyén cho may 4o theo cau hinh duoc dinh
nghia trudce.

13

Tinh ning phan bd
may 4o trén cung
may vat ly (affinity)

Giai phéap cung cap 02 tinh ning sau:

Cho phép ngudi dung dinh nghia cc quy tic hop
tac trao d6i dit liéu gitra cac may ao.

H5 tro trién khai cac may ao thudng xuyén trao
ddi dir liéu v6i nhau trén cing mot may vat Iy.

14

Truy cap vao may
ao thong qua giao
dién bang diéu
khién (console)

Giai phap cung cap 02 tinh ning sau:

1. Cho phép nguoi dung truy cap vao may ao
thong qua giao dién bang diéu khién (console)
2. Cung cép giao dién bang diéu khién (console)
tuong thich vl cac trinh duyét pho bién.

15

Gan cac tép tin dinh
dang ISO trén may
ao

Giai phap cung cap tinh ning Géin cac tép tin
dinh dang ISO trén may ao (cac tép tin dinh dang
ISO ¢6 thé nam trén mot kho dit liéu riéng cua
giai phap).

Giai phap cung cap 05 tinh ning sau:




16

Sao luu/khéi phuc
may 4o

1. Cho phép nguoi dung sao luu may 4o thanh
cac ban chup (snapshot) theo ké hoach duoc 1ap
thu cong hoac dinh ky trudce do.

2. Luu trlt ban chup (snapshot) dugc tao ra dya
theo thong tin vé thoi diém tao.

3. Cho phép nguoi dung sao luu may do thong
qua cong thong tin quan tri hodc CLL

4. Cho phép nguoi dung sao luu it nhit 07 phién
ban khac nhau ciia mot may ao.

5. Cho phép nguoi dung khoi phuc may ao tu
ban chup (snapshot).

17

Gi61 han IQPS va
bang thong 6 dia cua
may 4o

Giai phap cung cap 02 tinh ning sau:

1. Cho phép ngudi quan tri va nguoi dung gioi
han IOPS ctia may 4o.

2. Cho phép nguodi quan tri va nguoi dung gioi
han bing thong 6 dia cia may 4o.

18

G161 han bang thong
mang cua may ao

Giai phép cung cip tinh ning cho phép nguoi
dung gioi han bang thong mang ctiia may ao cho
cd hai ludng Iuu lvong mang vao / ra.

19

Trién khai may 4o
can st dung cac
cong nghé ting toc
(accelerator)

Giai phap cung cép tinh ning hd trg ciu hinh
NUMA and Transparent Hugepage, PCI Pass
through, SR-IOV, OVS-DPDK, CPU pinning,
DPDK va Direct /O, khi trién khai cac may ao
can st dung cac coéng nghé ting toc
(accelerator).

20

Tu dong chon may
chu vat ly khi tao
mot may a0 méi

Giai phap cung cap tinh nang cho phép tu dong
chon may chu vat ly dé trién khai may ao méi
tao nhiam cén bang tai giita cac may chu vat 1y.

21

Thiét 1ap hodc thiét
1ap lai mat khau cho
tai khoan quan tri
cua may ao

Giai phap cung cap tinh ning cho phép quan tri
vién nhap mat khau cho tai khoan quan tri ctua
may ao.

22

Dinh nghia, céu
hinh va khoi tao
cum gom nhiéu may
a0

Giai phép cung cip tinh ning cho phép nguoi
dung dinh nghia mdt cluster maoi tuy y.

- Vi du: mot cum may chii 4o 3 ting gdm 06 may
40 (02 may chay ung dung & mang cong cOng,
02 may chay cac dich vu backend ¢ mang cuc bd
va 02 may chay co so dit liéu & mang cuc bd) co
thé dugc tich hop véi tinh ning tu dong thay doi
cau hinh hé théng.

» Tinh nang dich vu may do
- Dich vu may cht 40 (goi tt 1a VM - Virtual machine) cung cp ning luc tinh toan

nhu mdt Server vat ly, trén moi trudng cong nghé do hoa.
Tinh nang chinh:
- Cung cip nang lyuc tinh toan CPU va nang luc bd nhé RAM.
- Cung cap khong gian luu trit dang Block Storage.




- C6 hé thdng Firewall mém cho phép chin loc theo giao thc.

STT | Céc tinh ndng Mo ta
Nguoi ding cé thé chi dong chon goi cdu hinh
1 |Khitao may a0 |(CPU, RAM, Storage, IP), chon hé diéu hanh trong
qué trinh khaoi tao dich vu.
2 |Xéa may do I\{gudi dung c6 thé x6a may ao khi khong c6 nhu cau
st dung
Nguoi dung ¢6 cac hinh thirc truy cip va str dung
VM:
Truy cép truc tiép thong qua Portal.
3 Truy cap va sir|Truy cép thong qua giao thirc nhw SSH v6i hé diéu
dung may do hanh Linux va RDP d61 véi hé dieu hanh Windows
Trong giai doan tiép theo NHA CUNG CAP DICH
VU s& mé céc két ndi API dé nguoi ding cé thé tu
1ap trinh dé diéu khién cdc VM ctia minh
Nguoi dung c¢6 kha nang theo ddi dugc hoat dong
Giamsit CPU, cua ?éc VM theo cac giai doan 1phut, Sphut, 1 thang,
Network, Disk 3 tha\ng . o N Y
4 IOPS Disk Ngu’oq dung c6 kha nang tuong tac trén cac.b.leu do
Rea d;Write giam sat, Tap trung khung nhin vao mét giai doan
thoi gian, hodc hién thi turc thi dir liu giam sat tai
ting thoi diém
5 |P6iténmay ao |Nguoi dung co thé doi lai tén may 4o, thong qua
Portal, dé thuan tién trong qua trinh str dung dich vu.
6 |Quén mat khau|Trong mot sé tinh hudng, nguoi ding c6 thé chu
may 4o dong thay d6i mat khau VM thong qua Portal. Hoac,
thong qua hé théng hd tro cia NHA CUNG CAP
DICH VU.
7 |Thay ddi cau hinh|Cho phép nguoi dung thay doi cau hinh RAM, CPU
may 4o d& dang |may ao (chi ting 1én). Khong gay mat dir liéu khi
thay doi kich thudc, c6 downtime tir khoang 30 giay.
Déi voi may 4o boot tir volume, dung lugng Volume
Root trudc va sau khi thay doi ciu hinh s& khong anh
huong. Dbi v6i may a0 boot tir Image gbi cdu hinh
thay d6i RAM, CPU va HDD (6 root).
8 |Piéu chinh hé|Trong qud trinh s dung, ngudi ding c6 nhu cau
diéu hanh may ao |chuyén d6i h¢ diéu hanh, vi dy tr Ubuntu sang
Windows (trong danh sach duoc NHA CUNG CAP
DICH VU cung cép), thi c6 thé chi dong diéu chinh.
9 |Tang dung luong|Hién tai hé théng dang co 2 loai Volume: volume
lwu  trit  cla|mua thém gin vao mdy 4o va volume di kém may ao
volume (goi la volume root)
Trong qua trinh st dung, ngudi dung c6 thé ting
dung luong cua volume cliia may ao




10

Quan ly keypair
cua may ao

Keypair la dich vu gitp nguoi dung truy cép vao
may ao khong can mat khau.

Moi cip khoa theo md hinh Public/Private key c6 d
dai 2048 bits vi thé s& nang tinh bao mat 1én rat nhidu
thay vi st dung Username/password nhu binh
thuong.

Nguoi dung co thé tao ra cac cip key (private va
public key) dé 1am cong cu bao mat cho may ao
Linux. Khi khé1 tao may 4o, public key sé dugc cai
dat vao may 4o, sau d6 nguoi dung s€ st dung
private key dé ding nhap vao méy ao thay cho
username va password thong thuong.

11

Gia han may 4o

Tinh ndng cho phép nguoi dung tdng thém thoi gian
st dung cho may ao, thoi gian st dung thém duogc
cong vao thoi gian hét han cia may 4o, tinh tir ngay
gia han. Khoang thoi gian cham gia han dugce tinh
theo chinh sach luu gitt tai nguyén trén hé thong. Poi
vO1 may 4o bi tam ngung do cham gia han, nguoi
ding c6 thé ty hiy tam ngung bang cach gia han may
ao.

12

Tam ngung may
ao

Tinh ning danh cho ngudi quan tri hé thdng, cho
phép nguodi dung tam ngung may ao khi may 4o vi
pham diéu khoan sir dung hodc di qua thoi gian gia
han (bang cach dua may ao vé trang thai shutdown).
Dbi v6i may 4o bi tam ngung do vi pham diéu khoan,
ngudi dung khong thé tu hiy tam ngung. Dbi véi
may do bi tam ngung do cham gia han, ngudi dung
c6 thé ty hiy tam ngung bang cach gia han may ao.

13

Xem duoc
tong thé cac tai
nguyén va lich st
giao dich trén hé
thdng

Nguoi ding cé thé xem duoc tong thé cac tai nguyén
va lich sur giao dich trén hé théng

Heé thdng sé luu lai tai nguyén, ngay gio giao dich
cua nguoi dung

14

Security
cho may 4o

group

Security group 13 dich vu tudng lira dung dé han ché
cac truy cép trai phep giup nguoi dung ngan chan
cac truy cap trai phép va chi mo cong dich vy dé truy
cap theo nhu cau nguoi ding

Nguoi dung c6 thé Iya chon 1 hodc nhiéu security
group hién ¢6 dé ap dung cho may ao. Trong moi
security group chira 1 hodc nhiéu cac Rule dinh
nghia quy tic vao/ra cia cic goi tin di dén va di ra
khéi may 4o.

15

Dich vu bang
thong

Hién tai phia chung t61 chua c6 dich vu ban bing
thong ma bang thong bay gi¢ dang hoat dong theo
co ché shared bandwidth nén khong c6 QoS riéng




cho tung VM vi véy ching toi da tao ra 1 sO goi dic
thu dé tién cho ngudi dung lya chon
To1 da 1 may co the dat duoc 1Gbps

Bang 1: Ddc ta dich vu may ao
Tinh nang dich vu Volume
Dich vu Volume 1a dich vu mua thém 6 ctimg cho may 4o dé ting dung lugng

luu triv.

bay 1a mdt dich vu di¢n todn dam may dich thuc, nguoi dung hoan toan chu
dong dang ky va st dung dich vu trén hé théng On-Demand Self-Service Portal.
Tinh nang chinh:
Cung cap niang lyc bd nhd HDD, SSD. Vi nhitng nhu cau can hiéu ning cao
thi ngudi dung sir dung SSD, bén canh d6 d6 néu nhu cu can hiéu ning binh thuong
thi KH c¢6 thé dung HDD.
Cung cip khong gian luu trir dang Block Storage.

STT

Cac tinh nang

M0 ta

1

Khéi tao Volume

Nguoi ding c6 thé tao mot 6 luu trit gan ngoai dugce
goi 12 Volume dé ting cudng kha ning luu trit cho
may 4o cua minh. Volume c6 thé sir dung nhu mét o
cung ngoai, khi may 4o bi huy, dir liéu trén volume
s& khong bi mat di.

Nguoi dung c6 thé chu dong chon dung lugng luu
trit (HDD, SSD) theo nhu ciu sir dung

luu trir cta volume

2 | Xem thong tin Nguoi dung c6 thé xem dugc cac thong tin nhu:
Volume Nang luc hé thong cip phat, dung lugng ngudi ding
mua va muc dé st dung.

3 Thay doi thong tin | Nguoi dung thuc hién cap nhat cac thong tin hién thi

volume cua volume: tén, mo ta.

4 |Gan volume vao Sau khi nguo1 dung mua volume thi c6 thé tién hanh

may 4o gin Volume vao may a0 dé nang cap dung luong luu
trit may 4o va co thé sir dung n6 nhu 1 6 cting binh
thuong

5 |G& Volume Trong truong hop nguoi dung mudn tach volume

ra khoi may| nay va mudn gan volume nay vao 1 may ao khac thi
a0 c6 thé g6 Volume d6 ra khoi may o vura gan va thuc
hién gan lai vao may 4o phu hop hon.

6 |Huy volume Nguoi dung thuc hién hiy volume cua minh. Riéng
ngudi quan tri hé thdng cé thé hiy volume cua bat
ky ngudi dung nao trén hé thong.

7 |Tang dung luong| Trong qué trinh st dung, nguoi dung rpuén tang

dung luong, nguoi dung hoan toan cé thé mé rong
duogc dung luong luu trit ciia volume hién tai. Co 2
kich ban tang dugc dung lugng volume:

Nguoi dung c6 thé mé rong truc tiép volume di kém
may ao thuong duogc goi 1a volume root.

Nguoi dung c6 thé mé rong bang cach tao ra 1
volume méi va dinh kém trong hé thong ( thém 1 6
trong hé diéu hanh)




8 |Tao Snapsphot
Volume

Trong truong hop Nguoi dung muodn luu tri lai trang
thai ciia Volume hién tai d€ thyc hién thay
doi gi khac ma ngudi dung quay lai thoi diém luu

trit lai thi ngudi dung c6 thé sir dung dich vu Snashpot
Volume.

9 Gia han volume

Tinh nang cho phép nguoi dung tang thém thoi gian
st dung cho Volume, thoi gian sit dung thém duoc
cong vao thoi gian hét han cia Volume, tinh tir ngay
gia han. Khoang thoi gian cham gia han duoc tinh
theo chinh sach luu gir tai nguyén trén hé thong. D6i
v61 Volume bi tam ngung do cham gia han, nguoi
ding c6 thé ty huy tam ngung bang cach gia han
Volume.

10 |Tam ngung
volume

Tinh ning danh cho ngudi quan tri hé thong, cho phép
nguoi dung tam ngung Volume khi Volume vi pham
diéu khoan st dung hodc di qua thoi gian gia han
(bang cach dwa Volume vé trang thai shutdown). Doi
voi Volume bi tam ngung do vi pham diéu khoan,
ngudi dung khong thé ty huy tam ngung. Dbi voi
Volume bi tam ngung do cham gia han, nguoi dung
c6 thé ty hiy tam ngung bang cach gla han Volume.

11 |Huy tam ngung
volume

Tinh ning cho ngudi quan tri hé thong dat lai trang
thai Volume tir trang thai bi tam ngung vé trang thai
binh thuong.

12 |Ma3a hdéa Volume

Tinh nang cho phép ma hoa dir 1i€u trong phan vung
luu trlr cia may 4o, bao gobm ca phan vung boot
(volume root) va phan vung gan ngoai.

13 |Share Volume

Chure nang phan quyén cho tirng Volume tng véi cac
trang thai: read-only va read-write: dung trong truong
hop KH mudn bao vé dit liéu trong Volume tranh TH
gin nham va thao tic nham ( thay d6i hodc xo6a dir
lidu)

14 |Phan quyén doc-
ghi trén Volume

Chtic ning phan quyén cho timg Volume tmg vdi cac
trang thai: read-only va read-write: dung trong truong
hop KH muén bao vé dir liéu trong Volume tranh TH
gin nham va thao tic nham ( thay d6i hodc xo6a di
li¢u )

Bang 2: Ddc ta dich vu Volume

Tinh nang dich vu Backup Volume/VM

Backup Volume/ VM 1a dich vu cung cap kha ning sao luu va khoi phuc dir
li¢u cho cac volume/ VM chtra dir 1i€u cua nguoi dung

Tinh nang chinh:

Nguoi dung c6 thé quan 1y lich trinh sao luu dir liéu mot cach tu dong
Dit li¢u c6 thé dugc sao luu thanh nhiéu phién ban khéac nhau tai cac thoi diém

sao luu khac nhau

Nguoi dung c6 thé thuc hién khoi phuc dit liéu sao luu vao volume/ VM gbc
hodc chuyén dir li€u sao luu sang cac volume/ VM khéc.




VM

STT | Cac tinh ning Mo ta
Nguoi dung c6 thé thue hién tim kiém, xem thong
1 Xem lich backup |tin cac lich backup Volume/ VM ma ngudi dung tao
volume/ VM Thong tin lich backup gom cac truong thong tin: Tén
backup, chhu ky backup, lan backup tiép theo..
Trong truong hop nguoi ding mudn tao lich dé tlen
hanh backup dir li€u tr Volume/ VM thi c6 thé tu dat
Tao lich backup licp. tu dong dé backup cho Volume/ VM q
2 volume/ VM Moi volume{ VM chi dugc phép dat 01 lich, c6 thé
chon cac ché do backup theo ngay, theo thir, theo
tuan, theo thang va cé thé chon thoi diém thuc hién
backup. ’
A Al 1 Trong truong hop nguoi dung muon dat lai lich
Cap nhat lich backﬁp Volfme(;%Mg thi 6 thgé thuc hién cap nhat lai
3 |backup volume/

thoi gian va ché do thuc hién backup cua lich backup
volume

X6a lich backup |Nguoi dung c6 thé x6a lich backup volume/VM khoi
4 N
volume/ VM hé thong
Xem danh sach R R S N
5 |backup volume/ Nguoi dung thyc hién tim kiém va xem thong tin cdc
VM ban backup volume/ VM cua minh trén hé thong
6 Gia han backup |Nguoi dung c6 thé chu dong gia han thém thoi gian
volume/ VM su dung cho BackupVolume/ VM
Khéi phuc dit Nguoi dung c6 thé khog phuc dir li¢u c0 tron{g bafl
A backup volume/ VM vé volume/ VM gdc hoac vao
7  |liéu backup . L . <13
cac volume khéc ¢6 dung luong 16n hon hodc bang
volume/ VM .t
dung lugng cua ban backup
- Vi mét Iy do nao d6 nguoi dung chua kip thanh
Tam neun toan chi phi su dung theo quy dinh hay vi pham diéu
A NSUnE khoan thi NHA CUNG CAP DICH VU thay vi dimg
8 |backup volume/
va x6a tai nguyén ngudi dung, chung t6i s& chuyén
VM ) \ - o o
dich vu ctia nguoi dung sang trang thai "Tam
Ngung".
- Khi nguoi dung thuce hién thanh toan chi phi dich
vu thi dich vu s€ duoc kich hoat tré lai. Trong thg‘yi
diém gian doan dich vu thi nguoi d1‘1r~1g kh()ng thé
truy cap va su dung dich vu nhung van c6 thé dang
nhép vao Portal dé kiém tra thong tin.
9 Backup ngay 1ap
turc
10 Huy backup Nguoi dung c6 the thue hién x6a ban backup
volume/VM volume/ VM khoi h¢ thong

Bang 3: Ddac ta dich vu Backup Volume/VM
Tinh nang dich vu Snapshot Volume/VM
Snapshot Volume/ VM 1a dich vu cung cép kha nang luu lai trang thai hién tai
cua 1 volume/ VM cua nguoi dung
Tinh nang chinh:




Xem, stra, x0a, tao mai snapshot Volume/VM

STT

Cac tinh nang

Mo ta

Xem danh sach

Nguoi dung thyc hién tim kiém va xem thong tin cac ban

! i;lﬁ) shot volume/ backup volume/ VM ciia minh trén hé théng
Khi Nguoi dung mudn chup lai trang thai di liéu tai thoi
diém hién tai thi c6 thé tao méi snapshot volume/ VM tur
1 volume/ VM c6 san trén hé thong.
Tao moi Dit liéu cua volume/ VM tai thoi diém duoc snapshot s¢&
2 |snapshot volume/|duoc bao ton.

VM Snapshot nay st dung trong qua trinh tao m&i volume, dir
liéu volume tao mai s€ dugce gilt nguyén nhu volume/ VM|
tai thoi diém snapshot. Tinh ning nay c6 thé sir dung 1am
gidi phap backup tam thoi.

Khi nguoi ding khong mudn str dung ban snapshot
3 Xo6a snapshot |[volume/ VM nita thi c6 thé x6a ban snapshot volume/
volume/ VM VM. Khi volume/VM bi x6a thi snapshot cling s€ bi x6a
theo.
Tao volume tir Khi nguoi dung dé co ban snapshot volume thi hoan toan
4 - co thé tao 1 volume tir snapshot da cé. Dir li¢u tur

Snapshot Volume

snapshot dugc sao luu sang volume moi duogc tao.

Bang 4: Ddc ta dich vu Snapshot Volume/VM
Tinh nang dich vu Static IP

Dich vu Static IP 1
Tinh nang chinh:

a dich vu mua thém dia chi Static IP gén vao may 4o .

Thém, stra, x0a, gan g& dia chi static IP vao may do.

STT | Céc tinh nang Mo ta
1 Khot tao dia chiNguoi dung co thé chﬁ‘ dong chon dia chi IP mubn gén
static IP vao may ao theo nhu cau
5 Xem thong tin diagNgudi dung co thé xem dugce cac thong tin nhu: Thong

chi static IP

tin dia chi static IP ngudi dung mua

3 Stra thong tin dia chiTrong qua trinh su dung, nguoi dung co thé thay doi
static IP thong tin dia chi sta‘gic IP gin vao mdy do
Ny , : - Nguoi dung co6 thé xo6a dia chi static IP khi khong co
4 Xo6a dia chi static IP nhugcﬁu su dl_%ng, thong qua Portal hodc don vi ban hgng.
5 Gan dia chi static IPSau khi ngudi ding mua may ao thi c6 thé tién hanh gin
vao may ao dia chi static IP vao mdy do dé truy cap
Trong truong hop nguoi dung mudn tach static IP nay
o 1 , . va muon gan Static IP nay vao 1 may ao khac thi co the
6 gck}?é? r;gl Ztsuc 1P o static IP d6 ra khoi may 4o vira gin va thuc hién gén
Y lai vao mdy ao phu hop hon.
Nguoi dung co thé chii dong gia han thém thoi gian su
dung dia chi static IP
Thoi gian st dung thém dugc cong vao thoi gian hét han|
) ) cua IP, tinh tir ngay gia han.
7 Gia han  dich Vl'lKhoélng thoi gifn}z:lglém gia han dugc tinh theo chinh

static [P

sach luu giit tai nguyén trén hé thong. Doi v6i IP bi tam




ngung do cham gia han, nguoi dung co thé ty huy tam
ngung bang cach gia han IP.

Tam ngung static IP

Vi mot Iy do ndo d6 nguoi dung chua kip thanh toan chi
phi str dung hay vi pham diéu khoan, thi NHA CUNG
CAP DICH VU thay vi dimg va xoa tai nguyén ngudi
dung, chiing toi s& chuyén dich vu ciia nguoi ding sang
trang thai "Tam Ngung".

Khi nguoi dung thuc hién thanh toan chi phi dich vu thi
dich vu s€ duogc kich hoat tr¢ lai. Trong thoi diém gian|
doan dich vu thi ngudi dung khong thé truy cap va su
dung dich vu nhung van cé thé dang nhéap vao Portal dé

kiém tra thong tin.

Bang 5: Ddac ta dich vu Static IP

Tinh nang dich vu IPv6

_IPv6 la giao thirc internet phién ban 6 dung dé cap dia chi IP cho cic thiét bi
can két noé1 voi nhau do s6 lugng IPv4 dang dan bi can kiét.

STT

Céc tinh nang

Mo ta

Nguoi dung duoc lya chon
khoi tao IPv6 cho cong két
nbi khi khoi tao may ao
trén giao dién website

Trén giao dién Portal, nguoi dung co thé Iya chon
khai tao cong két ndi co str dung IPV6 di ciing v4i
dia chi IPv4.

Mic dinh thi cong két ndi chi cap phat IPv4 cho
nguoi diung dé dam bao nguoi dung thiét 1ap cac
chinh sach bao mat ding. Do viéc chay dong thoi
[Pv4 va IPv6 thi moi chinh sach bao mét phai thao
tic 02 1an v6i mdi dia chi.

Tinh ndng cho phép nguoi
dl:mg ghﬁ , dong khoi tao
cong két ndi c6 dia chi [Pv6

Nguoi dung ty thuc hién viéc khot tao Céng két
no1 c6 dia chi IPv6 theo hinh thirc dat mua trudg
dia chi IPv6

Tinh ning dé ngudi dung
gitr lai dia chi IPv6 ngay cd
khi x6a may 4o

Vong doi dia chi IPv6 s€ duge quan ly tach ro1
va1 vong doi cua may do.

Tinh nang gan cong két noj
co dia chi IPv6 vao may 4o

Cho phép ngudi dung chu dong thao tac gan cong
két ndi co dia chi IPv6 vao may ao.

Nguoi dung chu dong gb
bo cong két ndi c6 dia chi
IPv6 ra khoi may ao

Trén giao dién Portal cho phép nguoi dung chu
dong thuc hién g& bo cong két ndi co dia chi IPv6
ra khéi may 4o.

Nguoi dung x6a bo cong
két no1 ¢6 dia chi IPv6 khi
khong c¢6 nhu cau st dung

Vi cac cong két ndi co dia chi IPv6 khong duoc
gan vao may 4o nao thi nguoi dung chi dong thuc
hién thao tdc x6a thong qua giao dién Portal.

Bang 6: Ddc ta dich vu IPv6

Tinh nang dich vu Loadbalancer SDN

Dich vu can béng tai trén hé théng Nha cung cép dich vu 1a mot dich vu cung
cap giai phap phan phdi khéi lwong tai cho cac dich vu nhu webserver, database,
application dé c6 thé sir dung tdi uu cac ngudn luc, tdi da hoa bang thong, giam thoi
gian dap tng va tranh tinh trang qua tai cho dich vu cia nguoi dung.

Tinh nang chinh:



Tang kha ning dap tng, tranh tinh trang qua tai ctia hé thdng ngudi dung, dam
béo tinh linh hoat va sin sang

Tang d6 tin cdy va kha ning du phong cho hé théng ngudi dung, dam bao cho
nguoi dung khong bi gian doan dich vu khi xay ra su c6 16i tai mot diém cung cép
dich vu.

Tang tinh bao mat cho h¢ théng, ngdn chan nguoi dung giao tiép truc tiép véi
cac may chu, che gidu cac thong tin va cau triic mang noi bd

STT Céc tinh nang Mo ta

Tinh nang cho phép ngudiTinh ndng cho phép nguoi dung tu dong khoi tao
dung ty dong khdi tao canthong qua giao dién Portal. Nguoi dung tu lua
bang tai thong qua giao dién.chon va dién vao cac tham sb cdu hinh phu hop
Nguoi dung chit dong thucnhu giao thie két ndi HTTP, HTTPS, TCP v3
hién ciu hinh cac tham sdthuit toan cin bang tai round robbin, least
theo yéu ciu. connection, source IP.

Giam sat thong so vé cac tham sd can bang ti:
Tinh ning dé nguodi dungTrang thai hoat dong (online, offline)

theo ddi luu lugng két ndéiS6 luong két ndi (active connection, total
2 |truyén tai qua cAn bang taiconnection)

theo thoi gian thyc. Luu lugng truyén tai (packet in, packet out)
Cung cap tinh ning chinh stra thong tin cta cin
bang tai:

Tinh nang cho phép nguoiThém, stra, x04 cac member
dung diéu chinh lai cac thamThém, sira, x04 céc listener

3 |s6 cau hinh cua can bang tai Thay ddi thuat toan can bang tai
Thay d6i co ché health monitor
Tinh ning cho phép ngudiCung cap tinh ning:

dung x6a cin bang tai khi- Xo6a can bang tai s& thuc hién x6a moi thong

4 khong ¢6 nhu cau sir dung tin da khéi tao nhu pool, listener, health monitor.
Tinh ning thong béo choXU: ly t’hong‘bao bang Email cho nguodi dung
N . z.trong cac truong hop:
nguoi dung khi cé thay doi,, .S A 1 X .
Ny . 2 .Kho1 tao can bang tai
nhu khoi tao, x0a, thay doi,, . . \ -
5 : X6a can bang tai

261 can bang tai

Thay ddi goi can bang tai.
Bang 7: Ddc ta dich vu Loadbalancer SDN
Tinh nang dich vu LoadBalancer F5
Dich vu can bang tai cho may ao trén h¢ thong Nha cung cap dich vu Virtual
Private Cloud 1a mét dich vu cung cap giai phap phan phéi khéi lwong tai trén nhiéu
may a0 dé c6 thé str dung t6i uu cac ngudn luc, téi da hoa thong luong, giam thoi
gian dap tng va tranh tinh trang qua tai cho dich vu ctia nguodi dung.
Loi ich:
- Tang kha nang dap ung, tranh tinh trang qua tai trén may chu, dam bao tinh linh
hoat va mo rong cho hé théng
.Tang d6 tin cdy va kha ning du phong cho hé thong, dam bao cho ngudi ding
khong bi gian doan dich vu khi xay ra 15i sy ¢6 15i tai mot diém cung cap dich VUL
- Tang tinh bao mat cho h¢ thong, ngan chin ngudi dung giao tiép truc tiép véi cac
may chil, 4n cac thong tin va ciu triic mang ndi bo




STT|Cac tinh ning Mo ta
MO ta tinh nang: Tinh nang cén bang tai cung cap kha ning diéy|
phéi yéu cau cho dich vu ma ngudi ding cung cap qua cac giao
thac HTTP, HTTPS, TCP va dua vao cac thuat toan nhu round
robbin, least connection, source IP.
M6 ta thao tac: Nguoi dung nhap cac thong tin sau thong qua
giao dién website:

Tén Load Balancer
Giao thiic can bang tai
Thuét toan can bang tai
Co ché health monitor

Tinh nang can

I jbang tai Lwa chon member
Lua chon nhap Certificate (tuy chon khi st dung giao thic
HTTPS)
Gidm sat tinh trang cia cac Load Balancer:
, . [Trang thai hoat dong (online, offline)
Tinh nang|, z e . :
. . SO lugng két ndi (current connection, total connection, max|
giam sat Load .
2 Balancer connection)

Luu lugng truyén tai (packet in, packet out)
Cung cap tinh nang chinh stra thong tin cia Load Balancer:
Tinh nang thay[Thém, stra, x04 cdc member

3 doi LoadThay déi thuat toan can bang tai
Balancer Thay doi co ché health monitor
Céc tinh niang quan tri dich vu cin bang tai:
TAt/bat Load Balancer
Gia han dich vu
Tinh nangTam ngung dich vu

quan tri LoadKhoi phuc dich vu
Balancer Thay d6i goi dich vu
Cit huy dich vu
Cach thurc khoi tao dich vu:
Nguoi dung tu khdi tao thong qua giao di€n website
Kénh ban hang khdi tao dich vu cho nguoi dung
X ly canh béo trong cac truong hop:
Khoi tao xong Load Balancer: Gui Email cho nguoi dung, guri
Email cho chuyén vién quan tri hé thong
Trude khi hét han dich vu: Guri Email thong bao cho nguoi ding
chuan bi gia han dich vu, gtri email cho chuyén vién quan tri h¢
théng dé chuén bj tam ngung dich vu.
Khi huy dich vu Load Balancer: Gtri Email cho nguoi dung, guri
email cho chuyén vién quan tri hé théng

Bang 8: Ddc ta dich vu Loadbalancer F5

Tinh nang dich vu Virtual Private Cloud

Dic trung dich vu: VPC cung cp tron goi ha ting tinh toan, luu trir va network
cho phép Nguoi dung tu thiét 14p trung tAm dit liéu 4o hoa trén ha ting ctia Nha cung
cép dich vu.

Khoi tao dich|
5 vu

Tinh nang
6 |canh bdo




Nguoi dung muc ti€u: Dich vu tap trung vao ddi tuong nguodi dung doanh
nghiép 16n, ky hop dong mua resource pool.
Nhom tinh nang chinh:
Pham vi: X4y dung dich vu VPC véi tinh ning resource pooling + Nhiéu
VLAN
Nguodi dung mua cum tai nguyén va chi dong khai bao dich vu theo lugng tai
nguyén da mua trude:
« Thong qua co ché hop ddng va VNP thong bao DHIT dé khai tao dich vu cho nguoi
dung.
« Chua cép tinh niang KH ty khéi tao. Nguyén nhén 1 cong bd gia chua dong nhat
duoc.
« VNP can cong bd sb lidu hop doéng va Pon gia hop dong dé thuc hién cong tac
thong bao nguoi dung, ciing nhu gia han hop dong.
Cac d6i twong quan 1y trong VPC:
(1). User (Cac Role: Admin cua VPC, nguoi dung = User st dung, cac
permission: cua Admin + User thuong)
2. VM
(3). Volume
(4). Snapshpot Volume
(5). 1P Public
(6). Backup VM
(7). Backup Volume



(8).

(9). Keypair

Security group

(10). VLAN (Network)

STT

Cac tinh nang

Mo ta

Khoi tao dich vu

Dé dang ky str dung dich vu, nguoi ding co thé sir dung tai
nguyéen cua dich vu dién toan dam may theo hinh thire
resource pooling, ngudi dung chon téng nang lyc va sau
do nguoi dung co thé tu khdi tao cac dich vu nho mién sao
tong tai nguyén ngudi ding st dung khong vugt qua nang
luc dugc thué trong VPC

1 VPC Dich vu nay sé chi cung cap qua kénh ban hang cua Nha
cung cap dich vu, khong cung cap theo hinh thirc Self-
service.

A .+ .4 |Sau khi khoi tao dich vu VPC xong, nguoi dung c6 thé
Dicu chinh tong |. . , LR < L, N .

- . di€u chinh lai tong ndng luc cua dich vu, va khoi tao cac
nang luc dich vul;. , 2 N N n

2 , dich vu nho sao cho tong tai nguyén st dung khong vuot
cua VPC N S A
qua tong tai nguyén cua VPC

C'hmH su:a.thf)ng Nguoi dung ¢ thé d6i lai tén VPC, thong qua Portal, dé
tin hién thi cua A n s , )

3 VPC thuan ti¢n trong qua trinh str dung dich vu.

Khi nguoi dung khong c6 nhu cau sir dyng thi ¢6 thé lién
. hé qua nha cung cap dé NCC x6a VPC giip Nguoi dung.

4 Xo0a VPC : —_ N AR
Tinh nang "Nguoi dung duge x6a" s€ xay dung sau
Nguoi dung co thé theo doi dugce thong tin VPC cua minh.
+ Moi may 4o s€ hién thi cac thong tin: CPU, Disk,
Network, IP.

+ Luong tai nguyén KH dé sir dung, luong tai nguyén con
+ Thot gian str dung con lai / tong thoi gian hop dong Qua
A .. d6Nguoi dung s€ c6 ké hoach sur dung tai nguyén con lai
Xem thong tin NP A A ., .
S , Nguoi dung xem dugc  gia tri cia hop dong, giup nguoi
cua VPC N . . T
dung tuong minh duoc chi phi dich vu
Tam neun - Vi mot Iy do nao d6 nguoi dung chua kip thanh toan chi
: smns phi st dung theo quy dinh, thi Nha cung cap dich vuthay vi

6 VPC \ N . w1 S A
dung va xda tai nguyén nguoi dung, ching toi
s€ chuyén dich vy ctia nguoi dung sang trang thai "Tam
Ngung".

- Khi nguoi dung thuc hién thanh toan chi phi (}ich vu thi
dich vu s& dugc kich hoat tr¢ lai. Trong thoi diém gian
doan dich vu thi nguoi dung khong thé truy cap va sir dung
dich vu nhung van c6 thé dang nhap vao Portal dé kiém tra
thong tin.

Gia han dich vu Trong TH ,I\IgIZIO}AdunAg muon gia ha’n th‘em thxcn glansu

- VPC dung thi c¢6 thé 1lién hé qua ngudi ban hang dé gia han thém
thoi gian sir dung cho VPC

Xem lich sur A A ~ o n N : \
giao dich trén héHc t‘h.on‘g s€ luu lai tai nguyén, ngay gio giao dich cua

8 X nguoi dung

thong




Qua Portal nguoi dung co the theo do1 dugc cac thong bao

Theo ddi thong ctia nha cung cap (c6 luu s6 thong bao méi ma nguoi ding

bao cug nhe: chua xu ly). Nhiing thong bao quan trong s€ c6 dong chir
cung cap vé
9 . chay trén Portal dé gitip nguoi dung ndm bat nhanh. Vi du
dich vu VPC
nhu tinh ning mdi, nang cép hé thong,...)
Trong qua trinh str dung dich vy, nguoi dung s€ dugc cung
cap tinh nang: Cho phep co nhiéu hon ‘mot user dugc
‘ quyén truy cap va khai thac. Cu thé mdi nguoi dung sur
10 Phan quyén  |dung VPC s€ duoc cap hai loai "Role", bao gom: (1). Quan
trong VPC 1y - V61 quyén cao nhat, khong gioi han.
(2). Nguoi st dung - voi cac quyén do Quan 1y phan.
. . Khi st dung dich vu VPC, nguoi dung co6 thé khoi tao cac
Khoi tao cac 2 2. aa N L \ . ,
VLAN dé chu dong phan tach cac ving mang Private do
11 VLAN :
cua nguoi dung.
Cap nhat lai Trong qua trinh str dung nguoi dung c6 thé thay doi lai giai
12 thong tin cac  |IP cAp DHCP, hoic diéu chinh lai cac thong tin mé ta vé

VLAN cac VLAN nguoi dung tao ra

13 Xo6a VLAN Ngudi ding c6 thé xéa VLAN khi khong c6 nhu cau
Gin may 4o
Vao cac
VLAN

Nguoi dung c6 thé chu dong gan cadc may 4o vao cac

14 VLAN cua minh

Trong qua trinh st dung dich vu VPC, ngudi dung c6 thé
chu dong tao ra cac giai IP Private, va gin vao cac VLAN
ngudi dung hién co, cu thé:

Nguoi dung dugce tao cac giai IP: 172.16.x.y/z hoac
192.168.x.y/z

Céc giai phap IP cua khac hang khong dugc trung nhau
Tao cac gidi IP Mdi VLAN chi dugc phép c6 1 giai IP Private.

Private Cac VM ctia nguoi dung nhan cap IP private theo qua co
ché DHCP

Mic dinh mdi khach s& dugc phép cap 20 giai IP private
cho dich vu VPC. Ngoai phan nay s& phai lién hé v6i nha
cung cip dé mua thém

15

16 ls)fij/a télal IP Ngudi ding c6 thé sira dai Ip Private
17 Xo6a IP Private  Nguoi dung x6a IP Private

Bang 9: Ddc ta dich vu Virtual Private Network

Tinh niing quan Iy két ndi véi cac may o trén giao dién

La tinh nang cung cdp cho ngudi ding mot giao dién quan 1y két ndi véi cac
may 4o thong qua VNC.

Tinh nang chinh:

La tinh ning cung cdp cho nguoi ding mot giao dién quan 1y két ndi véi cac
may ao thong qua VNC.

Tinh nang chinh:

C6 tinh nang dang nhap, tinh nang xac thyc tai khoan; tinh nang quan tri tai
khoan; tinh nang két n01 tor xa dam bao ATBM.

3.3 Yéu cau vé bio mit an toan Hé thong Nén ting dién toan dam may




Viéc bao dam an toan thong tin cho ha ting DPTPM phai tuan thii cic quy dinh
cua phap luat vé bao dam an toan thong tin theo cép do dugc quy dinh tai Luat An
toan thong tin mang, Nghi dinh 85/2016/ND-CP ngay 01/7/2016, Thong tu s6
12/2022/TT-BTTTT vé viéc quy dinh chi tiét va huéng ddn mot s diéu caa Nghi
dinh s0 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phii v& bao dam an toan hé thong
thong tin theo cap do; va cac quy dinh khac lién quan.Phuong an bao dam an toan
thong tin can dap ng cac yeu cau an toan tai ti€u chuén qudc gia TCVN 11930:2017
va céc tiéu chudn, quy chuan lién quan theo quy dinh.

Truong hop ha ting dién todn dam may c6 két ndi vao mang Truyén s liu
chuyén dung thi phai dap ung cac quy dinh tai Thong tu 12/2019/TT-BTTTT ngay
05/11/2019, huéng dan cua BO Théng tin va Truyén thong tai Cong vin sd
1694/BTTTT-CATTT ngay 31/5/2019 va cac quy dinh khac lién quan.

Cu thé can dap tmg:

STT

Y €Eu cau

Giao dién bao mat

Nha cung cép dich vu can cung cép giao dién bao mat, an toan dé cho
phép cac nguoi dung quan tri va str dung dich vu DPTDM an toan tur xa.
Giao dién an toan can dam bao khong ton tai cac 16 hong, diém yéu an
toan thong tin va cung cap cac chirc ning co ban nhu ma hoa,

xac thuc va chéng chdi bo dé bao dam viée truy cap va quan tri hé
thong tir xa dugc an toan.

Bado dam an toan cho may chu do hoa
Viéc bao dam an toan cho mdy chu 4o hoa lién quan dén viéc bao dam
an toan cho thanh phan quéan 1y may 4o, moi truong luu trit ciia nha cung
cap dich vy va HDH, cac timg dung cua may ao cua nguoi dung. nha cung
cap dich vu co thé trién khai cac giai phap bao v¢ dé bao vé chung cho
cac may 4o cua ngudi dung ma khong can phai trién khai trén timg may|
40 riéng 1¢, vi du cung cip chirc ning phong, chdng ma doc va chong thu
ac ...Pé ting cudng bao dam an toan thong tin cho cic may 4o, cic may|
nay s& dugc cau hinh t6i wu va ting cuong bao mat (Hardening) nhu vo
hi¢u hoa céac giao dién, giao dién 1ap trinh itmg dung (API) va céac thanh
phan dich vu khong sir dung.
Co quan, t6 chtrc tham khéo yéu cdu an toan co ban d6i voi méy chu tai
tiéu chuan qudc gia TCVN 11930:2017, dé c6 phuong an thiét ké, thiét
1ap ciu hinh bao mat phi hop cho may chil.

Bao dam an toan mang

Hé thdng mang 13 thanh phan quan trong dé két ndi cac thanh phan khac
nhau trong nén tang DPTPM. Viéc thiét ké, thiét 1ap hé théng mang cho
phép phan tach cac ving mang vé vt 1y, logic dé c6 thé thiét 1ap chinh
sach, phan quyén truy cap phu hop ddi voi timg dbi tugng trong mdi ving
mang. Thém nira, viéc trang bi cac gidi phap bao mat ¢ 16p mang nhu
mot ha tang bao mat, cho phép thiét 1ap chinh sach va giai phap bao v¢
chung cho cac thanh phan trong ha tang DTbM.

Co quan, t6 chirc tham khao yéu cdu an toan mang tai tiéu chuan qudc
gia TCVN 11930:2017 dé c6 phuong an thiét ké, thiét 1ap ciu hinh bao

mat phi hop cho ha ting mang.




An toan dir liéu
Dt liéu cua cac co quan don vi khac nhau dugc luu trit chung trén nén
tang DPTPM, do d6 nha cung dich vu can ¢ bién phap quan 1y truy cap
va phan quyen truy cap dir liéu phu hop cho timg co quan don vi. Viée
nay bao dam rang cac co quan don vi, cac quan tri vién cua nha cung cap
dich vu khong thé truy cép trai phép dit liéu ciia co quan khac, tham chi
dr li¢u d6 dugc ma hoa. Viéc thuc hién quan 1y ca ngudi quan tri cua
nha cung cap dich vu co thé thuc hién trén ca méi truong vat 1y va logic
tiy thudc vao yéu cau, loai hinh dich vy ma nguoi dung su dung.
Hé théng cua nha cung cap dich vu can cung cap cic tinh ning ma hoa,
xac thuc, chong chdi bo cho phep nguoi dung quan 1y va luu trir dir liu
cua minh an toan trén nén tang DTDM cua nha cung cap dich vu.
Co quan, t6 chirc tham khao yéu cau an toan dit liéu tai tiéu chuan qudc
gia TCVN 11930:2017 dé c6 phuong an thiét ké, thiét 1ap giai

hap bdo dam an toan dir liéu phu hop.

Oudn 1y vdn hanh ha tang DPTPM

Sau khi thiét k&, thiét 1ap ha ting DPTPM dép tng cac yéu cdu an toan thi
viéc quan ly, van hanh hé théng nham duy tri tinh on dinh va bao dam an|
toan thong tin cho hé thong trong qua trinh van hanh khai thac 13 rat can
thiét.

Viéc quan 1y, van hanh nhiam bao dam an toan thong tin cho ha tang
DTDM co ban bao gdm nhung khong gidi han cac hoat dong sau:

+ Xay dung va thyc thi chinh sach bdo dam an toan thong tin cho h¢
thong nhu: quan 1y cau hinh, nang cip ban v4, danh gia bao mat, ing pho
su c6 va dam bao viéc nay dugc thuc thi dap tng cac yéu cAu an toan|
thong tin co ban va tuan thi cic quy dinh ctia phap luat va hop dong giita
cac bén.

+ Giam sat, kiém tra, danh gia tinh hiéu qua phuong an bao dam an toan
thong tin cta nha cung cép dich vu dé phat hién va canh bao sém céc
nguy co ¢ thé xay ra lam anh huéng dén cac nguoi dung.

Trong truong hop chinh sach bao mat ciia nha cung cap dich vu can thay|
d01 dé dap tmg cac yéu cau theo quy dinh va thyc té thi viéc thay d6i nay,
can thong bao cho tit ca cac ngudi dung va cac bén lién quan.

Co quan, t6 chirc tham khao yéu cau an toan co ban vé quan 1y tai tiéy
chuan qudc gia TCVN 11930:2017 dé c6 phuong an xdy dung va thuc
thi chinh sach bao dam an toan thong tin pht hop nhdm bao dam an toan
thong tin cho ha tang dién toan ddm may trong qua trinh quan 1y, van
hanh, khai théc, stir dung.

Xady dung phuong an ung ciru sw 6 va khéi phuc sau tham hoa

Co quan, t6 chirc thuc hién viée xdy dung hé théng phuong an img cuu
khan cdp bao dam an toan théng tin mang theo quy dinh tai Quyét dinh
s6 05/QD-TTg ngay 16/3/2017 va Thong tu s6 20/2017/TT-BTTTT ngay|
12/9/2017.




Hé théng trién khai duoc bao vé theo nhiéu 16p:

L&p bao vé ngoai cung 1 hé théng cac Firewall chuyén biét, chuyén xir
1y: DoS va chan loc ndi dung.

L6p Firewall mém trén cac Host vat 1y duge dit cac policy dé kiém soat
viéc truy cap truc tiép vao Host vt ly.

Mitc VM ciing dugc dit cac Policy dé kiém soat cac Protocol va Port
truy cap vao hé thong.

Ngoaira, dé dam bao an toan dit liéu can co cac co ché backup theo chinh
sach yéu cau dé khoi phyc dit liéu khi cé su ¢b xay ra.

Viéc Backup nay co thé thuc hién chu dong hoac dat lich tu dong.

Co s dir liéu duogce sao luu dinh ky déu d3 duoc ma hoa.

Dé truy cap hé thdng bt budc phai sir dung tai khoan VPN dugc cip phat
cho tirng ca nhan don vi.

Bao vé thong tin cd nhan cua nguoi dung

Cung cip tinh ning phong chéng viéc mat mat, ro ri, gia mao, thay doi,
loi dung thong tin ca nhan ctia ngudi dung trong ca qua trinh truyén tin
va luu trir.

Tich hop dich vu xac thuc nguoi dung

Cung cap tinh ning xéac thyc ngudi ding thong qua cac dich vu bén thi
ba c6 thé dugce tich hop vao (dya trén, LDAP hodc OpenID / SAM) trude
khi ngudi dung truy cap vao cac giao dién gdm cong thong tin quan tri,
danh muc dich vu va quan tri

Ghi log hoat dong cua cac hanh dong

Cho phép ghi log hoat dong cua cac hanh dong nhu ghi log hoat dong
ctia cac hanh dong thyuc hién trén cac thanh phan; cho phép quan trj vién
xem xét, kiém tra log thu duoc.

Tdch biét mdy do véi phan mém gidm sat mdy do

Cung cép tinh niang dam bao may 4o dugc giam sat boi mot phan mém
giam sat may ao khong gdy anh huong dén phan mém giam sat do.

Phdn quyén cho may do truy cdp den tai nguyén

Cung cap tinh nang dam bao phan mém giam sat may ao phan quyén cho
may 40 ma nd gidm sat truy cip dén tai nguyén dung theo chinh sach
quan tri nén tang.

Cdu hinh cho phan mém giam sat mdy do

Cho phép quan tri vién cau hinh cho phan mém gidm sat may 4o va xac
nhan tinh hop 1¢ cua cdu hinh phian mém giam sat may 4o

Tach biét cac may do voi nhau

Cung cip tinh ning tach biét hoan toan cic may o khac nhau vé logic
(CPU, RAM, Network...).

Ddm bdo cac API ciia hé thong cé it nhdt 02 mirc quyén truy cdp da dinh
nghia sc?n cho cac API cua client.

Cung cap tinh nang bao dam cac chire nang quan tri va van hanh cua hé
thong dinh nghia san cO cac mirc quyén truy cap d6i vOi cac API cua
client (vi du: quyén root va quyén user, trong do quyen root cao hon
quyén user); chirc ndng quan tri va vin hanh cta hé théng xac thuc duoc
client dua trén céc ti€u chi dugc dinh nghia trudc boi quan tri vién




Gidi phdp bao mdt mirc hé thong: Giai phap bao mat mirc hé thong cho
Uung dung van hanh tai Trung tam dit liéu nhu sau:
+ Thiét 1ap tuong lira dé quan 1y viéc truy cap Internet ciing nhu bao vé
cac may tinh khot sy tan cong cua virus, hacker.
+ Thiét chat an ninh cho cac may chu Web: chimg thuc qua HTTPS thay
vi HTTP nhu hién tai, nang cip va ciu hinh bao mat cho phan mém
apache web server, nang tinh bao mat cho hé diéu hanh may chi qua viéc
quan 1y cp nhat ban stra 16i.
Gidi phdp bdo mdt mirc iing dung: Hé thong duoc xay dung trén co so|
cic co ché bao mat sau:
+ Co ché xéac thuc va phan quyén theo vai tro, quan tri ngudi dung (Co
ché kiém soat truy cap).
+ Co ché phan quyén: dinh nghia céc vai tro chinh 13 viéc dinh nghia cac
hanh dong mot ngudi dung/ nhom ngudi dung c6 thé thuc hién dbi véi
mot ngudn tai nguyén nao do. Cho phep dinh nghia cac vai tro (roles)
khac nhau va gan quyén cho cac vai tro do. Cho phép mot nguoi st dung
c6 thé c6 ddng thoi nhiéu vai tro, clng nhu nhiéu nguoi co thé dam nhén
cung mot vai tro. Cho phép gan quyén dén timg 601 tuong, cac quyén nay
c6 thé 1a quyén doc, tao méi, stra, X04, trao quyén quan tri, ... Chirc ning
quan tri nguoi dung cho phép quan ly (tao moi, sira, xo4...) danh sach
nguoi dung/ nhom ngudi dung. Chirc nang quan tri quyén truy cap cho
phép thlet lap cac quyén truy cép cho nguoi dung/nhoém nguoi dung, thiét
1ap quyén truy cdp trén cac ngudn tai nguyén khac nhau.
Co ché tranh tan cong tran bo dém
Chuyén vién quan tri phai thuong xuyén cap nhat cic ban va 16i bio mat
ctia chuwong trinh va tit ca cic Gmg dung trén hé diéu hanh. Chuyén vién
lap trinh phai kiém tra ma tranh céc 18 hong trén. Checklist dé kiém tra:
Tham s6 dua vao cac ham. Cac ham lam viéc voi string khong co kiém
tra do da1 Céac doan ma quan trong can cang ngan gon cang tot. Trang
thai tra vé cta cic ham hé théng.

3.4 Yéu ciu tinh sin sang ciia hé thong

Nén tang dién toan dam may (Virtual Private Cloud Center) c6 tinh toan dé
chay co ché High Availability (HA) cho cac hé théng quan tri Cloud. Di voi tai
nguyén luu trit cling dugce chay theo co ché HA dé tang sy 6n dinh cho hé théng va
san sang trong viéc doc/ghi gia tri.

O mure dich vu VM, khi mét VM gap su cd hé théng cung cép cong cu dé di
tra VM sang vung quan tri khéc.

3.5 Yéu cu vé kha niing trién khai multisite

Nén tang dién toan dam may (Virtual Private Cloud Center) c6 thé trién khai
trén nhiéu site, cho phép ngudi dung lwa chon dia diém thuén tién dé trién khai may
40. Cac site nay duoc quan 1y tip trung trén 1 Portal duy nhit va ngudi dung chi can
dang ky st dung dich vu 1 lan dé co thé st dung tai tat ca cac site.

3.6 Yéu ciu mdi truong cho phat trién, ning cip, chinh sira hé théng

phin mém quan trj
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- Hé thong xtr 1y giao dich va hé thong téng hop/tim kiém can duoc xdy dung
va van hanh trén hai méi truong tach biét (vi du, 2 may chu khac nhau) dé tranh
tac dong t6i hidu sudt doi V0’1 hé théng glao dlCh gay tic nghén.

- Giai phap hé thong dé xuét phai bao gdm t4i thiéu cac méi trudng sau:

Moi truong san xuat — noi s& van hanh hé thong chinh;

Mo1 truong du phong va thir nghiém. Cac moéi truong khac nhu quan tri, dao
tao trudc mat c¢6 thé duoc két hop véi cac moi truong trén. Chu y rang cac yéu
cau vé ha tang khong thudc pham vi ctia dy an phat trién phan mém ung dung
CNTT nay.

- Yéu cau chung d6i voi cong cu phat trién va kiém thur:

+ Cong cu phat trién phai 1a cac cong cu duge cap nhat moi nhit va dam bao
tinh twong thich d6i véi cac thanh phan hé thng chung.

+ Cong cu kiém thir can c6 kha ning chay tw dong cac doan ma kich ban kiém|
thir
+ Cong cu kiém thir phai c6 kha ning trg giup mo phong cac hoat dong xur ly
song song, gitip danh gia duoc hiéu sut cua hé thng.

- Tao moi truong thuén loi dé cac chuyén gia lap trinh c6 thé thu thap so liéy
vé cac yéu cau can c6 cua h¢ thong phan mém dé xay dung khung co s& cia hé
thong phan mém.

3.7 Yéu ciu d¢ phirc tap k¥ thuit cong nghé trién khai

STT Yéu cau

- Phién ban cua cac thanh phan hé thong duoc cung cip phai dam bao 1a cac
phién ban dugc cap nhat moi nhat trong kha nang tuong thich cho phép.

- Cac thanh pl}ﬁn hé thong duge cung cap phai duge chimg thuc 13 trong
thich va c6 thé tich hop véi nhau.

- Cac thanh phan hé thong dugc cung cap phai la san pham phu hop véi xu
thé cong ngh¢, dang tiép tuc dugc phat trién — khoéng phai la cac san pham
da hodc sdp khong duoc hd trg bai nha san xuat.

- Giai phap cung qap phéai ddm bao kha nang hoat dong tuong thich vé1 hé
thong thi€t bi ha tang hi¢n thoi ctia Trung tam tich hop dir li€u tinh

- Vé kha nang mo rong xu ly:
+ Hé thong can cung cap kha nang uu tién cac tac vu khac nhau dé dam bao
su thong subt cua hé théng giao dich khi dung lugng xir 1y ting 1én.

+ Heé thdng can c6 kién tric da 16p va hoat dong duoc trén moi truong xir Iy
phan cum song song dé xtr Iy duoc do phirc tap cua dir lidu.

+ Cong nghé su dung trong hé thdng phai la _cong ngh¢ co kha nang mo
rong va nang cp ma khong anh hudng tdi tit ca cac phan hé, tranh ngat
quang ve tinh lién tuc nghiép vu.

- Hé thong can dugc xdy dung dam bao dugc nguyén tac thiét ké module va
tinh ké thura gitta cdc phan h¢ va dir liéu dung chung.




- Hé thdng can duogc 4p dung cac tiéu chuan ky thuat ¢ nhiéu muc khac
nhau.

7 Bén canh do day la mot phan mém tng dung chay trén mang Internet , do
vay yeu cau vé van dé bao mat manh, xay dung dugc giai phap bao mat chi
tiét cho hé théng phan mém, c6 hudng khic phuc khi gip su cb.

8 | Day la mot hé thong 6 cong dong ngudi sir dung 16n, bao gdm nhiéu dbi
tuong khac nhau nén can dap tng téc do xu 1y.

- V& d6 phirc tap xtr Iy bén trong: DAy 1a hé thdng quan 1y nhiéu phan cap
9 mnguoi dung khac nhau, mic do duoc phép truy cap dit liéu khac nhau, thoi
gian truy cap dir liéu dugc gidi han.

10 |-H¢ thong phai dé sir dung, dam bao bat ctr nguoi nao ciing co thé sir dung
phan mém.

3.8 Yéu cau khéi tao két noi truy cip thong tin

Nén tang dién toan dam may c6 thé khoi tao cac may ao tuong thich véi cac
hau hét cac hé diéu hanh thong dung nhu: Windows Server, Ubuntu, CenOS, Fedora,
Debian. Hb trg phan giai céc dia chi IPv4, IPv6 dé két ndi voi internet.

Céc hé théng thong tin dugc trién khai trén Nén tang dién toan dam may cua
nha cung cap déu co kha ning két ndi voi cac hé thong thong tin khac thong qua cac
giao thuc thong dung nhu 1a UDP, TCP/IP, HTTP, HTTPS, FTP, SSH, Telnet bﬁng
API hoidc Webservices. HS tro tit ca cac dinh dang tap tin thong dung nhu la: xml,
html, json, txt, word, excel, pdf...

Cac két ndi ndy, c6 thé dugc trién khai trén dudng truyén internet, hoic duong
truyén s6 liéu chuyén dung va déu duoc bao vé qua hé thong firewall.

3.9 Cac yéu cau vé ha ting cin cung cap va thue hién trién khai

Ha tﬁng cung cép can dam béo cho viéc duy tri hoat dong 6n dinh va lién tuc
cho hé thong phan mém Cho san pham tryc tuyén tinh dang trién khai tai tinh Cao
Béng.

Yéu cau ciu hinh ha ting cung cdp nhu sau:

H¢é thong may chii co sé dir liéu nganh

Thong s k¥ thuat Bang thong két
Danh muc ha tﬁng May chu dién nol

toan dam may vCPU | RAM | SSD Mbps
(core) (GB) | (Gb)

STT

(Trong nudc/

Quéc té)
1 May chu CSDL 01 32 32 1200 150/10
2 May chu CSDL 02 32 32 1200 150/10
3 May chu ung dung 01 16 16 120 150/10
4 May chu tng dung 02 16 16 120 150/10
5 May chu Cache 4 8 80 150/10




6 | May chii Cache | 4 | 8 | 80 | 150/10 |
H¢ thong may chii nén tang diy va hoc truc tuyén
Thong s6 k¥ thuat Bang
STT Danh muyc ha ting May chil t}iqrﬁﬁet
dién toan dam may vCPU | RAM | SSD |HDD nz’%mngs
GB Gb Gb
(core) | (GB) | Gb) | @b) | L
Quoc te)
1 May chu CSDL 01 32 60 500 150/10
2 May chu CSDL 02 32 60 500 150/10
3 May chu tng dung 01 20 28 350 150/10
4 May chu trng dung 02 20 28 350 150/10
5 Shared Disk luu trir 1296 | 150/10
6 May chu Cache 8 28 60 150/10
7 Mady chu Cache 8 28 100
8 Thiét bi cin bang tai F5 hodc tuong duong

Hé thong may chii ha ting cho hé thong co sé dir liéu gido duc nghé nghiép

Thong s6 k¥ thuat Bang
STT Danh muc ha tang May chu t}iqrﬁé(et
dién toan dam may vCPU | RAM | SSD |HDD n?% ps
GB Gb) | (Gb rong
(core) | (GB) | (@) | (@b)| {0
Quoc té)
1 May chu CSDL 01 16 16 1200 150/10
2 May chu CSDL 02 16 16 1200 150/10
May chu tng dung 01 16 16 256 150/10
4 May chu Cache 8 16 80 150/10

M0 hinh cai dat va trién khai phan mém:
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Cong nghé va cac thanh phan cai dat ciia phan mém Cho san pham tryc tuyén
tinh Cao Bang:

- Hé diéu hanh: Ubuntu 22.04

- Ngon ngtr 1ap trinh: PHP 7.3

- Co s dir ligu: MySQL 8.0

- Két nbi lién thong dugc voi cc dich vu cua Google

Nha thau can co thuyet minh vé phuong an ky thuat, ké hoach thue hién viée
di tra phan mém Cho san pham truc tuyén dang trién khai tai tinh tir ha tAng cii sang
ha tang méi, bao gdom:

Thuc hién cai dat;

Thuc hién convert dir liu;

Thuc hién quan tri van hanh va duy tri phﬁn mém;

3.10 Cic yéu cau vé dich vu quan tri, vin hanh trong qua trinh khai

thac st dung

3.10.1 Yéu cau dich vu trién khai chuyén giao dua vao van hanh

Nha cung cip phai chuan bi va dam bao day du cac thu tuc phap 1y lién quan
dén viéc thi cong cung cap dich vu.

Nha cung cap phai cung cap phuong an thi cong, thiét ké chi tiét kém theo
danh muc vat tu, thiét bi duoc str dung dé cung cép dich vu 1am co s¢ phuc vu cong
tdc giam sat.

Trude khi hé théng duoc trién khai, nha cung cép cung cap quy trinh trién
khai, kich ban kiém tra/van hanh thir nghiém va cong cu dé kiem tra h¢ thong.

Sau khi h¢ thong duoc hoan thanh lap dat, don vi cung cap dich vu cung cip
cac thong sb do kiém, clng cac thong tin khéc theo yéu cau.

Hé théng méi phai duoc kiém tra, kiém thir van hanh thir nghiém tich hop
ddng bo voi toan bd hé théng trude khi nghiém thu, ban giao dwa vao st dung.

3.10.2 Yéu cau dich vu quan 1y va van hanh

Nha cung cap dich vu phai xay dung tai liéu mo ta chi tiét giai phap, thiét ké
va trién khai hé théng, déng thoi, chuén bi toan bd ha tﬁng ky thudt, co so vat chét
c6 lién quan dé phuc vu cung cap dich vu. Cac phan mém phai c6 ban quyén va duoc
cap nhat thuong Xuyén, twong thich v6i phan cing sir dung.

Nha cung cap dich vu phai dam bao viéc noi dét hé théng, h tro sir dung, bao
tri bao dudng vadé xut nang cap thiét bj phan cimg (néu c6), phan mém dap mg
nhu ciu cta Bén thué dich vu.

Nha cung cép dich vu phai ¢6 trach nhi¢m van hanh hé théng; bd tri can bd ¢o
du tiéu chuan 1am nhiém vu van hanh hé théng bao dam cho hé théng hoat dong
thong sudt, lién tuc; Thiét bi ctia hé thdng duogc lap dit tai bén thué dich vu phai
duogc bao dam hoat dong lién tuc va 6n dinh.

Nha cung cap dich vu phai c¢6 cong cu, phuong tién dé thuc hién quan 1y, van
hanh dich vu.

3.10.3 Yéu cau dich vu bao tri, hd trg k§y thuat

Xt Iy kip thoi cac su congay khi tiép nhan bao cio.

Hé thong phai dugc bao dudng dinh ky 01 lan/nam.

HO tro qua nhiéu hinh thtc: Thu dién tir, Dién thoai va truc tiép.



Phai dap tmg duoc céc ti€u chuin k¥ thuat ap dung: DPdi voi thiét bi cua hé
théng duoc lép dat phai duoc bao dam hoat dong lién tuc va 6n dinh. Khi ¢6 su ¢b
xay ra phai c6 thiét bi du phong thay thé trong lic chd bao hanh thiét bi.

3.10.4 Yéu cau phat sinh trong qua trinh khai thac, str dung dich vu

Trong thot gian cung cép dich vu dam bao hé théng duoc van hanh tot, dam
bao tinh on dinh, trong qua trinh khai thac, sir dung dich vy, don vi cung cép dich
vu phai ¢am bao cac yéu ciu sau:

C6 ké hoach béo tri, bao dudng dinh ky, ké hoach thay thé khi thiét bi gap su
¢ cho hé théng phﬁn mém dé dam bao hoat dong 6n dinh, lién tuc.

C6 bién phap dam bao va du phong ngudn nhéan luc dé dam bao sin sang nhan
luc ho tro lién tuc 24/7

Pam bao c6 day du thong tin vé tong dai hd tro k¥ thuat va nhan luc doi tng
ctru sy cb khi can thiét;



HO tro ki thuat 24/7.

4. Giai phap va phuong phap luin

Nha thau chudn bi dé xudt gidi phdp, phiwong phdp ludn tong qudt thuc hién
dich vu theo cdc néi dung quy dinh tai Chuwong V, gom cdc phan nhw sau:

1. Giai phap va phwong phdp ludn,

2. Ké hoach céng tdc.

5. Quy dinh vé kiém tra, nghi¢ém thu sin phim

Ouy dinh vé quy trinh kiém tra, nghiém thu san pham, trinh tw giao nép san pham

dé phuc vu céng tac thanh, quyét toan hop dong: Theo cdc quy dinh hién hanh.



