Chuong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé géi thiu:

Tén Chu dau tu: Trung tim Phat trién Khoa hoc, Cong nghé va Ddi méi
sang tao tinh Thai Nguyén

Tén gobi thau: Dich vu giam sat an toan thong tin chuyén nghiép cho cac hé
thong thong tin tai Trung tdm Dt li€u tinh

Tén du 4n/dy toan mua sam: Dich vu gidm sat an toan thong tin chuyén nghiép
cho cac h¢ thong thong tin tai Trung tdm Dir li¢u tinh

2. Muc tiéu cong viéc:

Thué don vi cung cép dich vu gidm sat an toan thong tin cho cac hé théng
thong tin tai Trung tdm Dt li€u tinh nham dam bao viéc van hanh hé thong thong
tin, chong cac cudc tan cong phat sinh tir trong va ngoai mang.

3. Yéu cau ky thuit cia goi thau:

3.1. Nha thiu cung cip djch vu can ddp iing dwoc cdc yéu ciu téi
thiéu sau:

STT | Danh muc Tinh nang Don S6
vi tinh | lugng

1 1. Giam sat An toan thong tin cho ha
ting cong nghé thong tin, cic hé thong
thong tin caa tinh dat tai Trung tim dir
liéu tinh Thai Nguyén:

- Sb lugng may chu giam sat tdi da: 200
may chu.

- Thu thap log tir cac thiét bi mang.
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hanh va tryc hé théng giam sat an toan
thong tin mang 24/7. Thiét 1ap hé thong
theo doi, giam sat cho can by tryc van
hanh Trung tam Dt liéu va huéng dan can
bo cua Trung tdm dung cic cong cu giam
sat, phat hién su co. Thiét 1ap hé thong
canh bao vé Mail va SMS.




STT | Danh muc Tinh nang Don S6
vi tinh | lugng

- Tong hop danh gia ket qua giam sat theo
ngay. Két ndi dit liéu vé Trung tam Giam
sat an toan khong gian mang qudc gia (khi
c6 yéu cau).

- Hd tro dién tdp An toan thong tin tbi thiéu
1 lan/nam

2. Tru’O’ng hop phat hién cac hanh vira
quét, tin cOng mang, diém yeu, 16 hong
biao mat:

- Ngay 14p tirc thong bao véi chii dau tu va
ctr nhém k¥ thuét tién hanh xt 1y.

- Bé xuat phuong an xtr Iy, chu dong cach
ly cac mdy chil nghi ngd nhiém ma doc.

- Phan tich, tim ra nguyén nhén, khic phuc
cac 10 héng trong thoi gian som nhat khi
xay ra sy c0 tan cong mang.

- Hb tro tu van, hudng dan cach thire xur Iy
ra quet trén cac may chu nghi ngo hodc cac
may chu dugc chu dau tu yéu cau

- Cung cap duong day nong hd tro 24/24
gio.

- Cé4ch ly chu dong cac may chu khi c6 yéu
cau.

- Ra quét dot xuat cac may chu khi ¢ yéu
cau.

- HJ tro xay dung quy trinh xir Iy di voi
cac sy cd mét an toan thong tin tai Trung
tam Dir li¢u tinh.

- Hd trg danh gia 16 hong bao mat cho mot
s6 hé thong thong tin, WebSite khi ¢6 yéu
cau.

3. Thye hién tong hop, xay dung bao
cao tuan, thang va bao cao dot xuit theo
yéu ciu

4. Giai phap va phuwong phap luén:

Nha thau chuén bi dé xuét giai phap, phuong phap luan téng quat thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phuong phap luan;
2. Ké hoach cong tac.

5. Quy dinh vé Kiém tra, nghiém thu san phim:



Viéc nghiém thu, danh gia chat lugng ctia san pham dya trén yéu cau cua E-
HSMT, cam két ciia nha thau trong E-HSDT, va céc quy dinh ctia phép luat.



