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Chwong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dw 4n/dw toan mua sim, goéi thau:

- Tén duy toan mua sim: Trién khai sao lvu dy phong Trung tdm dit liéu thanh
phé; Thué dich vu kiém tra, bao tri dinh ky mang noi b trén duong truyén s6 lidu
chuyén dung tai cac Sé, ban, nganh, Uy ban nhan dan cép xi va Trung tdm phuc vu
hanh chinh céng cép xi.

- Pon vi thyc hién nhiém vu: Trung tam Gidm sat, diéu hanh thong minh thanh
pho Can Tho

- Tén goi thau: Go6i thau s6 01: Trién khai sao luu dy phong Trung tam dit liéu
thanh pho.

- Ngudn von: Nguon kinh phi chi sy nghiép khoa hoc, cong nghé, doi méi sang
tao va chuyén doi so.

- Hinh thuec lya chon nha thau: Chao hang Canh tranh qua mang
- Phurong thire lya chon nha thau: 01 giai doan, 01 tai h so.

- Thoi gian bat dau t6 chire lya chon nha thau: Quy 1/2026.

- Loai hop dong: Tron goi.

- Thoi gian thuc hién hop dong: 90 ngay.

2. Muc tiéu cong viéc:

Lua chon nha thiu c6 du nang luc va kinh nghiém thuc hién Goi thau s6 01: Trién
khai sao luu dy phong Trung tam dir li¢u thanh pho.

3. Yéu cau k¥ thuét cia goi thiu:

Bin quyén
phin mém
sao luu va
béo vé dir licu

Goi 1

Tinh nang

- Ho tro phuong 4n trién khai phan mém sao luu va
bao vé dir liéu trén Hé diéu hanh Windows Server
hodc Linux

- HO tro phuong an trién khai cac thanh phan con bén
Trién khai trong hé thong sao luu hoan toan dua trén nén tang
Linux. Céc thanh phan nay con nay c6 thé dam nhan
cac vai tro nhu: Backup Proxy, Cache Repository,
Backup Repository, Gateway Server, Mount Server,
WAN Accelerator

Giao dién - Hb tro giao dién quan tri nén web c6 thé truy cap tir




quan tri

85

bat ¢t thiét bi nao

Sao luu may
chu 40

HO tro cac nén tang 4o hoa:

- VMware vSphere

- Microsoft Hyper-V

- Nutanix AHV

- Proxmox VE

- Scale Computing HyperCore

- Oracle Linux Virtualization Manager
- Red Hat Virtualization

Sao luu dua trén dnh chup nhanh cia may 3o:

- Giai phap phai hd tro sao luu VM tryc tiép tir SAN
(Direct SAN access), NFS Datastore (Direct NFS
access).

- Giai phap nay sé& tu dong phat hién dung luong tréng
cua Production Datastore va ngan chén viéc sao luu
néu dung lugng thap hon ngudng di xac dinh dé dam
bao rang Production Datastore khong bi hét dung
lugng.

- Ban quy?:n phan mém cho phép sao luu va bao vé dir
liéu 1€n dén 140 may 4o

HO trg tinh ning sao luu dong nhit cho cic vng
dung co s& dir li€u trén may chi 4o hoa:

- HO tro sao luu nhat ky giao dich cho Microsoft SQL
Server, Oracle Database va PostgreSQL Instances

- Hd tro tinh nang cat ngan nhat ky giao dich dé khong
xdy ra tinh trang tran khong gian luu trit trén may do

- Hb tro co ché chay cac tap lénh trude khi dong bang
va sau khi ra dong nham dung cac may ao dang chay
cac ung dung khdéng ho trg Microsoft VSS.

- HO tro loai trir ra cac thu muc, tép khong mudn sao
luu khoi 1€nh sao luu

Sao lwu may #o véi co ché tich hop thiét bi lwu triv

- Giai phap phai tich hop duge véi cac hé thong luu
trtr: Dell (Unity XT/Unity, VNXe, VNX, PowerScale),
HPE (Nimble, 3PAR), IBM Spectrum Virtualize,
NetApp Data ONTAP, Nutanix Files Storage

- Giai phap phai hd trg khoi phuc dit liéu ctia médy ao
VMware tryc tiép tir anh chup nhanh trén thiét bi luu
trir: ho tro kha nang khoi phuc tic thi, khoi phuc tap hé
thdng, khoi phuc timg muc trong ing dung

Sao luu may

Hb trg sao luu cho may chii vat ly

- Giai phap phai hd trg sao luu may chu vat ly
Miprosoft Windows, Linux, Solaris, AIX dua theo co
ché cai Agent

cha vat ly - Giai phap phai cung cap cac cong cu mé rong dé sao
luu cho céc ng dung Oracle RMAN, SAP HANA,
SAP on Oracle, SAP MaxDB, Microsoft SQL Server,
IBM Db2

Khoi phuc dir | Khdi phuc may 40 va may cha vat ly

liéu - Khoi phuc may ao tirc thi: khoi phuc tirc thi may do
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VMware vSphere, VMware Cloud Director, Microsoft
Hyper-V, Microsoft Azure va tap tin chia sé tir ban sao
luu va anh chyp nhanh thong qua giao dién ngudi
dung

- Giai phap ho trg quét dir liéu may a0 bang phan mém
diét vi-rat trude khi khoi phuc méy ao vé moi trudng
san xudt va huy thao tac khoi phuc néu phat hién c6
phén mém doc hai.

- Giai phap nay ho trg kha ning khdi dong may 4o
trong mdi truong mang riéng biét trong qua trinh khoi
phuc va dwa tap 1énh kiém tra vao hé diéu hanh dé xac
minh ung dung.

- Giai phap hd trg khoi phuc ban sao lvu VMware
vSphere sang Microsoft Hyper-V, Nutanix AHV,
AWS EC2, Google Cloud Engine, Microsoft Azure
VM

Khéi phuc ¢ cap do tép tin:

- Khoi phuc tép tin: giai phap ho tro khoi phuc ting
tép tin h¢ diéu hanh khéch tr Windows, Linux truc
tiép tlr ban sao luu cap do hinh anh thong thuong, anh
chup nhanh

- Giai phap phai cung cap giao dién ngudi dung tu
phuc vu dya trén nén web va kha nang tim kiém tép tin
cu thé trén tt ca cac ban sao luu.

Khoi phuc timg muc khong can cai dat agent hd trg
cho céc img dung sau:

- Microsoft Active Directory

- Microsoft SQL Server

- Oracle

- PostgreSQL

- Microsoft Exchange

- Microsoft SharePoint

- Microsoft Active Directory

- Microsoft SQL Server

- Oracle

- PostgreSQL

- Microsoft Exchange

- Microsoft SharePoint

Giai phap
backup

Sao lwu vao dia:

- Phan mém sao luu va bao vé dir liéu phai bao gdbm
tinh néng chéng tring 13p va hd tro nén dir lidu.

- Phan mém sao luu va bao vé dir liéu phai_ hd trg diéu
chinh mirc dd nén dix liéu dé c6 hiéu suét tot hon hodc
gitp gidm dit lidu.

- Giai phap sao luu phai hd tro tich hop céc thiét bi co
chirc nang chong trung 1ap dir liéu nhu EMC Data
Domain, HPE Store Once, Quantum, ExaGrid.,...

Sao luwu vao bang tur:

- Giai phap sao luu phai hd trg sao luu vao bing tir

Sao lvu vao thiét bj luu trir doi twong:
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- Giai phap sao luu phai hd trg sao luu tryc tiép vao
thiét bi luu trit dang ddi tuong

Sao chép:

- Céc giai phap sao luu phai hd trg sao chép cac may
40 VMware quan trong véi RPO tinh bang gidy.

- Ty dong kiém tra va xac minh kha ning phuc hoi cua
tung ban sao.

Kha niing bét bién:

- Giai phap sao luu hd tro tinh bat bién duoc cho cac
loai thiét bi nhu thiét bi luu trir di twong tai chd, noi
luu trir duoc cung cd, thiét bi luu trit loai bo trung lap,
luu triv ddi tuong trén ddm may

- Hb trg co ché tang toc duong truyén gitip ting toc do
sao luu va sao chép sang co so ha tang dy phong
nhanh hon gép 50 lan

- H6 tro cong nghé sao chép lién tuc sang co sd ha
tang du phong véi RPO gan bang 0 dya trén co ché
vSphere APIs for I/O filtering gitp méy 4o ¢ co sé ha
tang du phong ludn trong trang thai sin sang hoat dong
v6i du liéu duge sao chép day du tir co so ha tang
chinh

- HO6 tro cong nghé sao chép lién tuc cac may 4o, may
chu vat 1y, may 4o trén dam méy sang nén tang
VMware vSphere vi RPO gan bang 0. Cac may 4o,
may chu vat Iy, may 4o trén dam may duoc sao chép
lién tuc nay c6 thé thudc bit ctr nén tang nao (khong
phu thudc nén tang)

- HO tro tinh ning xac thuc da yéu t0

- H trg phan quyen nguoi dung theo cac mau c6 san
va ho tro tuy bién quyén ngudi ding v6i nguyén tic
dic duyén tdi thiéu sao phi hop vai chinh sach van
hanh cua doanh nghiép

- Hb tro ding nhép vao hé thong sao luu bang tinh
ning dang nhap mot lan (Single Sign-On) theo giao
thuc SAML 2.0

- Hd tro tinh ning kiém tra ciu hinh sao luu theo cac
khuyén nghi tt nhat vé bao mat hogc tuong dwong

- H0 tro tinh nang phat hién phan mém doc hai bang
co ché phan tich hoat dong cua h¢ théng tép dé tim ra
cac hanh vi bt thuong nhu tép bi x6a hang loat, tép bi
thay d6i phan md dong hang loat trong qua trinh
backup

- Hb trg tinh ning quét ndi tuyén dé phat hién hanh vi
cua phén mém doc hai qua vi¢c phat hién céc file bi
ma hoa, cidc dudng dan .onion trong qua trinh backup
- Hd tro co ché tuan thu chuan bao mat FIPS

Giai phap sao
chép

Tinh ning an
toan, an ninh

Pham vi dich
1 | vu trién khai
phan mém




sao lwu va
bao vé dir liéu
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Trién khai, cau hinh va tich hop giai phap sao luu va
bao vé dit liéu sir dung phan mém Veeam Backup &
Replication, dam bao dap Gmg yéu cau sao luu toan bd
hé théng CNTT tai site chinh TTDL (Nguy@én Trii)
sang hé thong luu trit du phong dit tai site TTDL (Lé
Duén)

Cai dat va
cAu hinh
Veeam
Backup &
Replication

Cai dat va
cAu hinh
Veeam
Backup
Server

- Khdo sat hién trang ha tﬁng 40 hoa, tai nguyén hé
thong tai site TTDL (Nguyén Trai) phuc vu cho viéc
trién khai Backup Server.
- Cai dat Veeam Backup Server trén may chu (vét ly
hodc may o) theo thiét ké, bao gom:

+ Hé diéu hanh phu hop va da duoc cip nhat ban
va.

+ Céu hinh tai nguyén CPU, RAM, Storage dap
ung quy mo khoang 140 VMs.
- Cai dit va cu hinh cac thanh phan bat budc:

+ Veeam Backup & Replication Server

+ Veeam Console
- Tich hgp Veeam Backup Server véi ha tang 4o hoa
hién hiru.

Cai diit va

- Trién khai va cau hinh Veeam Backup Proxy tai site
TTDL (Nguyén Trai) nham t61 vu hiéu nang sao luu.
- Cau hinh ché d6 xu 1y dir liéu phu hgp (Virtual

ciu hinh Appliance / Network / Hot-Add — tuy theo ha tang
Veeam thuc te).
Backup - Phan b6 tai nguyén cho Backup Proxy phu hop voi
Proxy sO luong may ao va khoi lwong dir liéu can sao luu.
- Kiém tra va x4c nhan ludng dit liéu sao I tir ha tang
40 hoa dén Backup Reposr[ory hoat dong 6n dinh.
- Khao sét va két ndi mang gitra site TTDL (Nguyén
Trai) vasite TTDL (L& Duan).
C4u hinh - Cau hinh tich hop h¢ thong luu trir dir phong tai site
Backu TTDL (Lé Duan) lam Backup Repository cho Veeam,
Re osilior bao gom:
tl’éll)l hé th%,n + Thiét 1ap giao thirc truy cap phu hop
& SOME | (SMB/NFS - theo thiét ké h¢ thong).
luu trir tai Ay N LA
A + Cau hinh quyén truy cp, biao mat va phan ving
TTDL (Lé - A
2 luu trir cho dir 1iéu backup.
Duan)

- Thiét 1ap cac thong sb toi wu luu trit:
+ Backup Repository type
+ Gi6i1 han I/O, concurrent tasks (n€u can)




Thiét ké va
Céu hinh
chinh sach va
job sao luu
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- Thiét ké va cau hinh cac Backup Job cho toan bd
may 4o tai site TTDL (Nguyén Trii), bao gdbm:

+ Pham vi sao luu (toan bo VMs hodc theo nhém
ung dung).

+ Lich sao luu (backup window) phu hop véi hoat
dong hé thong.

+ Chinh séach luu trir (Retention Policy) theo yéu
cau cua Chu déu tu.
- CAu hinh céc tuy chon tbi wu:

+ Compression

+ Deduplication

+ Encryption (néu yéu ciu)

Kiém tra, van
hanh thwr va
ban giao

- Thyc hién kiém tra end-to-end qua trinh sao luu
- Ban giao cho Chu dau tu:

+ Tai liéu mo ta kién trac backup.

+ Danh sach ciu hinh Backup Server, Proxy,
Repository.

+ Danh sach Backup Job di c4u hinh.
- Hudng dan van hanh co ban cho can bo ky thuat cua
Chii dau tu.

4. Giai phap va phwong phap luén:

Nha thau chuan bi dé xuat giai phap, phuong phap ludn tong quét thyc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

- Giai phap va phuong phap luan;

- Ké hoach cong téc.

5. Quy dinh vé kiém tra, nghiém thu sin pham:

Thyc hién theo quy dinh tai Thong tu s6 16/2024/TT-BTTTT ngay
30/12/2024 cua BO Thoéng tin va Truyén thong (nay la Bo Khoa hoc va Cong
nghé) quy dinh chi tiét noi dung cong tac trién khai, giam st cong tac trién khai,
nghiém thu d6i voi dy an dau tu Gng dung cong nghé thong tin; xac dinh yéu cau
vé chat lugng dich vu va cac ndi dung dic thu ctia hop dong thué dich vy doi véi

thué dich vu cong ngh¢ thong tin theo y€u cau riéng.




