Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dw 4n/dw toan mua sim, goéi thau:

1.1. Giéi thi¢u vé dy toin mua sim

- Tén dv toan mua sim: HO tro chit ky sd cong cong, héa don dién tir cho
dganh nghiép thanh 1&p mdi va chi phi Fhué }(é toan cho c4c ho kinh doanh chuyén
doi1 1én doanh nghiép trén dia Thanh phd Hué” nam 2026.

- Quyét dinh phé duyét Ké hoach lwa chon nha thiau: Quyét dinh sb
1022/Qb-STC ngay 03/02/2026 cua S¢ tai chinh thanh phd Hué.

1.2. Giéi thiéu vé géi thau

- Chii ddu tu: S6 tai chinh thanh phd Hué.

- Tén go6i thau: Goéi thau sb6 03: Hd tro sir dung chit ky sé cong cong va hoa
don dién ttr.

- Hinh thirc lra chon nha thau: PAu thau rong rai trong nudc, qua mang.

- Phwong thirc lrra chon nha thau: Mot giai doan, mot tdi ho so.

Ngudn von: Ngan sach dia phuong.

- Thoi gian thue hién hop ddng: 365 ngay ké tir ngay ky hop dong.

- Loai hop @dng: Hop dong tron goi.

2. Muc tiéu cong viéc: HO tro st dung chir ky s6 céng cong va hoa don dién
tir cho doang nghiép thanh lap mdéi va chi phi thué ké toan cho cac hg kinh doanh
chuyén doi 1én doanh nghi¢p

3. Yéu cau k¥ thuét cia goi thiu:

3.1. Danh muc céc tai liéu tham chiéu:

- Luat Giao dich dién tir s6 51/2005/QH11 ngay 29/11/2005 ctua Qudc Hoi
khoa 11;

- Luat Cong nghé thong tin s6 67/2006/QH11 ngay 29/6/2006 cta Quéc Hoi
khéa 11 va Van ban hop nhat Luét cong ngh¢ thong tin s6: 10/VBHN-VPQH ngay
12/12/2017 cua Van phong Quoc Hoi;

- Nghi dinh 130/2018/ND-CP ngay 27/09/2018 quy dinh chi tit ve chir ky so
va dich vu ching thyuc chit ky so;

- Nghi dinh s6 123/2020/ND-CP ngay 19/10/2020 ctia Chinh phi quy dinh vé
hoa don, ching tur;

- Thong tu ,sé 78/2021/TT—BTC ngay 17/9/2021 ctia B6 Tai Chinh huéng dan
thyuc hién mot §6 dieu cuia Nghi dinh 123/2020/ND-CP ngay 19/10/2020 ctia Chinh
phu qui dinh vé hoa don, chung ttr.



3.2. Yéu cau ky thuit Hé thong héa don dién tir
3.2.1 Yéu ciu chirc ning phin mém

STT Noi dung yéu cau Tiéu chi ky thuat

1 | Chirc ning Hé théng

H¢ thong can c6 chirc nang quan ly va phan quyén
nguo1 st dung:

11 |- Thém médi/Stra/X6a, Khoa nguoi stir dung. Bét budc

- Phan quyén ngudi st dung theo vai tro

- Tim kiém thong tin ngudi str dung

C6 chirc ning quan trj danh muc hé théng:

- Danh muc nguoi str dung )
1.2 : Bat budc
- Danh muc san pham

- Danh muc khach hang

C6 chirc ning quan 1y va cau hinh thong tin don vi bao
gom:

13 |- Thong tin chung vé don vi: tén, dia chi, ma sb Bét budc
thué, dién thoai, email

- CAu hinh thong tin ching thu s6 dé phat hanh
hoa don dién tu

1.4 | - Hd tro nhiéu loai thiét bj ky s HSM, USB Token Bit budc

2 | Pang ky phat hanh va Mau héa don

C6 chire ning hd tro thi tuc ding ky phat hanh hoa
don dién tu:

- H tro don vi tao 1ap/quan 1y hd so dang ky phat
hanh véi co quan thué: Thong béo phat hanh va dang
ky phat hanh

2.1 Bit budc

- Theo doéi duogc tinh hinh str dung héa don.

C6 chire ning hd trg xay dung va quan ly mau héa don
dién tir: )
22 . — ] ‘ Bét budc
- HO trg nhi€u mau hoa don dién tir, ho trg nhiéu loai
hoa don khac nhau.




- Hb trg héa don nhiéu trang

- Mau héa don theo dinh dang XML , Chit ky sb theo
chuan XML DSign

Phét hanh va Phan phi hoa don

3.1

HJ trg nhiéu hinh thtc phat hanh héa don:

- Tao lap hoa don bang nhap dit liéu truc tiép trén giao

dién

Bit budc

- Tao 1ap héa don thong qua Webservice.

- Tao 1ap héa don thong qua upload file excel hoac

XML

3.2

Hd trg linh dong cac phuong an phéat hanh héa don :
Phat hanh hoa don 1& hodc theo 16 nhiéu hoa don

Bit budc

3.3

Nang lyc phat hanh: Hé thong c6 kha nang dap tng
nang luc phat hanh tbi thiéu 10 triéu hoa don/thang.

Bit budc

3.4

Hb trg phuong 4n phan phdi hoa don dén khach hang
thong qua céc hinh thuec:

- Email

- Cong tra ctru héa don

- Webservice

Bit budc

3.5

Chtric nang cho phép gtri thong tin phat hanh hoa don
cho ngudi mua hang va cho phép ngudi mua hang in
chuyén d6i hoa don dé luu trix

Bit budc

Chtrc nang xtr Iy hoa don

4.1

- C6 chirc nang diéu chinh (ting, giam thong tin) va
thay thé hoa don dién tir

- C6 chirc nang quan ly/tim kiém cac héa don diéu
chinh/thay thé.

- Chirc nang h tro quan 1y cac bién ban dicu
chinh/thay thé hoa don

Bit budc




4.2

- C6 churc nang xo6a bo hoa don trong trudng hop co 16i
khi lap hoa don.

- C6 chtrc nang huy dai hoa don dang ky khong dung
hét:

+ HJ tro tim kiém va tra ciru thong tin hoa don da bi
x6a bo trén hé thong.

+ Hoa don bi x6a bo chi bi danh dau x6a nhung van
luu day da thong tin ban dau phuc vu tra ctru.

Bit budc

Yéu cau vé bao cao

- Bang ké chi tiét hoa don phat hanh:

+ Hé théng phai cung cap tinh niang cho phép két xuat
bang ké chi tiét hoa don ban hang

+ Bao cao duoc lap co thé duoc két xuit ra tép dién tir
theo dinh dang Excel, pdf, ra mdy in

- Béo cdo tinh hinh st dung hdéa don

+ Heé théng phai cung cap tinh niang cho phép lap bao
cao tinh hinh st dung hoa don theo ky ctia doanh
nghiép.

+ Bao cao dugc lap co thé duoc két xuit ra tép dién tr
theo dinh dang Excel, XML

Bit budc

Cong thong tin dé tra thong tin hoa don

- Thong tin ctia khach hang

- Tra ctru héa don: Hién thi danh sach cac hoa don dién
tir da dugc phat hanh téi tai khoan cia don vi tiép nhan

- Cho phép Xem/Ky sé/Download héa don dién tir

3.2

.2 Yéu cau phi chirc ning phan mém

Yéu cau vé kién tric hé théng: HJ trg tich hop véi cac
hé théng phan mém bén ngoai thong qua API

Yéu cau ngon ngilr, my thuat, tinh chinh xac s6 hoc cua
hé thong:

2.1

- HO tro tdi da kha nang nhap dit liéu ctia nguoi dung.

Bit budc




- Ngon ngit st dung trong chuong trinh 13 tiéng Viét.
Font chit st dung 1a Unicode.

- Pinh dang cac truong dit liéu hién thi: Dinh dang
hién thi ctia ngay va thang 1a DD/MM/YYYY

2.2

Yéu cau vé tinh chinh xac ctua hé thong:

- Céc sb thyce can duge luu trit duoc it nhét 2 chit sb
phan thap phan (sau dau phay 2 chir s).

- Luu trit s6 liéu trong CSDL: S tién VND chinh xéc
dén don vi timg dong.

Bit budc

23

Giao dién chuong trinh can phai hién thi va hoat dong
ding trén cac phién ban méi cua cac trinh duyét
internet pho bién: Firefox, Chrome. Uu tién giao dién
phat trién dwa trén céng nghé HTML 5.

Bit budc

.3 Yéu cau khac

Yéu cau vé bao mat

1.1

Yéu cau vé dang nhap:

- Tén truy cap/mat khau c6 chiéu dai tdi thiéu 1a 8 ky
tu, trong d6 phai c6 ca ky tu chit va ky tu so.

- Khong dugc phép tao 2 tén truy cap trung nhau va
moi ngudi dung chi ¢6 1 mat khau duy nhat.

- Khong cho phép c6 khoang tring trong tén truy cap
va mat khau.

Bit budc

1.2

Yéu ciu phan quyén: Cac chirc nang trong hé thong
chi dugc phép thyc hién bdi nhitng nguoi st dung co
da quyén.

Bit budc

1.3

Céc giao tiép giita cac thanh phan hé thong hoic giita
hé théng va cac hé thdng khach cua Pon vi phai duoc
bao mat duong truyén bang viéc hd tro giao thic bao
mat SSL

Bit budc

Yéu cau ha tang trién khai

2.1

Céc trung tam dit liéu phai dat cac diéu kién tuong
duong Tier 3 hodc twong duong - Ti€u chuan ha tang
vé trung tam dir li¢u

Bit budc




2.2

bam bao cac hoat dong ctia hé théng server phai dugc
ghi log dé phuc vu cac cong viéc bdo hanh, bao tri.

Bit budc

2.3

Bao dam h¢ théng hoat dong 24/7

Bit budc

24

Sao luu va phuc hoi dit liéu: Hé théng can ¢6 co ché
sao luu dir liéu thuong xuyén dé phong trudng hop hu
hong thi van c6 du dit liéu dé khoi phuc lai hé thong
nhu trude lac xay ra su cd. Dong thoi hé théng ciing
can c6 co ché phuc hdi nhanh chong tir cac dit lidu
duoc sao luu

Bit budc

2.5

C6 chtg nhan hé thong quan 1y an toan thong tin
theo tiéu chuan: ISO/IEC 27001:2013 HOAC chiing
nhan hé thong quéan 1y chét lugng ISO 9001:2015 vé
cac | nh vuc hoat dong:

+ Phat trién cung cip cac san pham phadm mém trong |
nh vuc: Quan tri doanh nghi¢p, quan ly tai chinh.

+ Trung tdm ha tang IDC

Bit budc

Yéu cau vé phan mém

Hé thdng c6 thé dap tmg: Thoi gian xir 1y tdi da cho
mot giao dich khong qué 60 giay

Bit budc

3.3. Yéu cau k¥ thuit cia chir ky so tir xa.

3.3.1 Yéu cau dap rng quy chuan, tiéu chuan ky thuit dwogc ap dung

- Pon vi cung cip dich vu dap ing day du cac tiéu chuan bat budc ap dung vé chir
ky s6 va dich vu chtmg thyc chir ky s6 theo mo hinh ky s6 trén thiét bi di dong va ky sé
tir xa theo thong tu s6 16/2019/TT-BTTTT duoc B Thong tin truyén théng ban hanh

ngay 05 thang 12 ndm 2019.

- Pon vi cung cip dich vu ching thyc chir ky s tir xa phai duge danh gia boi cac
T6 chirc audit qudc té uy tin (Trung tim Ching thuc dién tir Qudc gia khuyén nghi trong
Danh muc cac don vi du diéu kién danh gia dap ing tuan thu tiéu chuan vé hé thong thiét
bi quan 1y khéa bi mat, chimg thu s6 va tao chit ky s6 theo mo hinh ky s6 trén thiét bi di
dong va ky s tir xa — Kém theo cong vin sé 105/NEAC-TDPC ngay 26/03/2021 cua
Trung tim Chimng thuc dién tir qudc gia) va truc tiép dugc cap chimg chi qudc té cho cac

tiéu chuan sau:




- Tiéu chuan yéu cau vé Module ky s6 bao gdm tiéu chuin: EN 419241-2:2019 and
ISO 15408 (Muyc 2.7.4 Danh muc tiéu chuan bat budc ap dung vé chir ky sé va dich vu
chiing thyc chit ky s theo mé hinh ky s6 trén thiét bi di dong va ky s tir xa).

- Yéu cau vé chinh sach va an ninh cho may chu ky sb bao gdm tiéu chuan: ETSI
TS 119 431-1; ETSI TS 119 431-2 (Muyc 2.7.1 Danh muyc tiéu chuan bt budc ap dung vé
chit ky s6 va dich vu chimg thuc chit ky s6 theo mé hinh ky sb trén thiét bi di dong va ky
s tir xa).

- Giao thirc tao chit ky s bao gdm tiéu chudn: ETSI TS 119 432 (Myc 2.7.2 Danh
muc tiéu chuan bat bude ap dung vé chir ky sb6 va dich vu chting thyc chir ky sb theo mo
hinh ky s6 trén thiét bi di dong va ky sb tir xa)

- Ung dung ky trén may cha ky sé bao gom tiéu chuan: EN 419241- 1:2018 (Muc
2.7.3 Danh muc tiéu chuin bat budc ap dung vé chir ky sé va dich vu ching thuc chir ky
s6 theo mo hinh ky sd trén thiét bi di dong va ky sb tir xa).

- Céc tiéu chuan khac can dap ng bao gom:

+ ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers
+ ETSI EN 319 412-1 Electronic Signatures and Infrastructures (ESI);
Certificate Profiles; Part 1: Overview and common data structures
+ ETSI EN 319 412-5 Electronic Signatures and Infrastructures (ESI); Certificate
Profiles; Part 5: QCStatements

Danh muc tiéu chuin bit budc ap dung vé chir ky sé va dich vu chitng thue
chir ky s6 theo mé hinh ky s6 trén thiét bi di déng va ky s tir xa.

Loai tiéu | Ky hiéu tiéu | Tén day du caa tiéu

chuén chuén chuén Quy dinh ap dung

Chit ky s6 va dich vu chirng thue chir ky s6 theo mé hinh Ky so trén thiét
bi di dong (Mobile PKI)

1.1 | Tiéu chuan mat ma va chir ky so

1.1.1 | Mat ma phi RSA  Cryptography - Ap dung mot trong hai
d6i xtmg PKCS #1 tiu chuan. - Dbi voi
va chit ky Standard tidu chudn RSA:
s0

ANSI Public Key + Phién  ban 2.1

X9.622005 | Cryptography for |+ Ap dung lugc dd
the Financial RSAES-OAEP dé ma

Services Industry: | hoa va RSASSA-PSS dé
The Elliptic ky.




Curve Digital + Do dai khoa tbi thiéu 1a
Signature 1024 bit
Algorithm (ECDSA) - Béi véi tiéu chuan
SOTHm ECDSA: do dai khéa téi
thiéu 12 256 bit
1.1.2 | Mat ma déi Cong nghé thong tin
xung -
K¥ thuat mat ma -
Thuat toan ma hoa
TCVN dit liéu AES
7816:2007 | (Advanced
Encryption . R .
(FIPS pUBl Standard) AP dl_mg2 mot trong hai
Recommendation tiéu chuan
197) for the Triple Data
NIST 800- 67 | Encryption
Algorithm
(TDEA) Block
Cipher
1.1.3 | Ham bam an| FIPS PUB| gecure Hash é‘p dlgljg mot trSOII{li 022'1;4
. Standard am bam Sau: - .
toan 180-4 SHA-256, SHA-384,
SHA-3 Standard: SHA-
Permutation-Based | 212> SHA-512/224, SHA-
FIPS PUB 202 {y.sh and 512/256, SHA3224,
Extendable- SHA3-
Output Functions 256, SHA3-384,
< Loai titu | Ky hiéu tiéu | Tén day du cia tiéu _
SoTT chuin chuin chuin Quy dinh ap dyng
SHA3512,SHAKE128S,
SHAKE256
1.2 | Tiéu chuan thong tin, dir liéu




1.2.1 | Dinh dang | RFC 5280 Internet X.509
ching thu Public Key
s0 va danh Infrastructure
sach thu hoi Certificate and
c},u’mg thur Certificate
sO
Revocation
List (CRL) Profile
1.22 | Ch  phap Cryptographic
thong diép o
mét ma PKCS #7 Message Syntax | Phién ban 1.5
Standard
1.2.3 | Ca phap yéu . .
chuching | pCKS #10 | Soruification Request| oy 7
Syntax Standard
thuc
1.3 | Tiéu chuin chinh sich va quy ché chirng thuc chir ky s6
1.3.1 | Khung quy RFC 3647 Internet X.509
Public ché chung Key
Infrastructure -
thuc va Certificate Policy and chinh
sach Certification
Practices chirng thu Framework
1.4 | Tiéu chuin giao thirc lwu trir va truy xuit chirng thw s6
1.4.1 | Luoc dd Internet X.509 Public
Giao thuc | RFC 2587 Key Infrastructure
truy nhap LDAPv2 Schema
Lightweight )
Directory Ap dung mot trong hai
tiéu chuan
Access Protocol
RFC 4523 (LDAP) Schema
Definitions for X.509
Certificates
1.4.2 Giao thirc Lightweight Ap dung tiéu chuian RFC
truy nhap | RFC 2251 Directory Access 2251 hodc bd bdn tiéu
thu muc Protocol (v3) chuan: RFC 4510, RFC




Lightweight 4511, RFC 4512,

Directory REC 4513

RFEC 4510 Access Protocol
(LDAP): Technical
specification Road
Map

Lightweight
Directory

RFC 4511 Access Protocol

(LDAP): The
Protocol

Lightweight
Directory

RFC 4512 Access Protocol
(LDAP): Directory

Information Models

Lightweight
Directory Access

RFC 4513 Protocol
(LDAP):

Authentication

Loai tiéu | Ky hiéu tiéu | Tén day du caa tiéu

chuén chuén chuén Quy dinh ap dung

Methods and
Security Mechanisms

1.5 | Tiéu chuan kiém tra trang i chirng thw sé
th

1.5.1 | Giao thic

N Internet X.509
truyen,

Public Key

nhdn A’chl:rng Infrastructure - ¢ N
thu so va REC 2585 Operational Ap dung mdt hodc ca hai

danh sach giao thirc FTP va HTTP
ching thu Protocols: FTP and
s6 bi thu

HTTP
hoi




1.5.2 | Giao ﬂ}lIC X.509 Internet
cho kiém .
Public Key
Wa s | RFC 2560 | Infrastructure - O
théi chimg nirastructure = -
thur s6 truc line Certificate
tuyén status protocol
Tiéu chuin bio mit cho VM quén Iy khoa bimat ciia to chirc cung cap
1.6 | HS vu churng thuc chir ky dich
56
1.6.1 | Yéu cduan
ninh doi
voi
Security
FIPS PU for
, Requirements Al A tAT thi & .
khéi an ! Yéu cau toi thiéu muc 3
ninh Cryptographic (level 3)
140-2 Modules
phan cimng
HSM
Tiéu chuén hé thong thiét yuanly khéabi , (ng thw sé va tao chir ky
1.7 . . . . A £
bi cua khach hang na h 50
1.7.1 Security for
FIPS PUB| Requirements )
- Ap dung mot trong
140-2 Cryptographic hai tiéu  chudn.
Modules - Doi véi tiéu chuan
FIPS
Cong ngh¢ thong tin PUB 140-2:

Yéu cau bao
mat cho thé

SIM TCVN

8709
(ISO/IEC

15408)

Céc k¥ thuat an toan
- Céc ti€u chi danh
gia an toan cong
ngh¢ thong tin
(Common

Criteria for]
Information

Technology Security

Evaluation)

Yéu cau toi thiéu muirc 2

(level 2)
- Ddi voi tiéu chuan
TCVN

8709 (ISO/IEC 15408):
Yéu cau toi thiéu EAL
muc

4 (level 4)




1.7.2 | Yéu cau vé Mobile Commerce
chtrc nang, (M-COMM);
nghiép vu Mobile Signatures;
ETSITR 102 | Business
Phién ban V1.1.1
203 and
Functional
Requirements
1.7.3 | Giao dién Mobile Commerce
dich vu Web
ETSITS 102 | (M-
Phién ban V1.1.4
204 COMM); Mobile
Signature Service;
< Loai tiéu | Ky hiéu tiéu | Tén day du caa tiéu .
SoTT chuin chuin chuin Quy dinh p dyng
Web Service
Interface
1.7.4 | Khung bao Mobile Commerce
mat ETSITR 102 | (M-COMM);
Mobile Signature | ppign ban V1.1.3
206 Service;
Security Framework
1.7.5 | Théng sb ky Mobile = Commerce
thuat (M-
chuyén .
viing ETSITS 102 | COMM); Mobile
Phién ban V1.1.3
207 Signature Service;
Specifications for
Roaming in Mobile
Signature Services
) Chir ky s6 va dich vu chirng thue chir ky s6 theo mé hinh ky so tir xa
(Remote signing)
2.1 | Tiéu chuin mét mi va chir ky s6
2.1.1 | Matma phi | PKCS# 1 RSA  Cryptography, - Ap dung mét trong




d6i xtng Standard hai ti€u chuan.
va chir ky - Déi véi tiéu chuan
) RSA:
ANSI X9.62- | Public Key + Phién ban 2.1 + Ap
dung lugc dd RSAES-
2005 Cryptography for | 5 AEp ¢ ma hoa va
the Financial RSASSA-PSS dé ky.
Services Industry:
The Elliptic + Do dai khoa tdi thiéu 1a
Curve Digital »48 bit
Signature - Doi voi tidu chuan
ECDSA: d6 dai khoéa to1
Algorithm (ECDSA) | thiéu la 256 bit
2.12 | Matmadbi | TCVN Cong nghé thong tin
xime 7816:2007 |
) K¥ thudt méat ma -
(FIPS PUB Thuét toan ma hoa
dix
197) liéu AES )
Ap dung mdt trong hai
Recommendation for tiéu chuin
the Triple Data
Encryption
NIST 800-67 Algorithm
(TDEA) Block
Cipher
2.1.3 | Ham bam an| FIPS PUB| gecure Hash Ap dung mot trong cac
ham bam sau: SHA-224
; Standard ’
toan 180-4 SHA256, SHA-384,
SHA-
SHA-3 Standard: 312, SHA-512/224, SHA-
Permutation-Based | 012/256, SHA3224,
SHA3-
FIPS PUB 202 Hash and
ExtendableOutput | 256, SHA3-384,
Functions SHA3512,SHAKE128,
SHAKE256
2.2 | Tiéu chuin théng tin, dir li¢u




2.2.1 | Pinh dang Internet X.509
chﬁ’ng thu Public Key
sd vadanh | REC 5280 Infrastructure
sach thu Certificate and
hoi Certificate
< Loai tiéu | Ky hiéu tiéu | Tén day du caa tiéu o
SoTT chuén chuén chuén Quy dinh dp dyng
ching thu Revocation
>0 List (CRL) Profile
222 | Ca phép Cryptographic
thong diép o
mét ma PKCS #7 Message Phién ban 1.5
Syntax Standard
2.2.3 | Cli phap yéu . .
chuchimg | pCKS#10 | Seruification Request) o .. 417
Syntax Standard
thuc
2.2.4 | Chphéap Private-Key
thong tin A 1
PKCS #8 Information Syntax Phién ban 1.2
khoa riéng Standard
2.2.5 | Giao dién
giaoiep | gy | Cryplographic token | oL a0 20
voi cac thé interface standard
mat ma
2.2.6 | Caphap Personal Information
trao ddi A
thong tin PKCS #12 Exchange  Syntax | Phién ban 1.0
ca nhan Standard
2.3 | Tiéu chuin chinh sich va quy ché chirng thwe chir ky so
2.3.1 | Khung quy | Internet X.509 Public ché
chung Key Infrastructure -
thuc va RFC 3647 Certificate Policy
and chinh sach Certification

chting thu Practices Framework




2.4

Tiéu chuén giao thirc lwu trit va truy xuét ching thw sé

24.1

Luoc  do

Giao thurc
truy nhap
thu muc

RFC 2587

Internet X.509 Public
Key Infrastructure

LDAPv2 Schema

RFC 4523

Lightweight
Directory

Access Protocol
(LDAP) Schema

Definitions for X.509

Certificates

Ap dung mét trong hai
tiéu chuan

2.4.2

Giao thuc
truy nhap
thu muc

RFC 2251

Lightweight
Directory Access
Protocol (v3)

RFC 4510

Lightweight
Directory

Access Protocol
(LDAP): Technical

Specification Road

Map

RFC

RFC 4511

Lightweight

Directory
Access Protocol

(LDAP): The
Protocol

RFC 4512

Lightweight
Directory

Access Protocol
(LDAP): Directory

Information Models

Ap dung tiéu chuan RFC
2251 hodc bd bon tiéu
chuan: RFC 4510, REC
4511, RFC 4512,

4513

Loai tiéu
chuan

Ky hiéu tiéu

chuan

Tén day du cua tiéu
chuan

Quy dinh ap dung




Lightweight Directory
Access Protocol
(LDAP):

RFC 4513 Authentication
Methods and Security

Mechanisms

2.5 [Tiéu chuén kiém tra trang thai chirng thw s

2.5.1 Glao; thire R Internet X.509 Public
truyen, nhan
hime th Key Infrastructure -
Zéliggdalﬁl REC 2585 | Porvional Ap dyng mdt hofc c hai
sach chirng Protocols: FTPand ~ £'2° thirc FTP va HTTP
th}l sO bi thu HTTP
hoi
Giao thirc
cho kiém tra X.509 Internet Public
trang thai Key Infrastructure -
2.5.2 ching thu RFC 2560 On-line Certificate
50 tryc status protocol
tuyén
26 Tiéu chuin bao mit cho HSM quan Iy khéa bi mit ciia to chirc cung cap
) dich vu chirng thie chir ky so
2.6.1 [Yéucauan Security
ninh do1 voi ‘
khdi an ninh | FIPS PUB |Requirements for
phan cimg 140-2 Cryptographic

- Ap dung mot trong hai
Modules tiu chuan. - D6i véi
tiéu chuan FIPS

HSM

Protection Profiles for
TSP  Cryptographic | PUB 140-2:
modules - Part 5: T
EN  419221- [Cryptographic 'Yé&u cau toi thiéu muc 3

5:2018 Module for Trust (level 3)

Services

2.7 [Tiéu chuin hé thong thiét bi quan Iy khoa bi mat, chirng thu s6 va tao chir




ky so ciia khach hang

2.7.1

Yéu cau
chinh sach
va an ninh
cho may chu
ky s6

ETSITS 119
431-1

Electronic Signatures
and Infrastructures
(ESI); Policy and
security requirements
for trust service
providers; Part 1:
TSP service
components
operating a remote

QSCD/SCDev

Ap dung ca bo tiéu chuén 2
phan;
Phién

ban VI1.1.1

(12/2018)

ETSITS 119
431-2

Electronic Signatures
and Infrastructures
(ESI); Policy and
security requirements

Loai tiéu
chuan

Ky hiéu tiéu
chuan

Tén day du cua tiéu
chuan

Quy dinh ap dung

for trust service
providers; Part 2:
TSP service
components
supporting AdES

digital

signature creation

2.7.2

Giao thuc
tao chir ky
s6

ETSITS 119
432

Electronic
Signatures and
Infrastructures
(ESI); Protocols for
remote digital

signature creation

V1.1.1

Phién ban

(03/2019)

2.7.3

Ung dung
ky trén may
chu ky s6

EN 419241-

1:2018

Trustworthy Systems

Supporting Server
Signing - Part 1:
General system

security requirements




2.7.4

Yéu cau cho
mo dun ky
SO

EN 419241+

2:2019

Trustworthy

Systems Supporting
Server Signing -

Part 2:

Protection Profile for
Server

QSCD  for

Signing

2.7.5

Yéu cau an
ninh d6i
voi khéi an
ninh phan
cung

HSM

EN 419221+

5:2018

Protection Profiles
for TSP
Cryptographic
modules - Part 5:
Cryptographic

Module for  Trust

Services

3.3.2 Yéu ciu d4ap tmg quy chuin, tiéu chuin k¥ thuit dwoc ap dung

STT

NOi dung yéu cau

Tiéu chi ky thuat

Yéu cau dam bao vé nghi€p vu

Tich hop véi cac hé théng hién hanh: Hé théng thué, hé

théng kho bac nha nuéc, hé thong hai quan,...

Bit budc

Yéu cau ky s6 trén nhiéu dinh dang file nhu pdf, docx,

xml, pptx, txt

Bit budc

C6 thé quan 1y thong tin ching thu s6 dang sir dung:

thong tin ching thu sd, trang thai ching thur so.

Bit budc

C6 thé tra ciru lich sir giao dich ky sb trén
smartphone va xuat thong tin tai liéu ky s6 khi can (
xudt tai lidu ky s véi truong hop ky sé theo file)

Bit budc

C6 thé tu kich hoat lai khoa qua ung dung trén
smartphone, may tinh bang bang hinh thirc xac thuc

Bit budc

dién tir thay cho viéc phai gip truc tiép nhan vién
ctia nha cung cap dich vu chtmg thue chit ky s6 ma
van dap tmg day da quy dinh phap luat.




Tinh niing bit budc trén tng dung xéc thwe ky sé dé

II .
dap wng nghiép vu ky so
Chtrc nang ky s6 cho phép xac thuc ky sd ting file riéng
1 1€ hodc theo tung 16 tuy vao yé€u cau cua can b, gido Bt bude

vién. Trude khi ky s6 can xem dugc tén ing dung giri yéu
cau ky s0, xem chi tiét file ky s6

Xéac thyc giao dich ky s6 thong qua thiét bi
2 smartphone v41 mot trong cac hinh thirc nhu sinh Bat budc
tric hoc, mé PIN.

Chure nang xem lich su ky s6: can luu duge toan bd
3 lich sur ky s6 ctia nguoi st dung ca trén giao dién
web va tng dung trén thiét bi di dong. Bat budc

Yéu cau c6 giao dién web quan 1y thong tin ching
thu s6 dé theo ddi trang thai chiing thu s6 va thong

4 . , P < C KA o Bit budc
tin chung thu s6. C6 tinh nang ky so trén giao dién i
web, tim kiém va xuét lich str ky )

Cung cip giao dién API md dé c6 thé tich hop véi

cac phan mém khi c6 nhu ciu véi day du cac tinh

ning co ban nhu ky sd, xac thuc van ban ky sb, quan A
5 & Y i Y509 Bat budc

1y thong tin chimg thu sé ctia ngudi dung, tra ciru
lich sur giao dich ky s6 cia ngudi dung, phuc hoi
mat khau diang nhdp cua nguoi dung.

3.4 Yéu cau ky thuat déi véi chir ky so USB token:
3.4.1 Yéu cau chung
Thiét bi do cic nha thau cung cdp phai dam bao cac yéu cau k¥ thuit sau:
- Moéi 100% chua qua st dung,, duoc san xudt tir nam 2025 trd lai ddy, c6 ngudn goc

xuat xu r0 rang, c6 mac ma, thong so6 k¥ thuat ro rang.

- Pam bao tinh dong b, twong thich vé cong nghé véi cac thiét bi dang st dung tao
doanh nghiép dugc ho tro.

- B6i v6i hang hoa chao thau 1 twong duong hodc tot hon phai kém theo tai lidu
cua nha san xuat chiing minh.

- Hang hoéa phai dugc bao dam theo tiéu chuan ciia nha san xuat.

- C6 hé thdng trang hd trg huéng din sir dung online giup nguoi dung dé dang tim
kiém xtr 1y khi c6 van dé phat sinh.

- Thoi gian bao hanh: Téi thiéu 12 thang

- Cam két cung cip ddy du tai liéu chimg minh tinh hop 1é ctia hang hoa:




+ Gidy ching nhan xut x&t (C/O) va gidy ching nhan chat luong (C/Q) cla
hang hoa (néu 14 hang hoa nhap khau)

+ Gidy ching nhan xuit xudng, gidy ching nhan hop chuén, hop quy (néu la
hang hoa san xuét trong nudc)

3.4.2 Yéu cau k¥ thuat chi tiét

STT Néi dung k§y thuat Théng s6 k§j thuit
1 | Yéu cdu vat Iy déi véi Token
1.1 | Boxirly Téi thiéu 16 bit
1.2 | Bo nhé Flash Tbi thiéu 2 MB
1.3 | Memory Space Tbi thiéu 64 KB
1.4 | Bién ning cua Token 250 mW hodc thap hon
1.5 | Nhiét d6 thiét bi Hoat dong tot & nhiét d6 0 dén 50 do C
1.6 | Nhiét d6 luu trix Hoat dong tét tir -20 dén 60 46 C
1.7 | Connectivity Ho6 tro USB 1.1, 2.0 trd 1én
1.8 | Interfaces CCID, ISO 7816
1.9 | Thoi gian song cta bd nhé Tbi thiéu 10 nam
1.10 | Hd tro cac chuan Tuén theo chuan CE, FCC, RoHS
1.11 | Kha nang chéng Am Eﬁfiﬁ;?@irﬁttﬁﬁtgfnir;ﬁ 0-100%
1.12 | Yéu cau vé ching nhan qudc té lcfofg?:ge?gagg?éihuén FIPS PUB
2 Yéu cau méi truwong hé tro
- Windows Server tir ban 2003 tré 1én
2.1 | Hb trg cac hé didu hanh - Windows tir ban XP tré 1én
- Mac OS X tir ban 10.6 tro 1én




- HO tro ca 32 va 64bit cho Windows
va

Mac OS

Ho tro plugin cho phép tuong tac cac
trinh duyé¢t IE, Firefox, Chrome, Safari

2.2 | Ho g cdc trinh duy€t véi thiét bj trong Windows va Firefox,
Chrome, Safari trong MAC OS
PKCS#11v2.2, Microsoft CSP,
2.3 | Hb tro tiéu chuan API Microsoft CNG, PC/SC, X.509 v3
certificate storage, SSL v3, IPSec/IKE
RSA 1024-bit, RSA 2048-bit, 3DES,
AES
2.4 | Thuat todn ho trg (128, 192, 256 bit), SHA-1, SHA-2
(SHA224, SHA-256, SHA-384, SHA-
512)
3 Cic yéu cdu vé hé trg Client
Token Manager va Thw vién
STT Noi dung k¥ thuat Thong s6 k§ thuit
Ho tro ty dong cai dat chung thu vao
) IE, Firefox, Thunderbird, Chrome,
3.1 Cai dat ty dong
Trust root
CA ctia Windows
- Thong bao trude khi ching thu hét
4, | Thong bo truse khi chimg thu han.
hét han - Hb trg customize s6 ngay Thong bao
trudc khi hét han.
3.3 | Thay doi PIN, Cho phép
3.4 | Cac yéu cau luu trix Phai luu dugc Certificate
x . 1 Lién két véi WS cua hé théng quan 1y
3.5 HO trg chire ndng mo khoa token token dé cho phép quan tri vién c6 thé

tu xa

m¢& khoa token cua khach hang tir xa




Ho tro x6a, thay doi, cap nhat

Phai hd trg cho phan mém quan ly
ching thu tai Trung tdm/cac dai ly

3.6 , , . CA, dé c6 thé thuc hién tinh nang xoa,
chimg thur cho khach hang thay d6i, cap nhat ching thu cho
khach hang (Admin tool PC).
3.7 | Hb tro cac phan mém CA EJBCA, Entrust, RSA, VeriSign
HJ tro tat ca cac Gmg dung sir dung
phuong thirc PKCS#11 hodac CSP cu
3.8 | Ho trg cac ing dung khac the:
- Microsoft Office (tir ban Office 2003
tro 1€n)
Chi sinh duoc chtng thu s6 ciia | Chi sinh dugc chimg thu s6 ciia Nha
3.9 . P O \ 1
Nha cung cap cung cap vao Token Nha cung cap
3.10 | Khoi tao Token Phai khéi ta‘o "l:okenxtrusoc khi chuyén
qua cho Nha ciling cap
SOPIN phai khac nhau trén mdi loai
371 | SOPIN tlilet bi Tokren, SQPII;I.pha} du’({c cung
cap tuong ung voi moi serial cuia
token.
Yéu cau cung cap SOPIN, 56 Pap tng diy di cac yéu ciu cia ndi
3.12 | Serial ctia mdi Token dé phuc vu p Ng }: y i
o re R dung k¥ thuat
viéc phat trién
Token c6 thé chay dugc voi ., NPT U
. . , A Dép ing day du cac yéu cau ctua nodi
3.13 | nguoi su dung khong c6 quyén dune k& thuat
Quan tri (Administrator) £y thtie
Yéu cau c6 sy hd tro 1au dai véi | Pap ung day da cac yéu cau cia ndi
3.14 s ~ A
thict bi. dung k¥ thuat
375 Token phai dugc dat trong hdp Pap (mg diy di cac yéu cau cia noi
' bia ctng, c6 16t x6p bén trong. dung k¥ thuat
3.16 | Ngon ngir hd trg Tiéng Viét va Tiéng Anh trén ca 3
phién
STT Noi dung k¥ thujt Théng s6 k§ thuat

ban cho Windows, MacOS




3.17 | Yéu cau vé bo cai dat HJ tro bo cai dat trén windows.
MACOSX

C6 thé str dung cho cac hé thong cua
. Tong

3.18 | Yéu cau su dung o
Cuc Thué, Tong Cuc Hai quan, B Y
té, BHXH, Uy Ban Chirng Khoan

Nha cung cap phai cam két bao mat
3.19 | Yéu cau bao mat thong tin toan bg thong tin, dir liu vé cac token
da cung cap

3.5. Yéu ciu vé trién khai thuc hién géi thau:
- Trinh bay ké hoach u;ién khai dich vu dén doanh nghiép thanh 1ap méi thuodc
S& Tai chinh thanh phd Hué.
- Trinh bay bién phap dam bao cung cap dich vu chit ky s6 va hoa don dién ti
ding qui trinh, ban giao dén ting doanh nghiép thanh 1ap mai trong nam 2026.

- Nha thau phai cam két viéc cung cap dich vu cho cac doanh nghiép moi
trong vong 02 thang ké tor ngay ki két hop dong phai dat 80% so luong doanh
nghi¢p thanh lap.

4. Giai phap va phwong phap luan:

Nha thau chudn bi dé xudt gidi phdp, phirong phdp ludn tong qudt thuc hién
dich vy theo cdc ndi dung quy dinh tai Chuwong nay, gom cdc phan nhw sau:

1. Gidi phap va phwong phap ludn,
2. Ké hoach céng téc.
5. Quy dinh vé kiém tra, nghiém thu sin pham:

Van ban xéac nhan nghiém thu ctia doanh nghiép nhéan ho tro sir dung dich
vu.



