1

Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

MUC 1. YEU CAU VE KY THUAT

1.1. Gi6i thiéu chung vé dw an, géi thiu

- Tén goi thau: Nang cip ha tang va bao mat CNTT 2025.

- Tén du 4n: Nang cp ha tAng va bao mat CNTT 2025.

- Chu dau tu: Cong ty C6 phan Bao hiém Ngan hang Nong nghiép.

- Ngudn vén: Chu so hitu.

- Pia diém thuc hién du an: Tang 6, toa nha chung cu 29T1 dudong Hoang Pao
Thuy, Phuong Yén Hoa, TP Ha Noi.

- Tom tit cong viée chinh cua goi thau: Nang cép ha tdng va bao mat CNTT
2025.

- Hinh thtrc to chirc thuc hién géi thau: Pau thau rong dai trong nudc, qua
mang.

- Phuong thurc dAu thau: Mot giai doan mot tai ho so.

- Loai hop dong: Hop déng tron goi.

- Thoi gian thyc hién g6i thau: 180 ngay.
1.2. Quy mé diu tw

- Hoan thi¢n va mé rong hé théng ta1 DC

- Hoan thién va mé rong h¢ théng tai DR

- M6 rong h¢ théng mang, bao mat va tudng Itra cho don vi méi

- Nang cap hé théng sao luu dir liéu c6 kha ning bao mat chong Ransomware

- M6 rong hé thdng bao mat cho ngudi dung cudi

- M6 rong phan mém ban quyén cho nguoi diung
1.3. Yéu ciu vé k¥ thuat
1.3.1. Yéu cau ky thuit chi tiét cia thiét bi

STT Yéu cau ki thuit So lwgng

1 | Thiét bi chuyén mach mang 16i 02

Dung luong chuyén mach: > 3.6Tbps
Téc d6 chuyén mach goi tin: > 1.2Bpps
Dung lugng Buffer: > 40MB

S6 lugng MAC address: > 512,000
S6 lugng VLAN: 3,900

Nang  luc
thiet bi
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Giao dién

48 cong 1/10/25G SFP28

06 cong 40/100G QSFP28

100Gb DAC 1m

Phén cing

CPU: 4 cores

System memory: > 16GB
SSD drive: > 128GB

Dual redundant power supply

Tinh nang

Software-Defined Networking (SDN)
Support for standards-based VXLAN EVPN fabrics

Comprehensive protocol support for Layer-3 (v4 and vo6)
unicast and multicast routing protocol suites, including BGP,
Open Shortest Path First (OSPF), Enhanced Interior Gateway
Routing Protocol (EIGRP), Routing Information Protocol
Version 2 (RIPv2), Protocol Independent Multicast Sparse
Mode (PIM-SM), Source-Specific Multicast (SSM), and
Multicast Source Discovery Protocol (MSDP)

Cap Module

16 cap module 25G SFP28 with 10m cable
14 cdp module 10Gb SFP+ with 10m cable

Bao hanh

36 thang ho tro k¥ thuat tai dia chi dat thiét bi

Thiét bi bio mit 16p internet

02

Nang
thict bi

luc

Firewall throughput (App-ID & logging enabled) > 8.5Gbps

Threat prevention throughput > 4.5Gbps

[PSec VPN throughput > 4.1Gbps

New sessions per second > 100,000

Max sessions > 945,000

SO tuong Itra 4o c6 thé mé rong toi da > 6

Giao dién

12 cong GE RJ45

06 cong GE SFP

04 cong 1/10G SFP/SFP+

Cong HA: HSCI 10 gigabit

Tinh ndng

App-ID, IPS, antivirus, antispyware, WildFire, DNS Security,
file blocking, and logging

Embeds machine learning (ML) in the core of the firewall to
provide inline signatureless attack prevention for file-based
attacks while identifying and immediately stopping never-
before-seen phishing attempts

Identifies and Categorizes All Applications, on All Ports, All
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the Time, with Full Layer 7 Inspection
Stop known and unknown exploits, malware, spyware, and
command-and-control (C2) threats
oL Active/Active va Active/Passive.

;}h;nréang du Co cflé phat h‘ién 16i: path monitoring, interface monitoring.
Co6 san 2 nguon AC 100-240VAC.

Subscription | 36 thang Advanced Threat Prevention subscription

Bao hanh 36 thang hd trg ki thut (premium support)

3 | Thiét bi bao mat VPN Gateway 02

NGFW throughput > 7Gbps

Threat protection throughput > 6Gbps

Ning  luc | IPSec VPN throughput > 36Gbps
thiét bi New Sessions per second > 400,000
Concurrent Sessions > 11M
S6 tuong lira 40 c¢6 thé mé rong tbi da > 10
08 cong GE RJ45 & 08 cong 5/2.5/GE RJ45
o 04 cong GE SFP
Giao dién -
08 cong 10GE SFP+
Cong HA: 1GE
Next Generation Firewall (NGFW), VPN, IPS, Application
Tinh nang control, Web/ DNS security, Zero-Day threat prevention and
SSL Inspection
K ning d Active/Active, Active/Passive, Clustering.
ph(;lnr;ang Y1 Co ché phat hién 15i: path monitoring, interface monitoring.
C6 san Redundant Power Supplies AC 100-240VAC.
Gidy phép 36 thang hd trg k¥ thuat (premium support)

Thiét bi bao mat VPN Gateway don vi

06

NGFW Throughput: 1.5Gbps

E?gtgbj e IPS Throughput: 2.5Gbps
Threat Protection Throughput: 1.3Gbps
06 GE RJ45 ports

Giao dién 02 GE RJ45 WAN ports
02 GE RJ45 FortiLink ports

Gidy phép

12 months FortiCare
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5 | H¢ thong quan tri tip trung thiét bi FTN 01
Gidy phép Quan trj tip trung 30 thiét bi tudong ltra FTN
HO tro k¥ o x :
thuat 36 thang ho trg ky thuat tai noi trién khai
6 | Thiét bi sao luu dit liéu 01
Form factor | Rackmount
Dung luong | Tbi thiéu 75TB kha dung
Khad nang | C6 kha ndng m¢ rong dung lugng kha dung dap tng 420 TB
mo rong kha dung
Két ndi Téi thiéu 2 C(f)ng 10/25 Gbps SFP/SFP+
To1 thi€u 2 cong 32Gbs FC
Ao Khéa nang sao luu dir li¢u > 30 TB/hr (base on server-side
Hiéu nang .o
deduplication)
- Nguon, HDD dy phong ho trg thay thé nong
- Co6 kha nang ma hoa dir liéu sao luu tai client, trong qua trinh
Vén,chuyér} dir }iéu va tai 0 cﬁg luu trir ,
An toan dir | - T61 wu san v€ bao mat nhiéu 16p, ngan chan cac hudng tan
liéu va tinh | cong tur 16p ngudi dung, mang, ing dung, luu trir va OS
san sang cao | - Thiét bi luu trir dir liéu sao luu phai dugce tich hop san phan
meém bao mat IPS
- C6 tinh nang lock down, ngan ransomeware ma hod dir liéu da
backup
C6 thé dong cung mot luc cd hai vai tro may chu sao luu va thiét
M(} hinh | bi Iuu trir dir liéu 520 luu 7
trién khai Cho phép tao ra nhi€u instance do hoa dé st dung cho cac muc
dich khac nhau
gﬁr;;l & $1écmh Hoan toan twong thich, cho phép trién khai tit ca nhiing tinh
backup nang cao cap co trong license phan mém Netbackup
Bio hanh 36 thang hd tro k¥ thut tai noi trién khai
7 | Phin mém sao luu dir liéu 01

License 01TB tinh theo dung lugng dir lidu thyuc té, khong phu
thudc so lan backup hodc replicate.

Giay phép Licnese 75TB cho thiét bi sao luu dit liéu

Subsciption 36 months

- Giai phap hd tro nhiéu hé diéu hanh bao gom: Windows

Server, Centos, Redhat, Ubuntu, Oracle Linux, AIX, Solaris,
Tinh ning | LinuxOne (z-Architecture). Cho phép cai Agent trén cac hé diéu
chung hanh nay.

- Giai phap nam trong top leader Backup and Recovery cia

Gartner va top leader Cyber Recovery ctua IDC
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Kha  nang
dam bao an
toan cho du

- Giai phap cung cip kha ning ma hoa dir liéu bao gom ca dir
liéu da backup va dir liéu trong qua trinh thuc thi backup.

- Ty dong phat hién su bét thuong trong dit liéu khi backup

- Ty dong thuc hién scan malware khi phat hién dir li¢u bat
thuong

litu Backup | - Cho phép ddng bo dir liéu dén mot moi trudng cd 1ap (Air
Gaps) dé dam bao an toan. Mbi trudng dich c6 kha niang chu
dong kéo dir liéu vé tir moi truong ngudn
- C6 co ché Role base access control cho phép self service cac
] .. | dich vu VMware, Redhat virtualization, Cloud, MS SQL,
Tich hop véi

hé théng 4o
hoa

Kubernetes, Openstack

- Giai phap hd trg Container backup va cho phép hd trg khoi
phuc 1én Kubernetes, Openshift, Vmware Tanzu ma khong phai
st dung mét backup platform nao khac

- Co6 kha nang backup toan bd may chu vat ly (Bare Metal

Backup mady | Restore) hd tro cac hé diéu hénh Windows, Linux, Unix
chu vat ly - C6 giai phap backup truc tiep cho cac CSDL: MS SQL, Oracle,
Oracle RAC
Eﬁa [ K| 36 thang h tro k§ thuat tai dia chi trién khai
8 | Thiét bi may chii 40 héa 02
CAu hinh t6i thiéu trong duong hoic cao hon:
Form factor | Rack 1U
Processor 02 x Intel Xeon 24Cores/48Threads
Memory 1024 GB (16 x 64GB DDRY)
Cong ngh¢ | 32 DIMM slots DDRS
bd nhd Maximum memory capacity 8 TB
HDD 02 SSD 480GB 2.5-inch
I/O slots H5 tro ti da 03 khe cam PCI Express
Card mang | 03 card dual ports 25Gbps
Két ndi San | C6 san 02 cong FC 32Gbps
1;331:1; Redundant hot-plug power supply units
Quat Performance Fan
Quan tri Tich hop phin mém quan tri ctia hing san xuét
Bao hanh 36 thang ho tro k¥ thuat tai dia chi dat thiét bi
9 | Thiét bi may chii CSDL Production 02

CAu hinh t6i thiéu trong duong hoic cao hon:

Form factor

Rack 1U

Processor

02 x Intel Xeon 24Cores/48Threads
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Memory 512 GB (8 x 64GB DDRY)
Cong ngh¢ | 32 DIMM slots DDRS5
bd nhd Maximum memory capacity 8 TB
HDD 02 SSD 480GB 2.5-inch
I/O slots H5 tro ti da 03 khe cam PCI Express
Card mang | 02 card dual ports 25Gbps
Két ndi San | C6 sin 02 cong FC 32Gbps
gzg;lry Redundant hot-plug power supply units
Quat Performance Fan
Quan tri Tich hop phan mém quan trj cia hing san xuét
Bao hanh 36 thang hd tro ki thuat tai dia chi dt thiét bi
10 | Thiét bi may chit CSDL Reports 02
CAu hinh t6i thiéu trong dwong hoic cao hon:
Form factor | Rack 1U
Processor 02 x Intel Xeon 24Cores/48Threads
Memory 512 GB (8 x 64GB DDRY)
Cong ngh¢ | 32 DIMM slots DDRS5
bd nhd Maximum memory capacity 8 TB
HDD 02 SSD 480GB 2.5-inch
I/O slots H5 tro t6i da 03 khe cam PCI Express
Card mang | 02 card dual ports 25Gbps
Két ndi San | C6 san 02 cong FC 32Gbps
gzg;lry Redundant hot-plug power supply units
Quat Performance Fan
Quan tri Tich hop phan mém quan tri cia hing san xuét
Bio hanh 36 thang hd tro ki thuat tai dia chi dt thiét b
11 | H¢ thong luu trir tip trung 01
Form factor | Rack <2U
El?i én dicu Dual Controller
Cache 256GB
L 04 ports 10Gb iSCSI
Giao ti€p

08 ports 32Gb Fibre Channel (FC, NVMeoF)
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S6 luong 6
dia Flash

> 12 x 9.6TB FlashCore Modules dung lugng 115TB raw

Cong nghé 6
dia

FlashCore Modules (FCM) with inline compression and
encryption, which again has no impact on performance

Raid levels | DRAID
Response < 50 microseconds
times
Max
Bandwidth | +° GBS
* Data reduction pools with thin provisioning, compression and
deduplication
* Cyber resilience
Tinhndng | « Replication and data copy services
* System clustering (including 3-site replication for high
availability)
* Inline Data Corruption Detection
Nguon — va Redundant
quat
Quan tri Quan tri thiét bi qua giao dién Web
Bao hanh 36 thang ho tro ky thuat tai dia chi dat thiét bi
12 | Hé thong chuyén mach SAN 02
Giao dié > 24 ports active
iao dién
’ > 24 module SFP 32Gbps
Cable 24 cable LC-LC
Kl}a L As Vg rong 1én 48 ports bang license
mo rong
Bio hanh 36 thang hd tro k¥ thuat tai noi trién khai
13 Hé thong cAn bing tii chuyén dung & 1 years 24x7 onsite 02
support

Hi¢u nang

1Gbps L4 throughput
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Advanced Application Delivery Controller (ADC), optimizes
application delivery, enhances performance, and ensures
application security

, 5 L4-L7 load-balancing
Tinh nang - . . . :
Built-in security features like Web Application Firewall
protection for any application threats (OWASP-Topl0
compliance), DDoS Protection, ...
Global Server Load Balancing (GSLB) module on-prem
f}llflé t @0 kY| 15 thang hé tro k§ thuat tai dia chi trién khai

14

Phin mém quan 1y yéu ciu va tai sin CNTT ServiceDesk

01

HO tro

Mot cong cu hd tro thiét thuc va dé dang sir dung gitp cho céac
td chire tu dong van hanh quy trinh phuc vu va hd trg IT cho
khach hang cta ho véi sy nhat quén, tin cdy va kha ning phuc
vu cao hon dén ca khach hang bén trong va bén ngoai to chic

Cong tu
phuc vu

Lam giam bt mot luong 16n cude goi dén bo phan hd tro
(HelpDesk) cua ban vdi cong tu phuc vu (Self- Service Portal)
trén nén Web noi ma nguoi su dung co thé tim thay kién thirc
co ban, dua ra mot yéu cau hodc la kiém tra tinh trang cac yéu
cau cua ho da tao va khong can phai thém cudc goi yéu cau hd
tro dén ban.

Kién thuc co
ban

Trao quyén hoat dong cho céc k¥ thuat vién cua ban véi truy
cap dé dang dé tra 161 voi kién thuc co ban cé thé tim thay dua
vao web va co thé dua ra cach giai quyét van dé nhanh hon

Quén ly
Mitrc d6 thoa

Lam ting sy hai 10ng ctia khach hang véi cac hop dong voi mire
han ché phuc vu thich hop, kiém tra sy hai long SLA va céc vi

i}lilu?élL A()hCh pham leo thang SLA

Tao ra cac bao cdo c6 kha ning tuy bién véi cac trudng, voi bao
Bao cao cdo theo dang bang l}OéC ma tran hoac chon tir mét danh sach

cac bao cdo da lam san.

HO tro nhiéu phuong thirc thu thap thong tin tai san CNTT
Quin 1y tai Xay dung vong doi tai san tryc quan

san

Quan 1y tai san phan mém
Quan ly tai san cho muon
Quan Iy mua hang va hop dong

Ho trg ngdn
nglr

H& trg da ngdn ngit, c6 hd tro tiéng viét

Ban quyén | Ban quyén phan mém cho 05 can b k¥ thuat hd tro
Dich vu hd | . x ~ ar A N A A1 o<
tro k§ thuat Dich vu ho trg ky thuat, cap nhat phan mém: 1 nam

15

Phan meém Windows Professional

15
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16 | Phan mém Microsoft 365 Family Eng Subscription 1 year 15
17 | Hé thong bao dam an toan cho may chii co sé dir liéu 01

Yéu cau ky thuat

Kién truc va nang luc

Kién trac va
Mo hinh
trién khai

Quan tri tip trung, bao gdbm

- Giam sat hoat dong cua CSDL
- Ban va ao (Virtual Patching)

- Quan Iy cac diém yéu

H6 tro cac
CSDL va hé
diéu hanh

HO6 tro cac HPH: Windows Server, Linux, Solaris, AIX,
Windows Server, AIX, Solaris
H6 tro cac CSDL: Oracle, Microsoft SQL Server 2008 or later
MySQL, Postgres, MariaDB, MongoDB on Linux, DB2 on
Linux, Windows, AIX, Solaris

Tinh nang bdo mdt

Giam sat

Giam sat moi hoat dong cia CSDL bao gém ca cac hoat dong
duoc phép va nguoi dung dac quyén

Bao vé

Ngan chin thadm nhap trai phép, danh cip dit liéu va cac tin cong
vao hé quan Iy CSDL
Bao vé€ chong lai SQL Injection

Quan ly
diém yéu

Do quét, tu dong phat hi¢n cac CSDL trong mang

Quét nhan dién CSDL chura dir li¢u nhay cam nhu thong tin theé
thanh toan, sd dién thoai

Thuc hién hon 4500 kiém tra, bao gdm quét ma PL/SQL, kiém
tra mat khau khong an toan.

Kiém tra cac diém yéu mai duoc phat hién trong 72 gio

sat
dong

Giam
hoat
CSDL

Quan tric thoi gian thuc cac hoat dong cuia CSDL bao gém hoat
dong cua nguoi dung dic quyén va cac tin cong phirc tap trong
CSDL.

Bao vé CSDL v6i bd chinh sach phong vé dugc ciu hinh sin,
cho phép tuy | bién chinh sach

Ngin nhin tan cong tham nhap bang cach ngit cac phién vi
pham chinh sach

Cung cép chi ddu dir liéu kiém toan tin cdy vé hoat dong cia
ngudi ding trén tat ca cac CSDL.

Phan tich siu bd nhd, ké hoach thyc thi ctia cac cau Iénh, t6i da
hoa kha nang quan tric va bao vé khoi moi ngudn tin cong
Giam sat cac moi de doa tu bén ngoai, nguoi dung déc quyén,
cac mbi de doa phirc tap tir bén trong CSDL.

Béo vé bang
ban vé do

Bao vé cho CSDL khéi céc rui ro béi cac diém yéu chua duoc
v4, phat hién va ngan chin cac c6 ging tin cong, thim nhap theo
thoi gian thyc ké ca cac CSDL khong con dugc hd trg bdi nha
san xuat
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Quan tri tdp trung va bdo cdo

Quan tri tap
trung

Quan tri tap trung tir mot giao dién duy nhat cho phép gidm sat
céc canh bao, tao cac rule, ludt loc cac canh bao; xem xét diéu
tra cac két qua quét diém yéu va tao bao cao; quan ly, thiét lap
chinh sach giam sat, tuan thu, quan ly va tuy bién cac chinh sach
vé 40 bao vé CSDL chdng lai cac diém yéu

Cap nhat
phan mém,
quan ly dich
vu

Cho phép cép nhat phian mém sensor tir hé théng quan tri tip
trung. Quan ly sensor cho phép phé duyét hoat dong, nging,
khéi dong lai dich vu

Bao cao

C6 sin cac bao cao vé cac canh bao cho timg CSDL, tat ca cac
canh bao nghiém trong nhét, cac canh bao theo luat, theo nhan.
Cac chinh sach/luat va ao, tu tao, cac luat theo tirng CSDL, lich
st cac hoat dong, bao cdo tuan thu.

Bdn quyén phin mém

Ban quyén phan mém 01 hé théng bao mat chuyén dung cho

Ban quyén CSDL
Dich vu hd | .. x ~ ar A R A A -
tro k§ thuat Dich vu ho trg k¥ thuat, cap nhat phan mém: 03 nam

18

H¢ thong bao mit, kiém soat truy cip

Yéu ciu k§y thuit

Kién truc

H¢ thong co klen trac quan ly tap trung, moi cong tac trién
khai phin mém, cdu hinh, thiét 1ap chinh sach, theo ddi
giam sat van hanh va thuc hién hanh dong phan ing

Yéu cau tuong
thich

Tuong thich v&i hé théng Endpoint Security, SecureWeb
Gateway (giai phap cua hang TrelliX) hién c6 cua ABIC

Hé théng XDR

License 200 users

Tich hop véi cac
hé thong bao mat
khac

OpenXDR for Security logs from all data sources: S0GB

Endpoint
Security

License 200 uses

Phong chéng ma
doc (Malware)

Phong chéng mi doc (Anti-Malware)

Pam bao an toan cho may tinh dau tién cta hé thong
(patient zero endpoint) khi chay ma doc chua c6 mau
(Zero-day threat) voi co ché Containment

Tich hop sén tinh ning sandbox v6i Endpoint Security dé
phan tich va ngan chan ma ddc nang cao /chua biét.
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Kiém soat két noi
véli  may tinh
nguoi dung

Quét va kiém tra cac két ndi vao ra, thuc thi block/ngin
chan theo chinh sach bao mat

HO tro kiém soat dua trén cong nghé danh tiéng
(reputation)

HJ tro co ché adaptive mode — ty dong tao policy phu hop

Cho phép so sanh (compare) cac policy

Kiém soat nguoi

ding truy cdp | Kiém soat ngudi dung truy cap cac website nguy hai

Internet
Canh bdo ngudi dung biét websites nao 1a an toan hoac
nguy hiém dya trén h¢ thong mau sac
Kha ning quét va kiém tra bao mat cac file download véi
cong nghé Reputation (Cloud).

Kié At | G A .

tem - soat UNE | kidm ke cac ung dung dang cai dat

dung
Kiém soat viéc chay cac Gmg dung dua theo cong nghé
whitelisting
Cung cap workflow dé request & approve cho viéc cai
dat/chay ung dung mai.

Threat

Intelligence & | Trién khai nén tang Threat Intelligence (Local Threat

Insight phong | Intelligence) trong h¢ thong, chia sé de doa an ninh gitra

chong tan cong co
chu dich

cac h¢ thong / giai phap bao mat

Cung cap thong tin Ve cac chién dich APT (Campaign)
dang tin cong tGi cac to chire va linh vyc trén toan cau.

Panh gia tong hop an ninh hé théng trude cac chién dich
APT bao gém: bao vé theo mau, chéng lai ma déc méi, cau
hinh va sy xuat hién ctia cac ddu hiéu lién quan dén cac
chién dich tin cong.

Dich vu trién khai

Trién khai Active Directory, tich hop hé thong Endpoint,
Data Protection va dao tao chuyén giao cong ngh¢

Dich vu hd trg k¥
thuat

Dich vu hd tro k¥ thuat, cap nhat phﬁn mém 3 nim

19 | Thiét bi HSM 01
Thiét bi bao mat chuyén dung luu trit va xtr Iy khoa an toan
- Quan ly khoa mo rong ,
Tinh ning - Béo v€ khoa ¢ ngay bén trong thi€t bi hodc & bén ngoai

dudi dang t€p ma hoa
- C6 thé cau hinh dugc viéc quan 1y truy cap dua trén yeu
t0 phan dinh vai tro va phan tach chic nang
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- HO tro nhleu ung dung cung st dung thiét bi

- Cung cip phan mém gia lap phuc vu muc dich danh gia
va thr nghi€ém tich hop

- C6 thé tich hop véi nhiéu tng dung PKI, ma hoa co s&
dir ligu ...

Chung nhan FIPS 140-2 Level 3, CE, FCC Class B, UL,
IEC/EN 60950-1, CB certificate, RoHS 1I, WEEE

HG tro cac thuat toan ma hoa:

- RSA, DSA, ECDSA v6i NIST va Brainpool curves

- DH, ECDH v6i NIST va Brainpool curves

- AES, Triple-DES, DES

- MAC, CMAC, HMAC

- SHA-1, SHA2-Family, SHA3, RIPEMD

- B0 tao s6 ngau nhién dya trén ham bam (DRG.4 acc. AIS
31)

- True random number generator (PTG.2 acc. AIS 31)

- Téc do ky 1én dén 10,000 RSA hoic 6,000 ECDSA & ché
do ky theo 10

Tiéu chuan

Cac thuat toan ma
hoa

Giao dién 1ap trinh g dung (APIs) hd tro:

- PKCS#11

Giao dién lap | - Java Cryptography Extension (JCE)

trinh  ung dung | - Microsoft Crypto API (CSP), Cryptography Next
(APIs) Generation (CNG) va SQL Extensible Key Management
(SQLEKM)

Cryptographic eXtended services Interface (CXI)

Thiét bi bao mat chuyén dung:

- Téc d0 ky: 16 tps (key length: 2048 bit)

- Kich thuéce: 1U

- Ngudn: 02 Redundant field — replaceable power supply
100~240V AC, 50~60 Hert, 300 W

Yéu ciu phan |- 001-02 Pau doc thé - cyberJack one

cimg va hd tro ky | 001-03 Thé thong minh — Java card

thuat - Phuc vu muc dich quan tri va backup cho hé théng HSM
dang c6

- 1 bo gdm 10 thé 001-04

- Bao hanh va hd trg k¥ thuat cho nam thi nhét tuan thu
theo tiéu chuan ctia hing san xuat bao gdm: bao hanh phan
ctiig va hd trg ki thuat cho firmware

Ghi chu:

- Tén hdng san xudt, model, ky md hiéu cia thiét bi (néu c6) néu trong E-
HSMT chi mang tinh chdt tham khdo, khéng nham chi dinh mét hiang san xudt,
model nao.

- Yéu cau ky thudt cua cdc thiét bi néu trén la murc yéu cau toi thiéu can
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ddp ing, nha thau phdi chao thiét bi c6 cau hinh ky thudt dat mitc twong dwong
hodc cao hon voi yéu cau ky thudt néu trén.
- Céng nghé ciia cdc thiét bi néu trén chi mang tinh chat tham khdo, nha thiu cé
thé chao cong nghé twong dwong dam bdo dap vung yéu cau chat lwong san pham.
1.3.2. Vi tri lip dit thiét bi

So db vi tri cac thiét bi tai Trung tam dit li¢u chinh va du phong sau khi nang
cap nhu sau:

Chirc niing

| v

a2 San_Switch-02 .

a1 San_Switch-01 T

0 |

39 Fortigate 200G-02 ‘ :

m Fortigate 200G-01 i

I

36 PaloAlto PAN-1410-02 =

35 PaloAlto PAN-1410-01

T

;g :: _IPSO1 Trellix IPS Sensor

T

UMl Cissco Nexus 93180-02 ik e

JTEl  Cissco Nexus 93180-01

x| K¢ s Backep
PYBl  Cissco Catalyst 9200-02 S

JTEll  Cissco Catalyst 9200-01

s | K b Bacp

24 UTIMACO-02

Storage-1BM FS7300 Storage for DB Storage-1BM FS7200 Storage for DB

23 UTIMACO - 01 Kysh
2| ]
21
20 Backup Appliance
My chi Backup .

19 Diskshelf ESXi

18

o

::‘ Fujitsu RX2540 M6-03

a ESXi

13 Fujitsu RX2530 M7-02 Oracle-Report
12 Fujitsu RX2530 M7-01 DataGuard
TH

10 Fujitsu RX2530 M7-02

Oracle-Report

9 Fujitsu RX2530 M7-01 9

s 1 5 [l Oracie.Production
7 Fujitsu RX2530 M7-02 ‘ 7 DataGuard
- ] Oracle-Production - Fujitsu RX2540 M5-01

s | ] 5

: Storage-1BM FS5045 Storage for Veenter ; HPE-3Par-8400 Storage for Veenter
2 2

1 1

1.3.3. Yéu cau ky thuit khac
- Qua trinh trién khai lap dat thiét bi phai dam bao tinh ké thira, tich hop
ddng bd va 6n dinh véi cac thiét bi dang hoat dong tai dia diém trién khai dong
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thoi khong duoc gdy gian doan dich vu, anh hudng dén viéc khai thac cia nguoi
dung trong gid hanh chinh.

- Nha thau c6 cam két lap dat hoan chinh, chay thir, huéng dan sir dung
thanh thao tai noi lap dat thiét bi.

- Tai liéu chimg minh vé tinh hop 1é ctia hang hoa:

+ Cam két hang hod chao thau phai m&i 100%, san xuat tir nam 2025 trd vé
sau;

+ Cam két cung cdp Gidy chung nhan xuit xt (C/O) va Gidy chimg nhan
chat lugng hang héa (C/Q) d6i véi hang hoa nhap khau khi giao hang;

+ Hang hoa phai c6 Catalogue, tai liéu k¥ thuat dugc lay tir cac Website
ctia nha san xuét (ghi cu thé dudng link website) dé chimg minh tinh dap ung day
da vé yéu cau k¥ thuat, tinh ning str dung ctia hang héa nhu Muc 1.3.1 Chuong
V ciia E-HSMT. Truong hop trong catalogue, tai liéu k¥ thuat khong thé hién day
du thong sb k¥ thudt nhu yéu cau cua E-HSMT thi nha thu phai cung cap cic tai
li¢u c6 da thong ) k¥ thuat c6 xac nhan cua Nha san xuét hodc Vin phong dai
dién cua nha san xuat tai Viét Nam (dinh kém E-HSDT) dé chtrng minh day du
tinh dap ung vé yéu cau ky thuat;

+ Céc tai liéu ching minh tinh hop 1¢ ciia hang hoa néu sir dung bang tiéng
nudc ngoai phai kém theo ban dich tiéng Viét cua co sd dich thuat hop phap. Nha
thau phai chiu trach nhiém vé tinh chinh xé4c cua céc ndi dung ban dich so véi ban
gbc va tinh phap 1y cua tai liéu nay.

- Nha thau phai c¢6 bang tuyén bb dap tng yéu cau vé ky thuat cia hang hoa
dé xuét cho goi thau theo Mau sau:

BANG TUYEN BO PAP UNG YEU CAU KY THUAT CUA HANG HOA

CHAO THAU
Thong so ky | Thong so ky
4 At on Ky ma hiéu
Danhmyc | thudttheo | thuftcia y ma e Tai li¢u tham

STT hang yéu hang nhin hi¢u, hing o

hoa chu cia E- hoa chao san xuit R

HSMT théu
1 ) 3) “4) 5)

- Hang san xuét
- Ma hiéu
- Ky hiéu (Model)

- Vé thong s6 ky thuat
chi tiét: Tham chiéu tai
trang s6 ... (bang sd...),
tai tai liéu Catalogue;

- V& tinh hop 1& cua
hang héa: Tham chiéu
tai liéu .... (Tén file tai
liéu k¥ thuét cia hang
hoéa chao thau, dinh kém
cung E-HSDT)
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Ghi chu:
(1) Dan chiéu theo theo néi dung danh muc hang héa tai Mau sé 014,
Chuong 1V.

(2) Dan chiéu theo yéu cau tai Muc 1.3.1 Chwong V, E-HSMT.

(3) Nha thau ké khai ddy dii cdc théng sé ky thudt ciia hang héa chdo thdau
twong vng voi cdc néi dung dwoc yéu cdu trong E-HSMT. S6 lidu phdi dwoc mé
ta chi tiét theo tirng thong sé kj thudt chi tiét, tinh nang sir dung ciia hang héa
theo yéu cau ciia E-HSMT.

(4) Nha thau ghi ré xudt xit, ky md hiéu, nhan hiéu, hdng san xudt cia hang
hoa phu hop voi dé xudt vé ky thuqt.

(5) Nha thau phdi dan chimg tai trang nao, phan ndo, muc ndo, tai liéu nao
ciia HSDT ddp ting yéu cau ky thudt trong HSMT, dé bén moi thau tham chiéu khi
xem xét danh gia HSDT. Trwong hop nha thau khéng trinh bay ddy di théng tin
theo yéu cau néu trén, Bén moi thau sé tra civu théng tin trén website ciia nha sdn
xudt/dai Iy phdn phéi dwege ity quyén hop 1é ciia nha sdan xudt dé xem xét. Néu Bén
moi thau khéng tim thdy cdc théng tin vé hang héa trén website hodc ¢ théng tin
nhung cdc théng tin nay sai léch vé ky thudt so véi tai liéu do nha thau cung cdp
trong HSDT dan dén khéng dii co s dé danh gid tinh ddp vg kj thudt ciia hang
héa dir thdu thi nha thau phdi chdp nhédn két qua danh gid ciia Bén moi thau.
1.3.4. Yéu cau vé bao hanh, hd tro k¥ thuat

STT Yéu cau ki thuit So lwgng

1 | Thiét bi chuyén mach mang 16i 02
Bio hanh 36 thang hd tro ki thuat tai dia chi dat thiét bi

2 | Thiét bi bao mit 16p internet 02
Bao hanh 36 thang ho trg k§ thuat (premium support)

3 | Thiét bi bao mat VPN Gateway 02
Gidy phép 36 thang hd trg k§ thuat (premium support)

4 | Thiét bi bao mit VPN Gateway don vi 06
Gidy phép 12 months FortiCare

5 | Hé thong quén tri tap trung thiét bi FTN 01
Eﬁa ¢ tro ky 36 thang hd tro k¥ thuat tai noi trién khai

6 | Thiét bi sao luu dit liéu 01

Bio hanh 36 thang hd tro k¥ thut tai noi trién khai

7 | Phin mém sao luu dit liéu 01
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STT Yéu ciu k§y thuit S6 lwong

f}llfla 1 K| 36 thang h3 tro k§ thuat tai dia chi trién khai

8 | Thiét bi may chii 40 héa 02
Bao hanh 36 thang ho tro k¥ thuat tai dia chi dat thiét bi

9 | Thiét bi may chit CSDL Production 02
Bao hanh 36 thang ho tro k¥ thuat tai dia chi dat thiét bi

10 | Thiét bi may chii CSDL Reports 02
Bao hanh 36 thang hd tro ki thuat tai dia chi dt thiét b

11 | H¢ thong luu trir tip trung 01

Bao hanh 36 thang ho tro k¥ thuat tai dia chi dat thiét bi
12 | H¢ thong chuyén mach SAN 02
Bio hanh 36 thang hd tro k¥ thuat tai noi trién khai

Hé thong cAn bang tii chuyén dung & 1 years 24x7 onsite

13 02
support
HO g k¥ | | thang hé tro k§ thuat tai dia chi trién khai
thuat
14 | Phin mém quan Iy yéu ciu va tai sin CNTT ServiceDesk 01
Dich vu hd | . x . A A A A A4
tro k§ thuat Dich vu ho trg k¥ thuat, cdp nhat phan mém: 1 nam
15 | Phin mém Windows Professional 15
16 | Phan mém Microsoft 365 Family Eng Subscription 1 year 15
17 | Hé thong bao dam an toan cho may chii co sé dir liéu 01

Ban quyén phan mém

Bin quyén Béan quyén phan mém 01 hé thong bdo mat chuyén dung cho
CSDL

Dich vy hb Dich vu hd trg ky thuat, cap nhat phan mém: 03 nam

trg k¥ thuat 1 : ) Ky thuat, cap nhat p .

18 | Hé thong bao mat, kiém soat truy cip
Dich vu hd trg k¥
thuat
19 | Thiét bi HSM 01
Yéu ciu phan | - Bio hanh va hd tro k¥ thuat cho nim tht nhét tuan tha
cung va ho tro ky | theo ti€u chuan ctia hang san xuat bao gom: bao hanh phan
thuat cung va ho trg ky thuat cho firmware

- C6 cam két thyc hién nghia vu bao hanh 24/7, ngay 1&, ngay nghi hodc khi
c6 yéu cau dot xuat.

Dich vu hd tro k¥ thuat, cap nhat phﬁn mém 3 nim

- C6 cam két thoi gian bao hanh theo ding yéu cau néu tai muc nay cho cac
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hang muc ctia goi thau.

- Nha thau cam két néu xac dinh hang hoa khong thé bao hanh tai chd ma
phai mang thiét bi di noi khac thi phai cung cap thiét bi thay thé tam thoi ngay
trong vong 01 tiéng dé Chu dau tu str dung (bao gdm ngay 18 va thir 7, ch nhat).

- Nha thau cam két thay thé (hoic sira 16i) san pham 15i trong thoi gian cham
nhat 01 ngdy (trong duong véi 24 gio) sau khi nhan dugc thong bao ciia bén moi
thau va nha thau phai chiu chi phi cho viéc khic phuc cac 151, hu hong nay.
MUC 2. BAN VE

Khong co.
MUC 3. KIEM TRA VA THU NGHIEM

- Nha thau cam két cung cip gidy to dbi v6i hang hoa chinh hing san xuat
nhu sau:

+ Pbi v6i hang hoa nhap khau thi hang hoa phai duoc nhap khau nguyén
dai, nguyén kién theo dung quy dinh ciia nha nudc Viét Nam, c6 day du gidy
chtmg nhéan chét luong (CQ), gidy ching nhan xuat xi (CO) (Ban gdc hoic ban
sao cong chung).

+ Pbi voi hang hoa san xuét trong nude: Yéu cau cung cp tai liéu ching
minh chat lugng hang hoa, phi€u chiing nhan xuat xudéng hodc tai li¢u tuong
duong chirmg minh ngudn gbc ctia hang hoa (Ban gdc hodc ban sao cong ching).

- Nha thau c6 trach nhiém phdi hop kiém tra, thir nghiém hang hoa dé khang
dinh hang hoa c6 thong sb k¥ thuat va cac tiéu chuan phu hop véi yéu cau cia
hop ddng.

- Pham vi kiém tra, thir nghi¢m: Toan b theo danh muc hang hoa tai Pham
vi cung cap.

- Thoi gian kiém tra, thir nghiém: Khi c6 yéu cau tir phia Chu dau tu.

- Pia diém kiém tra, thar nghiém: Tang 6, tda nha chung cu 29T1 duong
Hoang Pao Thuy, Phuong Yén Hoa, TP Ha Noi.

- Céch thire kiém tra, thi nghiém:

+ Nha thau truc tiép kiém tra, thir nghiém hang héa voi su ching kién cua
Chu dau tu. Chi phi cho viéc kiém tra, thir nghiém do nha thau chiu.

+ BAt ky hang hoa nao qua kiém tra, thir nghiém ma thong sd k¥ thuét va
cac tiéu chuan khong phu hop véi yéu cau ciia hop dong thi Chu dau tu ¢6 quyén
tir chbi va nha thau phai c6 trach nhiém thay thé thiét bi khac dé dap img ding



18

cac yéu cau vé dic tinh k¥ thuat. Viéc thuc hién kiém tra, thir nghiém hang hoéa
ctia Cha dau tu khong dan dén mién trir nghia vu bao hanh hay cic nghia vu khac
theo hop ddng cua nha thau.



