Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT
Muc 1. Yéu cau vé ky thuit
1. Gidi thiéu chung vé dw dn, g6i thau
- Chi1 d4u tu: So Tai chinh tinh Tuyén Quang
- Tén goi thau: HH tro chir ky s6 str dung 3 nim dau tién sau khi thanh lap cho

doanh nghiép nho va vira thanh 14p méi, doanh nghiép nho va vira chuyén doi tir
ho kinh doanh ndm 2026 trén dia ban tinh Tuyén Quang

- Dy toan: Ho trg chir ky s6 st dung 3 nam dau tién sau khi thémh lapﬁcho
doanh nghiép nhé va vira thanh 13p méi, doanh nghi¢p nhé va vira chuyén doi tur
ho kinh doanh ndm 2026 trén dia ban tinh Tuyén Quang.

- Phuong thuc Iya chon nha thau: Mot giai doan, mot ti hd so.

- Hinh thirc lya chon nha thau: Chao hang canh tranh, qua mang.

- Thoi gian bat dau t6 chirc lva chon nha thau: Quy I nim 2026.

- Thoi gian thyc hién hgp dong: trong vong 11 thang (dén ngay 31/12/2026).

- Ngudn vén: Ngan sach nha nudc duge giao tai Quyét dinh sd 1526/Qb-
UBND ngay 10/12/2025 ctia UBND tinh Tuyén Quang.

- Loai hop dong: Pon gia c¢d dinh.

- Pia diém thuc hién: S& Tai chinh tinh Tuyén Quang

2. Yéu ciu vé k¥ thuét.

2.1. Pham vi, tién d9 va dia diém cung cap

- Pham vi cung cép, thoi gian thuc hién hop dong: Toan b hang hoa theo
danh myc pham vi cung cip, trong vong 11 thang (Pén 31/12/2026) ké tir ngay
hop déng c6 hiéu luc, tai tinh Tuyén Quang.

- Tién d6 cung cap hang hoa: Nha thau phai thuc hién cung cap diy du hang
héa dén d6i tuong dugc thy hudng chinh sach, khong quéa 48h ké tir khi nhan duoc
thong bao danh sach doanh nghiép du diéu kién hd tro theo quy dinh cua S¢ Tai
chinh tinh Tuyén Quang.

2.2. Théong s6 k§y thuit chi tiét cia chir ky so:

Loai Ky hiéu Tén diy di cia Quy dinh

TT A A A A A A
tiéu chuan ti€éu chuan ti€éu chuan ap dung

1 | Tiéu chuén vé dinh dang thong diép dit liéu




T Loai Ky hi¢u Tén diy dii ciia Quy dinh
tiéu chuin tiéu chuin tiéu chuin ap dung
American Standard Code
1.1 | Bo ky tu va ma hoa ASCII for Information Ap dung
Interchange
TCVN 6909:2001 “Co
1.2 BO ky trva ma hoa TCVN nghé thong tin-Bo méollzz('g Ap dun
“ | cho tiéng Viét 6909:2001 | 'E1¢ Tong SO ma Ky b aung
tu tieng Vi€t 16-bit
8-bit Universal Character
1.3 | Trinh dién bo ky tu UTF-8 Set (UCS)/ Unicode Ap dung
Transformation Format
Extensible Mark
XML v1.0 xtensible ?r up
Language version 1.0
(Sth (5th
Ngon ngir dinh dang | Edition) i Ap dung mét trong
1.4 i i ten Edition) oz )
thong diép dir li¢u hai tiéu chuan
XML vl.1 :
(2nd Extensible Markup
L ion 1.1
Edition) anguage version
Pinh nghia cac lugc XML
1.5 | d0 trong tai liu Schema | XML Schema version 1.1 Ap dung
XML version 1.1
Trao ddi dit liéu dic XML XML Metadata )
1.6 | , ... ) Ap dung
ta tai licu XML v2.4.2 Interchange version 2.4.2

Tiéu chuén vé ky so, kiem tra chir ky so: Tiéu chuan vé ky so trén thiet bi quéan ly

2 | khéa bi mat, phan mém Ky sd, tao chir ky s, chirng thu s6, phin mém kiém tra
chir ky s0.
TCVN C(A)IAlg n%fhé t~héng tjn. K,y ’
7816:2007 thuat mat ma - thuat toan Ap dung
' ma dir licu AES
Recommendation for the
- NIST 800- Tripl'e Data Encryption Ap dung
2.1 | Thuat toan ma hoa 67 Algorithm (TDEA) Block
Cipher
RSA Cryptography
Standard .
PKCSH#1 e Ap dung

(Phién ban 2.1 tré 1én)
Ap dung, str dung lugc




TT Loai ] Ky hiél} Tén d:‘iy df{ caa Quy dinh
tiéu chuan tiéu chuan tiéu chuan ap dung
d6 RSAES-OAEP dé ma
hoa
Do dai khoa téi thicu 1a
2048 bit
BCC Elliptic Curve Ap dung
Crytography
TCVN Céc ky thuat mat ma - - Ap dung mét trong
7635:2007 Chit ky sb ba tiéu chuan.
RSA Cryptography - Pbi véi tiéu chuan
PKCS#1 Standard TCVN 7635:2007
va PKCS#1:
+ Phién ban 2.1
+ Ap dung luoc d6
5 5 | Thuat toan chir ky Public Key Cryptography RSAES-OAEP dé
0 for the Financial Services ma hoa va I}SASSA_
ANSI Industry: The Elliptic PSS dé ky. .
X9.62- .. . + D0 dai khoa toi
2005 | CurveDigital Signature |l o048 bi
Algorithm (ECDSA) ey in 2
- P61 vai tiéu chuan
ECDSA: d6 dai
khoéa tbi thiéu 1a 256
bit
FH;S OI_)EB Secure Hash Algorithms izcdl?sri IE;ILtZZEig
SHA-224,
SHA-256,
SHA-384,
SHA-512,
2.3 | Ham bam an toan SHA-3 Standard: SHA-512/224,
FIPS PUB | Permutation-Based Hash SHA-512/256,
202 and Extenda‘F)le-Output SHA3-224,
Functions SHA3-256,
SHA3-384,
SHA3-512,

SHAKE128,




T Loai Ky hi¢u Tén diy dii ciia Quy dinh
tiéu chuin tiéu chuin tiéu chuin ap dung
SHAKE?256
XML
Encryption | XML Encryption' Syntax Béit buoc dp dung
Syntax and and Processing
)4 An toan trao ddi ban | Processing
| tin XML XML
Signat XML Signature Synt ,
ignature igna ure. yntax Béit budc ap dung
Syntax and and Processing
Processing
Quan 1y khoa cong XKMS XML Key Management A,
2.5 . ) . . . Batb d
khai ban tin XML v2.0 Specification version 2.0 at brec ap Gung
Crypt hi
Cu phép thong diép | PKCS#7 :yflt;’fr;)pr f‘i‘;en:)e;ss:fe
2.6 | matmichoky, ma | vi.5(@RFC | " . Bét budc 4p dung
, signing and encrypting
hoa 2315) .
version 1.5
3 | Tiéu chuan kiém tra trang thai chtng thu s6
Giao thuc truyén, Internet X.509 Public . ) .
nhan ching thu s6 Key Infrastructure Ap dung mot hoge
3.1 | AR COURE TS RFC 2585 v ¢4 hai giao thirc FTP
va danh sach chung Operational Protocols: va HTTP
thu s6 bi thu hdi FTP and HTTP
. X.509 Internet Publi
Giao thire cho kiém Kev In fr;stiunz reu (1)(;
: ure - On- :
3.2 | tra trang thai ching | RFC 2560 4 Ap dung

thu s6 truc tuyén

line Certificate status
protocol

- Thoi gian bao hanh, bao tri dich vu:

+ Thoi gian hd trg ning cap, bao tri dich vu: Trong sudt thoi gian khach hang st

dung dich vu (ké tir ngay ban giao dua vao st dung dich vu).

+ Ho tro ki thuat trong thoi gian bao hanh, bao tri dich vu: Trong vong 24 gid
sau khi nhan duoc thong bao vé cac hu hong, khuyét tat phat sinh; nha thau phai tién
hanh céc bién phap khac phuc cac hu hong, khuyét tat doi véi san pham do nha thau

cung cap va nha thau phai chiu chi phi cho viéc khic phuc.

+ T6 chirc van hanh chay thir dich vu, chuyén giao cong nghé: nha thau phai

thong bao cu thé cho Chu dau tu trude 12 gid.

- Chét lwong hd t

r¢ dich vu:




+ C6 cam két dam bao chét luong cung cdp dich vu dap tmg cac yéu cau sau:

Cai dit, ban giao thiét bj va huéng din sir dung chit ky sé cho doanh nghiép: Tt
6 - 24 gid 1am viéc/doanh nghiép.

HOb tro ki thuat: 24h/ngdy x 7 ngay/tuan x 365ngay/nam.

Phdi hop phat hién va xir 1y cac sy cd (néu c6): 24h/ngdy x 7ngay/tudn x
365ngay/nam.

- Tai li€u chirng minh hang héa:

+ Gidy chirmg nhan xuét x&t (C/O) va gidy chimg nhan chat lugng (C/Q) cia hang
hoa (néu 1a hang hoa nhap khau).

+ Gidy chting nhan xuat xudng, gidy chimg nhan hop chuan, hop quy (néu la
hang hoa san xuét trong nudc).

- Yéu ciu dap vng quy chuin, tiéu chuan ky thuit dwoc ap dung.

Céc tiéu chuan ap dung (Phu luc yéu cau vé k¥ thuat dbi véi bo chit ky sb cong
cong theo Thong tu s6 22/2020/TT-BTTT ngay 07/9/2020 ctia B Thong tin va Truyén
thong):

Nha cung cip dich vu duoc cp phép cung cip ca 2 phuong thire luu khoa bi mat
trén USB Token va ky sé tir xa dé da dang hoa phuong an cung cip dich vu cho nguoi
dung, don vi (Keém theo tai li€éu ching minh).

Yéu cau ddi voi phuong thirc luu khoa bi mat cia thué bao: Dbi véi truong hop
khong st dung token.

+ Co Gidy phép cung cép dich vu chit ky s cong cong vé phuong thirc luu khoa
bi mat cua thué bao do B Thong tin va Truyén thong cép con hi¢u lyc hoat dong.

+ Cung cap tai liéu chimg minh nha thau 13 t6 chirc cung cap dich vu ching thuc
chit ky s6 cong cong luu khoa bi mat cua thué bao dap ung quy dinh tai Thong tu sb
16/2019/TT-BTTTT d6i vi md hinh ky s6 tir xa.

+ Pon vi cung cap dich vu chit ky s6 cong cong co chimg nhan bao hiém trach
nhiém nghé nghiép.

+ Mién phi hd tro tich hop chit ky sd voi cac phan mém ky.

Ghi chii: Bat ky thuong hiéu, ma hiéu (néu cd) trong bang yéu cau ky thudt la
dé minh hoa cdc tiéu chudn chdt luong, cong nghe tinh nang ky thudt yéu cau, nha
thau cé thé lya chon dw thau hang hoa c 6 nguon goc, xudt xir, nha sdn xuat
thu’o’ng hiéu, md hiéu phit hop véi diéu kién cung cap nhung phaz dam bado yéu cau
c6 tiéu chudn ky thudt, cong nghé, dic tinh ky thudt, tinh nang su dung "twong

duong" hogc "wu viét hon" so vdi cdc yéu cau t6i thiéu. Truong hop nha thau chao
hang héa twong dwong, nha thau phdi cung cap tai liéu kém theo dé chirng minh.



- Trong yéu cau vé kj thudt, néu cum tir “twong dwong” dwgc mo ta sau cdc
yéu cau vé ky thudt cia thlet bi thi dwoc hiéu twong dwong vé dic tinh ky thugt,
tiéu chudn cong nghe, néu cum tir “twong dwong” duwoc mo ta sau cdc yéu cau vé
chike néng ciia thiét bi thi dwoc hiéu twong dwong vé tinh nang sir dung.

Muc 2. Ban vé

E-HSMT: Khong c6 ban vé

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gdm c6: Chu dau tu, Bén moi thau
va Nha thau thyc hién kiém tra, thir nghiém hang hoéa trong cac truong hop sau:

- Hang hoa cung cp trude khi lap dit.

- Khi c6 nghi ngd vé chit lvgng hang hoa cung cip dugce lap dat.

- Trudce khi nghiém thu hoan thanh dua vao str dung, van hanh.

- DB6i v6i nhitng hang héa duoc thay thé khi thuc hién bao hanh cua nha thau.
Luu ¥: Khi can thiét, chiit dau tu c6 thé yéu cau kiém dinh doc 1ap vé chat lugng
hang hoéa trudc khi dua vao st dung phai dugc kiém tra, chay thir nghiém va
nghiém thu theo quy dinh ctia phép luat hi¢n hanh.



