(SIEM) cho Trung tam dir lieu EVNSPC.

Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit

1.1. Giéi thiéu chung vé du 4n/dw toin mua sim, goi thau
- Tén du dn: Hé thong thu thdp, quan Iy va phan tich nhdt ky s kién an ninh

- Tén g6i thau: Hé thong thu thdp, qudn 1y va phan tich nhdt ky sw kién an
ninh (SIEM) cho Trung tam dir liéu EVNSPC.

- Dia diém thuc hién du én:

+Trung tam dir liéu cua EVNSPC dat tai 72 Hai Ba Trung, Phuong Sai
Gon, Tp.HCM.
+Trung tam dir lieu cua EVNSPC vdn hanh tai dia diém thué vi ri lcfp
dat ciia Tong cong ty Dién luc Tp.Ho Chi Minh: 1144 Hong Ha, Phwong Téan Son
Hoa, Tp.HCM.

-Quy mé dau tw:

. S;’\ Th‘ o . th h.;\ ye
STT Hang muc diu tu PVT 0 o1 gran thue fugn gol
lwgng thau
1 Phin mém giam sat an ninh mang Bo 1 Trong vong 150 ngay ké
] t\ B h d)\ ’ h A
2 | Méy chi tai DC Bo p | M PEayRop dong co hueu
lyc, trong do:
3 | Thiét bi luu trit tai DC Bo 1 |- Thoigian cung cap,
- - nghi¢m thu VTTB: trong
4 Phan mém 4o hoa Bo 1 vong 90 ngay ké tir ngay
5 NTP Server chuyén dung Bo 2 hop dong o }.11¢u hrc
- Thoi gian trién khai,
6 | Thiét bj TAP (Traffic Access Point) | Bo 4 nghiém thu ban giao san
pham: trong vong 150
7 NPB (Network Packet Broker) Bo 1 ngay ké tir ngay hop ddng
8 Trién khai va dao tao Goi 1 c6 hiéu Iyc

1.2. Yéu céu vé k¥ thuit:

- Theo Phu luc Déc tinh k¥ thuat Dy an dau tu “Hé théng thu thap, quan 1y va
phan tich nhat ky su ki¢n an ninh (SIEM) cho Trung tam dir licu EVNSPC”.

- 1.3. Cac yéu cau khac:




- Yéu cau trién khai

+ Khi trién khai lap dat, cai dit tuan tha dang thiét ké, sau khi lap dat, két nbi
tin hiéu dén cac thiét bi, kiém tra k§ ludng trudc va sau khi ddu nbi nguodn dién, theo
ddi hé thdng hoat dong khong tai sau d6 tién hanh ciu hinh khai béo cac thong s hé
thong.

+ Kiém tra, theo ddi va hiéu chinh toan bo hé thdng sau khi cau hinh dam bao
tinh on dinh hé théng.

+ Trong qué trinh trién khai dam bao khong gay anh huong dén hé thong thong
tin dang van hanh. Céc giai phap trién khai dam bao twong thich voi hé théng hién
c6 cia EVNSPC nhu: dam béo twong thich két ndi hé thong mang, hé thong 4o hoa
vmware. ..

- Yéu cau luc luong trién khai: Dy 4n dugc trién khai lién quan dén trang thiét
bi cong nghé thong tai Trung tdm dit liéu cia EVNSPC, do vay qua trinh trién khai
nha thau tuan tha, thyc hién trach nhiém theo quy dinh ctia phap luat vé an toan, vé
sinh lao dong, cac quy trinh, quy dinh lién quan dén trién khai lap dat tai TTDL, yéu
cu don vi trién khai phai c6 du luc lugng trién khai, co nang luc va kinh nghiém
trong viéc trién khai hé thong thiét bj cong nghé thong tin, qua trinh thuc hién khong
anh huong dén hoat dong hé thong CNTT ctia EVNSPC.

- Pap tng theo Ho so yéu cau ky thuat dinh kém.

- Panh gia chat luong VTTB trong giai doan van hanh: cac VTTB sau khi
duoc mua sim, lép dat s€ tiép tuc dugc danh gia chét luong theo quy dinh cia EVN
trong qua trinh van hanh, bao gom cé giai doan bao hanh va sau bao hanh.

Muc 2. Ban vé: Khong ¢6

Muc 3. Kiém tra va thir nghiém
Cac lgiém tra va thir nghiém can tién hanh gdm c6: Theo E-DKC 21.1 — Piéu kién
cu thé hop dong.



PHU LUC
YEU CAU VE PAC TINH KY THUAT VA TIEU CHi PANH GIA DU AN
“HE THONG THU THAP, QUAN LY VA PHAN TiCH NHAT KY SU KIEN AN
NINH (SIEM) CHO TRUNG TAM DU LIEU EVNSPC”

I.  YEU CAU VE PAC TINH KY THUAT

STT MO ta | Yéu chu ky thuat chi tiét

| | Hé thong giam sat an ninh mang (SIEM)

1 | Phan mém giam sit an ninh mang

L1 | Ma higu Nha thau khai bao

1.2 | Nha san xuat Nha thu khai béo

1.3 | Nang luc xu ly Dap ung 1 trong 3 ti€u chi sau:
1.Nang luc xt ly dap tng:

+ Nang luc xur ly su kién theo EPS (Events per
second): >5.1K EPS hoac >300 GB dit
lig¢u/ngay;

+ va Nang lyc xir Iy ludng dir liéu mang theo
FPM (Flows per minute): >45K FPM hodc >15
GB dir liéu/ngay.

Hoac:

2.Tong nang luc xur 1y dap ung tdi thiéu >5.8K
EPS.

Hoac:

3.Hoic tong dung luong tdi thiéu >315GB dir
liéu/ ngay.

1.4 | Giao dién quan tri Giao dién d6 hoa truc quan cho phép:
- Hién thi n6i dung canh béo tdn cong theo thoi
gian thuc

- Quan ly nguon log

- Cung cép san cac mau béo céo, biéu db phd
bién

1.5 | M6 hinh trién khai - Kién truc hé thong cho phép kha ning du
phong HA (High Availability), DR (Disaster
Recovery)

- HOb tro trién khai theo m6 hinh Clustering d&
dang mé rong theo quy md cua khach hang

1.6 | Tich hop va mé rong - HO trg tich hop véi cac nguon Threat
Intelligence str dung giao thirc STIX/TAXII cap
nhat [oC

- H& trg tich hop voi giai phap SOAR phuc vu
didu phdi, xir 1y su cb tap trung

1.7 | Tinh nang thu thap va Thu nhan logs/events:

chuan hoa log + Thu nhan theo nhiéu kiéu khac nhau bao gom
khong gidi han: Logs, Events, Flow;

+ Hb tro nhan log/event tir nhiéu loai thiét bi/san
pham/hé diéu hanh/co so dit liéu khac nhau.




STT

Yéu ciu ky thuit chi tiét

Tu dong phat hién, thu thap log ctia cac ung
dung:

+ D6i voi hé diéu hanh Windows: 1IS Web
Server, Win DHCP, Win DNS, Mail Exchange;
+ Poi voi hé diéu hanh Linux: Apache HTTPD
Server, Apache Tomcat, Nginx Server, Squid
Proxy, vsFTPD, OpenVVPN, OpenLDAP.

Cho phép thu thap nhat ky theo dang Agent/
Agent-less.

Chuan hoa log:

+ Thuc hién chuin hoa céc loai log/event thanh
mot khudén dang chung,

+ Cung cap kha ning dinh nghia va chuan hoa
ddi vai cac loai log chua dugc hd tro

1.8

Cau hinh luu trit log

Luu trit raw log (log chua chuan hoa):

+ Thiét 1ap chinh sach luu trir theo cac pool luu
trir log riéng,

+ Cung cap cong cu, co ché kiém tra tinh toan
ven cho log da luu trir.

H) tro kha ning nén log khi luu trir

Co co ché chéng mat mat di liéu cho hé théng

1.9

B0 phén tich va giao di¢n
gidm sat

Cung cap san cac bd giam sat chuyén dung
Correlation Rule chuyén biét cho moi sy ¢0 an
ninh, de doa an ninh

Cung cap san b phén tich, tinh toan twong quan
va giao dién thong tin cho cac usecase thuong
dung trong gidm sat bao mat

Gidm sat an ninh tap trung: Gidm sat va phan
tich an ninh, quan tri van hanh tap trung toan bd
hé thong thong qua 01 giao dién duy nhat;

1.10

Use case theo tirng nhoém
giam sat

Xac thuc: nguoi quan tri, xac thyc sai, ...

Giam sat hoat dong ctia cac CSDL

Nhan dién tan cong DDoS

Quan 1y Firewall: phat hién cac bat thuong, luu
lugng tr firewall, ...

Phan tich va thong ké cac k¥ thuat, chién thudt
tan cong tham chicu theo MITRE ATT&CK

1.11

Tuong quan va canh béao

Thu thadp va tuong quan thong tin indicators of
compromise (IOC) / Threat Feeds tir nhiéu
nguodn cung cap cac de doa an ninh

Cung cap cac canh bao an ninh khi dinh danh
tan cong/su kién an ninh bat thuong. Ho trg giri
canh bdo qua email hoac SMS
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1.12

Kha ning tim kiém, hién thi
va truc quan hoéa dir li¢u

Kha ning tuy bién hoic tao cic dashboard /
View theo yéu cau phan tich

Thuc hién Filter / Search cac su kién dang quan
tam

1.14

Quan 1y su kién va bao céo

B4o c4o hé thong:

+ Cung cap sén cac mau béo cdo bao gdm ca
bao cao tuan thu (Compliance);

+ Cho phép tao m&i mau bdo cdo hoic tuy chinh
cac mau bio cdo cb san dap Gmg yéu cau quan tri
cua doanh nghi¢p

+ HO tro cac dinh dang bao cdo: PDF/ HTML,
XML/CSV,

+ Gui bao cdo qua email

Nha thau phoi hop va ho tro chu dau tu xay
dung céc bao cdo dap tng cic yéu ciu quan tri,
gidm sat va tuan thu ndi bo cia EVN/EVNSPC,
bao gom kha nang xay dung bao cio theo tiéu
chuin Viét Nam nhu TCVN 11930:2017 hodc
cac tiéu chuan twong dwong khi trién khai hé
thong.

1.15

Quan 1y nguoi dung va truy
cap

Xac thuc: Ho tro tich hop xac thuc mo rong véi
AD/ LDAP hoac RADIUS

Phén quyén truy cap: Quan ly truy cap dua trén
vai trd / phan quyén chi tiét cho nguoi
dung/nhom nguoi dung.

1.16

Ban quyén str dung, goi hd
trg va bao hanh phan mém

Ban quyfén st dung, ban quyén hd tro va bao
hanh phan mém >03 nadm chinh hang.

May chu tai DC

2.1

Ma hiéu

Nha thau khai bao

2.2

Nha san xuat

Nha thau khai bao

2.3

Kiéu dang

Rackmount

2.4

Bo vixu ly

>48 core (2x24-cores; 22,9GHz; nang luc tinh
todn ctia moi bd xur Iy twong duong Intel Xeon
Gold 6542Y hodc cao hon)

2.5

B0 nhé chinh

Dung lugng sin c6: 512GB RAM tré 1én

Khe cim RAM > 32 khe cim

HO trg DDRS5 DIMM, toc do toi da >5600 MT/s

H6 trg RDIMM > 8 TB

2.6

O cling

Dung lugng san c6: 02 x 480GB SATA trd 1én

- Ho tro card RAID v6i dung luong Cache >
8Gb;
- Ho tro cac loai RAID: 0, 1, 5, 6, 10, 50, 60.

- H6 trg dia cing SAS/SATA,;
- Tuy chon hd trg > 12 x 2.5-inch

Khe cam mé rong PCIe (PCle Slots) > 3 x PCle

2.7

Giao tiép mang va két noi
luu triv

- 02 x 10GBASE-SR port (kem SFP+ SR
10GbE) tro 1én;
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- 02 x 1GBASE-T port tr¢ 1én;
- 02 x 32Gb FC Port tr¢ 1én;
2.8 | Quan tri, giam sat va bao tri | Pay du chirc ning quan tri tir xa

may chu

C6 san cong RJ45 danh riéng cho out of band;
Ho tro agent-free glup quan ly may chu tir xa
thong qua phan mem quan tri: cap nhat
firmware, driver, trién khai cai dat hé diéu hanh,
giam sat tinh trang may chu, ...

2.9

An toan va bao mat phan
cung

Ho tro Secure Boot, Secure Erase, Silicon Root
of Trust, TPM 1.2/2.0 FIPS, CC-TCG certified

Security using TLS 1.3 over HTTPS

2.10

Nguodn cap

Nguén cap > 02 1}gu6n AC ho trg du phong, c6
kha nang thay thé nong

2.11

HO tro hé diéu hanh

- Ubuntu

- Microsoft Windows Server

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server

- Va céc hé diéu hanh khac twong duong

2.12

Bao hanh va ho tro k¥ thuat

Bao hanh va ho trg k¥ thuat 24x7 chinh hing
>03 nam.

Thiét bi lru trir tai DC

3.1

Ma hiéu

Nha thau khai bao

3.2

Nha san xuat

Nha thau khai bao

3.3

Kiéu dang

Rackmount

3.4

Kién truc va hiéu nang xur

ly

Dual-active controller, hoat dong dang active-
active, kha nang trao d6i néng.

3.5

Dung lugng va kha nang
mo rong

S6 6 cimg cung cap:

->7x 1.92TB SSD SAS hoic t6t hon;

- > 13 x 8TB Hard Drive SAS 7.2K- 3.5in hoac
t6t hon

Cho phép mé rong 1én téi > 264 6 cung;
Ho6 trg mo rong >5.8 PB (v6i than chinh va full
khay mo rong)

3.6

Két ndi va giao ti€p

Cong glao tiép ho tro giao thirc FC hoic iSCSI

Hg tro dong bd voi cac ta dia khac cung loai;
Dong bd thong qua giao thirc FC hoac i1SCSI

Cong giao tiép co san > 04 x FC 16Gb SFP+
port (kém theo 4 module FC) hodc tot hon

3.7

Quan ly dir li¢u va RAID

Hb tro RAID: RAID 1, 5, 6 hoic ADAPT RAID

HO trg cac chirc ning:

+Auto-Tiering;

+Chure nang Thin Provisioning: Kich hoat
(active) mat dinh trén toan b cac volumes;
+Chup anh dit liéu (Snapshots): hd tro 1én t6i da
>1024 ban chup .

3.8

Bao mat va bao vé dir liéu

HOo tro cac chuic ning bao vé dir lidu:
+Ma hoa dir liéu vai cac loai 6 SEDs SSD hoac
HDD;
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+HOo tro thuat toan ma hoa dua trén AES-256;
+Ho trg chuan FIPS 140.
3.9 | Quan tri va giam sat C6 sdn phan mém quan tri giao dién web va giao

dién dong 1énh (CLI) cho hé thong luu trit

3.10 | Nguodn cip Nguon cap > 02 nguon AC hd tro du phong, cd
kha ning thay thé néng
3.11 | Bao hanh va hd tro k¥ thuat | Bao hanh va ho tro k¥ thuat 24x7 chinh hang
>03 nam.
4 | Phin mém iAo hoa
4.1 | M higu Nha thau khai bao
4.2 | Nha san xuat Nha thau khai béo
C6 kha nang quan tri tdp trung cdc may chu
43 A 5 5 r \ 5 . A A 9 r
Nén tang ao hoa va quan tri | chay phan mém 4o héa
tap trung Quan tri thong qua giao dién trén nén tang web-
base
Cho phép di chuyén cac may 4o khi dang hoat
43 i dong (live migration) ma khong anh huong dén
"~ | Tinh san sang cao va phuc | nguoi dung cuoi hay dich vu dang chay trén
hoi may 4o
Tu dong khoi dong lai cac may 4o trong truong
hop may chu vat 1y chira may 4o d6 gap su cb
Ban quyén phan mém 4o hoa may chil toi thiéu
4.4 | Ban quyn phin mém O3In€1m chq toan bo s(% CPU cua hang muyc 12
May chu tai DC dé cai dat phan mém giam sat
an ninh mang dau tu theo du an nay;
4.5 | Bao hanh va dich vu h tro DNich vy bég hanh \{é ho tro k¥ thuat 24/7 chinh
hang t6i thiéu 03 nam.
Il | Hé thong dong bd thoi gian (NTP Server chuyén dung)
1 | NTP Server chuyén dung
1.1 | M3 hiéu Nha thau khai bao
1.2 | Nha san xuat Nha thau khai bao
1.3 | Cau hinh phan ctmg va kién | Thiét bi dang modular, phu hop lap dit rack
trac thiét bi Cac module chirc ning c6 thé thao lap, thay thé
Nguon AC hd tro du phong (redundant)
Phu kién di kém: Ang ten, cap két ndi va bo
chéng sét
1.4 | Pong ho noi va do chinh Nguon dong bo: tir vé tinh GPS
Xac Hb trg nhiéu dao dong noi dé Iya chon:
+ OCXO LN/ OCXO/ TCXO;
+ Rubidium
D0 chinh xac cta bd dao dong noi:
+ Do chinh x4c xung dau ra PPS: <= 50 ns;
+ Do chinh xac thoi gian trong 24h sau khi mat
tin hiéu dong bo < + 65 s
1.5 | Ngdra +>2 cong RJ45 (ho trg NTP V4/SNTP);

+ C6 kha nang mé rong thém cong PTP/ PTPv2
IEEE 1588.
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1.6

Ho tro cac giao thirc va tiéu
chuan

Network Protocols OSI: TCP, UDP, TELNET,
FTP, SSH, SNMP, HTTP, HTTPS, SMTP,
syslog

Internet Protocol (IP): IPv4, IPv6, DHCP,
DHCPv6

Network Time Protocol (NTP): NTP v3, v4;
SNTP

Bao mat: MD5, SHA-1, AES-128-CMAC, NTP
v4 Autokey

1.7 | Kha nang phuc vu NTP Kha ning phuc vu NTP Client ti da: > 25.000
Client t6i da NTP requests/s
1.8 | Quan tri, giam sat va cau Giao dién cau hinh, gidm sat va diéu khién: Tbi
hinh thiét bi thiéu hd tro giao dién WebUI, CLI, REST API
Man hinh hién thi:
- Man hinh hién thi trang thai, c6 dén nén
- C6 Color Led hién thi trang thai
- C6 nat bam dé cai dit tai chd cac théng sd
mang co ban
1.9 | Bao hanh va ho tro ky thuat | Bao hanh va ho trg k¥ thuat 24x7 chinh hing
>03 nam.
I11 | Hé thong trich xuit dit liéu mang
1 | Thiét bi TAP (Traffic Access Point)
1.1 | Mi higu Nha thau khai bao
1.2 | Nha san xuat Nha thau khai bao
1.3 | Kién trac va thiét ké phan | Hé thong TAP duoc thiét ké dang Chassis, gom
cung cac module/thiét bi TAP khac nhau
Tuan thu tiéu chuin, quy dinh ROHS
1.4 | Cau hinh module va s6 Mobi module gdm s6 lwgng duong truyén
luong cong (network link) trich xudt luu luong: > 04
Mdi module gom s lwong ngd ra giam sat
(monitor link): > 04
1.5 | Giao tiép quang hoc va toc | Cong giao tiép: LC, single mode hoic
d6 truyén multimode
Toc dd két ndi ho tro toi thiéu 1/10 Gbps
Budc song cho phép: 850-940 nm hodc tot hon
1.6 | Hi€u nang chia tin hi¢u Hb trg nhiéu ty 1€ chia tin hi¢u quang dé lua
chon: 50/50 hoac 60/40 hoac 70/30 hoac 80/20
1.7 | Bao hanh va hd trg k¥ thuat | Bao hanh va ho tro k¥ thuat 24x7 chinh hang
>03 nam.
2 | NPB (Network Packet Broker)
2.1 | Mi higu Nha thau khai bao
2.2 | \ha san xudt ﬁllir:ll-g hang san xuat v6i Thiét bi TAP tai Muc
2.3 | Kiéu dang Rackmount
2.4 | Hiéu nang va kha nang xit | S6 lugng cong: > 24 cong SFP+ (1/10 Gbps) va
ly > 2 cong QSFP+ (40 Gbps)

Throughput: > 720 Gbps
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2.5

Chtrc ning xir 1y goi va toi
uu héa luu lugng

Kha ning loc (filtering): tdi thiéu tir layer 2 dén
layer 4 (Packet type, MAC Layer, 802.1q
VLAN fields, IPv4 layer, IPv6 layer, EtherType,
Transport Layer)

Sao chép luu lugng (replication): cho phép dir
liéu dén tir mot ngudn co thé duoc giri dén nhiéu
thiét bi phan tich khac nhau

GOp luu luong (aggregation) tur nhiéu nguon
khac nhau dé gui dén thiét bi phan tich giap
giam cac port can dé két ndi dén thiét bi phan
tich

Co san tinh ndng can bang tai dya theo ma bam

2.6 | Nguon cap C6 san 02 Nguon AC (100-240VAC)
2.7 | Bao hanh va ho trg k¥ thuat | Bao hanh va ho trg k¥ thuat 24x7 chinh hang
>03 nam.
IV | Trién khai va dao tao
1 | Trién khai va dao tao cho | Pay du cac vat tu thiét bi dau noi dén hé thong

doi ngii ti€p nhan, van hanh

hién hiru

Thuec hién lap dat, cai dat, cau hinh, tich hop va
to1 vu hda cac hang muc dé hé thong van hanh
6n dinh.

Trién khai day du cac tinh ning dd mua ban
quyén kem theo dy an.

Thuc hién dao tao chuyén giao cong nghé,
hudng dan van hanh déi voi cac hang muc trong
du an doi ngii ti€ép nhan van hanh




Il. TIEU CHi PANH GIA VE MAT KY THUAT

. ) Danh gia
STT Mo ta Yeéu cau ky thuat chi tiét Dat Chap nhan Khong dat
j dugc j
| | Hé thong giam sat an ninh mang (SIEM)
1 | Phin mém giam sat an ninh mang ] ‘
1.1 M hiéu Nha thiu khai bo Nhu yéu cau Iglél;a thau khong khai
12 Nha san xuat Nha thau khai bao Nhur yéu cau It;g:)a thau khong khal
1.3 | Nang lyc xu ly bép tmg 1 trong 3 ti€u chi sau:
1.Nang luc xtr ly dap tng:
+ Nang luc xur Iy su kién theo EPS (Events
per second): >5.1K EPS hodc >300 GB dit
liu/ngay; ‘ ‘
+ va Nang luc xtr 1y luong dir liéu man A A A Khong nhu yéu cau
theo FPM (%lows pez minu%e): >45K FPI\%I I\Lhu yeu cau (€6 vien (Khéng vién dan
hodc >15 GB dir liéu/ngay. dan chqulg, frang, muc chuong, trang, muc
< tham chiéu) .z
Hoac: tham chiéu)
2.Tong nang luc xur 1y dap Gng tdi thiéu
>5.8K EPS.
Hoac:
3.Hoic tong dung luong tbi thiéu >315GB
dir liéu/ ngay.
1.4 | Giao dién quan Giao dién d6 hoa truc quan cho phép:

tri

- Hién thi noi dung canh bao tan cong theo
thot gian thuc

- Quan ly nguon log
- Cung cap san cac mau bao cdo, biéu db phd
bién

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)




Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Pat Chap nhan Khéng dat
dugc
1.5 | Mo hinh trién - Kién trac hé thong cho phép kha nang du
Khai phong HA (High Availability), DR (Disaster Nhur yéu cu (C6 vién KhoPg nh.lf yéu cau
Recovery) x (Khéng vién dan
x 2 . A s ) dan chuong, trang, muc
- HO tro trién khai theo m6 hinh Clustering tham chiéu) chuong, trang, muc
de dang m¢& rong theo quy moé cua khach tham chiéu)
hang
1.6 | Tichhop vaimo | - HO tro tich hop voi cac ngudn Threat A A A
rong Intelligence str dung giao thitc STIX/TAXII | Nhu yéu cau (C6 vién KhOP & nhlf o cat
~ A x (Khdng vién dan
cap nhat IoC dan chuong, trang, muc chuone. trane. muc
- H3 tro tich hop vdi giai phap SOAR phuc | tham chiéu) &, ‘rang, mt
‘A O 2, tham chi¢u)
vu diéu phoi, xur Iy sy co tip trung
1.7 | Tinh nang thu Thu nhan logs/events:
thap va chuan + Thu nhén theo nhiéu kiéu khac nhau bao Nhur yéu ciu (C6 vién Khong nhu yéu cau
hoa log gom khong gidi han: Logs, Events, Flow; Y i (Khéng vién dan

+ Ho trg nhan log/event tir nhiéu loai thiét
bi/san pham/h¢ diéu hanh/co s& dir li¢u khac
nhau.

dan chuong, trang, muc
tham chicu)

chuong, trang, muc
tham chiéu)

Tu dong phat hién, thu thap log cua cac ung
dung:

+ D6i voi hé diéu hanh Windows: IIS Web
Server, Win DHCP, Win DNS, Mail
Exchange;

+ Ddi v6i hé diéu hanh Linux: Apache
HTTPD Server, Apache Tomcat, Nginx
Server, Squid Proxy, vsFTPD, OpenVPN,
OpenLDAP.

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khoéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)




Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Ch:;?r (1)'1chan Khéng dat
Cho phép thu thap nhat ky theo dang Agent/ Nhur yéu ciu (C6 vién KhoAng l’lhl,}' yeu cau
Agent-less. x (Khéng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, myc
tham chicu)
Chuén héa log: ) Khéng nhu yéu ciu
+ Thuyc hién chuan hoa cac loai log/event Nhu yéu cau (C6 vién (Kho ng Viég din
thanh mgt khuén dang chung, dan chuong, trang, muc gvic
X . o . . 2 " chuong, trang, muc
+ Cung cap kha nang dinh nghia va chuan tham chiéu) £
Y R : x tham chiéu)
hoa do61 véi cac loai log chua dugc ho trg
1.8 | Cau hinh luu trt | Luu trit raw log (log chua chuan hoéa): Kho A A
A 1A . . ~ . A A R ong nhu yéu cau
log + Thiét lap chinh sach luu trir theo cac pool | Nhu yéu cau (Co vién (Khong vién din
luu trir log riéng, o dan chuong, trang, muc chu:orng trane. muc
+ Cung cap cong cy, co ché kiém tra tinh tham chiéu) £, JTanig, mt
\ N N tham chiéu)
toan ven cho log da luu tri. ]
Ho6 trg kha nang nén log khi luu triv Nhu yéu o Au (C6 vien ﬁ(hr?élr% n\lllitér: gzg 1i:au
dan chuong, trang, muc g vic
tham chidu) chuong, trang, muc
tham chiéu)
CoA co ché chong mat mat dit li¢u cho hé Nhur yéu ciu (C6 vién KhoPg nhlf yeu cau
thong x (Khdng vién dan
dan chuong, trang, muc
tham chidu) chuong, trang, muc
tham chiéu)
1.9 | BO phan tich va Cung cap san cac bo giam sat chuyén dung

giao dién giam
sat

Correlation Rule chuyén biét cho mdi su ¢6
an ninh, de doa an ninh

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)




Panh gia
STT M0 ta Yéu ciu ky thuat chi tiét Ap nh3 R
u cau ky thuat chi ti Pat Chap nhan Khéng dat
dugc
Cung cap san bc: phaP tlch, tinh tqan tuong Nhur yéu ciu (C6 vién KhoAng l’lhl,}' yeu cau
quan va giao dién thong tin cho cac usecase x (Khéng vién dan
\ . ., e A dan chuong, trang, muc
thuong dung trong giam sat bao mat £ chuong, trang, muc
tham chiéu) A
tham chicu)
Qiém sait. an nin%l tép trlmg:‘ GiérP sat va ph?ln Nhur yéu ciu (C6 vién Khé}lg l’lhl,}' yé1:1 cau
tich an ninh, quan tri van hanh tap trung toan | » (Khéng vién dan
A ToA 1 A o . n . | dan chuong, trang, muc
bd hé thong thong qua 01 giao dién duy nhat; it chuong, trang, muc
tham chicu) £
tham chiéu)
1.10 | Use case theo Xéc thyc: nguoi quan tri, xac thyc sai, ... Khong nhu yéu cau

tung nhom gidm
sat

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

Giam sat hoat dong ctia cac CSDL

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Nhan dién tan cong DDoS

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Quan 1y Firewall: phét hién cac bat thuong,
luu luong tir firewall, ...

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

Phan tich va thong ké cac k¥ thuat, chién
thuat tan cong tham chiéu theo MITRE
ATT&CK

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khdng vién dan




Panh gia
STT M0 ta Yéu cau ky thuit chi tiét - Chip nhan Khong dat
j dugc ‘
chuong, trang, muc
tham chiéu)

1.11 | Tuong quan va Thu thap va tuong quan thong tin indicators Nhur yéu cu (C6 vién Khong nhu yéu cau
canh bao of compromise (I0C) / Threat Feeds tu nhiéu din churong, trang muc (Khéng vién dan

nguodn cung cap cac de doa an ninh tham chi é'u), T chuong, trang, muyc
tham chicu)

Cung cap cac canh bao an ninh khi dinh danh Nhur yéu cdu (C6 vién Khéng nhu yéu cau

tan cong/su ki¢n an ninh bat thuong. Ho trg d&n chuong, trang muc (Khéng vién dan

guri canh bao qua email hodc SMS tham chi é'u)) S chuong, trang, muc
tham chicu)

1.12 | Khd nang tim Kha nang tuy bién hodc tao cac dashboard / Nhur yéu cdu (C6 vién Khong nhu yéu cau
kieém, hién thi va | View theo yéu cau phan tich din chuong, trang ﬁluc (Khdng vién dan
tryc quan hoa dir tham chi éu)) P chuong, trang, muc
ligu tham chicu)

Thuc hién Filter / Search cac sy kién dang Nhr yéu ¢ Au (C6 vién Khong nhu yé1~1 cau
quan tdm x ' (Khong vién dan
dan chuong, trang, muc
tham chiéu) chu’O'ng,'Erang, e
tham chiéu)
1.13 | Quanly sy kién | Béo cdo hé thong:

va bao cao

+ Cung cip san cac mau bao cao bao gdm ca
bao cdo tudn thu (Compliance);

+ Cho phép tao mdi mau bao co hoic tuy
chinh cac mau bao cio co san dap ing yéu
cau quan tri cia doanh nghiép

+ HO trg cac dinh dang bao c4o: PDF/
HTML, XML/CSV;,

+ Guri bdo cdo qua email

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)




. ) Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Dat Chap nhan Khéng dat
j dugc ‘
Nha thau phdi hop va hd trg chu dﬁq tu xay
du‘ng cac b’ao cao Adap Ug cac yeu cau quan < 12 X, 4z Khdng c6 van ban cam
tri, giam sat va tuan thy no1 bd cua Co van ban cam ket dap 1t dép ung cila Nha
EVN/EVNSPC, bao gobm kha nang xay dung | img cua Nha thau kem thau kém theo hd so du
bao cao theo tiéu chuan Viét Nam nhg theo ho so du thau. thAu '
TCVN 11930:2017 hoac cac tiéu chuan ’
tuong duong khi trién khai hé thong.
1.14 | Quan ly nguoi X4c thyc: Ho trg tich hop x4c thuc mé rong Khoéng nhu yéu cau

dung va truy cap

v61 AD/ LDAP hoac RADIUS

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chiéu)

Phén quyén truy cap: Quan ly truy cép dya
trén vai tro / phan quyén chi tiét cho nguoi
dung/nhém nguoi dung.

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

1.15 | Ban quyén sir Ban quyfén st dung, ban quyén hd tro va bao | Nhu yéu cau Khong nhu yéu cau
dung, g61 ho trg | hanh phan mém >03 nam chinh héng.
va bao hanh phan
mém
2 | May chi tai DC .
2.1 M3 hiéu Nha thiu khai bao Nhu yéu cau It;g:)a thau khong khai
22 | Nhasinxuit | Nha thiu khai bdo Nhu yéu cau D thau khong khai
2.3 | Kiéu dang Rackmount Nhu yéu cau (C6 vién

dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khdng vién dan




Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Ch:;?r (1)'1chan Khéng dat
. chuong, trang, muc
tham chiéu)
24 |Bovixuly >48 core (2x24-cores; >2,9GHz; nang luc A A A Khong nhu yéu cau
p X A Nhu yéu cau (Co vién n A X
tinh todn cua moi bd xur 1y tuong duong Intel | ,x (Khdng vién dan
< dan chuong, trang, muc
Xeon Gold 6542Y hoac cao hon) £ chuong, trang, muc
tham chicu) iy
tham chicu)
2.5 | B6 nh¢ chinh Dung luong san c6: 512GB RAM tré 1én Nhur yéu cdu (C6 vién &hﬁéﬁ{ n\tlilg 513151 Ilcau
dan chuong, trang, muc gVvic
tham chi éu) chuong, trang, muc
tham chicu)
< > < . A A A
Khe cam RAM > 32 khe cam Nhur yéu ciu (C6 vién ﬁ(hﬁélr% n\tlilg ny(eilal ncau
dan chuong, trang, muc g Vvic
tham chi éu) chuong, trang, muc
tham chicu)
Ho6 tro DDRS DIMM, toc d6 toi da >5600 Y A Khong nhu yéu cau
Nhu yéu cau (C6 vién n A X
MT/s x (Khong vién dan
dan chuong, trang, muc
tham chidu) chuong, trang, muc
tham chicu)
X > . A A A
Ho6 tro RDIMM > 8 TB Nhur yéu ciu (C6 vién Eihr(])élng n\lllilé: I313151 Ii:au
dan chuong, trang, muc gVvic
tham chiéu) chuong, trang, muc
_, tham chiéu)
2.6 | Ocling Dung lugng sén c6: 02 x 480GB SATA trod Khong nhu yéu cau

Ién

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

(Khéng vién dan
chuong, trang, muc
tham chicu)




STT

Yéu ciu k§y thuit chi tiét

Panh gia

Dat

Chép nhin
dugc

Khong dat

- H6 tro card RAID véi dung luong Cache >
8Gb;
- HOo tro cac loai RAID: 0, 1, 5, 6, 10, 50, 60.

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

- HO tro dia ciing SAS/SATA;
- Tuy chon hé trg > 12 x 2.5-inch

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khoéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Khe cam mé rong PCle (PCle Slots) > 3 x
PCle

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

2.7 | Giao tiép mang - 02 x 10GBASE-SR port (kem SFP+ SR A A L Khong nhu yéu cau
VA A - \ 1A Nhu yéu cau (C6 vién o A X
va két ndi luu trit | 10GbE) tré 1én; din chuone. trane. muc (Khdng vién dan
- 02 x 1GBASE-T port tr¢ 1én; tham chi éu%’ & Mt chuong, trang, myc
- 02 x 32Gb FC Port tr¢ 1én; tham chicu)
2.8 | Quan tri, giam sat | Pay du chirc ning quan tri tir xa Khéng nhu yéu cau

va bao tri may
chu

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

C6 san cong RJ45 danh riéng cho out of
band;

Ho tro agent-free gitp quan Iy may chu tir xa
théng qua phan mém quan tri: cap nhat
firmware, driver, trién khai cai dat hé diéu
hanh, giam sat tinh trang may chu, ...

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)




Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Pat Chap nhan Khéng dat
dugc
2.9 | Antoan va bao Ho tro Secure Boot, Secure Erase, Silicon Khong nhu yéu cau

mat phan ctng

Root of Trust, TPM 1.2/2.0 FIPS, CC-TCG
certified

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

Security using TLS 1.3 over HTTPS

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khoéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

2.10 | Nguodn cap N,guorql cap >02 nglion,AC ho trg du phong, Nhur yéu ciu (C6 vién KhoPg nhlf yeu cau
¢6 kha nang thay thé nong x (Khéng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, myc
tham chicu)
2.11 | HO tro hé diéu - Ubuntu Khone nhu véu ciu
hanh - Microsoft Windows Server Nhu yéu cau (Co vién (Kho r% viérfl din
- Red Hat Enterprise Linux dan chuong, trang, muc Chu(mg trane. TUC
- SUSE Linux Enterprise Server tham chiéu) tham cgh’ié'u) & mt
- Va cac hé diéu hanh khac tuong duong
2.12 | Bao hanh va ho Bao hanh va hd tro ky thuat 24x7 chinh hing
trog k¥ thuat >03 nam.
3 | Thiét bi lwu trir tai DC ‘
3.1 M3 hiéu Nha thiu khai bo Nhu yéu cau It;g:)a thau khong khai
32 | Nhasanxust | Nha thiu khai bdo Nhur yéu cau Ea};a thau khong khai
3.3 | Kiéu dang Rackmount Nhu yéu cau (C6 vién

dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khdng vién dan
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. ) Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Dat Chap nhan Khéng dat
j dugc :
chuong, trang, muc
tham chiéu)
3.4 | Kién trac va hiéu | Dual-active controller, hoat dong dang Khéng nhu yéu cau

nang xu ly

active-active, kha niang trao d6i nong.

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

3.5 | Dung lugng va S6 6 cling cung cap: A A R Khoéng nhu yéu cau
kha ning mé ->7x 1.92TB SSD SAS hoic tét hon; ?ﬁf&i‘;ﬁau t(rgr? Vlgﬁlc (Khong vién din
rong - >13 x 8TB Hard Drive SAS 7.2K- 3.5in A & g mt chuong, trang, muc

L A tham chicu) £
hodc tot hon tham chicu)
Cho phép mé rong 1én t6i > 264 6 cing; A A L Khoéng nhu yéu cau
Ho tro md rong >5.8 PB (véi than chinh va I\Lhu yéu cdu (€6 vien (Khéng vién dan
. = dan chuong, trang, muc
full khay m¢& rong) £ chuong, trang, muc
tham chicu) X
tham chicu)
3.6 Két noi va giao Cong giao tiép ho trg giao thitc FC hodc Khong nhu yéu cau

tiep

ISCSI

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khong vién dan
chuong, trang, muc
tham chiéu)

H(§ tro déng bo véi céac ta dia khéac cung loai;
bong bo thong qua giao thirc FC hodc iSCSI

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Cong giao tiép co san > 04 x FC 16Gb SFP+
port (kém theo 4 module FC) hodc tot hon

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)
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Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Ch:;?r (1)'1chan Khéng dat
3.7 | Quan ly dir liéu Ho tro RAID: RAID 1, 5, 6 hoic ADAPT A A R . Khéng nhu yéu cau
. Nhu yéu cau (Co vién n A X
va RAID RAID x (Khong vién dan
dan chuong, trang, muc
A chuong, trang, muc
tham chiéu) A
tham chiéu)
HO0 tro cac chirc ning:
+Auto-Tiering; Al A LA Khéng nhu yéu ciu
+Chtrc nang Thin Provisioning: Kich hoat N:h u yéu cdu (€6 vien (Khéng vién dan
: S NSO .| dan chuong, trang, muc
(active) mat dinh trén toan b cac volumes; tham chiéu) chuong, trang, muc
+Chup anh dir liéu (Snapshots): ho trg 1én to1 tham chiéu)
da >1024 ban chup .
3.8 | Bao mat va bao Ho trg cac chirc ning bao vé dir licu:

veé dir liéu

+M3 hod dit liéu véi céc loai 6 SEDs SSD
hodc HDD;

+H0 tro thuat toan ma hoa dua trén AES-
256;

+HS tro chuén FIPS 140.

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

3.9

Quan tri va giam
sat

C6 san phan mém quan trj giao dién web va
giao dién dong Iénh (CLI) cho h¢ thong luu
trir

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khoéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

3.10

Nguodn cap

Nguon cép > 02 nguon AC ho trg dy phong,
c6 kha nang thay thé nong

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

3.11

Bao hanh va hd
trg ky thuat

Bao hanh va hd trg k¥ thuat 24x7 chinh hang
>03 nam.

Nhu yéu cau

Khong nhu yéu cau

Phan mém a0 héa
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Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Chap nhan Khéng dat
dugc
41 | Ma hicu Nha thiu khai bdo Nhu yéu ciu Ea};a thau khong khai
4.2 | Nha san xuét Nha thau khai béo Nhu yéu cau Eg:)a thau khong khai
Nhu yéu cau (C6 vién KhOP & nhlf yer cat
Co kha néng quan tri tap trung cac may chu x (Khong vién dan
dan chuong, trang, muc
A er a1 chay phan mém 40 héa Y chuong, trang, muc
4.3 | Nén tang 4o hoa tham chiéu) £
N tham chiéu)
va quan tri tap 5 Khéng nhu yéu cau
trung A : A A A Nhu yéu cau (C6 vién ne ni yel
Quan tri thong qua giao dién trén nén tang x (Khdng vién dan
dan chuong, trang, muc
web-base " chuong, trang, muc
tham chicu) "
tham chicu)
Cho ptAlep dl.chuyﬁzn cdc may do kAhl dfmg Nhur yéu ciu (C6 vién KhoPg nhtf yeu cau
hoat dong (live migration) ma khong anh x (Khdng vién dan
j 5 o £ i dan chuong, trang, muc
hudng dén nguoi dung cudi hay dich vu dang £ chuong, trang, muc
4.4 e N o7, tham chiéu) 4
Tinh san sang cao | chay trén may 4o tham chicu)
va phuc hoi Tu dong khoi dong lai cdc may do trong Nhu yéu cau (C6 vién ﬁhﬁgf n\lllitégzg;au
truong hop may chu vat ly chira may ao dé dan chuong, trang, muc gvie
ap su cd tham chiéu) chuong, trang, muc
8ap St tham chiéu)
Ban quyén phan mém 4o hod may chu toi
Ban quvén ohin thiéu 03 nam cho toan b6 s6 CPU cua hang
4.5 [ quyenp muyc [.2. May chu tai DC dé cai dat phan Nhu yéu cau Khoéng nhu yéu cau
meém
mém giam sat an ninh mang dau tu theo du
an nay;
4.4 | Bao hanh va dich | Dich vu bao hémh qvél ho trg k¥ thuat 24/7 Nhu yéu cau Khong nhu yéu cau
vu ho tro chinh hang t6i thi€éu 03 nam.
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Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Chg?r (1)'1chan Khéng dat
Il | Hé thong dong bd thoi gian (NTP Server chuyén dung)
1 | NTP Server chuyén dung
1.1 M3 hiéu Nha thiu khai bo Nhu yéu cau It;g:)a thau khong khai
12 | Nhasanxudt | Nha thiu khai bo Nhu yéu cau E;g“ thau khong khai
1.3 C’au hlr}h pPan ’ Thiét bi dang modular, phu hop lap dat rack Nhur yéu cdu (C6 vién KhoPg l’lhl,}' yeu cau
ctng va kién trtc x (Khéng vién dan
N dan chuong, trang, muc
thiét bi & chuong, trang, muc
tham chicu) Y
tham chiéu)
Ca:: module chirc nang c6 thé thao lap, thay Nhur yéu ciu (C6 vién KhoPg nhlf yeu cau
the x (Khéng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, myc
tham chicu)
Nguon AC ho trg du phong (redundant) Nhur yéu ciu (C6 vién Eihr(])élng n\lllilé: I313151 Ii:au
dan chuong, trang, muc g Vvic
tham chiéu) chuong, trang, myc
tham chicu)
Ph}:l k1¢1} di kem: Ang ten, cap két néi va bo Nhur yéu ciu (C6 vién KhoPg nhlf yéu cau
chong sét x (Khdng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, muc
tham chicu)
1.4 | Bong ho ndoiva | Nguon dong bo: tir vé tinh GPS Khong nhu yéu cau

do chinh xac

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chicu)
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Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Pat Chap nhan Khéng dat
dugc
Ho tro nhiéu dao dong ndi dé€ lya chon: Nhu véu ciu (C6 vién Khong nhu yéu cau
+ OCXO0 LN/ OCXO/ TCXO: LY - (Khong vién din
. dan chuong, trang, muc
+ Rubidium 1 chuong, trang, muc
tham chiéu) A
tham chicu)
D9 chinh xac ctia bo dao dong noi: Nhur yéu cdu (C6 vién Khong nhu yéu cau
+ Do chinh xac xung dau ra PPS: <+ 50 ns; | x-S0 3t LLO VIS (Khong vién din
o 1 e .’ | dan chuong, trang, muc
+ D9 chinh xac thoi gian trong 24h sau khi tham chiéu) chuong, trang, muc
mat tin hi€u dong by <+ 65 ps tham chiéu)
1.5 | Ngbra +>2 cong RJ45 (hd tro NTP V4/SNTP); A A L Khéng nhu yéu cau
s o . A A R Nhu yéu cau (C6 vién . A X
+ C6 kha nang mo rong thém cong PTP/ x (Khéng vién dan
dan chuong, trang, muc
PTPv2 IEEE 1588. " chuong, trang, muc
tham chicu) A
tham chicu)
1.6 | HO tro cac giao Network Protocols OSI: TCP, UDP, Khong nhu yéu cau

thirc va tiéu
chuan

TELNET, FTP, SSH, SNMP, HTTP,
HTTPS, SMTP, syslog

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

Internet Protocol (IP): IPv4, IPv6, DHCP,
DHCPv6

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Network Time Protocol (NTP): NTP v3, v4;
SNTP

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

Bao mat: MD5, SHA-1, AES-128-CMAC,
NTP v4 Autokey

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khdng vién dan
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Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Pat Chap nhan Khéng dat
dugc
chuong, trang, muc
tham chiéu)
1.7 Kha nang phuc vu NTP Client to1 da: > A A L Khong nhu yéu cau
. Nhu yéu cau (Cé vién n AT X
Kha nang phuc 25.000 NTP requests/s x (Khdng vién dan
: Z. dan chuong, trang, muc
vu NTP Client t6i A chuong, trang, muc
tham chicu) £
da tham chicu)
1.8 | Quan tri, giam sat | Giao dién cau hinh, giam sat va di€u khién: Khoéng nhu yéu cau

va cAu hinh thiét
bi

Téi thiéu hd trg giao dién WebUI, CLI,
REST API

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chicu)

Man hinh hién thi:

- Man hinh hién thi trang thai, c6 dén nén

- C6 Color Led hién thj trang thai

- C6 nit bam dé cai dat tai chd cac thong sb
mang co ban

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khoéng nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

1.9

Bao hanh va hd
tro k¥ thuat

Bao hanh va hd trg k¥ thuat 24x7 chinh hing
>03 nam.

Nhu yéu cau

Khong nhu yéu cau

H¢é thong trich xuat dir liéu mang

1 | Thiét bi TAP (Traffic Access Point)
1.1 M hiéu Nha thiu khai bo Nhu yéu cau It;g:)a thau khong khai
12 | Niha san xudt NIha thau khai béo Nhur yéu cau Ea}:)a thau khong khai
1.3 | Kién trac va thiét | Hé thong TAP duoc thiét ké dang Chassis, Khong nhu yéu cau

ké phan cting

gdm cac module/thiét bj TAP khac nhau

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khong vién dan
chuong, trang, muc
tham chicu)
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Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Pat Chap nhan Khéng dat
dugc

Tuan thu ti€u chuan, quy dinh ROHS Nhur yéu ciu (C6 vién ﬁ(hr?élr% n\l/lil; nyglal Ilcau

dan chuong, trang, muc g vie
tham chiéu) chuong, trang, muc

tham chiéu)

1.4 | Cau hinh module | Mdi module gom so6 luong dudng truyén Khéng nhu yéu cau

va so lugng cong

(network link) trich xudt luu luong: > 04

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

(Khéng vién dan
chuong, trang, muc
tham chiéu)

Moi module gom so lwong ngd ra giam sat
(monitor link): > 04

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

1.5

Giao tiép quang
hoc va toc do
truyén

Cong giao tiép: LC, single mode hoic
multimode

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

Khong nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Toc do két n6i ho tro toi thiéu 1/10 Gbps

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khéng nhu yéu cau
(Khéng vién dan
chuong, trang, muc
tham chiéu)

Budc song cho phép: 850-940 nm hoic tot
hon

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khong vién dan
chuong, trang, muc
tham chiéu)

1.6

Hi¢u nang chia
tin hiéu

HO0 trg nhiéu ty 1é chia tin hiéu quang dé lya
chon: 50/50 hoac 60/40 hoac 70/30 hoac
80/20

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chicu)

Khong nhu yéu cau
(Khdng vién dan
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. ) Panh gia
STT Mo ta Yeéu cau ky thuét chi tiét Dat Chap nhan Khéng dat
j dugc :
chuong, trang, muc
tham chiéu)
1.7 | Baohanh vahd | Bao hanh va hd trg k¥ thuat 24x7 chinh hing | Nhu yéu cau Khéng nhu yéu cau

trg ky thuat >03 nam.
2 | NPB (Network Packet Broker) ‘ ‘
2.1 M3 hiéu Nha thiu khai béo Nhu yéu cau It;g:)a thau khong khai
2.2 Nha sin xudt Cung hang san xuat vdi Thiét bi TAP tai Nhu yéu cau Khong nhu yéu cau
Muc II1.1
2.3 | Kiéu dang Rackmount Nhur yéu cdu (C6 vién ﬁ(hﬁélr% n\tlilg ny(eilal ncau
dan chuong, trang, muc g Vvic
tham chidu) chuong, trang, muc
tham chiéu)
A = 3 ; z > X n . . A ~ . X
2.4 Hv1¢u nang va kha Sf) lu’(_m% cong: > 24 cong SFP+ (1/10 Gbps) Nhur yéu cdu (C6 vién KhoPg nhtf yeu cau
nang xu ly va > 2 cong QSFP+ (40 Gbps) x (Khéng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, muc
tham chiéu)
- > ) 5 &u ca
Throughput: > 720 Gbps Nhur yéu ciu (C6 vién KhoPg nhlf yeu cau
x (Khong vién dan
dan chuong, trang, muc
tham chiéu) chu’orng,.t’rang, mue
tham chiéu)
2.5 | Chiic nang xr ly | Kha nédng loc (filtering): t61 thiu tir layer 2 Khong nhu yéu cau

g0i va toi wu hoa
luu luong

dén layer 4 (Packet type, MAC Layer,
802.1g VLAN fields, IPv4 layer, IPv6 layer,
EtherType, Transport Layer)

Nhu yéu cau (C6 vién
dan chuong, trang, muc
tham chiéu)

(Khéng vién dan
chuong, trang, muc
tham chicu)
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Panh gia
STT Mo ta Yeéu cau ky thuat chi tiét Pat Chap nhan Khéng dat
dugc
S'ilo .cAhepArlu’u‘ lqug (reghca’tlori): cho p}}e?p Nhur yéu ciu (C6 vién KhoAng l’lhl,}' yeu cau
dir liéu dén tir mot nguon c6 thé duoc guri x (Khéng vién dan
X SO . dan chuong, trang, muc
dén nhi€u thiét bi phan tich khac nhau A chuong, trang, muc
tham chiéu) A
tham chicu)
G(_),p luu luqr;g ge'lggirega.tion)' tur IAlhle,u nguon |\ yéu chu (C6 vién KhoPg l’lhl,}' yeu cau
khac nhau dé gui dén thict bi phan tich giup x (Khong vién dan
. . N A1 AL As 2 ik 1.~ | dan chuong, trang, muc
giam cac port can dé két ndi dén thiét bi phan it chuong, trang, muc
A tham chicu) A
tich tham chiéu)
Cf) san tinh nang can bang tai dua theo ma Nhur yéu ciu (C6 vién KhoPg nhlf yeu cau
bam x (Khéng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, muyc
tham chiéu)
2.6 | Nguon cap Co san 02 Nguon AC (100-240VAC) Nhur yéu cu (C6 vién KhoPg nhlf yéu cau
x (Khdng vién dan
dan chuong, trang, muc
tham chiéu) chuong, trang, myc
tham chiéu)
2.7 | Bao hanh va hd Bao hanh va hd tro ky thuat 24x7 chinh hing | Nhu yéu cau Khéng nhu yéu cau
trg ky thuat >03 nam.
IV | Trién khai va dao tao
1 | Trién khai va dao | Bay du céac vat tu thiét bi dau noi dén hé Khéng c6 van ban cam

tao cho doi ngii
tiép nhan, van
hanh

thong hién hiru.

C6 van ban cam két dap
ung cua Nha thau kem
theo ho so du thau.

két dap (ng ctia Nha
thau kém theo ho so du
thau.

Thuc hién lap dat, cai dat, cau hinh, tich hop
va to1 uu hoa cac hang muc dé h¢ thong van
hanh 6n dinh.

C6 van ban cam két dap
ung ctua Nha thau kem
theo ho so du thau.

Khong c6 van ban cam
két dap tmg cua Nha
thau kém theo hd so du
thau.
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STT

Yéu ciu k§y thuit chi tiét

Panh gia

Dat

Chép nhin
dugc

Khong dat

Trién khai day du cac tinh ning dd mua ban
quyén kem theo dy an.

C6 van ban cam két dap
ung cua Nha thau kem
theo ho so du thau.

Khéng c6 van ban cam
két dap Gmg ctia Nha
thau kém theo ho so du
thau.

Thuc hién dao tao chuyén giao cong nghé,
hudng dan van hanh doi voi cadc hang muc
trong du an doi ngii ti€ép nhan van hanh

C6 van ban cam két dap
ung cuia Nha thau kem
theo ho so du thau.

Khéng c6 van ban cam
két dap tmg ctia Nha
thau kém theo hod so du
thau.




