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1.1.1 Mé hinh kién tric
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STT

Hang muc

Mo ta

Ciac dich vu hé thong

Cung cap giao dién quan tri

vé khoi ma doc.

1 May chu quan tri | Web cho thanh phﬁn quan tri | - Dich vu Web Tomcat.
Web Console tdp trung Management | - Dich vu Web Console.
Server.
My chii quan tri DﬁongA 'va1“tro,xu: Iy dir li¢u | - Dich vy Database SQL
ket no1 véi cac Agent duoc | Server.
2 Management Coaee en . o .
cai dat trén may chu/may | - Dich vy Management
Server
tram. Server.
Puoc cai dat ﬁ)r cac may | - Dich vu Agent.
3 May tram Agent | chi/may tram can dugc bao | - Dich vu Endpoint

Products.




1.1.2 M6 hinh trién khai ap dung

M5 hinh trién khai
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Mo hinh trién khai giai phap bao gom céc thanh phan:

e Tai TTDL (DC-Tay Ho): s& la cac may chii quan tri tap trung, cac ludng dix
li€u s€ bao gém Lu@)ng dit liéu két ndi Internet dé cap nhat mau phat hién tan
cong, va cac truy van theo thoi gian thyc. Va luéng dir 1i€u quan tri va cap
nhat dir liéu dén cac Agent.

e Tai Cong ty Dién lyc: s& cai dat Agent trén cac may tinh nguoi dung dé bao
vé may tram, cac Agent s& két ndi vé TTDL thong qua dudng Metro-WAN.
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Console: Cung cap giao dién quan tri tap trung cho hé théng phong chéng ma
doc trén may tram diém cudi.

e Modern Endpoint Protection: Cung cap kha ning bao vé may tram voi cac
cong ngh¢ Next-Genration AV, Device Control, Anti-Phishing, Ransomware
Remediation.

e Server Security: Cung cap kha ning bao vé may chi.

e Mobile Threat Defense: Cung cap kha niang phong chéng ma doc trén cac thiét
bi di dong Android, 10S.

e Full Disk Encryption: Cung cdp kha ning ma héa 6 cirng may tram.

e Advanced Threat Defense: Cung cép kha ning phong chdng cac ma doc nang
cao.

1.1.3 Cac tinh nang

STT Tinh nang Mo ta
a) Console: Cung cap giao dién quan tri tap trung cho hé thong phong chéng ma doc
trén may tram diém cudi.

HO trg tao nhiéu ngudi ding va nhom
Phin quyén & ngudi dung | quyén, gidi han truy cip theo khu vuc chirc
(RBAC) nang cua console; cho phép phan tach nhi€ém
vu trong mdi truong doanh nghiép 16n.

Bio vé truy cép console bang x4c thuc nhiéu
16p; tdng cudng an toan quan tri.

2 | Xéc thye da yéu td (MFA)




STT Tinh nang Mo ta
Ty dong phan loai thiét bi dya trén trang thai
3 | Nhém dong (Dynamic Groups) | hi¢n tai hodc tiéu chi do quan tri vién dinh
nghia.
Chinh sich & quyén ké thira C‘h © phé’p thiévt lép ;nhi.éf o~ hinh p éd} Ch(\)
4 (Policy Management) cur}g nPom hoac tl‘n'et jbl, ho trg ké thira va
khoéa cau hinh nguoi dung.
5 | Hé théng bAo cdo ning cao Cung cAép Péo c{10 m?lu va tuy chinh bao cao
theo yéu cau quan tri.
Xuat log theo dinh dang JSON hoic LEEF,
6 | Tich hgp SIEM / SOC dé dang tich hop véi hé thong SIEM va
trung tim diéu hanh an ninh (SOC).
Hb tro quan 1y Android va iOS/iPadOS qua
7 Twong thich nén tiang quéan ly | Microsoft Intune, Entra ID, Apple
di dong (MDM) Business Manager (ABM) va VMware
Workspace ONE.
s | P i it e do g cao | E 0 K0 ine i cing
(Advanced Threat Defense) X ~ ..
may manh mé€ cua antivirus.
. Béo cao chi tiét toan bd tng dung va phan
9 Quan ly tai san CNTT (IT Asset ctg duoc cai dat trong to Chgl:m; h(% tro llziém

Visibility)

ké va gidm sat tai san.

b) Modern Endpoint Protection: Cung cip kha ning bao vé may tram vdi cac cong
ngh¢ hién dai.

Tu dong cap nhat dinh nghia va phan ng

1 | Cap nhat dua trén dam may nhanh v&i moi de doa moi ma khong can
chd ban cédp nhat dinh ky.
Phat hién va ngan chin ma doc & céc’ giai
2 | Phong vé da l6p doan trq:é'c, trong va sau khi thyec thi, t6i uu
cho nhiéu moi truong hoat dong.
Phat hi¢n tmg dung 13i dinh Bao vé chAong tan cg)ngAkhor}g f;ﬂe (t,"lleliss
3 dane / bi chiém quvén attack); hpn tuc quét bd nhd dé phat hi¢n
ang o uy hanh vi bat thuong.
U;ng dung Al va mang no-ron tir ndm 1997;
4 | May hoc (Machine Learning) | ho tr¢g ché do hoc méy chuyén siu, hoat
dong ca khi khong c6 két noi Internet.
. . Phan tich hanh vi thyc té ciia ma doc bi lam
5 Sandbox tich hep san (In- 10i (obfuscated malware) trong méi truong

product Sandbox)

cach ly an toan.




STT

Tinh nang

Mo ta

Bdo vé tan cong mang

Phat hién va ngan chéan céc 10 hong va tan
cong khai théc trén tang mang.

Phong chong botnet

Giam sat va chan lién lac doc hai tir botnet;
xac dinh tién trinh phat sinh lién lac va canh
bao cho ngudi dung.

H¢ thdng phong thii xAm nhép
HIPS

Theo ddi hanh vi hé thong, ap dung tap ludt
deé ngan hoat dong dang ngo va can thiép trai
phép.

Quét UEFI

Bio vé tang khoi dong hé thong; gidm sat va
xac minh tinh toan ven firmware UEFI, canh
bao khi bi stra doi.

10

Bao vé trinh duyét

L&p bdo mat danh riéng cho trinh duyét —
bao v€ bd nhd, ban phim, va cho phép dinh
danh URL duogc bao vé.

11

Quét bo nhé nang cao

Phat hién ma doc hoat d@pg trong bd nhd
(fileless malware); quét tién trinh khi hanh
vi doc hai duoc kich hoat.

12

Ngin chin khai thac 15 hong

Giam sat ung dung dé bi khai thac (trinh
duyét, PDF reader, email, Java, Flash...),
chan k¥ thuat khai thac thay vi chi dua trén
CVE.

13

Ngan chian rasomware

Phan tich hanh vi va danh tiéng ung dung;
phét hién va ngan chan tién trinh c6 dac
diém ransomware.

14

Tw dong khéi phuc

Tu dong khoi phuc tép tir ban sao luu an
toan; giam thi€u gidn doan va thiét hai do
tan cong ma hoa dir li¢u.

¢) Server Security: Kha nang bdo vé mé

chu.

Kiém soat truy cip web

Kiém soat truy cap web; chin céc trang web
khong phu hop, doc hai hodc lam gidm nang
suat; dam bao chinh sach théng nhét trén
toan by may tram va may chu.

Firewall cho may chu

Kiém soat toan bd luu lwong mang cia
Windows Server thong qua tudng Itra toi wu
cho méi trudng may chu.

Phong chong ransomware

Lép bao vé bo sung chéng ransomware;
giam sat hanh vi va danh tiéng tng dung,
phat hién va chan tién trinh c6 dac diém ma
hoa téng tién.




STT

Tinh nang

Mo ta

Phong chong tin cong mang

Phat hién va ngin chin tan cong khai thac 16
hong trén tang mang, ké ca cac 10 hong chua
duoc va hoac trién khai ban va.

H& tro hé diéu hanh Like Unix

Cung cap bo cai cho cac ban phan phdi phod
bién cta Unix_based (RedHat, SuSE, v.v.)
tuan thu chuan FHS; khong yéu cau thu vién
ngoai tri LIBC.

Phong chéng xdm nhip trai
phép trén may chu

Giam sat hoat dong hé théng theo tap luat
xac dinh san; nhan dién va chan hanh vi bat
thuong hodc xam nhdp tréi phép.

Quét bo nhé nang cao

Phat hién ma doc an (fileless malware) béng
cach giam sat hanh vi tién trinh va quét khi
ma doc hoat dong trong bd nhd.

Phong chong botnet

Phat hién va ngan chan lién lac vdi botnet;
xac dinh tién trinh gay ra lién lac doc hai va
canh bdo cho nguoi dung.

Phan tich hanh vi
sandbox trén cloud

bang

Phan tich t€p kha nghi trong modi truong
sandbox trén ddm may dé phat hi¢n cac mau
ma doc mdi, chua tirng xuat hi¢n.

10

Ngin chin khai thac 15 hong

Giam sat ung dung dé bi khai thac (trinh
duyét, trinh doc tai li¢u, email client, Flash,
Java...); chan ky thuat khai thac ngay khi
kich hoat.

11

Tich hop sandbox

Phan tich hanh vi thyc té cia ma doc bi lam
roi (obfuscated malware) trong moi trudong
an toan noi bo.

d) Mo
i0S.

bile Threat Defense: Phong chéng maé doc trén cac thiét bi di dong Android,

Quan ly tap trung:

Diéu khién toan b thiét bi dau cudi va di
dong tu bang diéu khién . (Ho tro Android,
iOS, iPadOS)

Phong vé da 16p:

Phat hién va ngan chan ma doc truoc,
trong va sau khi thyc thi; toi wu cho hiéu
nang thiét bi di dong. (Ho tro Android)

Bao vé chong lira déo:

Ngan chan truy cdp vao cdc website gid
mao thu thdp mat khdu, dir liéu ngdn hang
hodac thong tin nhay cam. (Ho tro Android)

Giam sat truy cap dir liéu:

Theo déi quyén truy cdp g dung t6i dir
lieu ca nhan/doanh nghiép, phan logi theo
nhém dé kiém sodt linh hoat. (H6 tro
Android)




STT Tinh ning Mo ta
Gioi han hodc chan truy cdp website khong
e . phit hop hoac anh hwong nang suat; ho tro
> | Loc noi dung web: mau bdo cdo mdc dinh va tiry chinh. (H6 tro
Android)
6 | HO tro hé diéu hanh: Android:;iOS / iPadOS:

e) Full Disk Encryption: Khi ning ma héa 6 ciing may tram,

1

Quan ly Tap trung

Tich hop tryc tiép trong console, cho phép
quan tri vién quan ly ma hoéa tur giao dién
quen thude, tiét kiém thoi gian.

Mai héa Ting toc bing Phan
cung

St dung AES-NI d¢ thyc hién ma hoa AES
256-bit vo1 hiéu suét cao, giam thiéu tac
dong dén hé thong

Mai héa O dia Toan dién

M3 héa toan bo 6 dia hé thong, phan vung
va thiét bi luu trir, bao vé dir liéu khoi mat
mat hodc danh cip.

Quin ly Pa nén ting

Quan 1y ma hoa 6 dia trén Windows va ma
hoéa goc macOS (FileVault) tor cung mot
bang dic¢u khién.

Trién khai véi cau hinh dinh
san

HO0 tro trién khai Full Disk Encryption voi
mat khau dwge dinh san, giup don gian
hoa qué trinh cai ddt cho quan tri vién.

Kiém soat chinh sich mit khau

Quan tri vién co thé dat yéu ciu mat khau
(d0 phuc tap, so lan nhap sai, thoi han), va
cho phép nguoi dung thay d61 mat khau khi
can.

Bdo vé 2 16p

Cung cap 16p bao vé kép, giam rui ro vi
pham, dap tng yéu cau tuan thu bao mat dir
liéu.

Ma hoa c6 chon loc

Cho phép ma hoa chi vang dir liéu da si
dung trén hé théng méi hoic 6 di xoa sach,
gitp tiét kiém thoi gian va tai nguyén khi
trién khai.

f) Advanced Threat Defense: Phong chong cic mi doc nang cao.

Phat hién da ting

St dung 4 16p phan tich ddc 1ap nham t6i
da hoa kha nang phat hién: (1) Phan tich tinh
& giai nén, (2) Phan tich tinh + dong voi
Machine Learning & Deep Learning, (3)
Kiém tra hanh vi trong sandbox mé phéng
cao cap, (4) Phan tich hanh vi siu dé phat
hién mau ddc hai.




STT

Tinh nang

Mo ta

Endpoint hodc Server ty dong xac dinh mau
la “tot / xau / khong r6”. Mau khong rd dugc

2 | Xirly Moi de doa Ty dong giri d¢én console dé phan tich va dong bo két
qua dén toan bd endpoint trong vai phut.
Khi ning Hién thi/Quan st Moi trang thai phan tich mau hlen thi trong
3 Tap trung bang diéu khién. C6 thé yéu cdu x6a mau
: sau phén tich dé dam bao quyén riéng tu.
Phén tich file va hanh vi ké ca khi ngudi
4 | Bao vé€ Nguoi dung Tir xa dung lam viéc ngoai mang ni by, dam bao
bao vé lién tuc.
Khi phat hién mau nghi ngo, ti’é’n trinh bi
< ‘e . chan thyc thi cho dén khi c6 két qua phan
> | Chan Thoi gian Thye tich; toan b hé théng mang duchcéplilhét
két qua trong vai phut.
Kiém soit Chinh sach Chi| ChOPhép cau hinh chinh sich chi tiét theo
6 tiét/Timg phan tirng may, kiém soat noi dung gui di va
hanh ddng tuong tng vdi két qua phan tich.
Nguoi dung hodc quan tri vién co thé giri
I - mau thu cong tor sdn pham antivirus dé
7| Gui Mau Thi cong phén tich; kétgqué hiénpthi tryc tiép trén
console kem thong tin nguoi gui.
g) Cac yéu cau ky thuit khac
RAM =<1GB
1 Yéu cau tdi thiéu tai nguyén Dung lugng 6 6 cting con trong toi thiéu: 1GB
may tram Phan mém cai dit trén may tram khong lam
anh huong dén hoat dong clia may tram
Cho phép két ndi, chia sé thong tin, dir liéu
thong ké tinh hinh lay nhiém ma doc véi hé
C6 khi ning két ndi, chia sé théng k}? thua:it cua Trung;tén? Giam sét, an
2 thong tin toan khong gian mang Quoc gia theo hudng
dan tai cong van so 2290/BTTTT-CATTT
ngay 17/7/2018 ctia Bo Thong tin va Truyén
thong.
3 | Chi cai dat 1 phan mém duy nhat dap tng tat ca cac yéu cau tinh nang trén




1.1.4. S6 lugng va thoi han ban quyén:

Vit tur, thiét bi | Chiing loai/Quy cach | Pon vi | S6

chinh tinh luong
Ban quyén phan | Bao gom cai dit va hd | License 4000
mém diét Virus. tro dich

Thoi han ban quyén 01 nam | vy 01 nam

1.1.5 Yéu ciu vé trién khai va dao tao:
Yéu cu nha thau két hop v6i Cong ty Cong nghé thong tin dién luc Thanh Phé Ha
Noi:

- Trién khai cai dat tich hop phén mém; kiém tra, hiéu chinh phén mém.

- Thuyc hién dao tao va chuyén giao van hanh h¢ thong.



