Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gi6i thiéu chung vé dv an/dy toAn mua sim, goi thau
1.1.1. Khai quat vé du an va goi thau

Trong cic nim qua, Agribank lién tuc dau tu cac hé théng may chu 16p tng
dung ngoai core (gém cac hé thdng thanh toan dién tir va quan Iy ndi bo) phuc vu
nhu cau ting truong trén co s& ra Soat tai nguyén hé théng tai trung tdm dix liéu
chinh va trung tdm phuc hdi tham hoa. Béng thai qua sir dung thuc té, tai nguyén
cua cac hé thong may chu ung dung da duoc st dung mot cach rat hiéu qua, kip
thoi dé cap phat cho trién khai cac hé thong tng dung méi.

Trong nam 2025, Agribank sé& tiép tuc trién khai thém nhiéu hé théng tng
dung, giai phap mai da duoc cap c6 tham quyén phé duyét. Mat khac, xu hudng
khach hang st dung dich vu trén cac kénh sb tiép tuc didn ra manh mé nén sé
luong giao dich ngay cang ting cao, cac hé théng tng dung hién tai tiép tuc ting
treong nén doi hoi sir dung thém tai nguyén 1a rat lon.

Cac hé thong ung dung ngoai core phan 16n 1a hé théng thong tin cap do 3.
Hién nay, tng dung ngoai core du phong tai trung tam phuc hoi tham hoa dang
duogc cai dit trén cac may chu cii da hét khau hao, c6 cong nghé lac hau, khdng
dam bao kha niang hoat dong on dinh. Vi vy, ngoai viéc tang cuong ning luc cho
l6p may chu (ng dung tai trung tdm dit liéu chinh ciing can phai ting cuong 1op
may chu ¢ng dung tai trung tdm phuc héi tham hoa dé d¢am bao kha niang du
phong, hoat dong lién tuc dap wng yéu cau cung ang dich vu va quan tri noi bo,
d6ng thoi tuan thu quy dinh caa phap luat va Agribank.

- Tén dy 4n: Pau tu hé théng may chu tng dung dy phong tham hoa nim
2025.

- Tén goi thau: Pau tu hé théng may chu tng dung du phong tham hoa
nam 2025.

- Quy md dau tu:

+ Trang bi 01 hé thong may chu ing dung dy phong tham hoa tai trung tam
phuc hoi tham hoa.

+ Trién khai hé thong may chii thanh ha ting may chil 40 hoa dung chung,
cap phét tai nguyén cho cac tmg dung ngoai core du phong tham hoa.

- Pja diém dau tu:

+ Tai trung tdm phuc hdi tham hoa tai Tﬁng 3 toa nha C3 Phuong Li¢t,
Phuong Phuong Liét, Thanh phd Ha Noi.

- Thoi gian thuc hién géi thau: Tdi da 06 thang (bao gém ca ngay nghi,
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ngay 18) ké tir ngay hop déng c6 hiéu luc.

1.1.2. Hién trang chung phan ving may chu tng dung ngoai core nén tang
CISC tai trung tam phuc hdi tham hoa

- Phan ving may chu (mg dung ngoai core du phong tham hoa (gdm céc hé
théng thanh toan dién tir phuc vu giao dich khach hang va cac tng dung phuc vu
quan 1y, diéu hanh noi bd) dang tan dung mot ) may chu X86 cii dé cai dat cho
cac tmg dung quan trong, hién cac may chu ndy dd hét khau hao, c6 cong nghé lac
héu, khong dam bao kha ning hoat dong 6n dinh va khong con dap umg duoc ting
truong, can phai duoc thay thé, ting cuong boi hé théng mdy chu méi co nang luc
cao va hd trg cong nghé phuc vu phat trién tng dung microservice.

1.2. Yéu ciu vé ky thuat

1.2.1. Yéu cau vé giai phap

1.2.1.1. Yéu cau chung cta giai phap

- Hé thong may chii méi str dung bd vi xir 1y trén nén tang CISC tuong
thich cai dat hé diéu hanh Windows Server, Redhat Enterprise Linux, Oracle
Linux, CentOS Linux trén may chi ao twong tu nhu hé diéu hanh cho tng dung
ngoai core hién c6 ctia Agribank tai hé thong chinh.

- Puoc thiét ké theo kién tric cluster ddp ing yéu cau cao vé tinh sin sang
hoat dong, hé thong khong bi gian doan khi c6 mot may chu gip su c6; Cho phép
thém mdy chu dé mé rong quy mé vé nang luc dap tng nhu cdu ting trudng.

- Puoc tich hop sin cac thanh phan may chit CPU, MEM, Storage va phan
mém quan tri, phan mém hé thong. Ao hoda tip trung tai nguyén gém ao héa may
chu, 40 hoa luu trir thanh ha tang dung chung dé cip phat tai nguyén, diéu chinh tai
nguyén cho cac hé thong tng dung mét cach nhanh chong.

- Pép tng dong thoi cung cip dugec may chil 40 va container dé co thé
trién khai cac tng dung du phong tham hoa trén méi truong mdy chu 4o va ung
dung theo kién triic microservice.

- Cung cip giai phap quan tri tip trung tai nguyén, may chi 4o, container
dé tdi uu, tu dong, don gian hoa cong tac quan tri, van hanh hé thong.

1.2.1.2. Yéu cau chi tiét cua giai phap

a) M6 hinh trién khai
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Hinh 2: M6 hinh trién khai

b) Yéu cau ddi vé6i viéc trién khai cai dit, cdu hinh
- Cau hinh tich hop hé thong may chii véi ha tang cong nghé thong tin hién

c6 cua Agribank.

- CAu hinh phan chia tai nguyén ao hoa thanh 02 cum: Cum VM phuc vu
cai dit ung dung du phong theo kién trac monolothic; Cum Container sin sang
phuc vu trién khai ing dung du phong theo kién trac microservice. Tai nguyén cia
02 cum VM va cum container c6 thé duoc diéu chinh dé cép bo sung dap trng nhu
cAu ting trudng cua tng dung.

1.2.2. Yéu cau danh muc thiét bi va thong s6 k¥ thuat cta thiét bi

STT Tidu chi Thong so k¥ thuat toi thiéu hoac twong So
duwong lwgng
H¢é thong may chii ing dung du phong thim hoa 01 he
¢ g may g dung du phong L théng
1 | Cum may cha (gdm cac may chua c6 cdu hinh gidng nhau) 01 cum
11 Tong tai nguyén | - 1604 GHz
" |CPU cua cum |- Dong chip Intel Gold 5rd Generation hoic
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STT Tidu chi Thoéng so ky thuat toi thiéu hoic twong So
dwong lwgng
may chu AMD 5rd Generation

Téng tai nguyén
bd nhé RAM

1.2 | . . | 18348 GB
cia cum may
chu
- Trudng hop storage dugc tich hop san trén
may chu thi tong tai nguyén luu trir 1a: 806
TB raw NVMe SSD
- Trudng hop st dung thiét bi storage dé cap
Tong tai nguyén | dung luong thi thiét bi storage phai dap tmg
1.3 |luu trlf cha cum |yéu cau: La dong high-performance
may chu enterprise storage; Co cdu hinh dual
controller HA cluster, 128 core CPU, 1,5TB
DRAM, 6 dia NVMe SSD véi dung luong
806TB raw hoic 6 dia SSD véi dung luong
1128TB raw
1.4 | S6 may chu 09 may chu, ciu hinh mdi may chil nhu sau:
1.4.1 | Form factor Rack-mount
142 | TAINOUEN CPUT 20 5 GHz
moi may chu
Tai nguyén b0
1.4.3 | nhé RAM mbi | 2038,7 GB
may chu
Storage moi
may chu
144 (Truong  hop | - 89,55TB raw NVMe SSD
" |'storage  duoc | - Support upto 24 6 dia NVMe SSD
tich hop san trén
may chu)
Boot  Storage
1.45 | cia mdi may |2 x 480GB NVMe SSD, RAID 1
chu
N . | -4 x 25GbE optical port
t .
146 | oo S 04x 25Gb optical SFP

moi may chu

- 1 x 1GbE RJ45 port
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STT

Tiéu chi

Thoéng sb ky thuat téi thiéu hoiic twong
dwong

S6
lwgng

Tinh nang quan
tri tich hop sin

Cung cap tinh nang quéan tri an toan, bao
mat:

- Server Certificates for Validating
Outgoing HTTPS Connections; Preferred
Authenticated Host Interconnect Access;
Server-Side Keys to Encrypt SSH
Connections; Access control list; Alert
Standard Format; User authorization;
Single sign-on; Secure verified boot; Fault

147 x. .| Management Shell; Service Snapshot utility.
trén mo1 may
chu Hoac:
- Public key Authentication; Role-based
authority; SSL encryption; IP blocking;
Two-factor authentication; Single sign-on;
Virtual Flash Partition; Secure Boot; System
Lockdown;  Cryptographically  signed
firmware; Data at Rest Encryption; Secured
Component Verification; Silicon Root-of-
Trust.
Power  Supply
1.4.8 | cia mdi may | Dual, redundant power supply
chu
1.49 Fa,n C}la ot Redundant cooling fans
may chu

1.5

Bo phin mém
hé théng duoc
tich hop san véi
cum may chu co
day du tinh ning

Clustering and scaling:

- C6 kha ning md rong téi 16 nodes cho moi
cluster

- C6 kha ning thém (add) node dé mo rong
cluster

- HO tro dong bo gitta cac Cluster

Tinh nang 4o hoa luu trik:

- C6 kha ning quan 1y cac thiét bi/phan ving
luu trit khac nhau va tao ra mot khong gian
luu trlt do (virtual storage space) ma cac
may tinh khac c6 thé truy cap va sir dung
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STT

Tiéu chi

Thoéng sb ky thuat téi thiéu hoiic twong
dwong

S6
lwgng

nhu mot don vi luu trit duy nhét
- Co ché bao vé dir liéu: mirror
-H5 tro Resilient File System

- Ma hoa dit li¢u tai 16p luu triv
- Data Deduplication

- Thin and Thick provisioning

Tinh ndng 40 héa may chu:

-Tao may chi a0 trén cluster gom cac may
chu vat ly

-HO trg hé diéu hanh trén may chu ao:
RedHat Enterprise  Linux, Microsoft
Windows Server, Oracle Linux, CentOS
Linux, SUSE Linux Enterprise Server,
Ubuntu

- Nén tang container: Tao, quan ly container

Management:

- Dashboard onpremise quan ly, giam sat
trang thai va tai nguyén ctia Cluster gom
VM, Storage, Network

- Hb trg kha ning tich hop quan 1y, giam sét
Cluster trén Cloud cua chinh hing phan
mém

HOb tro kha nang tich hop véi ha tang luu trix
ngoai dé mad rong dung luong luu triv

Khong gidi han thoi gian st dung

1.6

Tinh nang cap
nhat hé thdng
cua cuym may
chu

- Cac thanh phan cuoa hé théng gom
firmware, phén mém hé théng, driver duoc
chinh hang lién tuc danh gia tinh tuong
thich; Ty dong update toan bd hé théng vo1
mdt budc duy nhat (Full-stack updates in a
single step)

Hoac:

- Toan b0 firmware, phﬁn mém hé théng cua
cac thanh phan trong hé théng gébm may
chu, switch, storage (néu c6) (phuc vu cap



https://learn.microsoft.com/en-us/windows-server/storage/refs/refs-overview
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STT Tidu chi Thoéng so ky thuat toi thiéu hoic twong So
dwong lwgng
nhat hé théng) duoc kiém thir tai chinh hang
dam bdao tinh tuong thich hoat dong cung
nhau va dugc tai chung thanh 01 file duy
nhat dé thuc hién cap nhat hé théng
2 | Théng s ki thuat caa mdi chiéc Switch két néi noi bo 02 Chiéc
2.1 | Form factor Rack Mount
24 x 25Gbps port
2.2 | Interface
4 x 40Gbps port
2.3 | Transceiver 20 x 25GbE optical SFP
2.4 |Management 1, Ghps RI45
Port
2.5 | Protocol Support RDMA/RoCE protocol
2.6 Switching capacity: 2Tbps
Performance Memory: 8GB
Package Buffer/System Buffer: 32MB
2.7 | Power Hot swappable redundant power

1.2.3. Du kién cac cong viée trién khai

STT Cong viéc
1 | Khao séat
1.1 | Khao sat moi truong lap dat thiét bi
1.2 | Khao sét cac hé thong tng dung ngoai core tai hé thong chinh
1.3 | Lap Béo céo khao sat
2 | Xay dung tai lidu thiét k& va phuong an trién khai
3 | Ban giao, lap dat thiét bi
3.1 | Ban giao hang hoa
3.2 | Xay dung kich ban va thuc hién kiém tra, nghiém thu trién khai thiét bi
4 | Cai dat cau hinh hé théng may chu ang dung du phong tham hoa
4.1 | Cai dat, cau hinh co ban
4.2 | Cau hinh, tich hop hé théng
5 | Trién khai cum VM va cum container
5.1 | Trién khai cum VM va cap phat VM sin sang phuc vu trién khai tng dung
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STT Cong viéc

du phong tham hoa theo kién triic Monolothic

Trién khai cum container san sang phuc vu trién khai tng dung du phong

5.2 A .. .
tham hoa theo kién tric microservice

6 | Kiém tha hé thong

6.1 | Kiém thir tinh twong thich vi ung dung cua Agribank

6.2 | Kiém thir kha ning hoat dong 6n dinh va tinh sin sang cao

6.3 | Kiém thir trién khai ung dung trén nén tang container

DO quét, cau hinh chuan hoa an toan bao mat

8 | Chuyén giao tai liéu va huéng dan cau hinh, quan tri

Chuyén giao cdng nghé: hudng dan can bo ky thuat cua Agribank trong

8.1 Lo A
qua trinh cai dat, cau hinh hé thong

Chuyén giao cac tai liéu: khao sat, thiét ké, hudng dan trién khai chi tiét,

8.2 hudng dan quan tri van hanh

9 | Nghiém thu tong thé hé thong va dua vao st dung

1.2.4. Yéu cau to chtrc trién khai giai phap, bao hanh

1.2.4.1. Yéu cau vé cung cip va t6 chtic trién khai

- Dia diém ban giao va lap dit thiét bi, may cha tai: Trung tdm di liéu coa
Agribank tai tang 3 tda nha C3 Phuong Liét, Phuong Phuong Liét, Thanh phé Ha
NOi.

- Pon vi cung cap phai cé ké hoach trién khai chi tiét: Ké hoach ban giao,
lip dat va nghiém thu thiét bi; Ké hoach khao sat, thiét ké, cai dat, cau hinh, thir
nghiém hé thong; Lich trinh va phuong an k¥ thuat chi tiét trién khai hé thong.
Agribank phai duoc cung cap tai liéu ky thuat trién khai chi tiét trugc khi thuc
hién.

- Trong qua trinh trién khai, cac cong viéc lién quan dén cai dat, cau hinh
thiét bi, chuyén doi dit liéu phai dugc thuc hién vai su phdi hop caa céc can bo ky
thuat caa TTCNTT - Agribank.

- Phai cung cap tai liéu khao sat, thiét ké va huéng dan quan tri, van hanh
hé thong cho can bo Agribank.

1.2.4.2. Yéu ciu vé bao hanh, hd tro k¥ thuat

- Thai gian bao hanh: Céc thiét bi (phan cang, phan mém hé thdng di kém)
thuoc pham vi du an ndy phai duoc bao hanh, hd trg ki thuat theo tiéu chuan chinh
hang t6i thiéu 36 thang (03 nim) ké tir thoi diém nghiém thu tdng thé hé théng va
dua vao st dung.

- Pja diém bao hanh: tai noi trién khai thiét bi.
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- Trong qué trinh bao hanh: cac vat tu linh kién thay thé cho thiét bj phai 1a
c4c vat tu mdi 100% cua chinh hing san xuat.

- Trong thoi gian bao hanh, Agribank c6 quyén duoc va 13i, nang cap, cap
nhat firmware, phan mém hé théng cung cap boi du 4n nay; cin ci khuyén céo cua
nha san xuit thiét bi, don vi cung cp phai tién hanh phan tich, Ién ké hoach va
thuc hién nang cap, cap nhat, va I5i firmware, phan mém hé théng 18n phién ban
méi cho céc thiét bi thuoc pham vi cung cap nham gidp cho hé théng hoat dong 6n
dinh, ngan ngtra 13i, cap nhat tinh ning méi (néu co).

- Y&u cau veé thoi gian dap (ng giai quyét su cb (cap do su cb quy dinh tai
Quyét dinh sé 1468/QD-NHNo-CNTT ngay 25/12/2014 vé ban hanh Quy trinh xu
ly su ¢b cong nghé thong tin trong hé théng Agribank) lién quan truc tiép téi thiét
bi dugc cung cap téi du an nay:

+ D4i vai cac sy ¢b cap do 1 (rat cao): Thoi gian giai quyét sy cb trong
vong 02 gio ké tir thoi diém Agribank thong bao dén nha thau;

+ D6i véi cac sy co cap do 2 (cao): Thoi gian giai quyét su cd trong vong
04 gio ké tir thoi diém Agribank thong bao dén nha thau:;

+ D6i vai cac su co cap do 3 (trung binh): Thoi gian giai quyét su ¢ trong
vong 12 gio ké tir thoi diém Agribank thong bao dén nha thau;

+ DAi véi cac su cd cap do 4 (thap): Thoi gian giai quyét su ¢ trong vong
24 gio keé tir thoi diém Agribank thong bao dén nha thau;

+ Trong trudng hop su ¢d dan dén viéc phai dén tan noi dé xt Iy sy ¢b hoac
phai van chuyén linh kién, thiét bi dé thay thé thi thoi gian di chuyén hoic van
chuyén linh kién, thiét bi khong qua 02 gio (khdng tinh vao thoi gian giai quyét su
cd).

- Phai ¢6 quy trinh bao hanh va quy trinh khac phuc su cd.

- Ngoai ra, dé dam bao viéc xtr 1y cac sy ¢ mot cach nhanh nhét, phai c6
co ché lién lac vuot cip (Escalation Process) dén cac cap can bo ki thuat va can bo
quan ly c6 trach nhiém ciing nhu nang luc, trinh d6 cao hon cua hang.

1.2.4.3. Yéu cau khac

- Céc thiét bi phan ctmg déu phai 1a cia chinh hang, méi 100%, nguyén
dai, nguyén kién, duoc san xuat khong trude 06 thang so véi ngay ky hop dong.

- Pon vi cung cap phai cung cap day du:

+ Giéy chimg nhan chét luong (CQ);

+ Tai liéu ching minh vé& xudt xtr cta thiét bi, phiéu dong goi hang héa
(packing list), van don.

- Pon vi cung cép chiu trach nhiém cung cap cac phu kién (nhu tranceiver,
cap dién, cap mang, cap quang,...) va chiu moi chi phi lién quan dé lap dat, két
ndi, tich hop cac thiét bi vao hé thong ctia Agribank.
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- Pon vi cung cip phai cam két giir bi mat tit ca cac thong tin lién quan
dén hé théng ciia Agribank.

- Trong qué trinh thyc hién cong viéc trién khai, bao hanh, don vi cung cap
phai dam bao khong gdy mat an toan dén hoat dong cia cac hé théng cua
Agribank.

1.2.5. Bién phap an toan van hanh, phong, chéng chay, nd

- Trong qué trinh trién khai cac thiét bj va may chii cAn phai tuan thi Quy
dinh quan 1y van hanh trung tdm dir liéu va Quy ché dam béo an toan, bao mat hé
théng cong nghé thong tin trong hoat dong ctia Agribank.

- Trudc khi dua hé théng vao st dung, can thuc hién viéc do quét 16 héng
an toan thong tin va tién hanh xtr 1y khac phuc cac 16 hong (néu c6).

Muc 2. Ban vé

Khoéng c6 ban vé

Muc 3. Kiém tra va thir nghiém

Kiém tra, thir nghiém hang héa: Nha thau phai tap két toan bo hang hoa tai

dia diém kiém tra thir nghiém trong thoi han giao hang dé hai Bén thyc hién kiém
tra, thir nghiém. Céc kiém tra va thtr nghiém can tién hanh gém cé:

- Kiém tra truc tiép trén thiét bi, qua catalogue, qua giao dién quan tri cia
thiét bi va cac kich ban thir nghiém khac dé dam bao hang héa c6 cau hinh va tinh
nang dap tmg yéu cau trong E-HSMT va E-HSDT.

- Kiém tra gidy to chimg nhan xuit xt hang hoa va gidy t& ching nhan
chat luong.

Kiém thtr hé thdng: Trong qua trinh trién khai hé théng may chu, can kiém
thur:

- Tinh tuong thich hoat dong vé1 ing dung ngoai core cia Agribank: Thuc
hién cai dat va chuyén d6i toi thiéu 01 hé théng ung dung sang hoat dong chinh tai
hé théng may cha du phong tham hoa méi.

- Tinh sin sang ciia hé thong may chi khi c6 01 may chu bi 16i dimg hoat
dong.

- Trién khai thir nghiém va quan 1y tmg dung trén nén tang container ciia
hé théng may chu.



