Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

. Giéi thigu chung vé PAMS, géi thau:

- Tén cua Phuong an mua sam: Trang bi giai phap tu dong hoa trong céng tac quan tri may cha

- Tén g6i thau: Trang bi giai phéap tu dong hoa trong cdng tac quan tri may chu

- Noi dung cdng viéc chinh cua goi thau: Trang bi ban quyén giai phap tu dong hoa ha tang, dich vu
trién khai va hé trg ki thuat

- Linh vic LCNT: Mua sidm hang héa

- Thoi gian thuc hién géi thau: 03 thang

- Tén Chu dau tu: Ngan hang TMCP Pau tu va Phat trién Viét Nam

I1. Yéu cau vé k¥ thuat:

1. Yéu cau chung

Danh sach hang muc trang bi:

STT Hang muc S6 lwong | Pon vi tinh M0 ta, ghi chu
1 Bfln quyen giai phap tu 500 Subscription TleuAchuAa‘m k§r thuat ch; tlé’EtaI myc
dong hoa 2. Y@u cau ve tiéu chuan ky thuat chi
2 | Dich vy trién khai 1 Goi tict

- Thoi gian thuc hién hop dong: 39 thang, gom:

+ Thoi gian ban giao hang hda, kich hoat ban quyén phan mém, hoan thanh trién khai: Téi
da 60 ngay ké tir ngay hop dong c6 hiéu luc

+ Thoi gian nghiém thu hoan thanh trién khai: T6i da 90 ngay ké tir ngay Hop dong co
hiéu luc.

Thoi gian hiéu lyc sir dung ban quyén va dich vu hd trg ki thuat dbi véi ban quyén: 36

thang ké tir ngay hai bén ky Bién ban nghiém thu hoan thanh trién khai.

2. Y&u cau veé tiéu chuan ky thuat chi tiét:
2.1. Y8u cau doi véi Ban quyén gidgi phap tw déng héa ha tang CNTT:

STT Tén hang muc
- Kha nang tu dong hoa:
e Giai phap hop nhat cho chién lugc tu dong hoda cho cac trudng hop: Hybrid cloud
automation, Network automation, Infrastructure automation, Configuration
L management, Application deployment

e Giai phap cung cap co ché thyc thi trén nhicu thiét bi (multi-machine) cho cac tac vu
Iap lai nhiéu lan, co thé tai sir dung.
- Kha nang tich hop Vi cac nén tang:
e Operating systems and virtualization: Red Hat Enterprise Linux, Microsoft Windows,
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VMware
e Networks: Arista, Cisco, F5, Infoblox, Juniper, Dell/EMC, Aruba, A10

e Cloud: Amazon Web Services, Google Cloud Platform, Microsoft Azure, Red Hat
OpenStack Platform

e Security: Cisco ASA, Check Point, CyberArk, Fortinet, Splunk, IBM Resilient and
Qradar

- Kién trac giai phép:
e Kién truc Agentless, khdng can cai dit agent 1én cac node duoc tac dong.
e (C6 co ché High Availability theo mé hinh Active /Active hoic Active/Standby.
e CO thé duoc trién khai trén cac nén tang quan tri container Kubernetes/Openshift.
e Yéu cau xdc thyc qua SSH, WinRM véi may chi; va yéu cau xc thuc khi sir dung
network cli, netconf, va HTTP API doi vai cac loai hinh thiét bi khac nhu network
devices.

- Tinh nang giai phap:
e Quan ly quyén truy cap nguoi ding dua trén vai trd0 RBAC (Role-Based Access
Control).
e (Co co ché ghi lai cac sy kién (event) cia hé théng nhu: hanh vi ngudi dung, hoat dong
cua cac tac vu tu dong.
e C6 co ché “Chap thuan” (Approval) thuc thi.
e C6 giao dién nguoi dung, hién thi thong tin tong quan, cho phép truy cap thong tin
tong quan vé cac tac vu tu dong hoda.
e Ngdn ngit trinh bay: duoc viét bang yaml
e C6 kha ning tich hop voi cac giai phap xac thuc LDAP va SAML, ¢ hd tro MFA
cua bén thur ba.
e Ma hoa dir liéu nhay cam (nhu password hoac API token) va c6 kha nang tich hop
véi external credential Vault.
e K&t ndi dén giao dién quan tri web phai dugc ma hoa duong truyén sir dung giao thic
HTTPS (str dung TLS 1.2 tr¢ 1én)
- Cho phép truy cap thdng tin hé trg, cAc cai tién phan mém chinh thirc cua hang cung cap,
cac khuyén nghi bao mat.
- Cap nhat, stra 16i, bao mat: Cap nhat nhiing cai tién, ban sira 181, nhitng tinh ning méi va
cac chung chi.
- Nang cap phan mém linh hoat: Cho phép nang cap lén bat ctr phién ban méi nao dugc phat
hanh.
- M& ngudn va tai lidu: Cho phép truy cap vao thu vién binaries ciia cac san pham phan mém
va céc tai liéu lién quan.
- Ban quyén phép mém phai bao géom ho tro ky thuat tir chinh héng san XUAt, cd thai han t6i
thieu 03 ndm doi vai toan bo ban quyén giai phap tu dong hoa thgo tiéu chuan cua héng
cung cap ke tur ngay hai bén ky Bién ban nghiém thu hoan thanh trién khai. Bao gom:




e H0 trg ky thuat 8x5 (8 gid/ngay, 5 ngay/tuan) theo tiéu chuan caa hang.
e HO tro tr xa, thong qua web, dién thoai
e Khong han ché sb 1an yéu cau hd trg ky thuat.

2.2. Yéu cdu déi véi Dich vu trién khai

STT

Tén hang muc

Dich vu trién khai:

1.

Cai dat trién khai tich hop hé théng

Thiét ké giai phap tu dong hoa.

Trién khai va cdu hinh Automation Controller

Trién khai va cau hinh co s& dit liéu.

Trién khai va ciu hinh Automation Hub

Trién khai va cau hinh phan ing theo sy kién trong thoi gian thuc (Event-Driven).
Cau hinh tich hop LDAP.

Tich hop vai cong cu quan ly Source Code.

Trién khai va ciu hinh méi truong thyc thi tu dong.

Trién khai backup & restore giai phap tu dong hoa.

Trién khai kich ban tu dong hoa

Khao sat quy trinh van hanh

Thiét ké ludng cdng viéc, kich ban tu dong hoa

Trién khai 05 Use Cases.

Xay dung chuyén giao tai liéu trién khai, quan tri, van hanh hé théng.
Pao tao

Pao tao vé kién tric va céch trién khai giai phap tu dong hoa.

Dao tao cdng tac quan tri, van hanh hé théng tu déng hoa.

Pao tao vé cach viét ty dong hda va céc best practices.

S6 luong can bo dao tao: 10 cén bo




