Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat
Yéu cau vé ky thudt bao gom cdac noi dung co ban nhu sau:

1.1. Gi6i thi¢u chung vé dw 4n, goi thau
1.1.1. Giéi thi€éu chung vé du an:
Dy 4n “Nang cap, mo rong Hé thdng didu hanh an toan thong tin

(SOC)” 1a du 4n bd sung ning cap cc phan cing, giai phap phadn mém nhim ning
cao nang luc xur 1y, luu trit, mé rong tinh ning diéu tra, trong quan, xir 1y su cd
va tu dong hoa ngin chin tan cong cua phan hé SOC quan 1y ving bién va khi
hoan thanh trién khai du an dinh huéng phan hé SOC quan 1y ving bién chuyén
vé thanh hé théng diéu hanh an toan thong tin (SOC) tap trung dé tdi wu cong
nghé va quan tri van hanh hé théng. Sau khi hoan thanh du an gidi phap c6 kha
nang ung dung tri tu¢ nhan tao (Al), hoc may (machine learning) va tich hop thong
tin tinh bao (Threat Intelligence) dé phat hién hanh vi bat thuong theo thoi gian
thuc, kha ning hd trg mé rong (scalable) va tich hop véi cac ngudn nhat ky, su
kién (log/event) phirc tap (log phi cdu truc), tich hop véi ha ting ddm mAy, ha
tang ddm may lai (hybrid cloud) gitip phat hién sém cac mdi de doa an ninh, dua
ra phan tmg nhanh chéng véi cac su ¢b bao mat, tan cong vao hé théng CNTT cua
Agribank va dam bao tuan thu, dap tng day du cac quy dinh cua Ngan hang Nha
nude vé hoat dong giam sat va ing ctru xir 1y su ¢b an toan thong tin trong hoat
dong ngan hang.

- Tén du an: Nang céip, mo rong He théng diéu hanh an toan thong tin
(SOCO).

- Tén cha dau tu: Ngan hang Nong nghiép va Phat trién Nong thon Viét
Nam (Agribank)

- Muc tiéu dau tu:

+ Nang cip ning luc xtr Iy phdn mém 15i vé giam sat, tim kiém, phén tich;
M¢ rong tinh nang phﬁn mém diéu tra, tuong quan, xu ly sy cd; Mo rong tinh
ning phan mém tu dong hoa ngan chin tin cong dé dap tmg yéu cau vé hoat dong
gidm sat va g ctru xtr Iy su ¢d an toan thong tin trong tinh hinh hién nay;

+ Nang cip cac thiét bi phan ciing dé dap Gmg nang cao nang luc xtr 1y,
luu trir cho hé théng SOC;

+ Pam bao tuan thu, dap tng day da cac quy dinh cua Ngan hang Nha
nude va Agribank vé an toan bao mat.

- Quy md dau tu:

Nang cap, m& rong tai phan hé SOC quan 1y ving bién bao gom:

+ Pau tu phan mém cho ca Trung tim dit liéu chinh (PDC) va Trung tim
dir liéu dy phong (BDC) trong thoi gian 05 nim (ké tir ngay nghiém thu hop



dong):

v' Pau tu phin mém 13i vé giam sat, tim kiém, phan tich dé nang cao ning
luc xir 1y, giam sat, tim kiém, phan tich v6i dung luong xu 1y 150GB/ngay hoic
6000 EPS;

v Pau tu phan mém diéu tra, twong quan, xt 1y su ¢ dé md rong tinh
nang diéu tra, canh bao sy kién an ninh véi dung luong xir Iy 50 GB/ngay hoic
2000 EPS;

v' Pau tu phan mém tu dong hoa ngin chin tan cong dé mé rong tinh ning
t dong hoa ngan chin tan cong, ¢o 1ap pham vi tin cong, phéan loai, phdi hop xir
1y va khoi phuc hé théng;

+ Trang bi cac thiét bi phan cimg dé dap tng nang cao nang luc xir Iy, luu
trlt cho phan hé SOC quan ly vung bién tai PDC;

+ Tb chirc trién khai, tich hop hé théng, dio tao.

- Dia diém:

Tai cac Trung tim dit liéu ciua Agribank gdm:

+ Trung tdm dit liéu tai tda nha C3, phuong Phuong Liét, Thanh phd Ha
Noi;

+ Trung tAm dit liéu tai khu dit A5-THCT2, Khu d6 thi méi Lé Trong
Tén, x4 An Khanh, Thanh phé Ha Noi.

- Thoi gian thuc hién hop dong goi thau: Téi da 1a 06 thang (bao gom ca
ngay nghi, ngay 1&) ké tir ngay hop dong c6 hiéu lyc.

- Téng quan giai phap:

. Nang cap, mo rong hé thdng diéu hanh an toan thong tin hoan chinh bao
gom h¢ thong chinh, hé thong du phong, cu thé nhu sau:

+ Hé théng chinh va hé théng du phong dugc trién khai, cdu hinh cac
phan mém 151 vé giam sat, tim kiém, phan tich; phin mém diéu tra, trong quan,
xtr Iy su ¢b; phan mém tu dong hoa ngin chin tin cong.

+ Hé thdng duoc thiét ké tai 02 trung tdm dit liéu chinh va dyu phong twong
rmg. Cac may chu, thiét bi trong hé thdng dit tai cac phan ving mang phu hop,
cac phan ving dam bao an toan bao mat theo ding quy dinh cua Agribank. Ngoai
ra, hé théng duoc déng bo dir liéu déng thoi dam bao tinh san sang, 6n dinh c6
thé chuyén site khi c6 13, su ¢d theo mé hinh Active/Active hodc Active/ Standby.
Céc thiét bi ¢am bao tich hop tuwong thich vdi ha ting sin c6 cia Agribank.

+ Tai nguyén hé thong chinh tai trung tim dit liéu chinh s& dau tu méi, tai
nguyén hé thong du phong s dung tai nguyén may chu ao héa sin cé cia
Agribank.

+ Hé thong phai dam bao hiéu ning cao, dap Gmg duogc ting trudong thu
thap log trong t6i thiéu 05 nam tiép theo. Dong thoi kha ning tich hop voi cac hé
thong log source ctia Agribank, third-party (Virustotal, Threat Inteligence, v.v...),
Cloud (AWS, GCP, Azure, v.v...), v.v... cung cAp md rong ma khong lam thay



d6i mod hinh thiét ké.

1.1.2. Gi6i thiéu vé géi thau

- Tén goi thiu: Nang cip, md rong Hé thong didu hanh an toan thong tin
(SOC)

- Ngudn vbn: Str dung ngudn vén dau tu mua sim tai san cd dinh cua
Agribank.

- Hinh thuc lya chon nha thau: D4u thau rong rii, trong nude, qua mang.

- Loai hop ddng: Tron goi.

- Thc‘ri gian thuc l}ién 61 thau: T6i da 13 06 thang (bao gdm ca ngay nghi,
ngay 1€) ké tr ngay hop dong c6 hiéu lyec.

1.2. Yéu cau vé k¥ thuit

1.2.1. Yéu cau doi véi mo hinh thiét ke

1.2.1.1. M6 hinh thiét ké dwoc dé xuat sé phai dam bio cac nguyén tic
sau:

- Pam bao c6 kha ning khai thac két ndi thu thap dir licu tur cféc Trung
tam dir li¢u chinh, Tmng tam dir licu dy ph(‘)ng, ‘Trung tam vung Mién Trung,
I:rung tam vung Mi‘én Nam va cac thanh phan ha tang khac C}ia Agribank (nhu ha
tang ddm may, ha ting ddm may lai (hybrid cloud), v.v...) v€ luu trit tdp trung tai
PDC va BDC.

- Pam bao kha ning van hanh cc quy tic (rule) dya trén chirc ning nhiém
vu cua cac nhom giam sat level‘ 1,2,3, nhom quan tri, xay dung content/playbook
tham gia vao giam sat, xur ly di€u tra cac canh bao an ninh.

- Pam bao kha ning luu trit theo yéu cau va theo quy dinh cta nha nudc.

- D& dang mé rong ban quyén (license).

- ‘Dé dang mé rong nang luc hé théng th‘eo bé ngang: B(f) sung dé d‘e‘lng cac
thanh phan vao cac cum may chu ma khong can phai thay thé thanh phan dang
co.



1.2.1.2. M5 hinh trién khai tong thé ciia h¢ thong SOC sau khi ning
cAp, mé rong
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Hinh 1: M6 hinh trién khai tong thé Hé thong diéu hanh An toan théng tin ndng
cdp, mé réng

V& mit tong thé, hé thong SOC dugc dit tai Trung tdm dit liéu chinh va
Trung tam dir liéu dy phong (dong vai tro trung tam giam sat va xur ly dir liéu an
ninh tir toan bo hé théng mang cua Agribank) bao gom cac thanh phan thu thap,
luu trir, xur ly dir liu, giam sat, tim kiém, phén tich; diéu tra twong quan, xir ly
Sur colva tu dong hoe} ngan chan tAn cong (Tham chiéu muc 2.4 mo hinh thiét ké
hé thong SOC chi tiét).

Cac vung mang cua Agribank:

- H¢ théng diéu hanh an toan thong tin s€ dat tai Trung tam dir liéu chinh
va Trung tdm dir li€u du phong. Thu thap toan b log source tai trung tam dir li¢u
chinh va du phong nhu: trang thiét bj Network/Network Security, thiét bj an ninh
bao mat, ing dung, co s& dir li€u, log audit may chu, v.v...



- Trung tim ving Mién Nam va Mién Trung: Trién khai cac may chu thu
thap log dé tich hop cac ngudn log source tai cic trung tdm ving Mién Trung va
Mién Nam: Hé théng may chu, AD/RODC, Network Device, KAS, Email,
v.v...va gti v& TTDL chinh va TTDL du phong. Thanh phan Load balancing
dung dé can bang tai hai may chu thu thap log thong qua cdu hinh Load balancing
mém. Trong twong lai khi nang cap hé théng mang 1én SD-WAN s& loai bo céac
may chi thu thap log tai cac Trung tdm ving Mién Trung, Mién Nam nay.

- Thanh phan thu thap va chuyén tiép dir liéu log tai ving mang DMZ.
Thanh phan nay déng vai tro thu thap log/data tir cic hé théng bén ngoai mang
Agribank nhu: Google Cloud, AWS, Azure; cac dich vu nhu Threat Intelligence,
CWAF - Cloud Web Application Firewall, v.v...

So d6 téng thé trén dap tng dy du kha ning ctia mot hé théng didu hanh
an toan thong tin trong thu thap dir li¢u, gidm sat :[ai cac Trung tdm dir liéu chinh,
Trung tam dir liéu du phong, Trung tdm vung Mién Trung, Trung tdm ving Mién
Nam, ha tang ddm may, ha ting ddm may lai (hybrid cloud).

MBS hinh trién khai stir dung kién trc cluster cho cac thanh phan trong yéu
nham hd trg kha ning mé rong theo chidu ngang (horizontal scaling) va dam bao
tinh sdn sang cao (HA). M6 hinh dam bao ludng dir liéu duogc thu thap, xir Iy va
Iuru trit xuyén sudt, dong thoi duy tri kha ning truy van, phan tich va tuong quan
su kién mot cach lién tuc.

1.2.1.3. MB& hinh trién khai chi tiét cac thanh phin ning cip, mé rong
hé thong diéu hanh an toan théng tin ciia Agribank
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Hinh 2: M6 hinh trién khai chi tiét cdc thanh phan hé thong diéu hanh an
toan thong tin SOC nang cap, mo rong



Chi tiét cac thanh phan Hé thong SOC trong mé hinh:

- Thanh phan may chil giam sat, tim kiém, phén tich va diéu tra, twong
quan, xr 1y su ¢d: Thyc hién giam sat, phan tich va diéu tra truy vét. Cac may chu
nay hoat dong trong mot cluster déng bo duoc dat tai 2 site PDC va BDC sur dung
mo hinh active — active, cho phép nguoi dung truy cap dashboard, report va dir
liéu truy van tir bat ky node nao trong cum thong qua co ché Load Blancer. Piéu
nay dam bao tinh sin sang va lién tuc, ngay ca khi mot node gip su cd. Bén canh
d6 véi cau hinh cluster, toan b cac may chu s€ duogc quan tri tap trung va tu dong
chia tai.

+ Thanh phan may chu luu trir dit liéu log: Phu trach luu trit log cta toan
hé thdng, bao gdm ca log giam sat tir hé théng Agribank va log ndi bo tir hé thong
SIEM. Dit liéu dugc luu phan tan qua nhiéu node, véi mdi ban ghi log (raw data
va search data) duoc nhin ban ba 1an va phan phdi ngiu nhién trong cluster. Diéu
nay bao dam dit liéu van co thé truy cap va phuc hdi ké ca khi mot hodc nhiéu
node bi 18i. Hé thdng cling dam bao tdi thiéu 1 ban ghi log dugc luu trir trén site
BDC tng pho su ¢d, du phong tham hoa.

+ Thanh phan may chii quan tri (Manager): Quan 1y va diéu phdi toan bo
hoat dong cua hé théng SIEM — SOC, bao g@)m c4u hinh, giam sat trang thai va
van hanh hé théng.

+ Thanh phan thu thap log (Collectors): Bao gdm cac may chii Collector
(dat tai Trung tdm di li€u chinh, Trung tam dir liéu du phong, Trung tam vung
Mién Trung, Trung tam vung Mién Nam), chiu trach nhiém thu thap nhat ky, su
kién (log/event) toan by Trung tam dir li€u chinh, Trung tam dir liéu du phong:
céc thiét bi an ninh, thiét bi Network/Network Security, may chu, ng dung, co
so dit li¢u,v.v...; thu thap nhat ky, su kién (log/event) ha téng dam may, dam may
lai: CWAF, Threat Intelligence,v.v...; thu thip nhat ky, su kién (log/event) Trung
tdm ving Mién Trung va Trung tdm ving Mién Nam: Email, AD, RODC,
Antivirus,v.v...

+ Thanh phan tu dong hoa ngin chin tan cong: may chi SOAR (Security
Orchestration, Automation and Response) dé thuc thi cac playbook tu dong, hd
trg toi wu hoa quy trinh xtr 1y su ¢b trong SOC. Hé thong nay dugc tich hop véi
ITSM, mail server va Active Directory, gitp tao va phan phdi ticket, dong thoi
thuc hién xac thuc nguodi dung thong qua LDAP.

- Giai phap Du phong Tham hoa (Disaster Recovery — DR):

+ Yéu cau cac may chu dau tim kiém va luu trit log dugc phan bd tai hai
site PDC/BDC theo ti 1¢ t6i thiéu 1:1 dé dam bao hiéu suét xir Iy theo mo hinh
active active, dam bao ngay ca khi mot site gip su ¢, hé théng van c6 thé hoat
dong voi toi thiéu 1/3 nang luc.

+ Yé&u cau dir li¢u log (raw va search) trong cum luu trit dugc cau hinh sao



cho ludn c6 tdi thiéu 01 ban sao trén cic node khac nhau thudc cac site khac nhau,
bao dam tinh toan ven, t6i vu ngudn tai nguyén va kha ning phuc hoi khi c6 su
cb.

+ Dit liéu tim kiém dugc déng bd va nhan béan trén tt ca céac may chu tim
kiém, ludn sén sang ké ca trén hé théng du phong BDC.

+ Céc thanh phan quan trj va Collector do khong yéu cau tinh lién tuc cao
s& dugc sao luu cau hinh dinh ky va chuén bi sin may chu du phong tai site BDC
dé thyc hién chuyén doi khi can thiét, khong anh hudong dén hoat dong két ndi
chung.

- Yéu cau ha tang bo sung:

+ Load Balancer cho cum dau giam sat, tim kiém, phan tich: st dung ha
tang Load Balancer cling ciia Agribank thong qua tich hop thiét bi F5.

+ Load Balancer cho cum thu thap dir li€u tai trung tdm vung Mién Trung,
Mién Nam: sir dung Load Balancer mém va dit Load Balancer truéc cac thanh
phan thu thap nhim phan phdi ddng déu dén cac dau collector thu thap, dam bao
kha ning thu thap 6n dinh, sén sang.

- Yéu cau thiét ké workflow Level/Tier 1,2,3,4 tham gia van hanh:
SOC Leader, Tier 1,2,3,4 va tuan thu (Compliance) & bao céo (Reporting) SOC.

1.2.2. Yéu cau chi tiét vé phin cirng

1.2.2.1. Danh muc phan cirng cin thiét du tw

TT Danh muc phén cing Don vi tinh S6 lwong
1 May chu Node 03
2 Switch két noi ndi bd Chiéc 02

1.2.2.2. Yéu ciu chi tiét

Théng so6 ky thuit tdi thiéu hoic twong

TT | Tiéu chi S6 lwong

dwong
A 1 A . . 01 hé
I H¢ thong may chu théng
Thong sb k¥ thuat cia mdi node tai PDC 03 node

1.1 Form factor | Rack-mount
2 x Intel Gold 5rd Generation 32 core 2.8

1.2 Processor

GHz
- 256 GB
1.3 | Memory _Up to 8TB
14 Internal - 10 x 3,84TB SSD Disk
' Storage - Up to 24 disk

1.5 | Boot Storage | 2 x 960GB SSD, RAID 1




TT

Tiéu chi

Théng so6 ky thuit tdi thiéu hoic twong
dwong

S6 lwong

1.6

Network

- 2x 10/25Gb port
- Including 02 x 25Gb transceiver

1 x 1GbE RJ45 port (mgmt)

1.7

Power
Supply

Dual redundant power supply

1.8

Fan

Redundant cooling fans

1.9

Ban quyén
phin mém
hé thong
duoc tich
hop véi may
chu co day
du tinh nang

- Clustering and scaling: C6 kha nang md
rong t&i 16 nodes cho mdi cluster

- C6 kha nang thém (add) node dé mé rong
cluster

- C6 kha ning thém (add) disk dé mo rong
dung luong

- HO trg ddéng bd synchronous and
asynchronous

- C6 kha nang két ndi t6i tu dia ngoai

Tinh ndng 4o hoéa luu trit:

- C6 kha ning quan 1y cac thiét bi/phan ving
luu trir khdc nhau va tao ra mot khong gian
luu trir 4o (virtual storage space) ma cac may
tinh khac c6 thé truy cap va str dung nhu mot
don vi luu trir duy nhét

- Co ché bao vé dit liéu: mirror

- Ma hoa dt li¢u tai 16p Iuu trix

- Deduplication tai 16p luu trit: c6 kha nang
thiét 1ap deduplication tai mirc Volume

- Thin provisioning: c¢6 kha ning thiét 1ap
Thin provisioning tai mirc Volume

Tinh nang 40 héa may chu:

- Tao may chu 4o trén cluster

- HO trg hé diéu hanh trén may chu do:
Windows Server, Red Hat Enterprise Linux,
Oracle Linux, CentOS, FreeBSD

Management:

- Onpremise Dashboard quan 1y, gidm sat
trang thai va tai nguyén cua Cluster gdm
VM, Storage, Network va quan 1y Update
phan mém




Théng so6 ky thuit tdi thiéu hoic twong

TT | Tiéu chi S6 lwong
dwong
- Ho tro kha nang tich hop quan 1y, giam sat
Cluster trén Cloud cua chinh hing phan
mém
- Mot dau mdi hd tro k¥ thut duy nhat cho
ca phan ctng va phan mém
, | Thong so ky thuat cia moi chice Switch ket noi ndi bo tai | () ~y.<
PDC (Cung hang san xuat véi hé thong may chu tai PDC)
2.1 | Form factor | Rack Mount
24 x 10/25Gbps port
2.2 | Interface 7 40/100Gbgs Eort
4 x 25GbE Transceiver
23 Transceiver | 2 x 10GbE Transceiver
' and Cable 4 x OM4 Optical LC-LC 3m
2 x OM4 Optical LC-LC 30m
24 |Management || o RY4S
Port
2.5 | Protocol Support RDMA protocol
Switching capacity: 2Tbps
26 Performance | Memory: 8GB
Package Buffer: 32MB
2.7 | Power Hot swappable redundant power
1.2.3.  Yéu ciu chi tiét vé phan mém
1.2.3.1. Danh muc cic phin mém cin thiét diu tw
, A A Pon vi X
TT Danh muc cac phan mém tinh SO luwgng
Phan mém 15i vé giam sat, phan tich va tim kiém
1 | (dung luong 150 GB/ngay hodac 6000 EPS, thoi Bo 01
han str dung 05 nam)
Phan mém diéu tra, twong quan va xu 1y su ¢
2 | (dung luong 50 GB/ngay hoac 2000 EPS, thoi Bo 01
han str dung 05 nam)
3 Phan mém tu dong héa ngan chin tan cong (thoi Bo 01

han str dung 05 nam)

1.2.3.2. Yéu ciu cAu hinh k§ thuit chi tiét

1.2.3.2.1. Phin mém 16i vé giam sat, phan tich va tim kiém

- Yéu cau vé ban quyén/ quyén str dung phan mém (license): Dung lugng
150 GB/day hodc twong duong 6000 EPS dam bao hé théng hoat dong binh
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thgdng khi vugt ngudng license & mot ,sé thoi diém cao diém ma khong gy ra
mat log, khong bi khoa tinh nang tim kiém.

- Yéu cau vé m6 hinh trién khai:

+ Giai phap hd tro trién khai On-Premises va On-Cloud Saa$;

+ Giai phap nam trong nhém Leader bang xép l,lang cua cac ‘tzén danh gia
nbu Qartner, Forre,ster,... theo bao cqéo danh giad méi nhat; Nha cung cap phai cung
cap bang chung két qua danh gia dé chung minh cho giai phép ctia minh.

- Yéu cau vé quan trj hé thng:

+ Hé thdng c6 chirc ning phan quyén ngudi dung hé théng theo vai tro
(Role-based access control);

+ Hé théng c6 kha ning xac thuc ngudi dung thong qua LDAP, Active
Directory, eDirectory, SAML, two-factor authentication.

- Kha ning thu thap va chuén hoa dit liéu:

+ C6 kha ning thu thap log tir nhiéu nguér} dr liéu may khac nhau nhu‘: cac
may chu, cac img dung, cac dir li¢u mang bao gém ca dir li¢u log, dit li¢u vé cac
giao dich, nhat ky cudc goi, dir li¢u tir dién thoai di dong,v.v...

+ C6 kha nang thu thap dir li¢u cua cac ing dung tuy chinh (ing dung tu
phat tri€n va opensource);

+ Cc')qkhé nang che cac thong tin nhay cdm (masking) trong dir li€u raw
trudce khi hién thi 1én dashboard, dam bé}o tinh bi mat ctua thong tin (nhu thong tin
tai khoan nguo1 dung, thong tin mat khau...).

- Kha ning tim kiém va phan tich dit liéu:

+ Cho phép tu dong phét hién cac bat thuong hodc dir liéu ngoai 1é thong
qua cac mau dir li¢u lich su;

+ C6 kha ning tao biéu do vé xu hudéng két qua bang time-based charts,
histograms, sparklines va summaries;

+ Co6 kha n?ng stt dung Data Model dé ting téc hiéu suit tim kiém, phan
tich dir 1i€u tir nhi€u loai dir liéu khac nhau;

+ Co6 kha nang gidi han tai nguyén st dung ctia nguoi dung theo vai tro.

- Kha ning bd sung tri thire dé 1am giau di liéu:

+ (;c') kha ning cho phép hé théng va nguoi dung tu dong thém cac ngudn
tri thirc dé lam giau dir liu;

+ Co6 kha nang cho phép gan thé vao cac truong th{)ng tin nhim nhém céc
su kién c6 lién quan véi nhau, ho trg hiéu qua viéc tim ki€ém, phan tich dir liéu;

+ C6 kha nang ap dl%ng cac cau lénh, hoc may (machine learning
commands) cho dir li€éu may dé ho tro viéc tim ki€ém, phan tich dit li¢u hi€u qua.

- Kha ning gidm sat, canh bao:
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+ C6 kha nang canh béo theo thoi gian thuc thong qua Email, Script, RSS,
SNMP;

- Kha nang phan tich va bao céo:

+ C6 kha nang ho trg phan tich, thong ké bang cach ket hop céc cau lénh
tim kiém nang cao trong mdt cau Iénh tim kiém duy nhat;

+ Cho phép cai dat/tily chinh dé c6 chiic ning tiy bién béo cio theo cac
dang khac nhau: time-based charts, histograms, sparklines, line, bar, pie, map
charts;

- Kha nang tao va tuy chinh Dashboard:

+ C6 kha nang tao va cqhinl} stra dashboard bang cach két hop cac két qua
tim ki€ém, bdo cao, bang va biéu do;

+ C6 kha ning chia sé cac panel di tao sin dé xay dung dashboard mot
cach nhanh chong;

+ C6 kha ning phan quyén cho ngudi dung ddi véi timg dashboard;

- Kha ning xay dung va phat trién Gng dung;

+ C6 kha nang cho phép xay dung va triép khai cac tmg dung trén nén tang
cua giai phap cho cac trudong hop st dung cu thé;

+ Co6 kha nang gho phép tao cac ung dung thong qua viéc dong goi cac
dashboard va cac file cau hinh khac nhau;

+ C6 kha ning mé rong hodc han ché quyén theo vai trd ngudi dung cho
tung rng dung;

+ C6 kha ning xay dung cac dashboard, bao co vé gi‘élm sat van hé}nh ung
dung, giam sat bao mat va giam §e’1t bu§iness trén cung mot né13 tang/h¢ thong dua
trén cac dir li¢u san c6 cua hé thong két hop vai cac dir 1liéu bo sung.

- Trién khai va mo rong hé thong:

+ Cho phép hd tro cac hé diéu hanh Linux, Windows, Solaris, AIX;

+ Cho phép kha ning trién khai theo mé hinh tap trung hodc phén tan;

+ HO tro kha ning du phong HA (High Availability), cAn bang tai;

+ C6 kha nang luu trir va khoi phuc dir liéu da danh chi muc theo yéu cau.

- Yéu cau vé bao mat hé théng:

+ C6 kha nang phan quyén ngudi dung trong hé thong theo vai tro;

+ Cho phép céu hinh han ché truy cép vao cac 1}gu6n dir liéu, loai dir liéu,
khoang tho1i gian, view, bdo cao hodc dashboard cu thé;

+ Cho phép x4c nhén tinh toan ven cua dit liéu index theo nhu cau dé dam
bdo tinh an toan va tuan thu.

1.2.3.2.2. Phin mém diéu tra, twong quan va xir Iy sw co

- Yéu cau vé ban quyén/ quyén str dung phan mém (license): Dung luong
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50 GB/day hoéc tuong duong 2000 EPS.

- Kha ning gidm sat bao mat tong thé:

+ Tang kha nang phat hién va diéu tra su ¢ thong qua cac phuong thirc
phan tich nang cao;

+ Co6 kha nang cai dat/tuy chinh, phan loai cac thong tin trén giao dién giam
sat bao mat theo location, host;

- Kha ning phan tich, diéu tra sy cb:

+ C6 kha ning twong quan dit liéu dé hién thi cac thong tin diéu tra (hién
thi tat cac hoat dong c6 lién quan) ciia mot IP nao do trong ha ting mang;

+ Cung cip cac dashboard xay dung sin dé phat hién cac hanh vi bat
thudng va giao thirc bat thudng, cic dashboard nay dwoc tu dong ciu hinh
thresholds va baselines;

+ Cung cap Workflow/Case Management dé quan 1y cac sy kién an ninh
bat thudng/tan cong dugc dinh danh;

+ Hb tro cong cu phan loai va danh gia sy cd theo trang thai, muac do, phan
quyén xtr 1y dén thanh vién c6 lién quan, v.v...;

+ Sur dung cac cong cu diéu tra dé phat hién cac hanh vi bat thudng trén
cac hé théng bi xdm nhap (Advanced Threat Detection);

+ Cho phép phan tich twong quan cac hanh vi bat thudng trong toan bd ha
ting mang lién quan dén nguoi dung nhu: authentications, endpoint changes,
threat list activity, IDS attacks, malware attacks, risk modifiers, v.v...;

+ Cung cdp san giao dién Workbench dé phan tich diéu tra sy ¢d va cung
cap trai nghiém phan tich chi tiét don gian, giam sb luong tab dang mé va giup
xéac dinh xu hudng su kién dang chu y dé dang.

- Kha ning phan tng su cb:

+ C6 kha nang ghi nh¢ céc cau 1énh tim kiém, cac budc da thuc hién, cac
goi ¥ cho viée xtr Iy, tng pho su cd;

+ C6 kha ning xau chudi cac su kién lién quan dén sy cb theo thoi gian
(kill chain) dé hiéu rd vé vong doi ctia cudc tan cong (attack lifecycle);

+ Cho phép tich hop véi cac hé thong SOAR (Security Orchestration,
Automation and Response) thuc hién qua trinh ty dong phan tng lai cac dau hiéu
bat thudng nhu thu thap thong tin chuyén siu, cho phép két ndi t6i cac hang thir
ba dé thuc hién ngdn chan, céch ly.

- Kha nang quan 1y rui ro:

+ Cho phép 4p dung Risk score t61 cac tai san, hanh vi hodc nguoi dung
dua trén do quan trong hay mirc do anh hudéng toi td chuc;

+ HO tro dé dang track hién trang bao mat tir d6 hiéu va chi dong quan 1y
rai ro tong thé.
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- Kha nang guén 1y 16 hong tong thé: Cho phég thu thap thong tin 16 hong
bdo mat cua he:: tl,léng tr cac gééi phap quan 1y 16 hong bao Ipét nhu Tenal?le,
Re&pid7, v.v...dé€ lay duoc cac két qua ra quét va dua vao h¢ thong giam sat tong
the.

- C4c tinh nang nang cao:

+ Cho phép tich hop thém cac nguén thong tin vé threat intelligence ¢ bén
ngoai dé ho trg di€u tra, phan tich sy co;

+ Cung cép thu vién céc use case trong viéc phat hién, phan tich va xir ly
cac moi nguy hai bao mat;

+ H6 tro tinh nang cho phép thuc thi mét ) hémh’d(f)ng ra 1énh (chan IP,
thuc thi scripts, ping, Nbtstat, v.v...) cho cac may cht/thiét bi mang/bdo mat cua
cac hang nhu Cisco, Fortinet, CyberArk, Palo Alto Networks, Gigamon, v.v...;

+ Co6 Umng dung mobile trén App Store va Google P}ay, cho phép nguoi
quan tri giam sat Dashboard va nhan canh bao ngay trén thiét bi di dong.

1.2.3.2.3. Phin mém tu dong hoa ngin chiin tin cong

- Tao va thuc thi cac 1u6ng tu dong hda quy trinh bao mat;

- Xay dung playbook bang giao dién kéo-tha d& sir dung;

- Theo doi, phan loai va xu 1y su cd bao mat toan dién;

- Quan ly co sé dir liéu thong tin tinh béo;

- Tich hop nhiéu cong cu 3rd-party va hd tro nhiéu hanh dong;

- Tich hop chit ché voi giai phap SIEM dé hop nhat diéu tra;

- Giao tiép va tich hop ngoai v6i hé théng qua REST API;

- Quy trinh diéu tra tiéu chuén, hd tro hudng dan theo budc va tu dong hoa;

- Kiém soat truy cdp hé thong theo vai trd ngudi ding;

- Theo ddi chi s6 thoi gian phat hién sém (Mean Time To Detect), thoi gian
phan ing sém (Mean Time To Response) tir cac hoat dong phan ung tu dong;

- Quan 1y va van hanh theo nhom/team phan cép.

1.2.4. Yéu ciu cung cip va trién khai

1.2.4.1. Yéu ciu vé cung cip

1.2.4.1.1.Yéu ciu chung

Don vi cung cap chiu trach nhiém cung cép giai phap dap tng cic yéu cau
sau:

- Ban giao day du cac thiét bi du an cho Agribank tai cac dia diém trién
khai du 4n va chiu moi rui ro, chi phi lién quan trong qué trinh van chuyén;

- Lap dat thiét bi; cai dat thiét bi va phan mém; kiém tra, hiéu chinh thiét
bi va phan mém;

- Cung cip céc phy kién (nhu cap dién, cdp mang, cap quang, md dun
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quang, v.v...) va chiu moi chi phi lién quan dé 1ap dat, két ndi, tich hop céac thiét
bi vao hé théng mang cua Agribank;

- BOi thudng cho Agribank moi thiét hai phat sinh (néu c6) do 15i cua ca
nhan hay don vi cung cap giy ra.

- Phan mém SIEM nam trong nhom bang xép hang cta cac bén danh gia
nhu Gartner, Forrester,... theo bao cdo danh gid mdi nhat va phu hop véi
Agribank.

1.2.4.1.2. Péi véi cac thiét bi

- Céc thiét bi phan cing khi cung cép phai co gidy ching nhan cht luong
clia nha san xuét va gidy to chimg minh ngudn gbc xuat xtr cua hang hoéa bao gdm
ca don van chuyén hai quan, packinglist (ban gdc hodc ban sao cong ching trudng
hop hang hoa nhap khau). Thiét bj phai dam bao méi 100%, nguyén dai nguyén
kién va duoc san xuat trude ngay hop dong co hiéu lyc tdi da 08 thang;

- Céc thiét bi phan cimg cung cap phai kém céc tai liéu xac dinh tinh phu
hop cua thiét bi nhu: Cac catalog hodc dia chi cac website ciia nha san xuét thiét
bi gidi thiéu vé cong nghé tinh ning k¥ thuat cia thiét bi phan ctng chao ban;

- Pon vi cung cip phai dam bao Agribank khong phai tra thém bat ky
khoan chi phi ndo lién quan dén ban quyén, cac bi mat cong nghé, cac sang ché
lién quan dén thiét bj phan cimg duoc ché tao hodc sir dung chiing ma khong ¢
mot diéu khoan rang budc nao khac;

- Pon vi cung cip phai boi thudng cho Agribank vé moi thiét hai do khiéu
nai cua bén thir ba (néu c6) ddi véi viéc vi pham ban quyén sang ché, nhin hiéu
thwong mai hodc thiét ké hang hoa.

1.2.4.1.3. Péi véi cac phan mém

- Phan mém phai 1 phién ban mdi nhat, c6 ching nhén (chémg nhén dién
tir) ban quyén cdp cho Agribank; C6 tai liéu hudng dan cai dit, quan tri, tai liéu
k¥ thuét kem theo;

- Pon vi cung cép phai chiu trach nhiém cung cap va chi tra moi chi phi
d6i v6i cac phan mém khac c6 lién quan (néu c6) dé cai dit, trién khai va van hanh
hé théng;

- Pon vi cung cép phai hoan toan chiu trach nhiém vé moi thiét hai phat
sinh do viéc khiéu nai ctia bén tht ba vé viéc vi pham ban quyén s& hiru tri tué
lién quan téi phan mém cung cap cho Agribank.

1.2.4.2. Yéu cu vé to chirc trién khai
1.2.4.2.1. Yéu chu vé cong viéc trién khai

a) Khao sat, phuwong an trién khai

- Pé xuét danh sach céc cong viéc chinh can thuc hién, théng nhat céc
cong viéc cia timg bén tham gia cting cac mdc thoi gian thyc hién chi tiét;

- Thuc hién khao sat hién trang H¢ théng diéu hanh an toan thong tin SOC
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dang st dung va cac hé thong da tich hop lién quan; cac hé thong log source cap
d6 2,3; cac log source vé tmg dung, co s& dit liéu ciia Agribank;

- Thuyc hién bao cdo hién trang H¢ théng diéu hanh an toan thong tin SOC
dang sir dung va dé xut phuong an trién khai;

- Pé xuét kién tric tong thé ciia hé thong diéu hanh an toan thong tin SOC
nang cip, mé rong. Thue hién dé xuit thiét ké va phuong 4n trién khai hé thong.
Sau d6, lam viéc voi Agribank thong nhét kién tric tong thé, thiét ké va phuong
an trién khai cua hé thong;

- Lén phuong an kiém tra, ban giao thiét bi, license phan mém va nghiém
thu hang hoa.

b) Lép dat, cai dat, cu hinh ha tﬁng

- Lap dat thiét bi phan cling, két ndi vao hé thong mang ciia Agribank tai
hé théng chinh, hé théng du phong;

- Cai dat, cAu hinh hé diéu hanh va céc phﬁn mém ha tﬁng lién quan tai hé
thdng chinh, hé thdng du phong va hé théng thir nghiém;

- Cai dat, cAu hinh cac phan mém cua hing thir ba (néu c6) tai hé thong
chinh, hé théng du phong va hé thdng thir nghiém;

- Phéi hop cdp nhét phién ban st dung trén ha ting dung chung cua
Agribank str dung cho hé thdng chinh, du phong va hé théng thir nghiém 16n phién
ban méi, on dinh nhat;

- Pua ra phuong an, phdi hop cau hinh cén bang tai cho cac may chil cua
hé théng tai hé théng chinh, hé théng du phong;

- Pua ra phuong an, phdi hop céu hinh may chi theo cac tiéu chuan bao
mat cua Agribank.

c¢) Cai dit cac phin mém cua hé thdng diéu hanh an toan thong tin SOC
nang cap, mé rong tai hé thong chinh, hé théng du phong va hé théng thir nghiém.

- Kiém tra cdu hinh c4c thanh phan hé théng diéu hanh an toan thong tin
SOC va cac phian mém lién quan dam bao hoan thanh trude khi thuc hién trién
khai, cai dat phdn mém cua hé thong diéu hanh an toan thong tin tai hé théng
chinh, hé thong du phong va hé thdng thir nghiém;

- Thuc hién dé xuét cac rule két ndi mang, kiém tra két n6i mang gitra cac
méy chi ctia hé thong chinh, hé thong du phong va hé thong thir nghiém dé dam
bao cac phan mém, thiét bi giao tiép duwgc voi nhau;

- Lén phuong an; thuc hién kiém tra, kiém thir théng ludng day du nghiép
vu (workflow) véi dir liéu miu tai hé théng chinh, hé thong du phong, hé thong
thir nghiém;

- Yéu cau trién khai va tich hop thu thap log téi thiéu toan bo hé thdng
cap do 3 tai thoi diém trién khai vé hé théng SOC;

- Thuc hién chuyén ddi xay dung lai ciu hinh Rule/Dashboard/Alert dang
st dung hi¢n tai sang h¢ théng moi.

- Tham gia trién khai véi cac nhiém vu cu thé nhu sau:
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+ Trién khai, cai dat:

v Thiét ké va 1én phuong an trién khai;

v Cai dat, cAu hinh phin mém

‘ \/ Kiém tra, hiéu chinh phﬁn mém: Kiém tra, hiéu chinh tham sb cai dat
phan mém;

+ Xay dung cac man hinh giam sat an ninh cho Agribank nhu sau:

v ‘ Nguyén tic thiét ké UseCase: Viéc xay dung cac Use-Case s& phu thuéc
vao nguon Log hién dang c6 tai Agribank. Tu phfrng thong tin £lé.y, nha thau sé
dél’ll"l gia va 1én cac Use-Case phl‘l‘ hop vai hé thong Agribank. Moi1 mot Use-Case
s€ can lam ro c4c thong tin bao gdm:

» Tén Use-Case

» ATT&CK ID

= MITRE ATT&CK Technique

» MITRE ATT&CK Tactic

= Description (mo ta Use-Case)

= Source Log (théng tin cac ngudn Log can c6 dé thyuc hién Use-Case)

Cac thong tin Use-Case s& phai matching voi thong tin theo framework
MITRE ATT&CK dé do6i chiéu mirc d§ bao quat.

v/ Két qua cic man hinh giam sat dua trén UseCase di dugc trién khai:

= 01 .,Ma‘m hinh giam st tinh hinh an ninh téng thé chung: Phﬁnrloai cac
murc do su cd an ninh theo cac mirc Nghi€ém trong, Cao, Trung Binh, Thap

= (2. Playbook ngan chin ty dong tin cong phishing vao email

= 03. Playbook ngin chin ty dong tin céng Bruteforce do doan mét khau

= 04. Playbook ngin chin ty dong do quét mang & enumerate hé thong
mang ndi bd

= (5. Playbook ngan chan ty dong do quét web tu dong hoac do tim entry
point (Directory Traversal / Fuzzing)

= 06. Canh bao tin cong phat hién upload mé doc/ webshell

= (7. Canh bao thay doi User-Agent, Header bat thudng goi vao co so dit
ligu

08. Canh bao luu lugng C2 Beacon hoac Payload download qua HTTP
09. Canh bao Remote Excution bang PsExec

10. Canh bao Phat hién Mimikatz hoac LSASS Memory Access
1.2.4.2.2. Yéu céu vé bao hanh va hd tro ky thuat

- Thoi gian bao hanh: Pon vi cung cip chiu trach nhiém bao hanh cho cac
thiét bi phan cimg trong 3 nam, phin mém trong 5 nam (khong tinh phi) theo tiéu
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chuan, chit luong cua Hang san xuat (ké tir ngdy nghiém thu hop dong).

- bia diém bao hanh va hd tro k¥ thuat: Tai 02 Trung tdm dir li€u cua
Agribank tai Ha Noi.

- Thiét bi/ phin mém hé théng diéu hanh an toan thong tin SOC dugc bao
hanh (khéng tinh phi) theo tiéu chuin dich vu bao hanh nang cao tir chinh Hang
trong sudt thoi gian bao hanh, cu thé:

+ HOb tro lién tuc 24 gid trong ngdy, 7 ngdy trong tudn;

+ Thoi gian phan hdi sy ¢d nghiém trong 1a 2 gio, thdi gian phan hodi su
cd mirc cao 13 4 gio;

+ Giri yéu cau hd trg trén trang Web hodc dién thoai;

+ Tat ca cac ban cip nhat, ban va cua phan mém, firmware dugc cung cap
khong tinh phi.

- Thoi gian c6 mat xir Iy va khic phuc su ¢6: Trong vong tdi da 02 (hai)
gio ké tir khi nhan duoc thong bao su ¢d qua mot trong cac hinh thirc sau: Vin
ban, Fax, Email hodc dién thoai don vi cung cép phai c6 mat dé danh gia, xay
dung phuong an va xt 1y sy ¢b phat sinh.

- Agribank duoc cip tai khoan trén trang cta chinh hing va thong qua
nha phan phdi & mé case hd trg xtr 1y k§ thuat dam bao viée xtr 1y su ¢ nhanh
chong va kip thoi.

- Pon vi cung cip phai dam bao thiét bi, vat tu mgi 100%. Pong thoi, don
vi cung cap phai dam bao Agribank khong phai tra thém bt ky mot khoan chi phi
nao khac ddi véi trang thiét bi, linh kién thay thé trong thoi gian bao hanh. Pon
vi cung cap phai cung cap dau mdi lién lac cling nhu dé tiép nhan thong tin sy ¢d
24/7.

- Trong thoi gian bdo hanh, Pon vi cung cép phai thyc hién viéce kiém tra,
t6 chtrc nang cp, hiéu chinh hé thdng theo dinh ky it nhat 06 thang mot 1an hodc
khi c¢6 yéu cau tir Agribank. Pon vi cung cip phai dam bao Agribank khong phai
tra thém bat ky mot khoan chi phi nao ddi véi viée hd trg va td chic nang cip hé
thdng. Cac cong viéc nang cap, hiéu chinh hé thdng bao gdm:

+ Kiém tra hoat dong cua thiét bi/ph;ﬁn mém;

+ Nang cp phién ban va va 13 thiét bi/phan mém (néu co);

+ T6 chuc hiéu chinh, tdi vu hoa hoat dong thiét bi/phan mém.

1.2.5. Yéu ciu vé dao tao

1.2.5.1. Yéu cau chung

- Pon vi cung cép lap ké hoach chi tiét va t6 chic 02 khoa dao tao cho
cac can bo quan tri, van hanh hé théng cua Agribank;

- Cac chi phi dao tao bao ngm: Tai liéu, céc thiét bi phuc vu dao tao, hdi
truong, khanh tiét, v.v... do don vi cung cép chiu trach nhiém chi tra.



18

1.2.5.2. T6 chirc 16p dao tao phin mém
1.2.5.2.1. L6p dao tao phan mém co ban

-S4 luong 16p: 01 16p;

- S lugng hoc vién: Téi thiéu 20 can bo;

- Thoi gian dao tao: Téi thiéu 03 ngay;

- Giang vién: Yéu cau c6 ching chi Quan tri (Administrator) cua Hang
phan mém;

- MBoi trudng dao tao: Nha thdu phai chuén bi ddy du co sd vt chit, trang
thiét bi, tai liéu cho dao tao, sin sang va dam bao chét luong;

- Noi dung dao tao phan mém yéu cau téi thiéu nhu sau:

+ Gioi thiéu kién tric tong thé phin mém;

+ Cac tinh ning chinh cta cac phan mém diéu tra, twvong quan, xu 1y su ¢b
va phan mém tu dong hoa ngin chin tan cong;

+ Hudng dan van hanh, quan tri nguoi dung.

- Dia diém dao tao: Do don vi cung cip dé xuat.

1.2.5.2.2. Lép dao tao phin mém ning cao

-S4 luong 16p: 01 16p;

- S lugng hoc vién: Tbi thiéu 10 can bo;

- Thoi gian dao tao: Téi thiéu 05 ngay;

- Giang vién: Yéu cau c6 chung chi Kién truc (Architecture) cua Hang
phan mém;

- MBoi trudng dao tao: Nha thdu phai chuén bi ddy du co sd vt chit, trang
thiét bi, tai liéu cho dao tao, sn sang va dam bao chét lugng.

- Noi dung dao tao phan mém yéu cau téi thiéu nhu sau:

+ Pao tao vé Troubleshooting nang cao lién quan dén van hanh, quan tri
hé théng, V.V...;

+ Pao tao t6i wu (tuning) ning cao vé& t6i uu
Rule/Alert/Dashboard/Playbook; ning cao sin ling (hunting) diéu tra dau hiéu sy
cd bao mat dua trén céc rule theo tu van cua Hang.

+ Xay dung mau kich ban tin cong trén SOAR theo phwong thirc ty dong,
ban tu dong. Hudng dan tich hgp mot trong cac hé thong cia Agribank: Firewall,
WAF, Email Gateway, Antivirus,v.v... dé thyuc hién cac playbook ngan chan tin
cong tu dong.

+ Hudng dan tich hop tri tué nhan tao/ hoc may (AI/Machine) dé canh bao
céc du hiéu tan cong bat thuong vao hé thong.

- Dia diém dao tao: Do don vi cung cip dé xuat.

Muc 2. Ban vé

Khong cé.
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Muc 3. Kiém tra va thir nghiém
Céc ki€ém tra va thir nghiém can tién hanh gdbm cé:

- Kiém tra tryc tiép trén thiét bi, qua catalog, qua giao dién quan tri cua
thiét bi va cac kich ban thir nghiém khac dé dam bao hang hoa ¢ cu hinh va tinh
ning dap Gmg yéu cau trong HSMT va HSDT.

- Céc chi phi lién quan (néu c6) dén viéc kiém tra, thir nghiém hang hoa
do nha thau chiju trach nhi¢m chi tra.
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THUAT NGU VA CAC TU VIET TAT

STT | Tir viét tit/Thuit ngir Giai thich
. Ngan hang Noéng nghiép va Phat trién Néng

I |Agribank Thon Viét Nam

AI/ML (Artificial
2 |Intelligence/ Machine | Tri tué nhan tao/ Hoc may

Learning)
3 |ATTT An toan thong tin
4 |BDC (Backup Data|r. 0 am dit lieu dw phong

Center)

Cong nghé thong tin bao gdm phan ctng, phan

> |CNTT mém, co s& dit liéu va hé théng mang.
La viung mang trung gian gilta mang ndi bd
(LAN) va mang bén ngoai (Internet), duoc thiét
¢ |DMZ  (Demilitarized ké dé cach ly va bao vé h¢ thong ndi b khoi cac
Zone) moi de doa tir bén ngoai, dong thoi van cho phép
truy cdp dén mot sd dich vu cong cong (web,
mail, DNS, v.v...)
7 ]Sigcson d) (Event Per Sb su kién trong 1 gidy
8 | Firewall Tuong ltra
9 Gbps (Gigabits Per |La don vi do bing théng hoic toc d truyeén dir
Second) liéu trong mang may tinh hodc thiét bi truyén dan
10 |HA (High Availability) | Mtrc do sin sang cao
11 PDC  (Primary  Data Trung tam dit li¢u chinh
Center)
SIEM (Security
12 | Information & Event|Quan ly su kién va thong tin an ninh bao mat
Management)
SOAR (Security
13 gf;tolrer?;i?gno,n’ and Phan mém tu dong hdéa ngan chan tAn cong
Response)
14 SOC (Security |Hé thong diéu hanh An toan Thong tin cia
Operation Center) Agribank
Trung tim dit liéu cia Agribank, bao gdm trung
tam dir liéu chinh PDC tai C3 Phuong Liét va
15 | TTDL trung tam dir liéu du phong BDC tai Toa nha
Agribank, Khu dit A5-THCT2, Khu d6 thi méi
Lé& Trong T4n, X4 An Khanh, Thanh phd Ha Noi
16 WAN  (Wide Area Hé théng mang dién rong

Network)
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