Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuit

Yéu cau vé k¥ thuét bao gdm cac ndi dung co ban nhu sau:

1.1. Gioi thiéu chung vé du an/dw toan mua sdam, goi thau

Goi thau sb 24: “Mua sam trang thiét bi phuc vu cong tac chuyén mén” thudc Ké
hoach lya chon nha thau thuc hién chi ti€u ké hoach va du toan ngan sach nam 2025
cua Phong Danh gid va Ung clru su ¢6 an ninh mang (dot 14).

Dja diém thuc hién: L6 CN27A, Khu Cong nghé cao Hoa Lac, xa Hoa Lac Ha Noi.

Ngudn vén: Ngan sach qudc phong - chi Co yéu Chinh phi.

Loai hop dong: Tron goi.

Thoi gian thue hién goi thau: 75 ngay.

1.2. Yéu ciu vé ky thudt

Yéu cau vé k¥ thuat bao gdm yéu cau vé ki thuat chung va yéu cau vé k¥ thuat
chi ti€t do1 véi hang hoa thude pham vi cung cap cua goi thau, cu thé:

Hang A Ay e Fon s o
muc Tén hang héa/dich vu lién quan Thong s0 ky thl;at va cac ticu
& chuan

;| May chii dich vu h¢ diéu hanh tic | Cau hinh twong dwong hogc
nghiép lon hon:

- Trusted Platform Module:
Trusted Platform Module 2.0 V6
(hoac méi hon)

- Chassis Configuration:2U;
2.5" Chassis with up to 16
SAS/SATA  Drives, Smart
Flow, Front PERC 11, 2 CPU

- CPU: 2 x Intel® Xeon®
Platinum 8562Y+ 2.8G,
32C/64T, 20GT/s, 60M Cache,
Turbo, HT (300W) DDRS5-5600
- RAM: 12 x 64GB RDIMM,
4800MT/s Dual Rank

S luong: 04 bo
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- SSD: 2 x 960GB SSD SATA
Read Intensive 6Gbps 512e¢
2.5i1n Hot-plug AG Drive, 1
DWPD; 3 x 3.84TB SSD SATA
Read Intensive 6Gbps 512e¢
2.5in Hot-plug AG Drive, 1
DWPD;

11x2.4 TB Hard Drive SAS ISE
12Gbps 10K 512e¢ 2.5in Hot-
Plug.

- NIC: 2 x Broadcom 57414
Dual Port 10/25GbE SFP28
Adapter, PCle Full Height, V2;
1 x Broadcom 5720 Dual Port
1GbE LOM

- HBA: 1 x Emulex LPe35002
Dual Port FC32 Fibre Channel
HBA, PCle Low Profile

- RAID: PERC H755 véi dung
lugng Cache 8Gb; Ho tro cac
loai RAID: 0, 1, 5, 6, 10, 50, 60
- Internal Boot Disk: Tuy chon
hé trg 01 hoic 02 M2
Enterprise Class NVMe SSDs;
HW RAIDI1 (mirroring) cho loai
02 drives; Ho tro Hot-Plug dia
NVMe

- Quan tri:

01 cong quan tri; kém theo phan
mém quan tri  1DRACO,
Enterprise 16G.

+ HJ tro tity chon hé thdng quan
tri tap trung cho phép quan 1y tdi
da 8000 thiét bi thong qua 01
instant; HO trg tuy chon kha
nang quan tri may chu thong qua
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két ndi BLE/Wi-Fi, tuong thich
v6i thiét bi di dong IOS va
Android; HO trg tuy chon tich
hop LCD hién thj thong s6 may
cht ngay trén thin may; Ho tro
tiy chon tich hop hé thdng quan
tr1 tap trung on-premise 1én hé
thong giam sat cloud-native
cung hing cung cap, gitp giam
sat chu dong (proactive), may
hoc (machine learning) va phan
tich  du doan (predictive
analytics) cac thiét bi nhu: may
chu (server), luu trit (storage),
thiét bi bao vé dit liéu (data
protection), hé thdng ha ting
situ hdéi tu (HCI), thiét bi
networking, nham dua ra cac
quyét dinh nhanh chéng giup
don gian hoéa viéc quan 1y co so
ha tang.

- Nguon: 2xSingle, Hot-Plug,
Power Supply Non Redundant
(1+0), 1400W, Mixed Mode

- 2xJumper Cord - C13/C14,
4M, 250V, 10A (US, EU, TW,
APCC countries except ANZ)

- Bdo hanh: 36 thang

Twong lira thé hé méi

S luong: 02 bo

Cdu hinh twong dwong hodc
lon hon:

- Firewall Throughput: 4,6 Gbps
- Threat Prevention Throughput:
3,0 Gbps

- IPsec VPN Throughput: 2,3
Gbps
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- Max Concurrent Sessions:
400.000

- New Sessions Per Second:
67.000

- High Availability:
Active/Active, Active/Passive

- HO6 tro dinh tuyén: Static
routing, OSPF, BGP, IGMP v1,
v2,v3

- Hb trg day du IPv4 va IPv6

- Co IPsec VPN, hd tro cac thuat
toan ma hoa thong dung: 3des,
AES (128-bit, 192-bit, 256-bit);
Authentication: MD5, SHA-1,
SHA-256, SHA-384, SHA-512.
Key exchange: manual key,
IKEvl and IKEv2 (pre-shared
key, certificate-based
authentication);

- Network I/O: > 8 cong 1GbE
RJ45 - 01 cong quan tri out-of-
band 10/100/1000

- Luu tr@t trong: > 128 GB

- Thiét bi phai hd tro tbi thiéu
cac chirc nang sau: Tuong loa
thé hé moi (NGFW), IPS / Anti-
Intrusion, Anti-Virus, Anti-
Spyware / Anti-Malware, Web
filtering. HO trg DNS an toan
nhu: DNS security hoac DNS
sinkhole hodc DNS protection
... hodc tinh ndng twong duong.
- C6 co ché phat hién méi de doa
nang cao: CO thé s dung
Machine Learning, Al hoac k¥
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thuat tuong duong, Cho phép xtr
1y real-time / inline

- Hb tro giai ma SSL/TLS: TLS
1.2, TLS 1.3, HTTP/2

- HO tro thiét 1ap QoS

- Hd trg goi phong chéng mbi de
doa nang cao

Server cai phan mém thu thip nhat
ky
SO lugng: 01 bd

Ciu hinh twong dwong hodc
lon hon:

- CPU: Intel Xeon Silver 2.4G,
12C/24T, 16GT/s, 30M Cache,
Turbo, HT (150W) DDR5-4400
- RAM: 4 x 32GB RDIMM,
5600MT/s, Dual Rank

- HDD: 4 x 960GB SSD SATA
Read Intensive 6Gbps 512e
2.5in Hot-plug AG Drive, 1
DWPD.

- Network port:

Broadcom 5720 Quad Port
1GbE BASE-T Adapter, OCP
NIC 3.0

Broadcom 57414 Dual Port
10/25GbE SFP28 Adapter, PCle
Low Profile, V2
- Power: Dual, (1+1) Fully
Redundant, Hot-Plug Power
Supply, 800W MM (100-
240Vac).

- Hd tro cic hé diéu hanh:
Windows, Red Hat Enterprise
Linux, VMware Vsphere.

- Bdo hanh: 36 thang

Server cai phan mém thu thip ludng
S6 lugng: 01 bd

Cdu hinh twong dwong hodc
lon hon:
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- CPU: Intel Xeon Silver 2.4G,
12C/24T, 16GT/s, 30M Cache,
Turbo, HT (150W) DDR5-4400
- RAM: 4 x 32GB RDIMM,
5600MT/s, Dual Rank

- HDD: 4 x 960GB SSD SATA
Read Intensive 6Gbps 512e¢
2.5in Hot-plug AG Drive, 1
DWPD.

- Network port:

Broadcom 5720 Quad Port
1GbE BASE-T Adapter, OCP
NIC 3.0

Broadcom 57414 Dual Port
10/25GbE SFP28 Adapter, PCle
Low Profile, V2
- Power: Dual, (1+1) Fully
Redundant, Hot-Plug Power
Supply, 800W MM (100-
240Vac).

- Hd tro cac hé diéu hanh:
Windows, Red Hat Enterprise
Linux, VMware Vsphere.

- B4o hanh: 36 thang

Thiét bi Network Tap
So lugng: 01 bd

Cdu hinh twong dwong hodc
lon hon:

- Thiét bj Network TAP hd trg
giam sat luu lugng inline hodc
qua cong SPAN/mirror.

- Khi thiét bi mét ngudn hoic
gip su cd, luu luong mang van
dugc truyén thong sudt, khong
gian doan h¢ théng.

- Téc dd coéng mang:
10/100/1000 Mbps.

- S lugng cong mang: > 4 cong.
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- Cho phép phan chiéu toan bd
goi tin, khong gidi han kich
thudc goi; phuc vu phan tich tur
Layer 1 dén Layer 7.

H6 trg IEEE 802.3af (PoE
passthrough).

- C6 co ché dam bao luu lugng
tir cong giam sat khong thé
truyén ngugc vao mang (chirc
niang data diode hodc co ché
tuong duong)

- Ho trg Link Fault Propagation
(LFP) hoic co ché trong duong.
- Thiét bi hoat dong doc lap,
khong 1am mét goi tin trong diéu
kién van hanh binh thudng.

1.3. Céc yéu cdu khdc

- Hang héa dugc bao hanh theo chinh sach, ti€éu chuan cia nha san xuat.

- C6 cam két hd tro k¥ thuat tir cac chuyén gia clia hing trong qué trinh trién
khai va str dung.

- Trong thoi gian bao hanh, moi su ¢ ciia hang héa phai dugc nha thau cir can
bo k¥ thuat dén xur Iy khic phuc: Trong vong 24 gio ké tir khi nhan dugc thong bao
ctia Chu dau tu, Nha thau phai c6 mat dé thuc hién cac nghia vu vé bao hanh, hd trg
k¥ thudt, stra chira theo yéu cau ctia Cha dau tu. Truong hop khong thé sira chita
trong 48 gio' sau khi Nha thau dén kiém tra sy cd thi phai co thiét bi thay thé tam
thoi dé khong lam gian doan dén cong viéc. Néu thiét bi phai giri di stra chita, moi
thi1 tuc va chi phi phat sinh khi guri thiét bi di va giri tra thiét bi cho Chu dau tu s& do
Nha thau chiu.

Muc 2. Ban vé

Khong c6 ban ve.

Muc 3. Kiém tra va thir nghiém




Céc kiém tra va thir nghiém can tién hanh gém co: Kiém tra vé s lugng, chat
luong, ching loai, Xuét xir, nhdn mac, ndm san xuét, thong ) ky thuat. Sau do t6 churc
lap dat/cai dit dé chay thir hang hoa. Nha thau phai tién hanh kiém tra, thir nghiém
hang hoéa trudc khi nghiém thu.



