Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dy toan mua sim, géi thau:

- Tén goi thau: Mua dich vu bao hanh, hd trg ky thuat, license phén mém dé
duy tri hoat dong an toan, on dinh cho hé théng an ninh mang cua Pai THVN.

- Tén du toan mua sim: Mua dich vu bao hanh, hd trg k¥ thuat, license phén
mém dé duy tri hoat dong an toan, 6n dinh cho hé théng an ninh mang cua Dai
THVN.

- Ngudn vén: Dy toan chi hoat dong thudng xuyén cua Trung tim Cong nghé
va Truyén din phat séng nim 2025.

- Chu dau tu: Trung tdm Cong nghé va Truyén dan phat song

- Pja diém thyc hién: Trung tdm Coéng nghé va Truyén dan phat séng - Dai
THVN, S6 43 Nguyén Chi Thanh, Phuong Giang V5, TP. Ha Noi

- Noi dung g6i thau (Pham vi cung cap):

Khoi I I Ngay
b b h
STT Danh muc dich vu lwgng o’n Vi ;a dl?fn thue hoan
T ’ AT tinh hién .
moi thau : thanh
1 | Giahan bao hanh, hd tro k¥ thuat, 43 Nguyén Chi
phin mém cho tuong lira PA440. . Thanh, phuong .
Bao gdm cac thanh phan nhur > Gol Giang Vo, TP. 15 ngay
dudi day: Ha Noi
1.1 | Dich vu cdp nhét mau tin cong 43 Nguyén Chi
clia phan mém firewall . Thanh, phuong .
> GOL 1 Giang va, TP, | 1> N&3Y
Ha Noi
1.2 | Dich vu hé tro ky thudt tiéu 43 Nguyén Chi
chudn ciia hing . Thanh, phuong .
> GOU | Giang Vo, TP, | 10 &Y
Ha Noi
2 GlaAhan ‘t;ao himh, ho t1:c_>’ liy 43 Nguyén Chi
thuat, phan mém cho hé thong Thanh. phuon
tuomg lira Checkpoint 16200, | Goi an, PAUOTE 5 oay
N A Giang Vo, TP.
Bao gdm céc thanh phan nhu A
e an Ha No1
dudi day:
2.1 | Gia han phan mém tinh ning - 43 Nguyén Chi .
' ; 1 G 15
béo mat cho 01 thiét bi ° | Thanh, phuomg | > "8V




Giang Vo, TP.

Ha Noi
2.2 | Gia han dich vu bao hanh phdn 43 Nguyén Chi
cdv?g va hé tro ky thudt cho hé Goi Thanh, phuong 15 ngay
thong twong lua 16200 (bao Giang Vo, TP.
gom 02 thiét bi) Ha N¢i
3 | Gia han bao hanh, hd trg ky 43 Nguyén Chi
thuat, phan mém cho thiét bi . Thanh, phuon .
Mail é)ateway. Bao gdm cac Gol Giang \I;(), TP.g 15 ngay
thanh phan nhu dudi day: Ha Noi
3.1 | Gia han cdp nhat phcin mém 43 Nguyén Chi
Deep Discovery Email Inspector - Thanh, phuong .
- Advanced Threat and Gateway Gol Giang Vo, TP. 15 ngay
Modules SW Ha Noi
3.2 | Dich vu bdo hanh va ho tro kj 43 Nguyén Chi
thuat phan cung . Thanh, phuong .
GOL 1 Giang va, TP, | 1> N8
Ha Noi
4 Gia han phan mém ban quyén 43 Nguyén Chi
phan mém Deep Security. . Thanh, phuong .
GOU 1 Giang va, TP, | 1> N8
Ha Noi
5 Gia han phin mém quan Iy tai 43 Nguyén Chi
khoan dac quyén CyberArk . Thanh, phuong .
GOL 1 Giang va, TP, | 1> N&YY
Ha Noi
6 Gia han ban quyén phin mém 43 Nguyén Chi
uan 1y 10 hong bao mat . Thanh, phuon .
?nsighi]\ﬂ\/[ ¢ Gol Giang \I;(N), TPZ(.:’> 15 ngay
Ha Noi
7 Gia han bao hanh, ho trg ky x ,
thuat, phﬁn mém cho hé théng ii;iu}l;;ig;;
bgckup dir ligu \{eritas. Bao Goi Giéng’V(N) TP 15 ngay
gom cac thanh phan nhu dudi - Nf;i ’
day: i
7.1 | Gia han license phan mém Géi 43 Nguyen Chi 15 ngiy

Thanh, phuong




Giang Vo, TP.

Ha Noi
7.2 | Dich vu bdo hanh va hé tro ky 43 Nguyén Chi
thudt phan cimg \ - Thanh, phuong .
' 1 1
GOU | Giang Vo, TP, | 1018
Ha Noi

Tién dj cung cip ciia gobi thau:

- Thoi gian trién khai ban dau: Trong vong 15 ngay ké tir khi hop dong ¢ hiéu

luc.

- Thoi gian cung cap dich vu: 12 thang ké tir ngdy ky bién ban ban giao nghiém

thu ban giao dua dich vu vao st dung.

2. Muc tiéu cong viéc:

Nham tang cudng an toan, bao mat cho cac thiét bi an toan thong tin hién da
hét han hd tro dich vu bao hanh, hd tro k¥ thuat, license phén mém. Déng thoi, dam
bao hoat dong 6n dinh, lién tuc, giam thiéu rui ro gian doan cua hé théng an toan
thong tin.

3. Yéu cau k¥ thuit ciia géi thau:

3.1. Yéu cau chung:

Yéu ciu nha thau phai co tai li¢u ky thuat va cac tai liéu khac minh hoa;

Tuyén bd dap tng clia nha thau phai néu 16 da giai thich/dan chimg tai phan
nao, muc nao, tai liéu ndo cua E-HSDT dap tng yéu cau k¥ thuat gi trong E-HSMT
dé chil dau tu dé dang tham chiéu khi xem xét E-HSDT.

3.2. Yéu cau k¥ thuit chi tiét:

Nha thau phai cung cap dich vu va cam két cung cap dich vu c6 thong sé ki
thuat dap tmg toi thiéu hodc t6t hon theo cic nodi dung chi tiét sau day:

TT DANH MUC MO TA CHI TIET

Gia han bao hanh, ho Gia han bao hanh, hd tro k¥ thuat, phﬁn mém cho hé
1 | tro ky thudt, phan mém | thong tudng lira PA440 (05 bo, thoi gian sir dung dich vu
cho tuong Itra PA440 12 thang). Bao gdm céc thanh phan nhu sau:

Dich v cap nhit Df'ch vu gia }jan’bdn unyé‘n‘ﬁnh nf?ng {,)ho‘lfg chéng td:n
>4 , cong: Cung cap tinh nang phong chong tan cong, khai thac
1| " tan cong cua 16 hong; Cung cdp tinh nang phong chong ma doc (anti-
' phan mém firewall & & cap g prong g ‘

(05 26i) virus); Cung cap tinh ning phong chong cdc loai spyware,

botnet (Anti-spyware); Cung cdp tinh néing cdp nhdt co sé




TT

DANH MUC

MO TA CHI TIET

dir liéu tan cong, ma doc tw nha cung cd}); Dich vu gia han
ban quyén tinh ning bao mdt DNS; Dich vu gia han ban
quyén tinh ning kiém sodt truy cdp URL néng cao; Dich vu
gia han ban quyén tinh ning phdn tich file Malware trén
cloud; Dich vu gia han bdn quyén tinh nang két néi SD-
WAN: Advanced SDWAN Subscription; Dich vu gia han
ban quyén tinh nang Prisma Access agent.

1.2

Dich vy hé tro ky thudt
tiéu chudn cua hing
(05 goi)

Dich vu ho tro ky thudt chinh hang 24x7. Viéc hé tro bao
g&m cdc hinh thirc: hé tro tir xa (dién thoai, email,
website...) va hé tro tai ché néu cdc hinh thire hé tro tir xa
chira dép vimg dwoc yéu cau; Cung cdp tinh ning cdp nhdt
hé diéu hanh cho thiét bi phan cimg; Cung cdp khd ndng
truy cap Customer Support Portal.

Gia han bao hanh, hd
trg ky thuat, phan
mém cho hé théng
tuong Itra Checkpoint
16200

Gia han bao hanh, hd tro k§j thuat, ph'?m mém cho hé
théng Check Point 16200 (thoi gian str dung dich vu: 12
thang). Bao gdm:

2.1

Gia han phan mém
tinh nang bao mat

Gia han phan mém tinh ndng bdo mdt Next Generation
Firewall Package cho 01 thiét bi (Next Generation
Firewall Package for additional 1 year for 16200 PLUS
Appliance) trong vong 12 thing, bao gom cdc tinh
nang: IPS; Application Control.

2.2

Gia han dich vu bao
hanh phan ciing va hé
tro ky thuat

Gia han dich vu bao hanh phéin cung va hé tro ky thudt
cho hé thong (bao gom 02 thiét bi) tuwong lira 16200
(Collaborative Enterprise Support - Standard Add-on
for Products) trong vong 12 thdng. Bao gom: Cdp nhdt
ban va (Hot Fixes / Service Packs); Nang cdp phién bdn
phdn mém (Major Upgrades/ Enhancements); Truy cdp
kho kién thirc bdo mdt (Secure Knowledge Access);
Dich vu hé tro ky thudt 9x5 (Service and Support: 9 x 5
business days),; Bdo hanh phdn cimg.




TT
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Gia han bao hanh, hd
trg ky thuat, phén
mém cho thiét bi Mail
Gateway

Dich vu renew cho thiét bi Deep Discovery Email
Inspector Model 9200 (thoi gian st dung dich vu: 12
thang). Bao gdm:

3.1

Gia han cdp nhat phcfn
mém Deep Discovery
Email  Inspector -
Advanced Threat and
Gateway Modules SW

Ban quyén phan mém chinh hing kém cdp nhdt
signature mdi nhat: Hiéu ndng hé tro: Toi thiéu
790,000 emails/ngay; Ho tro tich hop dwoc Sandbox cé
san trén thiét bi; Sandbox hé tro cac hé dieu hanh:
Windows, Windows Server, Linux; Gidi phap hé tro
customize sandbox, mé phong hé diéu hanh; H6 tro
submit va phan tich nhiéu loai file vao sandbox: flash,
html, java, office, xml, pdf, chm, rtf, script (bat, js, cmd,
psl, vbe, vbs...), thuc thi (com, exe, dll...); Hé tro tinh
nang queét file dinh kem dwoc ma hoa, du dodan dwoc mat
khau ciia file dinh kém bang cdch tim keyword trong
emai lién quan; Phat hién email spam va phishing
URLs; Phat hién va ngan chan hanh vi lwa doa BEC;
Phat hién va ngan chdn nhiéu rii ro ldy nhiém thong
qua email: Tan cong cé chii dich, phishing, zero-day
malware, ransomware... Ban quyén hé tro'lén dén 1.001
mailbox.

3.2

Dich vu bao hanh va
hé tro ky thudt phan
cung

Dich vu bdo hanh chinh héng thiét bi phan cimg DDEI
9000 series: Deep Discovery Email Inspector
9200/9300 HW Warranty.

Gia han phian mém
ban quyén phan mém
Deep Security

Gia han license Deep Security (thoi gian 12 thang):
Deep Security - Enterprise Perpetual - per Server (VM),
Renew (ban quyén cho 101 may). Mé ta dich vy:

+ Dich vu hd tro k¥ thuat va cip nhat mau cho hé thé)ng
phan mém bao vé may chii (Anti-malware, Virtual
Patching, Web Reputation, Intrusion Prevention
(IDS/IPS), Application Control, Integrity Monitoring,
Log Inspection);

+ Cap nhat ndi dung bao mat tir hé théng;

+ Cho phép cap nhat phién ban phan mém.




TT DANH MUC MO TA CHI TIET
Gia han (Renewal, thoi gian 12 thang):
- PIM Server Infrastructure (Software);
Gia han phin mém | - Server Disaster Recovery module (Software);
5 | quan ly tai khoan ddc | - Additional 25 user licenses;
quyén CyberArk - 10 PSM Target System licenses;
- Additional 100 password licenses;
- 70 PSM Target System licenses.
Rapid7 Insight VM renewal (gia han phan mém
Insight VM cutia hang Rapid7):
. , A InsightVM Subscription for licensed number of assets
Gia han ban quyén . )
phin mém quan 1y 13 25A6 IP - 1 }‘/ea.r (Thot %1an I%thang). o
6 héng bio mat Cap nhat va gia han ban quyén phan mem bdo mat
InsightVM " | Rapid7 ,InsightVM tur chinh hang ‘sén xuat hg)eflc nbé
Cung cap chinh thuc dugc uy quyén; Cac phan mém
sau khi gia han tiép tuc sir dung ngay, khong yéu cau
cai dat va hiéu chinh lai cac tham sb cua hé théng.
S;a T; bt?l‘; ;anl;hgi Dich vu h tro k§ thuat chinh hing déi voi hé théng
7 3 o backup dir li€u (Thoi gian st dung dich vu 12 thang).
mém cho hé thong Bao gom:
backup dir li€u Veritas
Gia han phan mém cia hé théng bao gom: 36 x
NETBACKUP APPLIANCE SOFTWARE 5250 1 TB
Gia han license phin ONPREM  STANDARD SUBSCRIPTION; 15 x
7.1 o PREMIUM (24X7) SUPPORT FOR NETBACKUP
e PLATFORM BASE COMPLETE EDITION WITH
FLEXIBLE LICENSING XPLAT 1 FRONT END TB
PLUS ONPREM STANDARD PERPETUAL LICENSE.
Dich vu bao hanh va | Dich vu bao hanh chinh hang thiét bi phcfn cung: V5250:
7.2 | hé tro ky thudt phan | PREMIUM (24X7) SUPPORT FOR V5250-NBU-36TB-
cung 2x25G-2x16G.
8 Thot gian thuc hién trong vong 15 ngay ké tir ngay ki hop dong.

kich hoat dich vu




TT DANH MUC MO TA CHI TIET

Thoi oi X .
_ b glaft cung cap | thang ké tu ngay thuc hién kich hoat dich vu
dich vu

Thot gian thyc hién: 12 thang
10 | H3 tro k§ thuat Nha ~cungAc:ap dlch. Vl.J: Phal cung c,ap ;SO h(z‘F11r}e h(z
trg k¥ thuat 24/7 tai Viét Nam va ¢6 dau moi can bd

tiép nhan yéu cau xu 1y ky thuat.

Nang cép dich vu| Thuc hi¢n nang cép dich vu phﬁn mém khi nhan

11 L .

phan mém dugc yéu cau tir khach hang

Can nhat ohin mdm | TAuC hién cap nhat phan mém (ban v4, sta 13i,...)
12 St khi nhan duoc yéu cau tir khach hang trong thoi gian

(ban va, sira 16i...)

thuc hién hop dong.

3.3. Cac yéu cau khac

+ Ngoai nhép gia trén webform, nha thau lap bang chao gid cac thanh phan chi
tiét theo mo ta tai Chuong V E-HSMT va dinh kém E-HSDT ctia nha thau.

+ Nha thau phai c6 nhan su hd tro ky thuat tai Viét Nam (ctia nha thau hodc cua
hang/dai dién dugc uy quyén) dé hd tro ki thuat, dich vu sau ban hang nhanh chong
khi ¢6 yéu cau.

+ Nha thau phai ¢ trach nhiém lam viéc voi hing dé hd tro k¥ thuat, dich vu
sau ban hang nhanh chong khi c6 yéu cau. Cam két hd trg cta hang (hodc nha phan
phéi tai Viét Nam) trong sudt thoi gian cung cap dich vu.

+ Nha thau c6 trach nhiém 1én phuong an, cur can bd trién khai va kich hoat
dich vu phﬁn mém tai Pai THVN.

+ Nha thau c6 cam két tuan thii cac quy dinh vé an toan thong tin.

+ Nha thau cam két bao mat thong tin do chii dau tu cung cap. Trudng hop phat
hién 10, lot thong tin ma nguyén nhan tir phia nha thau, nha thau chiu moi trach
nhiém trude phap luat; cam két tuan thu cac quy dinh vé an toan thong tin cua Pai
THVN trong qua trinh trién khai, thuc hién goi thau nay. Nha thau phai dam bao
rang (c6 cam két) thiét bi, phan mém cung cap trong dich vu chao thau khong bi nha
san xuat/nha thau hodc bén thir ba ¢d ¥ cai cic phan mém gian diép hodc phin mém
c6 muc dich xau nhu: 1ay cap thong tin khach hang, truy cap trai phép,... Truong hop
bén moi thau phat hién dugc nhitng van dé néu trén, bén moi thau co6 quyén tam



dung, huy dich vu va nha thau phai chiu moi rui ro, chi phi lién quan, déng thot chiu
trach nhi¢m trudce phap luat.
+ Nha thau c6 cam két dam bao khong giy anh hudng dén hé thdng hién co
trong thoi gian trién khai.
4. Giai phap va phwong phap luin:
Nha thau chuin bi dé xut giai phap, phuong phap luan tong quét thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong ndy, gdm cac phan nhu sau:
1. Giai phéap va phuong phép luan;
2. Ké hoach cong tac.
5. Quy dinh vé kiém tra, nghi¢ém thu san pham:
Thuyc hién cong tac kiém tra, nghi¢m thu theo ding quy dinh hién hanh va theo
yéu cau cua chu dau tu.



