Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat

Yéu cau vé ky thudt bao gom cdc néi dung co ban nhir sau:

1.1. Gidi thigu chung vé dw dn/dw todn mua sim, géi thau

Tén gobi thau: G6i thau sd 1: Lép dat két ndi mang ndi bo thudc du toan Lép dat két ndi
mang ndi bo tai Uy ban nhan dan Phuong 3 Bao Ldc.

Chu dau tu: Phong Vin hoa xi hoi Phudng 3 Bao Loc

Ngudn vbn (hoic phuong thirc thu xép vdn): Tir ngudn ngan sach Trung wong bd sung cd
muc tiéu nim 2025 dé thyc hién nhiém vu sip xép don vi hanh chinh cip x3 (.

Thoi gian thyc hién : 15 ngay;

Dja diém: Phuong 3 Bao Loc, Tinh Lim Dong .

1.2. Yéu cdu vé ky thudt

Yéu ciu vé k¥ thuat bao gdm yéu cau vé k¥ thuat chung va yéu cau vé k¥ thuat chi tiét
ddi véi hang héa thugc pham vi cung cép cta goi thau, cu thé:

a) Yéu cau vé ky thuat chung:

- Tién do giao hang: Cung cap dugc giao Nha thau tham gia du thau phai chao dung va
du chiing loai, khéi lugng hang hoa;

- Hang hoa cung cap dam bao médi 100% chua qua st dung, c¢6 xuat xtt cu thé 16 rang (ma
ky hi¢u, hang san Xuét, nude san xuit, ndm san Xuét)

- Chung loai hang hoa: déng bo chinh hing.

- T4t ca cac hang hoa thiét bi phai duogc lép dat, van hanh chay tht, huéng dan sir dung
tai cac co s& ban giao.

- T4t ca cac hang hoa thiét bi déu phai 1a cc san pham hop phap, khong vi pham ban
quyén theo quy dinh cta phap luat.

- Nha thau phai chi ra xuat xir ctia cac thiét bi ma minh cung cip. Trong qué trinh nghiém
thu, ban giao, Chu dau tu s& khong chap nhan bét cir thiét bi va vat liéu, phu ting nao c6 ngudn
gbc khong dung khi chao thau.

- Thoi gian bao hanh: t6i thiéu 12 thang ké tir ngay ky nghiém thu.

.b) Yéu cau vé ky thuat cy thé

Yéu cau k¥ thuat dudi dy 1a yéu cau ki thuat tdi thiéu chi tiét ciia hang hoa. Nha thau
phéi chao dap tmg yéu cau nay. Néu bét ky thuong hiéu, ma hiéu (néu c6) trong bang yéu cau k¥
thuat dudi day dé minh hoa céc tiéu chuan chat luong, tinh nang k¥ thuat yéu cau, nha thau co
thé lua chon du thau hang hoa cé nguén géc, xuat xur, nha san xuit, thuong hi¢u, ma hi¢u phu
hop véi diéu kién cung cip nhung phai dam bao yéu cau co tiéu chuan ki thuat, dic tinh ki thuét,
tinh niang st dung "twrong duong" hodc "uu viét hon" so véi cac yéu cau ki thudt trong bang sau:
(Nha thau phai cung cap tai liéu kém theo dé chimg ching minh tuong duong hodc wu viét hon).

Tom tit thong s6 k¥ thuat cia hang hoa, dich vu lién quan. Hang hoa, dich vu lién quan
phai tuan thu cac thong s k¥ thuat va tiéu chuén sau day:



STT | Hang muc Théng s6 ky thuit bVT SL
1 | Thiét  bi | - 02 x port 2.5mGig RJ45 (configurable); 06 x port 1GE RJ45 Cai 1
twong Iira | (configurable); 01 x port USB 3.0; 01 x port console (RJ45)

- Thong lugng tuong Itra SPI: 6,500

- Thong lugng VPN (Mbps): 1,200

- Thong lugng IPS (Mbps): 2,500

- Thong lugng Anti-Malware (Mbps): 1,800

- Thong lugng UTM (Anti-Malware va IPS): 1,800

- Phién TCP t6i da dong thoi: 600,000

- Tunnel IPSec VPN tbi da dong thoi: 100

- Ngudi dung PN SSL dong thoi: 50

- VLAN interface: 32

- Tinh nang router networking: Multi-WAN load
balancing/failover, Routing mode & brige mode, Ethernet &
PPPoE, Static route, NAT va PAT, DHCP client/Server/relay,
Pinh tuyén dua trén chinh xach (nhan biét nguoi dung), NAT
duya trén chinh sach (SNAT)

- H6 trg Dynamic DNS, quan 1y bang thong, VPN (HS trg
IPSec, SSL, L2TP over IPSec), 2FA Google Authenticator /
Microsoft Authenticator, Device HA, Link Aggregation (LAG)
- Tinh ning bao mat ctia goi Gold Security: Kiém tra cach ly
(Sandboxing), Chdng phan mém doc hai (Anti-Malware), Bo
loc danh tiéng (Reputation Filter), Giam sat tmg dung
(Application Patrol), Loc web (Web Filtering), Hé thong ngin
chin xam nhap (IPS), Nhan dién thiét bi (Device Insight), Pong
b6 hd so bao mat (Security Profile Sync), Bao cdo bao mat
(SecuReporter), WiFi bao mat (Secure WiF1), Phat hi¢n & phan
ung hop tac (Collaborative Detection & Response), Goi dich vu
Nebula Pro (Nebula Pro Pack).

- H6 tro quan ly qua Nebula Centralized Management, SNMP
v1,v2¢,v3, tu dong backup cau hinh, CLI (Console, SSHva
Telnet), Thong béo cap nhat firmware méi va tu dong ning cép,
HO tro hinh anh firmware kép, Ghi nhat ky cuc bd toan dién,
Guri nhat ky qua Syslog (t6i da 4 may chu), Giam sat luu lugng
mang theo thdi gian thuc, Bdo cdo hang ngay tich hop sin

- Thoi han bao hanh + phan mém di kém: 01 nim




STT

Hang muc

Théng s6 ky thuit

bVT

SL

Thiét  bi
cin bang
tai

Router

4 cong WAN/LAN Switchable (chuyén d6i WAN/LAN linh
hoat va cho phép chay d6i da 2 WAN dong thoi):

1 port 2.5 Gigabit WAN, RJ-45

1 port Gigabit WAN RJ45 / SFP Combo

2 port Gigabit WAN / LAN RJ45 thay d6i linh hoat

LAN

2 port LAN Gigabit RJ-45

2 port USB dung két ndi thiét bi luu trix

Multi-WAN Load Balancing & Failover, hd trg dudng truyén
da dich vu (IPTV, Internet, VoIP...).

NAT Session: 300.000, NAT Throughtput: 2.2Gb/s véi kha
nang chiu tai 1én dén 300 user.

Béo hanh: 1 nam

Cai

B chuyén
mach 24
cong

Thiét bi chuyén mach quan 1y L2+ 24 cong GbE véi Uplink
GbE

- 24 x cong RJ-45 GbE

- 04 x cong combo GbE

- 01 x cong console RS-232

- Cong suat chuyén mach (Gbps): 56

- Téc dd chuyén mach (Mpps): 42

- B6 dém goi tin (byte): 1.5M

- HO tro giao thirc STP/RSTP/MSTP/LACP, Loop/BPDU/root
guard, LLDP/LLDP-MED

- Ho trg flow control, VLAN tagging, CoS, port authentication.
- Tinh nang L2: Static MAC forwarding, MAC Freeze/filter,
Port/Protocol/IP subnet Based VLANS, Guest/Private/MAC-
based/Voice VLAN, MVR, MAC-based .1x, Dynamic VLAN
(GVRP/GMRP), L2PT.

- Tinh nang L3: DHCP Client/Relay/Option 82.

- Tinh nang Multicast: IGMP snooping (v1,v2,v3)/statistics,
IGMP throttling/filtering, Static multicast, L2 multicast group:
1K

- Tinh nang security: port security/isolation, MAC
freeze/search, CPU protection, SSL, SSH v2, ARP inpection,
ACL packet filtering (IPv4).

- Hb tro Xac thuc ding nhap bang RADIUS/TACACS+, Ghi
nhan ké toan RADIUS/TACACS+ (RADIUS/TACACS+
accounting), Uy quyén trén RADIUS/TACACS+
(Authorization on RADIUS/TACACS+), Hb trg nhiéu may chu
RADIUS/TACACS+, Gan VLAN 802.1x va 802.1p bang
RADIUS, SSH v2, SSL, ARP Inspection.

- Tinh nang quan ly: SNMP (v1,v2c,v3)/trap group, RMON (1,
2,3,9), Syslog, IEEE 802.1AB LLDP/LLDP-MED, DHCP

Cai




STT

Hang muc

Théng s6 ky thuit

bVT

SL

relay/client/option 82, ICMP echo/echo reply

- HO trg chuyén ddi hai Ché do quan tri Stand-alone & quan tri
tap trung Cloud, Quan ly thong qua giao dién Web / Console /
Telnet / SNMP, Nang cip firmware tir xa qua FTP/Web/TFTP,
hai tap tin c4u hinh, hai tip tin firmware (Dual images), Khoi
phuc vé mic dinh tuy chinh cudi cung. Ché do Networked AV
t61 wu hoa viée truyén tai dir liéu Audio - Video.

- Thoit han bao hanh: 1 nam

- HO tro phan mém Bundle Nebula Professional cloud. di kém:
03 nam

Thiét  bi
Wifi

- Standard: IEEE802.11 be/ax/ac/n/g/b/a

- Wireless speed: 2.4 GHz: 688 Mbps / 5 GHz: 4324 Mbps / 6
GHz: 5764 Mbps

- Frequency band:

+ 2.4 GHz: USA (FCC): 2.412 to 2.462 GHz / Europe (ETSI):
2.412 t0 2.472 GHz

+ 5 GHz: USA (FCC): 5.15 to 5.35 GHz; 5.470 to 5.850 GHz /
European (ETSI): 5.15 to 5.35 GHz; 5.470 to 5.725 GHz

+ 6 GHz: USA (FCC): 5.925 to 6.425 GHz; 6.525 to 7.125
GHz/ European (ETSI): 5.925 to 6.425 GHz

- Bandwidth: 20-, 40- ,80-, 160-, 240- and 320-MHz

- Antenna type: Internal Antenna

- Antenna gain:

+ 2.4 GHz: 3 dBi, 2X2:2SS

+ 5 GHz:: 4 dBi, 2X2:2SS

+ 6 GHz: 4 dBi, 2X2:2SS

- Minimum receive sensitivity: Min. Rx sensitivity up to -99
dBm

- Band steering: Yes

- WDS/Mesh*2: Yes

- Fast roaming: Pre-authentication, PMK caching and
802.11r/k/v

- DCS: Yes

- Load balancing: Yes

- Advanced cellular coexistence: Yes

- Encryption: WEP,WPA, WPA2, WPA3

- Authentication: IEEE 802.1X, RADIUS authentication

- Access management: L2-isolation, MAC filtering, Rogue AP
detection

- [Pv6: Yes

Cai
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STT | Hang muc Théng s6 ky thuit bVT SL
- VLANSs: Yes
- WMM: Yes
- U-APSD: Yes
- Operating mode: Cloud managed, Standalone
- ZON Utility: Discovery of Zyxel switches, APs and gateways;
Centralized and batch configurations: IP configuration, IP
renew, Device reboot, Device locating, Web GUI access,
Firmware upgrade, Password configuration
- Web UI/CLI: Yes
- SNMP: Yes
Thot han bao hanh: 1 nam
HJ tro phan mém Bundle Nebula Professional cloud. di kém:
03 nam
5 | Ta treo | Tu mang treo tuong 6U Cai 3
trweong 6U | H331xW550xD400mm
- Vat liéu thép str dung : 1.0mm, 1.5mm
- Ctra trude: dot 16 thoang khi (hodc mica)
- Quat tan nhiét: 1 cai gén noc tu
- Oc cai: 8 bd
- Téc ké nhya + vit 6x60: 04 bd
6 | Cap mang | Cap Mang cat.6 UTP (Thung 300m) + dau mang kém theo Thung 7
7 | Dich vu k¥ | Dich vu k¥ thut gdm vat tu phu DV 1

thuit bao | - Vat tu phu: nep, vit, bang keo, dc, rudt ga, ddy dién, ngudn
gom vit tu | POE....

phu - Van chuyén thiét bi, phu kién.

- Thi cong cap mang cho may tinh va kiém tra cap.

- Thi cong mang LAN.

- Thiét bi chuyén mach, wifi du phong cho ngudi dung.

- Thoi gian thi cong ngay cudi tudn hodc ngay nghi.

- Huéng dan st dung

1.3. Céc yéu ciu khic , )
- Nha thau phai ban giao, lap dat hoan chinh thiét bi, huéng dan st dung, van hanh chay
thir may moc thiét bi.
Muc 2. Ban vé_
E-HSMT nay gém c6 céc ban v€ trong danh muc sau day [truwong hop khong co ban vé
kem theo thi phai ghi ro: Khong c6 ban vé:
Truong hop c6 ban ve thi phai dinh kém theo ban vé.
Muc 3. Kiém tra va thir nghiém
Khi giao nhan hang hoa, dai dién ctia cha dau tu va nha thau s& phdi hop cung nhau kiém
tra hang hoa. Noi dung kiém tra bao gdm: Tinh trang, sé luong, thong s ki thuat, ngudn gdc
xuét x{r cla hang hoéa. Dia diém kiém tra: tai dia diém cua chu dau tu. Hang hoéa chi dugc




nghiém thu khi dap tmg yéu cau: dap tmg dung thong sb k¥ thuat, ¢ ngudn gdc xuét xa hop 1¢,
van hanh chay th tbt.

Chu dau tu hodc dai dién cua Chu dau tu c6 quyén kiém tra, thir nghiép hang hoa dugc
cung cp dé khang dinh hang hoa d6 c6 dic tinh ky thuat phu hop véi yéu cau cua hop dong.
Bét ky hang héa ndo qua kiém tra, thir nghiém ma khong phu hop voi dic tinh ki thuat theo
hop dong thi chu dau tu ¢ quyén tir chdi va nha thau phai co trach nhiép thay thé bang hang
hoa khac hodc tién hang nhitng diéu chinh can thiét dé dap Gmg dang cac yéu cau vé dic tinh
k¥ thuat. Truong hop nha thiu khong c6 kha ning thay thé hay diéu chinh cac hang hoa khong
pht hop, Chu dau tu s& ngung viéc thuc hién hop dong v6i nha thau. Chu dau tu c6 quyén mua
tai don vi cung cép khac c6 thé gia cao hon, moi chi phi phat sinh bén ban chiu.



