Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat
1.1. Gidi thigu chung vé dw dn, goi thiu
1.1.1. Gidi thigu vé dw dn

- Tén du an: Thiét bi an ninh mang [PS/IDS va firewall.

- Pia diém dau tu: Tong cong ty Quan 1y bay Viét Nam

- Ngudi quyét dinh diu tu: Hoi dong thanh vién Tong cong ty Quan Iy bay
Viét Nam.

- Chii dau tu: Trung tim Thong béo tin tirc hang khong.

- Nguodn von dau tw: Vén ciia Tong cong ty Quan 1y bay Viét Nam.

- Thoi gian thwe hién dy an: 16 thang (tir thang 12/2025 dén thang 3/2027)

- Quy md diu tu:

Quy mo qéu tu hé théng an toan théng tin dggc xac dinh dua trén cép do bao
mat (3 hodc 4), tam quan trong cua tirng h¢ thong di€u hanh bay va kha nang mé rong,
tuan thu phap luat.

Du an huong toi két hop giita dau tu chiéu sau, cong nghé hién dai va chuyén

gia thué ngoai, nham xay dyng moéi trudng mang an toan, tin ciy, san sang ng pho
V&1 rui ro an ninh mang.

Cac giai phap phai tuan thu tiéu chudn ISO/IEC 27 001, 27005, huong dan clia
BO TT&TT, Cyc ATTT va ICAO, dong thoi bao dam tinh dong bo, tich hop va tuong
thich v&i hé thong hién hiru.

Hé thong can dé nang cip, c6 kha ning mo rong trong 5-10 ndm toi, uu

tién dau tu tap trung vao cac hé théng 16i quan trong dé tdi uu chi phi va nang
cao hi¢u qua van hanh.

Danh muc vat tu, thiét bi va cac phﬁn mém, gidi phap can thiét dau tw méi nhu

Sau:
. Sb
STT Danh muc Pon vi tinh
: : lwong
A | H¢ thong trang thiét bi IPS/IDS/APT va Firewall
I | Thiét bi mang
1 | Thiét bi chuyén mach cho hé thong thong tin cap do 4 Thiét bi 8
2 | Thiét bi chuyén mach cho hé thong thong tin cap do 3 Thiét bi 6
II | Thiét bi bao mat
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1 | Thiét bi tuong lira ving 15i cho hé thong thong tin cap do 4 Thiét bi 8
2 | Thiét bi tuong lira ving bién cho hé thong thong tin cip do 4 Thiét bi 4
3 | Thiét bi tuong lira cho hé thong thong tin cap do 3 Thiét bi 6
4 | Thiét bi tuong lira cho ing dung Web Thiét bi 2
5 | Ban quyén thong lugng WAF (WAF Throughput) Bo 1
I H¢ thong thiét bi phan tich phat hién cic mdi nguy an ninh
mang (IDS/APT)
1 | Thiét bi gom luu lugng mang Thiét bi 4
2 | Thiét bi phan tich trung tim Thiét bi 4
3 | Thiét bi cam bién trung tim Thiét bi 4
4 | Thiét bi phan tich ma doc Sandbox Thiét bi 4
v Phin mém phén tich phat hién cic mdi nguy an ninh
mang (IDS/APT)
Bén quyén cho Hé thdng Phan tich, phat hién cac mdi nguy an A
1 : . N , Bo 1
ninh mang tai trung tdm chinh
) Bén quyén cho Hé thdng Phan tich, phat hién cac mdi nguy an Bb 1
ninh mang tai Pai KSKL :
Phan tich, phat hién cac mdi nguy an ninh mang - Cam bién 4o A
3 \ Bo 4
hoa
B | Hé thong quan Iy giam sat van hanh
I H¢ thong thiét bi phin clrng phuc vu giam sat, hd tre vin
hanh
1 | May tinh quan tri giam sat van hanh Thiét bi 4
2 | Man hinh giam sat Thiét bi 4
3 | Thiét bi chuyén mach quan Iy Thiét bi 7
4 | May chu quan ly gidm sat Thiét bi 9
5 | Phukién trién khai Go6i 4
I Phian mém thwong mai phuc vu cdng tac giam sat, hd tro
van hanh
1 | Phan mém Quan ly giam sat mang (NMS) Goi
2 | Phan mém quan trj CSDL Bo 4
3 | Hé diéu hanh may chu quan 1y giam sat Bo 9
C | Thiét bi du phong
1 Thiét bi chuyén mach cho h¢ t}}é)ng thong tin cp do 4 (c6 thé Thiét bi 3
dung cho HTTT cap d6 3 ncu can) :
2 | Thiét bi chuyén mach quan Iy Thiét bi 4
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Thiét bi twdng lira viing 16i cho hé thong thong tin cap do 4 (co A
3 2 1 \ ATk Thiét bi 3
thé dung cho vung bién néu can)
4 | Thiét bi tuong lira cho hé thong thong tin cap do 3 Thiét bi 3
5 | Thiét bj tudng lira cho Gmg dung Web Thiét b 1
6 | May chi quan ly giam sat Thiét b 2
7 | May tinh quan tri giam sat van hanh Thiét bi 2
8 | Man hinh giam st Thiét bi 2
1.1.2. Gidi thiéu vé géi thau
Du 4n bao gdm 01 go6i thau:
- Tén géi thau: Cung cép thiét bi an ninh mang IPS/IDS va Firewall
- Thoi gian bit dau t6 chire Iwa chon nha thau: Thang 12/2025
- Hinh thic lwe chon nha thau: Pau thiu rong rii qua mang trong nudc.
- Phwong thirc Ira chon nha thau: Mot giai doan mét tai ho so.
- Thoi gian thue hién géi thau: 10 thang
- Loai hop dong: Tron goi.
- Dia diém thuc hién:
STT Tén don vi sir dung Pia diém
Trung tim Thong bao tin tirc hang khong | S6 5, ngd 200, dudng Nguyén Son, phudng Bo Dé,
1 \ £ Trs NTA
Thanh pho Ha Noi
, | Congty Quan Iy bay Micn Bac S6 5, ngd 200 dudng Nguyén Son, phudng B DE,
Thanh phd Ha Né6i
3 Cong ty Quan ly bay Mién Trung S6 148 Duy Tan, phuong Hoa Cudng, Thanh phd
Da Ning
, | Congty Quan Iy bay Micn Nam S6 22 dudng Tran Quéc Hoan, Phudng Tan Son
Nhat, Thanh phé H6 Chi Minh

1.1.3. Muc tiéu

1.1.3.1. Muc tiéu chung

Dy an dugc Tong cong ty Quan 1y bay Viét Nam (VATM) trién khai nham
tang cuong nang luc phong vé va bao vé he théng thong tin diéu hanh bay - linh
vue ¢ anh hudng truc tiép dén an toan qudc gia.

Muc tiéu ctia du 4n 1a trang bj dong bd cac thiét bj va giai phap an ninh
mang nhu Firewall, IDS/IPS, Web Application Firewall (WAF), cung cac phan
mém giam sat, phan tich va phat hién moi nguy, dap ung day du quy dinh bao
dam an toan thong tin theo cAp do 3 va 4 theo Nghi dinh s 85/2016/ND-CP ngay
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01/7/2016 va Thong tu 12/2022/TT-BTTTT ngay 12/8/2022.

Dy 4n huéng dén chuan héa kién triic bao mat theo mé hinh phong thii da
16p, timg budc xay dung Trung tam diéu hanh mang (NOC) va Trung tim diéu
hanh an ninh mang (SOC) cua VATM. Ngoai ra, dy an gop phan nang cao kha
nang giam sat, canh bao som, phan tach va kiém soat truy cap mang, giam thiéu
rii ro tAn cong mang, bao vé an toan cho cac hé thong thong tin trong yéu.

V& mit chién luoc, ddu tu ndy gitp VATM tudn thu cac tiéu chuan phap 1y
quéc gia va qudc té, tiém can mo hinh bao mat cua ICAO, d6ng thoi tao nén tang
ha ting bao mat ving chéc phuc vu chuyen d6i s6 nganh hang khong. bay la du
an mang tinh nén tang, lau dai, gop phan dam bao hoat dong an toan, 6n dinh va
bén ving cua hé thong thong tin hang khong Viét Nam trong giai doan chuyén
d6i s6 va hoi nhap quoc té.

1.1.3.2. Muc tiéu cu thé ’ 7 ,

- Trang bi, nang cdp va chuan hoa cac thi€t bi an ninh mang (IPS/IDS,
Firewall) cho cac trung tam, h¢ thong va don vi tryc thudc chua dugc trang bi day
du.

- Thiét lap giai phap giam sat, quan Iy tip trung hoat dong cua céc thiét bi
an ninh mang, bdo dam kha nang phat hién va phan trng nhanh trudc céac su co an
toan thong tin.

- Tang cuong nang luc chu dong phong thu mang, gidm thi€éu nguy co rui
ro va thi¢t hai do cac cudc tin coOng mang giy ra. ‘

- Nang cao kha nang tuan thu quy dinh ctua phap luat vé bdo dam an toan
thong tin mang theo Nghi dinh 85/2016/ND-CP va céc tiéu chuan k¥ thuat hién
hanh.

1.2. Yéu cdu vé ky thugt
1.2.1. Yéu cdu chung vé ky thudt

Dy an “Thiét bi an ninh mang IPS/IDS va firewall” cin dap tng cac yéu

cau co ban, tuan thu va phu hop voi cac quy dinh cua Nha nude, Bo thong tin va

truyen thong, cac tiéu chuan ctia nganh hang khong ciing nhu céc tiéu chuan quc
té bao gdm:

- Luat An toan thong tin mang s6 86/2015/QH13 ngay 19/11/2015;

- Nghj dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé bao ddm
an toan h¢ thong thong tin theo cap do;

- Thong tu ‘sé 31/2017/TT-BTTTT ngay 15/11/2017 cua Bo truong B
Thong tin va Truyén thong vé viéc quy dinh hoat dong giam sat an toan hé thong
thong tin;

- Thong tu ‘sé 39/2017/TT-BTTTT ngay 15/12/2017 cua Bo truong B
Thong tin va Truyén thong vé viéc ban hanh danh muc ti€u chuan ky thuat vé ung
dung cong nghé thong tin trong co quan nha nudc;

Chuong V -4



- Quyét dinh s0 1127/QD-BTTTT ngay 30/7/2021 ban hanh yéu cau ky
thuat co ban do1 v&i sdn pham quan ly va phan tich su kién an toan thong tin;

- VA céc tiéu chuan, quy dinh lién quan khac.

Céc giai phap, thiét bi dau tu s€ dugc tich hop vao cac he thdng cua Tong
cong ty Quan ly bay Viét Nam nham dap tng cac tiéu chuén lién quan cho mot hé
thong thong tin cap do tuwong g theo Nghi dinh s6 85/2016/ND-CP, Thong tu so
12/2022/TT-BTTTT va TCVN 11930:2017.

Viéce triép khai hé théng phai dam bao khong lam anh hudng, khong gian
doan cac hé théng khéac hoac phai c6 thda thuan trude duge su dong ¥ ctia don vi
quan 1y hé thong lién quan.

Thiét bi c6 Gidy chirng nhan xuat xr (CO) va Glay ching nhan chat luong

(CQ) d6i voi hang hoa nhap khau hodc Phiéu kiém tra chat lugng xuat xuong doi
v6i hang hoa san xuat, lap rap trong nudc.

Phian mém ban quyén trang bi trong dy an phai dam bao mai khong 16i thoi,
va phai c6 tai liéu chimg minh ban quyén phan mém.

Thiét bi dong bod chinh hang, maoi 100%, chua qua su dung, nguyén dai,
nguyén kién va hoat dong t6t. Hang héa duoc giao phai kem theo day du bo ching
tir nhu: Thong tin xuat x& ngudn gbc hang hoa; catalog hang hoa, ..

Nam san xuét: San xudt tir ndm 2024 trd vé sau.

Tai liéu 197 thuat, phu kién kém theo va hudng dan sir dung: theo tiéu chuéan
cuia nha san xuat

Ha tang k¥ thuat ctia du an phai dam bao ding thiét ké dé ra.
1.2.2. Danh muc tiéu chudn ky thuat ap dung
1.2.2.1. Tiéu chudn vé iing dung cong nghé théng tin trong co quan nha nudc

Danh muc tiéu chuin va quy chuan ap dung s& cin cir theo Thong tu s6
39/2017/TT-BTTTT ngay 15/12/2017 cia Bo truong Bo Thong tin va Truyén
thong vé viéc ban hanh danh muc tiéu chuin k¥ thuat vé ing dung cong nghé
thong tin trong co quan nha nudc.

1.2.2.2. Tiéu chudn vé an toan an ninh théng tin

STT Mai sb Tén Tiéu chuin
1 TCVN ISO/IEC Cong ngh¢ thong tin-Cac ky thuat an toan-
27002:2011 Quy tac thuc hanh Quan 1y an toan thong tin

, | TCVN8709-1:2011 g‘,’n‘%}lghiiﬂ;‘,’nf tn- C&t‘c‘kyctll\?ﬁ o
ISO/IEC 15408-1:2009 ac tien Chl cani gla an toan AL L= Hhan &
G161 thiéu va mo6 hinh tong quat
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STT

Ma so

Tén Tiéu chuan

TCVN 8709-2:2011

Cong ngh¢ thong tin- Cac k¥ thuat an toan-

3 ISO/IEC 15408-2:2008 Ca}c tle‘u chi (zanh gia an toan CNTT— Phan 2:
Céac thanh phan chirc ndng an toan
TCVN 8709-3:2011 C(,)ng_ Pghc’th(,)ng t1.r’1— Cac‘ky thudt an ‘goan—
4 ] Céc ti€u chi danh gia an toan CNTT- Phan 3:
ISO/IEC 15408-3:2008 L s T X
Cac thanh phan dam bao an toan
5 | TCVN 9250:2012 Trng -tgm k}/ thudt - Yéu cau vé ha tang ky
thuat vién thong
6 TCVN 10295:2014 Cong ngh¢ thong tin-Céac ky thuat an toan-
ISO/IEC 27005:2011 Quan ly rui ro an toan thong tin
;| TCVN 10541:2014 -0ng nghe ihong fin - Bic 1 thudt an toan -
ISO/IEC 27003:2010 Tong ch khal hie thong quan 1y an toan
thong tin
Q TCVN 10542:2014 Cong nghé thong tin - Cac k¥ thuat an toan -
ISO/IEC 27004:2009 Quan ly an toan thong tin - Do luong
o | TCVN 10543:2014 cong nghe thong tin - Lae Ky thud a toan
ISO/IEC 27010:2012 Q}Jan y an toan trao doi thong tin lién to chure,
lién nganh
Cong nghé thong tin - Ky thuat an toan - An
10 TCVN 9801-3:2014 toan mang - Phan 3: Cac kich ban k@t nc}i mang
ISO/IEC 27033-3:2010 tham chiéu - Nguy co, ky thuat thiét ké va cac
van dé kiém soat
Cong nghé thong tin - Cac ky thuat an toan -
11 | TCVN 9801-2:2015 An toan mang - Phan 2: Huéng dan thiét ké va
trién khai an toan mang
Cong nghé thong tin - Cac ky thuat an toan -
12 | TCVN 11238:2015 Hé thdng quan 1y an toan thong tin - Tong quan
va tur vung
13 | TCVN 11239:2015 Cor}g n’ghe tl}ong t1¥1 - CAac ky thuat an toan -
Quan 1y su coO an toan thong tin
14 | TCVN 11385:2016 Cong nghé thong tin - Cac k¥ thuat an toan -

Danh gid an toan sinh trac hoc
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STT Mai s Tén Tiéu chuin
Cong ngh¢ thong tin - Céac k¥ thuat an toan -
15 | TCVN 11386:2016 Phuong phap danh gid an toan cong ngh¢ thong
tin
16 TCVN 11393-1:2016 Cong nghé thong tin - Cac ky thuat an toan -
ISO/TEC 13888-1:2009 Chédng chdi bo - Phan 1: Tong quan
| TOVN a0t | e hine - e S nitan in
ISO/IEC 13888-2:2009 ong choi bo - Phan 2: Cée e
ky thuat dbi xing
s | TOVN 1130332016 | bt e e e o ehé sis dung
ISO/IEC 13888-3:2009 £ £
k¥ thuat bat dbi ximg
Tiéu chuan qudc gia vé Cong ngh¢ thong tin -
19 | TCVN 11930:2017 Cac ky thuat an toan - Yéu cau co ban vé an
toan hé thong thong tin theo cap do

1.2.3. Yéu cdu vé trién khai, cdu hinh h¢ thong

1.2.3.1.

T 5ng hop Danh muc thiét bi phdn cung, phdn mém theo vi tri lcfp dat

Danh muc thiét bj phan ctng, phan mém s& dugc phan bo trién khai 1ap dat
td1 cac vi tri nhu sau:

Phin bé thiét bi theo don vi
; . Ponvi | .z Ct Ct Ct
STT Danh muc hang hoa . .| Ton Y Y y
i 8 tinh 8 Egllz QLB | QLB | QLB
MB MT | MN
A H¢ thong trang thiét bi
IPS/IDS/APT va Firewall
I | Thiét bi mang
1 Tlilet b} Ch}(lyeri mach cho h¢ thong Thiét bi g 5 5 0 4
thong tin cap do 4
5 Tlilet b} Ch}(lyeri mach cho h¢ thong Thiét bi 6 0 0 ) 4
thong tin cap do 3
II | Thiét bi bao mat
Thiét bi tuong lira ving 18i cho hé o
! théng thong tin cép do 4 Thiét bi 8 4 2 0 2
Thiét bi tuong lira ving bién cho hé o
2 théng thong tin cép do 4 Thiét bi 4 2 2 0 0
3 Tlilet b} tu’(z’ng lﬂu’a cho hé thong Thiét bi 6 0 0 ) 4
thong tin cap do 3
4 gléte)t bi tuong ltra cho tng dung Thiét bi ) 5 0 0 0
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Phén bo thiét bi theo don vi

. ; Pon vi 2 Ct Ct Ct
STT Danh muc hang héa , - | Ton Y Y Y
uc hang tinh g E&E QLB | QLB | QLB
MB MT | MN
Ban quyén thong luong WAF .
> (WAF Throughput) Bo ! ! 0 0 0
H¢ thong thiét bi phén tich phat
III | hién cdc moi nguy an ninh
mang (IDS/APT)
1 | Thiét bi gom luu lugng mang Thiétbi | 4 1 1 1 1
2 | Thiét bi phan tich trung tim Thiétbi | 4 1 1 1 1
3 | Thiét bi cam bién trung tim Thiétbi | 4 1 1 1 1
4 | Thiét bi phan tich ma doc Sandbox | Thiétbi | 4 1 1 1 1
Phan mém phén tich phat hién
IV | cdc moi nguy an ninh
mang (IDS/APT)
Ban quyén cho H¢ thong Phan tich,
1 | phat hién cdc mdi nguy an ninh Bo 1 1 0 0 0
mang tai trung tdm chinh
Ban quyén cho H¢ thong Phan tich,
2 | phat hién cdc mdi nguy an ninh Bo 1 1 0 0 0
mang tai Pai KSKL
3 Phar} tich, phat hl?n cdc moi nguy Bo 4 1 1 1 1
an ninh mang - Cdm bién 4o hoa
H¢ thong quan ly giam sat van
B R
hanh
H¢ thong thiét bi phin cirng phuc
I S s
vu giam sat, ho tr¢g' van hanh
1 | May tinh quan tri giam sat van hanh | Thiét bi 4 1 1 1 1
2 | Man hinh giam sat Thiétbi | 4 1 1 1 1
3 | Thiét bi chuyén mach quan ly Thiétbi | 7 1 2 2 2
4 | May chu quan 1y giam sat Thiétbi | 9 2 3 1 3
5 | Phy kién trién khai Goi 4 1 1 1 1
Phan mém thwong mai phuc vu
II | cong tac giam sat, hd trg van
hanh
Phan mém Quan 1y giam sat mang .
1 (NMS) Go1 1 1 0 0 0
2 | Phan mém quén tri CSDL Bo 4 2 0 0 2
3 H’¢ diéu hanh may chu quan ly giam Bb 9 ) 3 1 3
sat
C | Thiét bi dy phong
Thiét bi chyyén mach chp hé théng )
1 | thong tin cap d6 4 (co theé dung cho | Thiét bi 3 1 1 0 1
HTTT cap d6 3 néu can)
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Phin bé thiét bi theo don vi
X , Don vi 2 Ct Ct Ct
STT Danh muc hang héa . . * | Ton Y y y
He ang tinh & EEE QLB | QLB | QLB
MB MT | MN
2 | Thiét bi chuyén mach quan ly Thiétbi | 4 1 1 1 1
Thiét bj tudng lira viing 18i cho hé ,
3 | thong thong tin cap dg 4 (co thé Thiét bi 3 1 1 0 1
dung cho vung bién néu can)
4 Tlilet b} tu(z’ng lﬂu’a cho hé thong Thiét bi 3 0 1 1 1
thong tin cap do 3
5 Thiét bi tuong ltra cho img dung Thiét bi 1 1 0 0 0
Web
6 | May chii quan Iy gi4m sat T}];‘iet 2 1 0 0o | 1
7 May tinh quan tri giam sat van Thl.et ) ) 0 0 )
hanh bi
8 | Man hinh giam sét T}];‘iet 2 1 0 0o | 1

1.2.3.2. Yéu cdu vé thiét bi Switch, Firewall, IPS, Thiét bi twong lira ing dung

Web (Web Application Firewall - WAF) cho cac hé thong
Duya vao hién trang cac hé théng thiét bi, trién khai b6 sung cac thiét bi
Firewall, IPS, Web Application Firewall, Switch nhu sau:

Thiét bi
) C4 Switch | Firewall Fl:;s:a“ l:rlzl;o’li’lf Switch | Firewall
STT | Hg¢ thong thong tin Ap cap do | vung l6i yung g cap do | vung l6i
do 4 Ap db 4 bién cap dung 3 Ap do 3
cap do o 4 Web cap €0
(WAF)
Trung tim Thong bao tin tirc
hang khong
Heé thong thong bao
1 | tin tic hang khong 4 2
tu dong (AIS)
Hé théng quan 1y tin
2 | tirc hang khong 4 2 2 2 2
(AIM)
Cong ty Quan ly bay Mién bic
Heé théng thiét bi
3 |quanlykhonglvuty | 4 2 2 2
dong (ATM)
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Thiét bi
) C4 Switch | Firewall Fl:;s:a“ 1::1’1;0;11% Switch | Firewall
STT | Hg¢ thong thong tin Ap cap do | vung l6i yung g cap do | vung l6i
4 | 4 " | cipap4 | Dincap | dung 3 | chp dp3
p € o 4 Web p €0
(WAF)
Hé théng VCCS
4 ATCC Ha Noi 3 2 2
Cong ty quan ly bay Mién
Trung
Heé théng xur 1y dix
li¢u ra da (RDP)
> Aircon APP/TWR 3 2 2
Da Ning
Cong ty Quan ly bay Mién nam
Heé thng xur ly dién
6 | van dich vu khong 4 4 2
luu AMHS
Hé théng VCCS
7 | ACCHCM 3 2 2
Cong 8 8 4 2 6 6
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1.2.3.3. Yéu cdu vé gidi phdp phdn tich phét hién cdc méi nguy an ninh mang

1.2.3.3.1. Yéu cau vé mé hinh gidi phdp phan tich, phat hién cdc méi nguy an ninh
mang

Hé thong phan tich dugc trién khai tai cac ddu mdi gom:

+ Pai KSKL Noi Bai, Pa Ning, Tan Son Nhat;

+ Phong thiét bi trung tim ATCC HCM, ATCC HAN va Trung tim TBTTHK
(dat tat ATCC HAN);

Tai cac dau méi thu thap dir lidu cac thiét bi cua cac hé thng theo ting khu
vuc s€ gom:

+ Cac Thiét bi cam bién chuyén dung, c6 kha nang xur ly dap tmg yéu cau
luu lvgng mang tong hgp ctia cac h¢ thong va;

+ Céc Thiét bi gom luu lwong mang chuyén dung.

Luu lugng mang tr cac chuyén rpach chinhv cua céc, hé théng duge dau tu
trong du an dugc cau hinh SPAN port day ra mot cong. Thiét bi thu gom luu lugng

chuyén dung s& két ndi vao cong SPAN, thu gom luu lugng va day vao thiét bi Thiét
bi cam bién Phan tich phat hién cac mdi nguy an ninh mang.

‘ Thiét bi thu gom luu lwong mang hd trg cac loai cong 1/10Gbps RJ45 cap
dong va 1/10/25Gbps SFP+ cép quang cho phép thu nhén tir cdc mang trong khoang
cach 1én t41 300m.

D061 vt hé thong hodc diém thu luu lugng & xa st dung Cam bién 4o hoa.

1.2.3.3.2. Yéu cdu chi tiét vé mé hinh hé thong phan tich, phat hién cdc moi nguy an
ninh mang tqi cdc trung tam
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Két ndi giao dién quan tri FW, SW, IPS, WAF clia cac hé Network Traffic
théng clia NORATS, VNAIC, ATM tai ATCC HAN from SPAN port
Management Switch
Thiét bi gom
VRV SO SURN A vt ltong
" ; ,réaazéﬂ
_ _ ! Y N
Maytish Quinly | | MaytihhQuénly | Méytinh Quénly { N NS Gm | Pt i biéh phén tch
giam st van hanh giam sat van hanh giam sat van hanh " mp. DB bién E ma doc PTMNANM
(Sw, FW, IPS, (Sw, FW, IPS, (Sw, Fw, Ips, ; ' N | b
NDR, ... NDR, ... NDR, ... L | 4@
AMC ATFHC VNALC | po— | Phan tich trung tam
PTMNANM
Méy chilvatly - ciidohéa  phang may ATCC HAN

Hinh V-1: M6 hinh hé thong do Trung tam TBTTHK qudn 1y vdn hanh tai phong may tai ATCC HAN
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Két ndi giao dién quan tri FW, SW, IPS, WAF cua cac hé Network Traffic
thong ciia NORATS, VNAIC, ATM tai ATCC HAN from SPAN port

Management Switch

Thiét bi gom
____________________________ luu lugng
P
e | P
P

Phintich | —  lomemeell

Méy t|’nh QUén Iy NMS NMS Cém C: b.~ A ’
T e ar 3 da am bién phan tich
giam sat van hanh App. DB bién SmadeC PTMNANM
S NMS aneRex P
NDR, ... L~ B e
----------- ":EZZZ”""“ Phan tich trung tam
NORATS PTMNANM

May chu vat ly - cai ao hda Phong may ATCC HAN

Hinh V-2: M6 hinh hé thong do Céng ty QLB Mién Bdc qudn 1y vdn hanh tai phong may tai ATCC HAN
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K&t ndi giao dién quan tri FW, SW, WAF
ctia cac hé thdng tai MT

Network Traffic
from SPAN port

Management Switch
5 i =,
: : e P—— |
E | Thiét bi gom
1 5 : LA luu lugng
; ] PR
dy ti anly i ' Phan tich — ==l
gﬁl?l g:th -l hna::lh i NMS NMS  Cam 5 dac Cam bién phan tich
: : App. DB  bign | :
(5w, FW, 15, || PP bién i Sandbox PTMNANM
-------- [P | f Phan tich trung tdm
MIRATS PTMNANM

May cha vat ly - cai a0 héa Phong may APP/TWR DAN

Két ndi giao dién quan tri FW, SW, WAF
ctia cac hé théng tai MN

Network Traffic
from SPAN port

Management Switch
E E L
; : el
: ; Thiét bi gom
™ . Py N luu lugng
; | e L
ay til anly 4 i Phan tich [E===
g';:',?,l ;':th vg,‘,'ah"é:}'h i NMs NMS  Cam s gac Cam bién phén tich
- : App. DB  bign ! '
(Sw, FW, IPS, | App N';'_% {  Sandbox PTMNANM
""""" p— Phén tich trung tm
SORATS PTMNANM

May chu vat ly - cai @0 héa PHong may ACCC HCM DC

Hinh V-3: M6 hinh hé thong tai phong may tai ACCC HCM va APP/TWR DAN
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Tai cac mién, luu lugng tir nhicu hé thong, hé thong can sir dung thiét bi
phan cting dé dam bao tai, hiéu nang x\r 1y, tinh 6n dinh.

1- Thiét bi gom lwu lwong mang:

- Tiép nhan, gom luu lugng mang (aggregate traffic) tir nhiéu hé théng, gui Iuu
luong da thu gom vao Thi€t bi cdm bi€n phan tich phat hi€én moi nguy an ninh mang.

- Luu luong thu gom vé c6 thé diéu hudng, nhan ban (duplicate/copy) gui
t6i cac giao dién khac nhau dé két ndi voi cac thiét bi phan tich khac nhau. Khi
lwu luong hé thong ting 1én ¢ thé ting thém cac Thiét bi cam bién phan tich phat
hién mdi nguy an ninh mang va giri cac nhém luu lwgng mang khac nhau t6i cac
cam bién phan tich khac nhau, dé chia tai, ting ning lyc xir 1y tong ctia hé thong.

2- Thiét bj phén tich trung tam:

- T1ep nhan cac canh bao, phat hién va siu dir liéu (metadata) mang tur cac
Cam bién phan tich phat hién mbi nguy an ninh mang trién khai tai mién va cac
Dai KSKL.

- Phat hién céac tai san xuat hién trén mang, tinh toan cadc duodng co s¢ ve
hoat dong, phat hién cac hanh vi bat thuong va moi nguy an ninh mang, két noi
mang cO nguy co.

- Tich hgp v6i cac gidi phap nhu Endpoint Security, IPS, ... dé tiép nhan
thém thong tin, 1am giau thong tin cho céc tai san va moi nguy an ninh mang.

- Tich hop voi cac giai phap nhu do quet diém yeu dé xéac dinh cac diém co
rii ro va con duong cac mdi nguy, t6i pham mang c6 thé khai thac tin cong mang.

- Su dung cac cong ngh¢ ML/AI dé phat hién cac tan cong ly lan, di ngang
trong h¢ thong, cac tan cong nang cao, c6 chu dich, str dung cac k¥ thuat tron tranh
tinh vi.

- Su dyng tri tu¢ nhan tao tao sinh (GenAl) dé tong hop thong tin, Ve 50 dd
tryc quan, hod tro diéu tra nhanh chong, goi y cac hanh dong phan g can thyc
hién v6i sy cd dang duoc phan tich, dAn hudng va ning cao ning luc phan tich
cua ddi ngli van hanh.

3- Thiét bi cam bién trung tim phdt hién moi nguy an ninh mang:

- Phat hién cac tan cong khai thac diém yéu, phat hién cac file c6 chira virus
/ ma doc truyén nhdn trén mang st dung cong nghé phan tich ma doc thyc thi ao
hoa, phén tich nang cao, st dung cong ngh¢ hoc may va tri tu¢ nhan tao (ML/AI),
phat hién cac tdn cong lan truyén trong hé thong.

- Hb trg nhiéu cong dé phan tich cho nhiéu hé thong / phan mang khéc nhau.

- HO tro ché do trién khai ngoai tuyén (TAP/SPAN) va ché do ndi tuyén
(Inline) c6 kha niang ngan chin cic mbi nguy, cac két ndi doc hai.

- HO trg phan tich ma doc Sapdbox tich hop san trong thiét bi hodc thiét bi
phan tich ma doc Sandbox ngoai dé tang nang luc xur 1y.
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4- Thiét bi phén tich ma déc Sandbox:

- Phéan tich ma doc nang cao st dung cong ngh¢ thyc thi 4o hoa (Virtual
Execution — Sandboxing), phan tich ma (Code Analysis), quét ma doc, hoc may/tri
tu¢ nhan tai (ML/AI), phat hién Riskware, YARA.

- H& tro thuc thi 40 hoa, phan tich trong cac hé diéu hanh Windows, MacOS,
Linux v61 cac ban va, phién ban h¢ diéu hanh khac nhau, t6 hgp thanh hang tram
moi truong.

- Tich hop véi cac cam bién ao héa, va ca vat Iy dé cung cip niang luc phan
tich file, URL nang cao, phat hién cac tan cong APT, ma doc mé1i, chua tung bict
toi.

5- May chu quan ly giam sdt:
- Quan ly tap trung cac cam bién phan tich mi nguy an ninh mang bao gdm
ca thlet bi phan cung tai cac mién va cam bién 4o hoa trién khai tai cac Dai KSKL

- Tich hop cac cam bién 4o hoa tai cac Pai KSKL voi thiét bj phan tich ma
doc Sandbox tai cac mi€n dé€ phan tich cac file, URL nang cao, phat hién cic ma
doc moi.

- Chia sé thong tin vé cac mdi nguy giita cac cam bién dé nhanh chong phbi
hop, hi¢p dong phat hién cdc moi nguy phat hién trén toan mang.
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1.2.3.3.3. Yéu cdu chi tiét vé mé hinh hé thong phdn tich, phdt hién cdc moi nguy
an ninh mang tai cdc dai KSKL

Mo hinh hé thong tai cac Pai KSKL Noi Bai, Tan Son Nhit:

Két ndi giao dién quan
tri FW, SW cua cac hé
thong tai Dai KSKL

Network Traffic
from SPAN port

Management & Aggregate Switch

| Cam bién !

NMS

. e e
Cac Pai KSKL

May chu vat ly - cai ao hoa NBA, TSN

Hinh V-4: M6 hinh hé thong tai cdc Pai KSKL Ngi Bai, Tan Son Nhdt
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1- Thiét bi gom lwu lwong mang

Luu lvgng mang duoc thu thap thong qua cac thiét bi chuyén mach dugc dau
tu trong du an, cac trung tam cua cac hé thong Luu lugng cac ving mang can dugc
phan tich s&€ dugc SPAN port, tong hop gtri v& mot cong cuia chuyén mang trong hé
thong. Cong nay s& duoc két ndi va guri luu lwong toi phan ving gom luu luong cua
Chuyén mach ving quan 1y va gom luu luong (Management & Aggregate Switch).

Trén Management & Aggregate Switch, thuc hién SPAN port thém mot lan
nira dé gom luu lugng giri vao Cam bién phan tich phat hién moi nguy an ninh mang
ao hoa.

2- Ciam bién phan tich phdt hién moi nguy an ninh mang:

Cam bién phan tich phat hién mdi nguy an ninh mang dugc trién khai dang
a0 hoa trén may chu 4o hoa VMware, KVM, Hyper-V.

Cam bién c6 thé hd tro luu lugng phan tich véi 500Mbps. Cam bién can tich
hop vo1 Thiét bi phan tich ma doc Sandbox & cac Trung tam mién.

Cam bién duoc quan 1y tap trung, chia sé thong tin cac moi nguy tir hé thong
Quan 1y tap trung cac cam bién ¢ cac Trung tdm mién.

1.2.3.4.  Yéu cdu vé gidi phdap quan Iy gidm sdt vin hanh
1.2.3.4.1. Yéu cdu vé mé hinh hé thong quan 1y gidm sdt van hanh
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Mo hinh logic cho Hé théng Quan 1y giam sat van hanh nhu sau:

Két ndi giao dién quan tri FW, SW, IPS, WAF ciia cc hé Network Traffic
thing clia NORATS, VNAIC, ATM tai ATCC HAN from SPAN port
| s |
| e
; bkong
MythQuin || MiytnQuinly || MythQuny | WS Gn | et 4 b i
génsvinbin || gimsiténkih || gdnstdnh | | o g g | mde | Gnaepe
(5w, FW s, (5w, P I, (5w, FW s, : s
| NDR,.) NDR,..) NDR,..) i ; L &=
— Piniomagtin
AMC ATFMC VNAIC . PTMNANM
May chi it I - céidohda  phong may ATCC HAN
K&t ndi giao dién quan tri FW, SW, WAF Network Traffic Ké ndi giao dién quan tri FW, SW, WAF Network Traffic K&t ndi giao dién quan tri FW, SW, [PS, WAF cua cac hé Network Traffic
clia cac hé thdng tai MT from SPAN port cla cac hé thaing tai MN from SPAN port |h5llgahM)RATS,VNAIC,ATMu_iATCCFAN from SPAN port

| Mg s | E———— |
€t bi gom
o==-=-] Iwu lvong
i;‘ E e i E E
i : i haong ” | :
i : = { ] T | L e | — =)
Moy oun || wes wes G i e Cém bidn phan tich Cirn bin phén tich NipwhQuink | i wws s Chm | g Cim bién prin tich
e || hen. 08 ::'S i Sandbox M PTMNANM 9 e e | e DB ::':s e PTMNANM
wor,) L = I i —
- = Phinich ung e Mndhwadm T = Phén tich trung tim
. . o TMNAN! SORA' . . ; NORATS A s . PTMNANM
Mdy chilvatly - cdi 3o héa Phong may APP/TWR DAN My chii vatly - c3i 30 h6a PHong méay ACCC HCM DC Méychuvétly-caidohde  phong mdy ATCC HAN

Hinh V-5: M6 hinh logic Hé thong Qudn 1y gidm sdt van hanh
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Hé thong Quan 1y giam sat van hanh dugc dau tu tai cac Cong ty quan 1y bay
Mién Bic (ATCC HAN va Pai KSKL Ni Bai), Mién Trung (Pai KSKL Pa Néng),
Mién Nam (ATCC HCM va Pai KSKL TSN), Trung tim Thong béo tin tirc hang
khong (TBTTHK).

Tai mdi Cong ty quan ly bay khu vyc s€ dugc trang bi cac hé thong may chu
dugc cai dat phan mém quan ly giam sat, thu thap thong tin cua hé thong APT, cac
thiét bi chuyen mach quan 1y dé két ndi port quan tri ctia cac thiét bi va két nbi span
dé chuyén tlep lru lwong mang, may tinh quan tri giam sat va man hinh hién thi
thong tin. Phan mém ho trg trlen khai trong moéi truong Private Cloud hodc on-
premises. V& ban quyén phan mém, hé thong str dung mot gidy phép linh hoat cho
tat ca cac thiét bi giam sat bao gdm thiét bj mang va may chu vét 1y/ao hoa.

Phan mém Quan 1y giam sat mang (Network Monitoring System - NMS) s&
c6 cac churc nang chinh nhu:

- Giam sat tinh trang strc khoe cua toan bo cac thiét bi dang c6 trong hé thong.
C6 thé hién thi cac thong tin nhu CPU, RAM, Disk, Interface, latency, ...

- Giam sat ha tang mang (end to end) trén toan by hé thong mang cua don vi,
cung cap cai nhin sau sac vé cac tdc dong cua hi¢u suat mang dén dich vu va nguoi
dung.

- Giam sat tng dung toan dién va chi tiét, cho phép danh gia hiéu sut, phan
tich 101 va xtr 1y su c0 trong qua trinh van hanh.

- H6 tro quéan 1y log da ngudn, da 16p (full-stack) voi kha nang mo rong linh
hoat, dugc tich hgp chat ché vdi cac thanh phan observability trong ca ing dung va
ha tang.

- Giam sat Co sé dir lidu chuyén sau dé chan doan va phan tich hiéu suzit co
so dir ligu véi cong nghé phan tich nguyén nhan goc ré (root cause analysis). HO trg
nhi€u nén tang Co s& dit lieu khac nhau nhu MySQL, PostgreSQL, Microsoft SQL
Server, MongoDB, Redis,..

- Cung cap Dashboard quan 1y 15 hong (Vulnerability Dashboard) giup tang
kha ndng quan sat, rut ngan thoi gian phat hién — canh bao — xur Iy sy c6 bdo mét cho
doi ngll van hanh.

- Hb tro giam sat da dang cac loai thiét bi nhu Router, Switch, Firewall,

Wireless, Server, cac thiét bi hd tro giao thirc SNMP va tu nhiéu cac nha cung cép
pho bién nhu Cisco, Dell, F5, Juniper, HP...
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1.2.3.4.2. Yéu cdu chi tiét vé hé thong quan Iy gidm sdt trung tam

Hé thong quan 1y giam sat van hanh tap trung duogc trién khai tai Phong thiét
bi trung tam Cong ty QLB Mién Bac, Mién Trung, Mién Nam va Trung tdm Thong
bao tin tirc hang khong, bao gom:

1- Thiét bi chuyén mach qudn ly (management switch): Toan b cac két ndi
giao dién quan tri cua nhiing thiét bi méi dugc trang bi sé két ndi dén thlet bi switch
nay, thong qua cong management nguoi quan tri ¢o thé truy cap vao c4u hinh, quan
Iy va van hanh cac thiét bj duoc két ndi. Ngoai ra thong qua cong management ciia
mdi thiét bi cling c6 thé truy xuat mot sd thong tin sir dung 1am dir liéu déu vao cho
hé théng NMS.

Nhiéu hé théng cong nghé thong tin doc 1ap, thudc cac don vi va chirc ning
khac nhau, moi hé thong dugc thi€t 1ap ving mang va tuong ltra (firewall) riéng biét,
dam bao nguyén tac phan tach, doc 1ap trong van hanh.

Thiét bi Management Switch dugc bd tri nham phuc vu viéc quan ly, giam
sat va cau hinh tap trung cac thiét bi an ninh mang (Firewall/IPS/IDS). Tuy
nhién, do dic thu cta thiét bi ndy s& két ndi dén cac cong quan tri (Management
Port) cua nhiéu thiét bj firewall thudc cac hé thong khac nhau (bao gom ca cac hé
thong trong Toa nha Trung tdm Kiém soat khong luu Ha No1 - ATCC HAN), nén
phai c6 giai phap k¥ thuat ddm bao rang viéc trién khai khong tao ra nguy co lién
thong hodc xam nhap chéo gifra cac hé thong. Cu thé, phai 4p dung cac giai phap:

+ Phdn viing mang qudn tri bang VLAN déc lap:

Mbi h¢ thong (vi du: AIM, ATFM, VCCS, v.v.) s& c6 mdt VLAN quén trj
riéng biét trén thiét bi Management Switch. Cac VLAN nay khong duoc dinh tuyén
v61 nhau, chi cho phép truy cap tir may chu quan tri duwgc phan quyén riéng cua tung
hé thong, dam bao tinh doc 1ap hoan toan.

+ Ap dung co ché Access Control List (ACL):

Trén Management Switch cdu hinh danh sach kiém soét truy cap (ACL) dé
gidi han IP, MAC va giao thitc quan tri dugc phép di qua timg VLAN. Chi cac két
nbi tir thiét bi giam sat trung tam (hodc SOC) d duoc dinh danh méi dugc phép truy
cap dén tung thiét bi firewall cu thé.

+ Khéong dinh tuyén I6p 3 giita cdc VLAN:

Thiét bi Management Switch hoat dong & 16p 2 (Layer 2 switch mode) khong
c6 chuc ning dinh tuyén IP, dam bao cach ly hoan toan cic mién quan tri.
Céc tac vy giam sat tap trung duoc thuc hién thong qua giao dién quan 1y dugc thiét
ké “read-only”, khong c6 quyén can thiép cdu hinh.
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+ Trién khai giam sdt va canh bdo truy cdp quadn tri:

Hé théng quan 1y tap trung (Security Management/Monitoring System) ghi
log va canh bao moi truy cap dén cac cong quan tri cua firewall dé dam bao kiém
soat tuyet ddi truy cap quan tri.

2- My tinh qudn tri giém st vgn hanh: S§ dugc két ndi tryc tiép vao
Management Switch, tir thi€t bi nay nguoi van hanh c6 thé thuc hién cac tac vu quan
tr1 nhu cau hinh, chinh stra, thi€t 1ap chinh sach, troubleshooting, ..

3- Man hinh giam sat: S€ duoc su dung dé hién thi cac thong tin tir hé thong
NMS giup doi ngli quan tri, van hanh niam dugc thong tin tong thé vé tinh trang suc
khoe cuia thiét bi, cac van dé ma hé thong dang gip phai hodc nhitng thong ké vé tng
dung/ngudi dung/IP dang hoat dong trong h¢ thong.

4- May chi quan ly giam sdt: Cac may chu dugc trién khai tai cac Trung tdm
chinh tai Cong ty QLB Mién Bac, Cong ty QLB Mién Nam, Trung tim TBTTHK
theo moé hinh host-stanby (1+1) s€ gom 02 may chu va 01 tai Dai KSKL Da Nang
(Cong ty QLB Mién Trung) dé cai dat cac timg dung phuc vu cho cac thanh phan
quan ly, giam sat hay thu thap thong tin cuia hé thong.

May chu vat ly dugc trang bi tai cac Trung tam nay s€ dugc cai dat cac May
chu 4o hoa cho cac img dung khac nhau gom:

+ May 4o cai dit Phan mém Quan 1y giam sat mang (NMS Application);

+ May 4o cai dat CSDL cho Hé théng Quan 1y giam sat mang (NMS Database);

+ May 4o cai dit Cam bién NMS;

+ May 4o cai dat Hé théng Cam bién Phéan tich mdi nguy an ninh mang
(PTMNANM);

+ May 4o cai dat thanh phan thu nhan log ctia SIEM (dy tinh cho twong lai);

+ May 4o cai dit Cam bién NMS;

+ May 4o cai dat Hé théng Cam bién Phéan tich mdi nguy an ninh mang
(PTMNANM);

+ May 4o cai dat thanh phan thu nhan log ctia SIEM (dy tinh cho twong lai);
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1.2.3.4.3. Yéu cdu chi tiét vé hé thong quan 1y gidm sdt tai Pai KSKL Ngi Bai, Tén
Son Nhat

Mo hinh hé thong tai cac Pai KSKL:

KEL (w01 G0 diiant Quan Lri TV, SW KL e gieo Gien SPAN cie cacchvayen madh
clsa cac b thing tai DaE KSKL | cla cat heé thdngde nhan luu udang mang
Management & Aggregate Switch }

"""""" i """" | ‘

Cam bifn  Phin tich
NMS PTMNANM

May chvd '.;'.Ai-,‘"- L.-'si.au ha Céc Dai KSKL
Hinh V-6: M6 hinh logic cho Hé thong Qudn 1y gidm sdt van hanh tai Pai KSKL

Hé théng quan 1y gidm sat van hanh tai cac Pai KSKL s& bao gom:
- Thiét bi chuyén mach quan Iy (management switch) s& dam nhén 2 vai tro chinh:

+ Két ndi toan bod céng quan tri cua cac thiét bi dé phuc vu cho tac vu quan ly,
cau hinh, van hanh va thu thap thong tin thong qua cong Management.

+ Két ndi vao cong nhan luu lugng SPAN port cia céc thiét bi chuyén mach
trong hé thong, dé tiép nhan luu lugng mang. SPAN luu lugng s& guri thong tin dén
Cam bién phan tich va gom tong hop dén céc thiét bi phan tich tai Cong ty quan 1y
bay khu vuc .

- May chu: H¢ théng may chu tai cac Pai KSKL s& dugc sir dung dé cai dat cac
g dung phuc vu cho cac thanh phan quan 1y, gidm sat hay thu thap thong tin cia
hé théng. Moi may chu vat Iy duoc trang bi tai cac Bai KSKL s€ dugc 4o hoa thanh
cac may chii nhu Cam bién NMS, Cam bién phan tich APT (Phan tich phat hién céac
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moi nguy an ninh mang) hay SIEM Collectors (phuc vu thu thap thong tin log cho
hé thong SOC).

Cu thé cac may chu 4o s€ dugc cai dat tai cac Dai KSKL nhu sau:
+ May 4o cai dit Cam bién NMS
+ M4y 40 cai dat Cam bién Phéan tich mdi nguy an ninh mang (PTMNANM)
+ M4y 40 cai dat thanh phan thu nhan log ctia SIEM (du tinh cho twong lai).
1.2.4. Yéu cdu chi tiét vé ky thudt
1.2.4.1.  Yéu cdu chi tiét vé théng sé kj thudt

Pon vi Sb

STT | Danh muc hang héa Thong so ky thuat tinh lrgng

A | H¢ thong trang thiét bi IPS/IDS/APT va Firewall

I | Thiét bi mang

- Thiét ké dang rackmount hodc twrong duong;

- S6 cong két ndi tdi thiéu:

+>24 cong toc do 1G/10G SFP+ hodc tuong
duong;

+>02 cong QSFP28 toc do >40Gbps hoic twong
duong;

- Module kém theo:

+ Téi thiéu 14 module ddng 1000BASE-T hoic
tuong duong;

+ Téi thiéu 10 module quang téc d6 10Gbps chuin
SR hoac tuong duong;

Thiét bi chuyénr
1 mach cho h¢ thong
thong tin cap d6 4

- Tc d¢ chuyén mach (Switching capacity): > Thiét bi 8
1000 Gbps; ’

- Tbc @ chuyén tiép dir liéu (Forwarding rate): >
800 Mpps;

- S6 lugng dia chi MAC hodc bang MAC: >
32,000;

-Sb lugng mang lan a0 (VLANS): > 4094;

- Khung jumbo (Jumbo Frames): > 9198 Bytes;

- S6 nhém LAG (LAG groups): > 128

- Pap tng cac tiéu chuan qudc té: IEEE 802.1d,
IEEE 802.1w, IEEE 802.1p, IEEE 802.1Q, IEEE
802.3ad, IEEE 802.1s;
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STT

Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- C6 sdn tinh ning truyén tai Audio/Video qua moi
truong Ethernet theo thoi gian thuc;

- HJ tro kha nang xép chong;

- HO trg cac giao thic dinh,tuyé'n: RIPv1/v2, BGP,
EVPN, VXLAN, Pinh tuyén theo chinh sach
(PBR) cho IPV4 va IPV6;

- C6 san cac giao thirc dinh tuyén: Tinh, OSPF, IS-
IS;

- Giao dién dong 1énh CLI, giao thirc SSH va
SNMP va giao dién web (GUI)

- Ngudn dién: >02 ngudn dy phong vai dai dién ap
220V-240V;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi chuyénr
mach cho h,é thong
thong tin cap do 3

- Thiét ké dang rackmount hodc twrong duong;

- S0 cong ket noi toi thidu:

+>24 ¢ong 10/100/1000 Mbps hoic twong duong;

+>8 cong 1/10Gbps SFP+ hoic twong duong;

- Tc d¢ chuyén mach (Switching capacity): >
208Gbps;

- Téc d6 chuyén tiép dit liéu (Forwarding rate): >
150Mpps;

- S6 lugng dia chi MAC hodc bang MAC: >
32,000;

- S6 nhém LAG c6 thé tao (LAG groups): > 128

- HJ tro kha niang xép chong;

- C6 san tinh nang truyén tai Audio/Video qua moi
truong Ethernet theo thoi gian thuc;

- Giao thirc dinh tuyén: RIPv1/v2, Binh tuyén theo
chinh sach (PBR), OSPF, IS-IS, Tinh;

- Giao dién dong 1énh CLI, giao thirc SSH va
SNMP va giao dién web (GUI).

Thiét bi
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- Ngudn dién: >1 ngudn cip véi dai dién ap 220V-
240V;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

I

Thiét bi bao mat

Thiét twong Itra ving
161 cho h¢ thong
thong tin cap d6 4

- Thiét ké dang rackmount hodc twrong duong;

- Thong lugng Threat Prevention/Threat Protection
do voi traffic hon hop appmix/enterprisemix > 4.5
Gbps;

- New session per second/connection per second >
90.000;

- SO cong ket noi toi thicu:

+ Cong ddng 1Gbps: >8;

+ Cong quang 1 Gbps SFP: >6;

+ Cong quang 10Gbps SFP+: >4 cong (trang bi sin
>02 transceiver toc d >10Gbps chuan SR);

+ Cong high availability (HA): >01;

- Nguon dién:

+ T4i thiéu 02 ngudn, hd tro du phong redundant;

+ Dai dién ap 220V-240V;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh nang High availability cau hinh
Active/Active hodc Active/Passive;

- C6 tinh nang tudng lira, kiém soat theo tmg dung
Application Control/App-ID, phong chong xam
nhép (IPS), Antivirus/Antimalware;

- C6 tinh nang loc web URL-Filtering theo cac
danh muc (category);

- C6 kha nang tuy bién cac IPS signature, cho phép
chuyén doi / import cu phap signature tir Snort sang
ngay trén Firewall;

- C6 menu riéng de cau hinh chinh sach gidi ma
SSL, ddc lap véi menu cau hinh chinh sach kiém
soat truy cap

Thiét bi
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- C6 kha ning kéo tha, di chuyén cac doi tuong
object (address, application...) gilia cac Security
Rule;

- C6 kha nang chuyén tiép cac yéu cau DNS
request dén tén mién doc hai (malicious domain)
té1 mdt dia chi IP dich dinh nghia trude (DNS
sinkhole/DNS trap), ap dung cho moi loai ing
dung;

- Giao dién'quén tri &6 hoa web, CLI va qua API dé
quan tri thiét bi;

- C6 chirc nang phan tich log va bao céo tong hop;

- Yéu cau trang bi san tdi thiéu cac tinh ning IPS,
Application Control, Antivirus, URL Filtering hoac
tuong duong c6 hiéu lyc >03 nam;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

- Thiét ké dang rackmount hodc twrong duong;

- Thong lugng Threat Prevention/Threat Protection
do voi traffic hon hop appmix/enterprisemix > 4.5
Gbps

- S luong phién két ndi méi mdi gidy: > 90.000;

- Cong két ndi tdi thiéu:
+ Cong ddng 1Gbps: >8;

Thict bi tuong lua + Cong quang 1 Gbps SFP: >6;
vung bién cho hé¢
thAéng thong tincap | 4 Céng quang 10Gbps SFP+: >4 cf)ng (trang bi san
do4 >02 transceiver toc 46 >10Gbps chuan SR);

Thiét bi 4

+ Cong high availability (HA): >01;

- Nguon dién:

+ Ti thiéu 2 ngudn, hd trg du phong redundant;

+ Dai dién ap 220V-240V;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;
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- C6 san tinh nang High availability cau hinh
Active/Active hodc Active/Passive;

- C6 san tinh nang Firewall, kiém soat theo tmg
dung Application Control/App-ID, phong chdng
xam nhap (IPS), Antivirus/Antimalware c6 hi¢u lyc
>03 nam;

- C6 kha nang tuy bién cac IPS signature, cho phép
chuyén doi / import cu phap signature tir Snort sang
ngay trén Firewall;

- C6 menu riéng de cau hinh chinh sach gidi ma
SSL, ddc lap véi menu cau hinh chinh sach kiém
soat truy cap

- C6 kha ning kéo tha, di chuyén cac doi tuong
object (address, application...) gilia cac Security
Rule;

- C6 kha nang chuyén tiép cac yéu cau DNS
request dén tén mién doc hai (malicious domain)
t61 mdt dia chi IP dich dinh nghia trude (DNS
sinkhole/DNS trap), ap dung cho moi loai ing
dung;

- Giao dién'quén tri &6 hoa web, CLI va qua API dé
quan tri thiét bi;

- C6 chirc nang phan tich log va béo céo tong hop;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi tuong lira
cho h¢ thong thong
tin cap do 3

- Thiét ké dang rackmount hodc turong duong;

- Thong lugng Threat Prevention/Threat Protection
do voi traffic hon hop appmix/enterprisemix > 1
Gbps

- S luwong phién két ndi méi mdi gidy: > 30.000;

- S0 cong ket noi toi thidu:

+ Cong ddng 1Gbps: >6;

+ Cong quang 1 Gbps SFP: >01;

- Dung lugng luu trit: > 128 GB;

Thiét bi
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- Ngudn dién: Ngudn AC c6 dai dién ap 100V-
240V;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh nang High availability cau hinh
Active/Active hodc Active/Passive;

- C6 tinh nang Firewall, kiém soat theo mg dung
Application Control/App-ID, phong chong xam
nhép (IPS), Antivirus/Antimalware;

- C6 tinh nang loc web URL-Filtering theo cac
danh muc (category);

- C6 menu riéng de cau hinh chinh sach gidi ma
SSL, ddc lap véi menu cau hinh chinh sach kiém
soat truy cap

- C6 kha ning kéo tha, di chuyén cac doi tuong
object (address, application...) gilia cac Security
Rule;

- C6 kha nang chuyén tiép cac yéu cau DNS
request dén tén mién doc hai (malicious domain)
té1 mdt dia chi IP dich dinh nghia trude (DNS
sinkhole/DNS trap), ap dung cho moi loai ing
dung;

- Qiao dién qu:ém tri dd hoa web, CLI, va qua API
deé quan tri thict bi;

- C6 chirc nang phan tich log va béo céo tong hop;

- Yéu cau trang bi san céc tinh nang IPS,
Application Control, Antivirus, URL Filtering hoac
tuong duong c6 hiéu lyc >03 nam;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi tudng lira
cho tng dung Web

- Thiét ké dang rackmount hodc twrong duong

- Bang thong g dung (Application Throughput):
>10 Gbps;

- Cong két ndi 1Gbps dong (RJ45) hoic tuong
duong: >6;

- Cong két ndi 10Gbps quang SFP+: >4;

Thiét bi
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- B nh¢ (RAM) > 24 GB;

- S6 lugng két ndi SSL mdi gidy (SSL CPS/TPS)
st dung thuat toan ma hoéa RSA: > 7500;

- Thiét bi c6 t6i thiéu 2 ngudn AC;

- C6 san tinh nang cdu hinh HA (Active/Active
hodc Active/Standby);

- C6 san tinh ning can bang tai tmg dung 16p 4/16p
7 (Advanced Layer 4/Layer7 server load balancing)

- Chéng tin cong OWASP Top 10 (OWASP Top
10 Protection);

- Chéng tan cong Bot doc hai (Malicious bots
Protection);

- Gi6i han s6 lugng truy cap (Advanced Rate
Limiting)

- Phan ctng hd trg SSL Offloading/Offloading
TLS;

- Chéng tan cong chiém quyén tai khoan (Account
takeover (ATO) protection);

- Tich hop kha ning chéng DDoS (Integrated
DDoS protection);

- Ngén chén truy cép theo vi tri dia ly
(Geolocation-based Blocking);

- Ho trg quan tri GUI, CLI, SSH, SNMP;

- Thoi gian bao hanh theo ti€u chuan cua nha san
xuat: >3 nam

Bén quyén thong
luong WAF (WAF
Throughput)

- Tong thong lwong (WAF Throughput): >20GB;

- Kha ning phén bo thong lugng: C6 kha ning phan
bd thong lwong linh hoat cho ti thiéu 15 thiét bi
WAF.

- Thoi gian st dung: >3 nam

I

H¢ thong thiét bi phan tich phat hi¢n cac mdi nguy an ninh

mang (IDS/APT)

Thiét bi gom luu
luong mang

- Thiét ké dang rack mount;

- S luong cong quang toe d6 1G/10G/25G hodc
tuong duong: >48;

Thiét bi
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- S luwong cong quang tde d6 40G/100G hodc
tuong duong: >8;

- Thong lugng thiét bi: >2 Tbps;

- C6 san tinh nang loc >256 quy tic Flow mapping

filter hoac filter rule;

- C6 san tinh nang tong hop nhiéu luong SPAN,
TAP vao cac duong li€n ket toc d6 cao hon;

- C6 san tinh nang loc goi tin tir 16p 2 dén 16p 4;

- C6 san tinh ning can bang tai dya theo ma bam;

- Hd tro tdi wu hoa phan phdi luu luong mang t6i
cac cong cu bao mat trong h¢ thong;

- Phan mém quan tri: C6 sdn phan mém dé thyc
hién cau hinh quan tri thiét bi;

- Kha nang kich hoat thém cac tinh nang (license
mo rong) néu ¢6 nhu cau:

1.Clustering vdi cac thiét bi tong hop luu lugng
khac

2. Giai dong goi (Decapsulation) L2ZGRE/VXLAN

Tunnelling

3. Bong goi (Encapsulation) L2ZGRE/VXLAN
Tunnelling

4. Loai bé header MPLS/VXLAN (Header

Stripping)

- Ngudn thiét bi: >02 ngudn AC.

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi phén tich
trung tdm

- Thiét ké dang rack mount hodc twong dwong;

- CQ kh;"{ nang chay cluster, hoac mua thém ban
quyeén dé tang nang lyc luu trit, xu 1y;

- Tong dung lugng luu trir ciia hé théng: >80TB
metadata;

- Cong két ndi: >02 cong 1GigE RJ45 hoac >02
cong SFP+;

- Thiét bi ¢6 sin >02 ngudén AC 240V;

Thiét bi
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- Lién tuc giam sat, phat hién, di€u tra va ngan chan
cac moi de doa mdi trén mang theo thoi gian thyc;

- Quan trac cac tai san, cac su kién, canh bao lién
quan;

-Co sﬁp tinh nang tich hop nhan metadata tir cac
cam bién NDR Sensor/Network APT, IPS,
Network Packet Capture;

- C6 san tinh niing tich hop nhén thong tin lam giau
tor Endpoint Security, Vulnerability Management,
Threat Intelligence;

- Tich hop sin GenAl dé hd tro phan tich va lam
giam céc canh bdo sai; tong hop, tom tat cac van dé
chinh va céc chi tiét quan trong ctia canh bao;

- C6 san GenAl hién thi cac thuc thé bi anh hudng
nhi€u nhat, thé hién tryc quan dang biéu do tinh
huong céc thuc thé lién quan t6i canh bao;

- C6 sin GenAl khuyén nghi céc bude kl}éc phuc,
phén ting, hanh dong c6 thé dé xir ly, khac phuc
canh bao;

- Hién thi bang tham chiéu MITRE: cac k§/chién
thuét lién quan tdi canh bao;

- Bao hanh va hd tro k¥ thuat: >36 thang.

Thiét bi cam bién
trung tdm

- Thiét bi phan cimg chuyén dung, rackmount;

- Nang luc xir ly >5Gbps va c6 kha nang mé rong
1én >10Gbps;

- Cong két ndi: >2 ports 1/10GigE RJ45 hoic twong
duong, >4 ports 10GigE SFP+ hoac twong duong,
>2 ports 40G QSFP+ hodc >2 port 100G QSFP28
hodc tuong duong;

- Cong quan ly: >02 1GigE RJ45 hoic twong
duong;

- Dung luong luu trir: cau hinh RAID hd trg dy
phong khi xay ra sy ¢0 hong 0 cung, dung lugng
luu trir kha dung >8 TB;

- 86 lwong Sanbox tich hop sdn hodc ghép ndi véi
tong Sandbox: >160VM;

Thiét bi
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- Thiét bi ¢6 sin >02 ngudn AC;

- Ché d6 hoat dong: In-line monitor, fail-open
(bypass) or TAP/ SPAN;

- Sur dung cac coéng nghé phén tich phat hién mbi
nguy hé thong mang, file, Web, st dung cong nghé
sandbox, c6 cong nghé Machine Learning;

- Phét hién, ngin chin cac kiéu tAn cong nang cao
(zero-day), lam rdi (obfuscated), ¢6 chu dich
(targeted), ngan chan cac két noi C&C;

- Phat hién va canh bao ddi v&i cac hanh vi tan
cong qua mang ndi bg nhu: Internal
Reconnaissance, Privilege Escalation,Lateral
Movement of Malware, Data Exfiltration
Detection;

- Céc cam bién cung cap metadata va nhat ky phat
hién dé thuc hién li€n két dir li€u va phan tich moi
de doa nang cao;

- H) tro nén tang thuc thi 40 ngay trén thiét bi va
cho phép tich hop vai thiét bi Sandbox chuyén
dung cia cung hang;

- Céc cam bién dugc quan 1y tap trung, chia sé
thong tin tri thue tinh bdo modi nguy thoi gian thuc
deé nhén dién va ngan chan cac tan cong nang cao;

- B4o hanh va hd tro k¥ thuat: >36 thang.

Thiét bi phan tich ma
doc Sandbox

- Thiét bi phan cimg chuyén dung, rackmount;

- Ning lyc xir 1y: >15.000 mau/ngay;

- Cong két ndi song hanh/nhan miu: >02 ports
1Gbps RJ45 hoac tuong duong;

- Cong quan 1y: >01 ports 1Gbps RJ45 hoic tuong
duong;

- Dung lugng luu trit: >2 6 cimg >4TB, RAIDI;

- Ngudn: >02 khéi ngudn AC, dy phong nong hot-
swap;

Thiét bi
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- H6 trg chay song hanh (cluster/grid) hodc goém
nhi€u thiét bi € mo rong so lwong sandbox;

- Phan tich ma doc st dung nhiéu co ché phéan tich
tinh, phan tich dong (sandboxing) khong dung mau
bao mat, st dung ML/AI. Phat hién cac tan cong
zero-day, APT c6 chu dich, phat hién cac ma ddc,
khai thac chua timg thay trudc do;

- Méi truong phan tich thyc thi do: HS tro trén cac
hé di€u hanh Sandbox gom toi thicu Windows,
MacOS;

- Cho phép phan tich cac URL dugc nhung trong
email hodc file;

- C6 san tinh nang phan tich nhiéu dinh dang file
khac nhau, t6i thiéu bao gdm: portable executables
(PEs), web content, archives, images, Java,
Microsoft;

- C6 san tinh nang phan tich cac loai file tdi thiéu
bao gém: chm, class, dll, doc, docx, exe, jar, js, jse,
jtd, Ink, mov, pdf, ppt, pptx, psl, rtf, swf, vbs, xIs,
xIsx, xml;

- B4o hanh va hd tro k¥ thuat: >36 thang.

v

Phin mém phan tich phat hi¢n cac méi nguy an ninh mang (IDS/APT)

Bén quyén cho Hé
thdng Phén tich, phat
hién cdc mbi nguy an
ninh mang tai trung
tam chinh

- Ban quyén cho Hé théng Phan tich, phat hién cac
moi nguy an ninh mang;

- Ban quyén’xfr Iy >1Gbp bang thong mang, c6 kha
nang nang cap ma rong;

- Phét hién va ngin chin cac mdi nguy méi, zero
day str dung cong nghé khong str dung mau, tuong
quan nhiéu chiéu, phat hién cic lay lan di ngang
trong hé thong;

- C6 san tinh ning trién khai bt géi tin va diéu tra
sau (Forensics), san tim moi nguy;

- C6 san tinh ning c4c kha ning phan tng: xem xét
nglr canh, tong hop thong tin diéu tra, phan loai uu
tién, di€u tra siu;
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- Dich vu bao hanh, hd trg ky thuat: >36 thang.

Bén quyén cho Hé
thdng Phén tich, phat
hién cdc mbi nguy an
ninh mang tai Pai
KSKL

- Ban quyén cho Hé théng Phan tich, phat hién cac
moi nguy an ninh mang;

- Ban quyén’xfr Iy >1Gbp bang thong mang, c6 kha
nang nang cap ma rong;

- Phan tich thoi gian thuc, phat hién va ngan chan
tre thoi cac tan cong nang cao, cd chu dich, khai
thac diém yé€u cua h¢ diéu hanh va Gng dung;

- Phat hién cac ma doc nang cao, ransomware,
Callback (C&C) connection, khai thac diém yéu,
cac hanh vi trén tranh, phat hién cac 1ay lan di
ngang;

- Dich vu bao hanh, hd trg k thuat: >36 thang.

Phan tich, phat hién
cac mdi nguy an ninh
mang - Cam bién a0
hoa

- Cam bién a0 hoa chuyén dung (virtual appliance);

- Nang lyc xtir 1y 1én téi >8Gbps;

- S6 lugng cong giam sat: >4;

- Ché d6 hoat dong: ngoai tuyén (Out-of-Band of
SPAN);

- Tich hop véi Thiét bi phan tich trung tim tai
Cong ty mién, Thiét bi phan tich ma ddc nang cao
tai Cong ty mién;

- Ho trg céc nén tang do hoa, tdi thiéu gém: ESXi,
KVM, Hyper-V.

Gidi phap quén ly giam sat vin hanh

H¢ thong thiét bi phin cimg phuc vu giam sat, hd tre' van hanh

May tinh quan tri
giam sat van hanh

- Khuon dang: Tower;

- Bo vi xir ly: > Intel Core 13-14100 hoac tuong
duong;

-Bo nhé: >16 GB Up to 64 GB RAM;

- O clig: >512GB SSD;

- Cong két ndi tdi thiéu: 2 USB; 02 x HDMI port;
1 x RJ45 Port;

- Hé diéu hanh: Windows 11 Pro;

Thiét bi

Chuong V - 35




STT

Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- Keyboard + Mouse;

- Bao hanh >12 thang theo tiéu chuan hing.

Man hinh giam sat

- Hién thi: > 55 inches

- D§ phan giai: > 3,840 x 2,160

- Két Nbi: > 3 HDMI

- B¢ sang: > 500 cd/m2

- G6c nhin: > 178 x 178

- Thoi gian hoat dong (Gio/ Ngay): 24/7

- Pén nén: E-LED hoic twong dwong

- Thoi gian bao hanh: > 24 thang

Thiét bi

Thiét bi chuyén
mach quan ly

- Thiét ké dang rackmount;

- Cong két néi t6i thiéu: >48 cong 10/100/1000
Mbps hodc tuong duong; >8 cong 1/10Gbps SFP+
hodc tuong duong;

- Tc &9 chuyén mach (Switching capacity): >
256Gbps;

- Tbc @ chuyén tiép dit liéu (Forwarding rate): >
190Mpps;

- S6 lugng dia chi MAC hodc bang MAC: >
32,000;

- S6 nhom LAG t6i da c6 thé tao (LAG groups): >
128

- HJ tro kha nang xép chong;

- C6 san tinh ning AVB: C6 kha ning truyén tai
Audio/Video qua moi truong Ethernet theo thoi
gian thuc;

- Giao thtrc dinh tuyén:;

- Kha nang quan ly: giao dién dong Iénh CLI, giao
thirc SSH, SNMP va giao dién web (GUI);

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi

- Kiéu dang: Rack mounted > 1U;

Thiét bi
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- B6 vi xtr 1y: 02 X Intel Xeon Gold 32 Cores, xung
nhip >2.5GHz th¢ hé 5 hoac tuong duong;

- B nh¢: >256GB; Kha nang nang cap mo rong
1€n t6i 32 khe cam DIMMM, dung lugng t6i da 1én
t6i >8 TB;

-Ocing: >046 cing dung luong >1.92TB SSD;
Kha néng nang cap mo rong lén téi > 12 6 ciing

May chi quan Iy SAS/SATA;
gidm sat - Bo diéu khién RAID: HJ trg t6i thiéu RAID 1, 5,
6; 8 GB Cache;

- Két ndi mang: >04 x 1GbE;
- PCle slot: >3;

- OS hd tro toi thiéu: Windows Server; Red Hat
Enterprise Linux; VMware ESXi;

- Ngudn cip: >02 ngudn AC;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

i Co cac phu kién trién khai kém theo: cap di‘én, cép7
5 Phu kién trién khai mang, hat mang, day thit, phu kién khac (day du dé Goi 4
lap dat cac thiét bi trong dy an).

II | Phin mém thwong mai phuc vu cong tac giam sat, h§ trg van hanh

- C6 kha ning giam sat hé thong ha tﬁng CNTT: thiét
bi mang/bao mat, may chu, phan mém hé thong,
website URL...;

- License phan mém: 100 nodes

+ Khong gidi han thanh phan dugc quan 1y trén timg
thiét bi nhu CPU, RAM, volume, interface, fan,
temperature...;

Phan mém Quan ly
1 | gidm sat mang
(NMS)

Goi 1

+ Khong gi6i han thanh phan xir 1y va hién thi cho
h¢ thong giam sat;

+ Cho phép t;ién khai theo mo6 hinh High
Availability. Tri€n khai HA cho toan b cac thanh
phéan thu thap, xir ly trong h¢ thong;
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tinh lwgng

+ Cho phép trién khai theo mé hinh multi-tenant, tbi
thiéu 13 3 tenants tuong ung voi 3 mién; dit lidu tai
cac khu vue dugc luu trit riéng biét, mot sé thong tin
c6 thé dugc ciu hinh dong bo vé trung tam;

- Giai phap c¢6 kha ning giam sat nhiéu loai thiét bi
nhu Router, Switch, Firewall, Wireless, Server va
cac thiét bi ho trg giao thirc SNMP;

- C6 kha nang tim kiém va khac phuc sy ¢6 duong
mang theo hop-by-hop cho méi truong On-Premise
va Cloud;

- C6 kha néng giam sat sirc khoe phan cimg ctia cac
nha cung cap pho bién nhu: Cisco, Dell, F5, Juniper,
HP, Fortinet, Juniper, Extreme, Palo Alto,...;

- C6 kha nang thu thép va phan tich dir liéu Flow tur
nhiéu hang bao gom Netflow v5, v9, Juniper® J-
Flow™, sFlow®, Huawei® NetStream™. . .;

- Xac dinh cac nguoi dung, tng dung, va giao thirc
mang dang tiéu thy nhiéu bing thong nhat; hién thi
Top céac dia chi IP tiéu thu bang thong va tim ra viéc
sir dung bang thong khong mong mudn;

- Giam sat theo thoi gian thyc cac tién trinh chay
trong h¢ thong va thong ké hi¢u suat ung dung;

- Kha néng thu thép, hop nhét va phan tich cac thong
tin tr nhiéu moi truong nhu Syslog, SNMP traps,
Windows, Vmware;

- Kha néng xem log theo thoi gian thuc;

- Cung cip bang diéu khién dong (dynamic
dashboard) c6 kha niang kéo tha cac metric tir nhiéu
ngudn dé so sanh va tryc quan hoa s lidu trén mot
ché d6 xem duy nhét, gitp giam sat chuyén sau va
tuong quan cac dit liéu lich sir trén cac thanh phan
khac nhau ctia co s6 ha ting;
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X 3 I S Pon vi S6
STT | Danh muc hang héa Thong so ky thuat tinh lrong
- Cho phép xuét bao co qua cic dinh dang Excel,
PDF, XML, Html, va hinh anh;
- Tich hop sin cong nghé AlOps (Artificial
Intelligence for IT Operations);
- Ban quyén va hd trg k thuat >3 nam.
) Phan mém quan tri Bén quyén Microsoft SQL Server 2022 Standard Bb 4
CSDL (hodc tuong thich vai giai phap) i
- Ban quyén Microsoft Windows Server 2025
. Standard dang 2 core pack (cho cac may chu loai
3 H¢ dicu hanh may 2CPUX32 cores) B6 9
chu quan Iy giam sat | - Ban quyén Microsoft Windows Server 2025 j
Standard (CAL) (mdt bo gom 5 CAL)
(hodc tuong thich vai giai phap)
C | Thiét bi dw phong
- Thiét ké dang rackmount hodc twrong duong;
- S6 cong két ndi tdi thiéu:
+>24 cong toc do 1G/10G SFP+ hoic tuong
duong;
+>02 cong QSFP28 toc do >40Gbps hoic twong
duong;
- Module kém theo:
Thiét bi chuyén + Téi thiéu 14 module ddng 1000BASE-T hoic
mach cho h¢ thdng tuong duong;
1 thong tin cap do 4 + Téi thiéu 10 module quang toc dd 10Gbps chuan | Tpiét bi 3

(c6 thé dung cho
HTTT cap do 3 néu
can)

SR hoac tuong duong;

- Tc &9 chuyén mach (Switching capacity): >
1000 Gbps;

- Tbc @ chuyén tiép dit liéu (Forwarding rate): >
800 Mpps;

- S6 lugng dia chi MAC hodc bang MAC: >
32,000;

-Sb lugng mang lan a0 (VLANS): > 4094;

- Khung jumbo (Jumbo Frames): > 9198 Bytes;

- S6 nhém LAG (LAG groups): > 128

Chuong V - 39




Pon vi Sb

STT | Danh muc hang héa Thong so ky thuat tinh lrong

- Pap ung cac tiéu chuan qudc té: IEEE 802.1d,
IEEE 802.1w, IEEE 802.1p, IEEE 802.1Q, IEEE
802.3ad, IEEE 802.1s;

- C6 sdn tinh ning truyén tai Audio/Video qua moi
truong Ethernet theo thoi gian thuc;

- H) tro kha nang xép chong;

- HO trg cac giao thic dinh,tuyé'n: RIPv1/v2, BGP,
EVPN, VXLAN, Dinh tuyén theo chinh sach
(PBR) cho IPV4 va IPV6;

- C6 san cac giao thirc dinh tuyén: Tinh, OSPF, IS-
IS;

- Giao dién dong 1énh CLI, giao thurc SSH va
SNMP va giao dién web (GUI)

- Nguédn dién: >02 ngudn dy phong voi dai dién ap
220V-240V;

- B,éo hanh: >3 nam theo tiéu chuin cta nha san
xuat.

- Thiét ké dang rackmount;

- Cong két néi t6i thiéu: >48 cong 10/100/1000
Mbps hodc twong duwong; >8 cong 1/10Gbps SFP+
hodc tuong duong;

- Tc d¢ chuyén mach (Switching capacity): >
256Gbps;
- Téc d6 chuyén tiép dit liéu (Forwarding rate): >
190Mpps;
) i - S6 luong dia chi MAC hoidc bang MAC: >
Thiét bi chuyén 32,000:

h quan ly : : ;
fhach quan y - Sé nhém LAG t6i da c6 thé tao (LAG groups): >
128

Thiét bi 4

- Hd tro kha nang xép chong;

- C6 san tinh nang AVB: C6 kha nang truyén tai
Audio/Video qua moi truong Ethernet theo thoi
gian thuc;

- Giao thirc dinh tuyén: RIPv1/v2, Dinh tuyén theo

chinh sach (PBR) cho IPV4 va IPV6; Co san cac
giao thuc dinh tuyén: OSPF, IS-IS, Tinh (Static);
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STT

Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- Kha nang quan ly: giao dién dong lénh CLI, giao
thirc SSH, SNMP va giao dién web (GUI);

- Ngudn dién: t6i thiéu 1 ngudn cap AC;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi tudng lira
vung 161 cho hé¢
thdng thong tin cap
d6 4 (co thé ding
cho viing bién néu
can)

- Thiét ké dang rackmount hodc twrong duong;

- Thong luong Threat Prevention/Threat Protection
do vé6i traffic hdn hgp appmix/enterprisemix > 4.5
Gbps;

- New session per second/connection per second >
90.000;

- SO cong ket noi toi thicu:

+ Cong ddng 1Gbps: >8;

+ Cong quang 1 Gbps SFP: >6;

+ Cong quang 10Gbps SFP+: >4 cong (trang bi sdn
>02 transceiver toc d >10Gbps chuan SR);

+ Cong high availability (HA): >01;

- Nguon dién:

+ T6i thiéu 02 ngudn, hd tro du phong redundant;

+ Dai dién ap 220V-240V;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh nang High availability ciu hinh
Active/Active hodc Active/Passive;

- C6 tinh nang tudng lira, kiém soat theo ing dung
Application Control/App-ID, phong chong xam
nhép (IPS), Antivirus/Antimalware;

- C6 tinh nang loc web URL-Filtering theo cac
danh muc (category);

- C6 kha nang tuy bién cac IPS signature, cho phép
chuyén doi / import cu phap signature tir Snort sang
ngay trén Firewall;

Thiét bi
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Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- C6 menu riéng de cau hinh chinh sach gidi ma
SSL, ddc lap véi menu cau hinh chinh sach kiém
soat truy cap

- C6 kha ning kéo tha, di chuyén cac doi tuong
object (address, application...) gilia cac Security
Rule;

- C6 kha nang chuyén tiép cac yéu cau DNS
request dén tén mién doc hai (malicious domain)
té1 mdt dia chi IP dich dinh nghia trude (DNS
sinkhole/DNS trap), ap dung cho moi loai ing
dung;

- Giao dién quan tri dd hoa web, CLI va qua API dé
quan tri thiét bi;

- C6 chirc nang phan tich log va bao céo tong hop;

- Yéu cau trang bi san tdi thiéu cac tinh ning IPS,
Application Control, Antivirus, URL Filtering hoac
tuong duong c6 hiéu lyc >03 nam;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi tuong lira
cho h¢ thong thong
tin cap do 3

- Thiét ké dang rackmount hodc twrong duong;

- Thong lugng Threat Prevention/Threat Protection
do voi traffic hon hop appmix/enterprisemix > 1
Gbps

- S luwong phién két ndi méi mdi gidy: > 30.000;

- S0 cong ket noi toi thidu:

+ Cong ddng 1Gbps: >6;

+ Cong quang 1 Gbps SFP: >01;

- Dung lugng luu trit: > 128 GB;

- Ngudn dién: Ngudn AC c6 dai dién ap 100V-
240V,

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh nang High availability cau hinh
Active/Active hodc Active/Passive;

Thiét bi
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Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- C6 tinh nang Firewall, kiém soat theo mg dung
Application Control/App-ID, phong chong xam
nhép (IPS), Antivirus/Antimalware;

- C6 tinh nang loc web URL-Filtering theo cac
danh muc (category);

- C6 menu riéng de cau hinh chinh sach gidi ma
SSL, ddc lap véi menu cau hinh chinh sach kiém
soat truy cap

- C6 kha nang kéo tha, di chuyén cac doi tuong
object (address, application...) gilia cac Security
Rule;

- C6 kha nang chuyén tiép cac yéu cau DNS
request dén tén mién doc hai (malicious domain)
t61 mdt dia chi IP dich dinh nghia trude (DNS
sinkhole/DNS trap), ap dung cho moi loai ing
dung;

- Qiao dién qu:ém tri dd hoa web, CLI, va qua API
deé quan tri thiét bi;

- C6 chirc nang phan tich log va béo céo tong hop;

- Yéu cau trang bi san céc tinh nang IPS,
Application Control, Antivirus, URL Filtering hoac
tuong duong c6 hiéu lyc >03 nam;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

Thiét bi tudng lira
cho ung dung Web

- Thiét ké dang rackmount hodc twrong duong

- Bang thong g dung (Application Throughput):
>10 Gbps;

- Cong két ndi 1Gbps dong (RJ45) hoic tuong
duong: >6;

- Cong két ndi 10Gbps quang SFP+: >4;

- B nh¢ (RAM) > 24 GB;

- S6 lugng két ndi SSL mdi gidy (SSL CPS/TPS)
st dung thuat toan ma hoéa RSA: > 7500;

- Thiét bi c6 t6i thiéu 2 ngudn AC;

Thiét bi
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Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- C6 san tinh nang cdu hinh HA (Active/Active
hodc Active/Standby);

- C6 san tinh ning can bang tai ing dung 16p 4/16p
7 (Advanced Layer 4/Layer7 server load balancing)

- Chéng tin cong OWASP Top 10 (OWASP Top
10 Protection);

- Chéng tan cong Bot doc hai (Malicious bots
Protection);

- Gi6i han s6 lugng truy cap (Advanced Rate
Limiting)

- Phan ctng hd trg SSL Offloading/Offloading
TLS;

- Chéng tan cong chiém quyén tai khoan (Account
takeover (ATO) protection);

- Tich hop kha ning chéng DDoS (Integrated
DDoS protection);

- Ngén chén truy cép theo vi tri dia ly
(Geolocation-based Blocking);

- Ho trg quan tri GUI, CLI, SSH, SNMP;

- Bao hanh thiét bi >3 nam theo ti€éu chuan cia nha
san xuat.

May chu quén ly
giam sat

- Kiéu dang: Rack mounted > 1U;

- B6 vi xtr 1y: 02 X Intel Xeon Gold 32 Cores, xung
nhip >2.5GHz th¢ hé 5 hoac tuong duong;

- Bo nh¢: >256GB; Kha nang nang cap mo rong
1€n t6i 32 khe cam DIMMM, dung lugng t6i da 1én
t6i >8 TB;

- O ctmg: >04 6 cimg >1.92TB SSD; Khé ning
nang cap mo rong 1én téi > 12 6 cing SAS/SATA;

- Bo diéu khién RAID: HJ tro téi thiéu RAID 1, 5,
6; 8 GB Cache;

- Két ndi mang: >04 x 1GbE;

- PCle slot: >3;

- OS hd tro toi thiéu: Windows Server; Red Hat
Enterprise Linux; VMware ESXi;

Thiét bi
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Danh muc hang héa

Théng s6 ky thuat

Pon vi
tinh

S6
lwgng

- Ngudn cip: >02 ngudn AC;

- Bao hanh: >3 nam theo tiéu chuan cua nha san
xuat.

May tinh quan tri
giam sat van hanh

- Khuén dang: Tower;

- Bo vi xir ly: > Intel Core 13-14100 hoac tuong
duong;

-Bo nhé: >16 GB Up to 64 GB RAM;

- O clig: >512GB SSD;

- Cong két ndi tdi thiéu: 2 USB; 02 x HDMI port;
1 x RJ45 Port;

- Hé diéu hanh: Windows 11 Pro;

- Keyboard + Mouse;

- Bao hanh >12 thang theo tiéu chuan hing.

Thiét bi

Man hinh giam sat

- Hién thi: > 55 inches

- D§ phan giai: > 3,840 x 2,160

- Két Nbi: > 3 HDMI

- bo sang: > 500 cd/m2

- Goc nhin: > 178 x 178

- Thoi gian hoat dong (Gio/ Ngay): 24/7

- Pén nén: E-LED hoic twong dwong

- Thoi gian bao hanh: > 24 thang

Thiét bi

1.2.4.2. Yéu cau vé so do va thuyét minh quy hoach dia chi mang IP

Nha thau phai thuc hién quy hoach dia chi mang IP trong quéa trinh trién khai

thuc té tai mdi hé thong, voi mdi quy hoach IP hién cé va thiét ké méi dugc xay dung

s& quy hoach dja chi mang IP phu hop, dép tng nhu cau st dung.

1.2.4.3. Yéu cau vé So dé ldp dat thiét bi

Toan bg trang thiét bi, giai phap dugc trang bi trong du an s€ dugc phan bo vé

cac hé théng dugc dit tai cac Trung tam, Dai kiém soat khong luu va cac Cong ty quan
1y bay Mién (theo diém 1.1.6. Pham vi cung cip). Dua theo tinh trang ldp dat thuc té,
cac trang thiét bi/giai phap bd sung s& dugc lap dat hop 1y tai cac Rack dit tai cac Phong
may cia timg don vi, dm bao qua trinh van hanh va khai thac 6n dinh.
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1.2.4.4. Chi dén bién phép trién khai
1.2.4.4.1. Nhén thiét bi va kiém tra thiét bi

Nha thau phai cam két va cung cap hd so tai liéu ching minh tinh dap tng,
thuc hién day du cac yéu cau vé viéc nhan thiét bi va ki€ém tra thiét bi nhu sau:

- Chting nhén xuét x& (néu c6); Chung chi chat lugng; S6 luong; Kich thudc;
Tai li¢u ky thuat; Thong so k¥ thuat.

- Trudce khi lap dat: Kiém tra mat bang tai vi tri 1lap dat thiét bi.

- Sau khi lap dit: Kiém tra do1 chi€u vdi ban ve thiet ké va ho so tai ligu, hudng
dan ctuia Nha san xuat; ki€m tra két no1 (néu co).

- Qua trinh chay thur: Kiém tra doi chiéu cac tinh ndng va thong so k¥ thuat thiét
bi.

- Khi vt tu, thiét bi khong co s liéu, khong c6 chig chi chat lugng hodc co
cac sai bi€t thi s€ lap bién ban vé khéc biét de xur ly.
1.2.4.4.2. Yéu cdu vé an toan lao dong, dam bdo an ninh bdo mdt

Vé an toan lao dong, lap dat hé thong phai dam bao chdng chay, nd, dién giat,
sét, tranh roi hong, roi rot thiét bi xuéng mat dat 1am hu hai thiét bi, an toan cho
ngudi khi xay ra su cd.

Nha thau phai tuan tha cac quy dinh hién hanh va Quy dinh d ban hanh cua
Téng cong ty Quan 1y bay Viét Nam. Nha thau phai to chirc thi cong cting cac bién
phap bao vé moi trudng & trong va ngoai khu vyc thi cong nham tranh gay thiét hai
vé tai san va nguoi ¢ khu vyc thi céng va khu vuc 1an cén.

1.2.4.4.3. Bién phdp dam bao an toan lao dong

Trong qua trinh x4y dung, trién khai va dua vao van hanh, khai thac st dung,
Nha thau phai dam bao thuc hién dung cac bién phap ddm bdo an toan lao dong, bao
v€ moi trrong va cac quy dinh hién hanh cua Nha nudc.

1.3. Cdc yéu cdu khdc
1.3.1. Yéu ciu vé Bién phap an toan vian hanh, phong, ché'ng chay, no

Nha thau phai tuan thu cac Quy dinh da ban hanh cua Téng cong ty Quan 1y
bay Viét Nam vé an toan van hanh, phong, chong chay, nd.

1.3.2. Yéu cau vé dich vu trién khai, dich vu hudn luyén khai thdc, qudn tri hé
thong

1.3.2.1. Yéu cau vé trién khai, ho tro, quan tri, van hanh san pham hodc hang
muc cong viéc cua dy an trudc khi nghiém thu ban giao

Nha thau can ctr trén danh muc thiét bi, phan bo thiét bi, giai phap, yéu cau vé
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tién do 1én trinh bay phuong phap luan, phuong an, ké hoach cung cap dich vu lap
dat, cai dat, trlen khai cong nghé, tich hop hé théng d6i voi cac thlet bi mang, thiét
bi bao mat, trién khai cac hé théng phan tich phat hién cac mdi nguy an ninh
mang (IDS/APT), hé théng quan 1y gidm sat van hanh (NMS) hop 1y, kha thi.

Ha tﬁng k¥ thuét, phﬁn mém thuong mai dugc mua sdm s& duoc trién khai lép
dat, cai dat theo pham vi quy mo dau tu cua dy an tai cac hé théng thanh phén cua
cac don vi thudc Tong coéng ty Quan 1y bay Viét Nam quy dinh tai diém 1.1.1 va
diém 1.1.2. thudc muyc 1.1 cia E-HSMT.

Yéu cau vé quy trinh trién khai:
- Chuan bi trién khai:

+ Xay dung Tai liéu giai phap trién khai, quy trinh trién khai, bang tién do thi
cong tong thé, chi tiét cac hang muc va duge chii dau tu chap thuan;

+ Xay dung gbi cai dat hoic thong s (néu can).
- Thuc hién trién khai:

+ Lép dat thiét bi, cai dat cAu hinh ha té‘mg ky thuat, phﬁn mém thuong mai,
cai dat phan chia hé thong thiét ké.

+ Cai dat, cau hinh thong s6 an toan thong tin va cic cau hinh theo thiét ké
da c6 dé hinh thanh moi truong theo thiét ke.

+ Kiém tra tich hop véi cac hé thdng lién quan;

- Nghiém thu, ban giao.

1.3.2.2. Yéu cau vé dich vu hudn luyén khai thdc, quan tri hé théng

Nha thau phai cung cap dich vu huin luyén khai thac, quan tri hé théng qua hai
hinh thuec:

- Huén luyén tap trung;
- Huén luyén truc tiép trong qua trinh trién khai (on-job training).
1.3.2.2.1.  Hinh thitc hudn luyén tdp trung

- Pia diém: Huén luyén tap trung tai Cong ty Quan ly bay Mién Béc, Cong ty
Quan 1y bay Mién Trung va Cong ty Quan ly bay Mién Nam

- S lop va ddi tuong dugc huin luyén tép trung: 3 16p, cu thé:

+ Cong ty Quan ly bay Mién Bac, Trung tam Thong béo tin tirc hang khong,
Trung tam Khi twong hang khong: 1 16p
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+ Cong ty Quan 1y bay Mién Trung: 1 16p

+ Cong ty Quan 1y bay Mién Nam: 1 16p

Thoi luong va ndi dung huan luyén mdi 16p: 14 budi

+ Quan trj hé théng (tong quan cho du an) (2 budi)

+ Heé thdng thiét bi mang (2 budi)

+ Hé thdng thiét bj bao mat (3 budi)

+ Heé thng phan tich phat hién cac méi nguy an ninh mang (IDS/APT) (4 bubi)
+ Hé théng quan 1y gidm sat van hanh (3 budi)

Nhan sy thuc hién: Ti thiéu 01 giang vién va 02 tr¢ gidang cho mdi 16p.

1.3.2.2.2.  Hinh thitc hudn luyén truc tiép trong qud trinh trién khai (on-job
training)

Can bo phuy trach Téng cong ty Quan ly bay Viét Nam cung tham gia qua trinh

lap dit, cai dat vira dé giam sat vira dé hoc tap, trao doi 1am rd cac thong tin thiét bi
va luu y khi dugc ban giao, quan tri van hanh sau nay. Noi dung huan luyén céc tinh
nang lién quan t6i ting hé thng, thiét bi, cu thé:

Huén luyén vé hé thong chuyén mach (Switch);
Huén luyén vé hé thong tudng ltra (Firewall);
Huén luyén vé hé thong tudng lra tng dung web (Web Application Firewall);

Hudn luyén vé hé théng phan tich phat hién cic mdi nguy an ninh
mang (IDS/APT);

Huén luyén vé hé thong quan 1y giam sat van hanh (NMS).

Cac tai li€u/san phém ban giao phai dugc chu dau tu hodc don vi thu huong phé

duyét, bao gom:

Tai liéu dao tao;
Tai liéu thiét ké;
Tai liéu trién khai hé théng;

Tai liéu quan tri van hanh hé théng;

1.3.3. Yéu cdu vé tinh san sang véi Ipv6

Nha thau phai dam bao cac giai phap lya chon, thlet bi san sang tuong thich voi

Ipv6 khi co yéu cau vé nang cap hé thong. Hé thong sin sang nang cap, tich hop
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IPv6 theo ké hoach chuyén dbi IPv6 ctia B TTTT va theo ké hoach cip phat tai
nguyeén.

1.3.4. Yéu cau vé bio hanh, bdao tri

Nham dam bao hé thong thiét bi khi dwa vao van hanh duoc hd trg, bao hanh
bao tri an toan, nhanh chéong, hi€u qua, cac hang muyc thiét bi chinh (thi€t bi mang,
thiét bi twong lira, thiét bi tuong lra img dung WAF, thiét bi gom luu luong mang,
thlet bi phan tich phat hién cac mdi nguy an ninh mang IDS/APT, may chu, phan
me;n quan ly giam sat mang NMS), can thiét phai dugc x4c nhan boi chinh hing san
xuat (do1 vdoi cac hang nude ngoai) vot day du cac ndi dung:

- Cam két va xac nhan c6 vin phong dai dién hodc Nha phan phdi chinh thirc
va cO Trung tam bao hanh hodc don vi Uty quyén ti€ép nhan bao hanh tai Viét Nam.

- Cam két va xac nhan vé viéc hang héa, thiét bj tai thoi diém chao thau, khong
c6 ke hoach End-of-Sales (EOS) hoac End-of-Life (EOL).

- Cam két va xac nhan vé viéc thiét bi chao thau khong chtra bat ky phén mém
doc hai nao nhu virus, trojan, backdoor va s€ chiu trach nhiém néu phat hién thiét bi
chtra ma ddc sau khi triing thau.

Nha théu phai cam két cung cap cac dich bao hanh, bao tri, hd trg ky thuat

chinh hing mién phi t6i thiéu 36 thang (1096 ngay) ké tir ngay nghiém thu ban giao,
dua vao sir dung d6i voi hang héa duge cung cap.

1.3.5. Yéu cdu vé an toan théng tin
7 Cac hé théng da dugc phé duyét ho so cép do 3 va 4 vé an toan thong tin cua

Tong cong ty Quan ly bay Viét Nam phai tuan theo cac tiéu chuan trong Thong tu
50 12/2022/TT-BTTTT ngay 12/8/2022 cua B Thong tin va Truyén thong quy dinh
chi tiét, huong dan mot s6 diu cua Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
cua Chinh phu vé bao dam an toan hé thong thong tin theo cap d6 va TCVN
11930:2017 veé Thiét 1ap chinh sach an toan thong tin, T6 chirc dam bao an toan
th()ng‘tin, Dbam bao nguon luc, Quan ly thiét ke, xay dung h¢ thong, van hanh, Bam
bao vé mat thiét ké h¢ thong, giai phap an toan thong tin ddm bdo an toan (mang,
may chu, img dung, dir li¢u).

Muc 2. Ban vé

Khong c6 ban ve.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gém co:

- Hé théng truge khi dua vao cai dit s& duge kiém tra, nghiém thu vé sb
luong, chung loai, tiéu chuén va xuét xu;
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- Céac hang myc bd sung sau khi cai dat tai mdi vi tri s& duoc kiém tra,
nghiém thu thong dién, cAu hinh, két ndi, tinh trang hoat dong cua thiét bi.

- Nha thau phai ctr nhan sy phdi hop véi Bén moi thau dé thuc hién nghiém
thu va chiu céc chi phi lién quan d6i voi phia Nha thau.

- Sau khi hoan thanh viéc cai dat tai cac dia diém sé& tién hanh nghiém thu
khoi lugng, chat lugng, tien do thyc hién Goi thau.
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