3.2.1.

Tiéu chuan danh gia vé k§ thuat:

Str dung ti€u chi

STT ' Noi dung danh gia Muc tham chicu Pat, Khong dat
A. PHAM VI CUNG CAP
HSDT chao day du hang hoa, dich vu dugc quy dinh tai Muc 1 — Yéu cau Dat
1 Pham vi cune ci ve k¥ thudt, Chuong V - Phan 2 cua E-HSMT Muc 1 - Chuong i
' - 8P I"HSDT chao thiéu, khong diy du hang hoa, dich vu duge quy dinh tai Muc |V - Phin 2 Khone dat
‘ _ 1 — Yéu cau ve k¥ thuat, Chuong V - Phan 2 cia E-HSMT ong ¢a
B. YEU CAU VE KY THUAT
1. Yéu cau chung
, : .. | Tuong thich hodc dép tmg cac tiéu chuan duoc quy dinh tai Muc 1 — Yéu
Chu;ng . 1091;’ t‘leu clu vé ky thuat, Chuong V - Phan 2 ctia E-HSMT Muc 1 - Chuong bat
1.1 chuan, dac di€ém hang - ; - A - o 7 : - A
hoa Khong tuong thich hodc khong dap g cac ti€u chuan duge quy dinh tai V - Phan 2 Khéne dat
Muc 1 — Yé&u cau vé k¥ thuat, Chuong V - Phan 2 cia E-HSMT g
Céic yé‘} cé}u co ban, | pap (ing ddy du theo quy dinh tai Muc 1 — Yéu ciu chung, Chuong V -
tuan thu va phu hO’p Ph‘én 2 ctia E-HSMT. Muc 1 . Dat
1.2 véi cac quy dinh cua - Chuong V - Phan
Nha nuéc, Bo thong | Pap ing khong day du hodc khong dap tmg theo quy dinh tai Muc 1 - Yéu 2 Khone dat
tin va truyén thong cau chung, Chuong V - Phan 2 cua E-HSMT. £
C6 cam két viée trién khai h¢ thong phai dam bao khong lam anh hudng,
khong gian doan cac h¢ thong khac hodc phai c6 thoa thuén trude duge su bat
AR .. ~ | dong y cua don vi quan ly hé thong lién quan. Muc 1
13 | Camkettrienkhaihe R S am Kat hodic cam két khong day di v& viee trien khai hé théng | Chuong V - Phin
thong N . A a2 \ o s C 1A A ,
phai dam bao khong lam anh huong, khong gian doan cac hé thong khac 2 Khone dat
hodc phai c6 thoa thudn trudc dugce su dong y cuia don vi quan 1y hé thong g
‘ lién quan.
2. Yéu cau vé trién khai ciu hinh hé thong
H¢ théng trang thiét ;1‘1(;10 Eeémﬂgl gr?nhdf;ch \,Viirsﬁ}i:gn% Si% lE}.net bi dugc trién khai day dua theo Muyc 123 - Bt
2.1 | bi IPS/IDS/APT va | ' og ¢ tIONS, Cung vi i then yev cats -~ = . Chuong V - Phan ;
. - C6 mo ta phuong 4n trién khai céc thiét bi phu hop theo yéu cau.
Firewall ~ - A A A 2 A
Khéng dap ting mdt trong céc ti€u chi trén Khoéng dat
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Hé thong phan tich

- M6 ta phuong an kha thi, pht hop véi yéu ciu;

phat hi¢n cdc mdi | - C6 hinh vé mo ta phuong an trién khai kha thi, phit h Muc 123~ Dat
o») 2 phuong an trien khai kha thi, phu hop. Chuong V - Phan
nguy an ninh mang N . N R T N
(IDS/APT) Khong dap trng mot trong cac tiéu chi trén 2 Khong dat
A A \ , | - M6 ta phuong an kha thi, phu hop véi yéu cau; Muc 1.2.3 -
23 |1 thong %‘?a‘; 19|~ Co hin vé m t4 phuong n triglf Khat kh thi, phi hop. Chuong V - Phan bat
glam sat van han Khong dap trng mét trong céc tiéu chi trén 2 Khong dat
3. Yéu cau chi tiét vé thong sd ky thuat
- Thlet ké dang rackmount hoac twong duong;
- S cong két n01 t6i thiéu:
+>24 cong tbe 46 1G/10G SFP+ hodc twong duong;
+>02 cong QSFP28 tdc dd >40Gbps hoic twong duong;
- Module kém theo:
+ Téi thiéu 14 module ddng 1000BASE-T hoic twong duong;
+ Téi thiéu 10 module quang toc d6 10Gbps chuan SR hodc twong
duong;
- Téc @6 chuyén mach (Switching capacity): > 1000 Gbps;
- Téc d6 chuyén tiép dit liu (Forwarding rate): > 800 Mpps;
- S lwong dia chi MAC hoic bang MAC: > 32,000;
Thiét bi chuyén - S6 lwong mang lan 40 (VLANS): > 4094; Muc 1.2.4 -
3.1 mach cho hé thong - Khung jumbo (Jumbo Frames): > 9198 Bytes; Chuong V - Phan Dat
thong tin cap do 4 - S6 nhém LAG (LAG groups): = 128; 2

- Pap tng cac tidu chuan quéc té: IEEE 802.1d, IEEE 802.1w, IEEE
802.1p, IEEE 802.1Q, IEEE 802.3ad, IEEE 802.1s;

- C6 san tinh ning truyén tai Audio/Video qua méi truong Ethernet theo
thoi gian thuc;

- Hd tro kha ning xép chdng ;

- Ho trg cac giao thue dinh tuyén: RIPv1/v2, BGP, EVPN, VXLAN,
Dinh tuyén theo chinh sach (PBR) cho IPV4 va IPV6;

- C6 sén céc giao thic dinh tuyén: Tinh, OSPF, IS-IS;

- Giao di¢n dong 1énh CLI va web (GUI);

- Giao thuc SSH va SNMP;

- Ngudn dién: >02 ngudn;
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- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khong dap ing mdt trong céc ti€u chi trén

Khong dat

3.2

Thiét bj chuyén
mach cho h¢ thong
thong tin cap do 3

- Thiét ké dang rackmount hoic twong duong;
- S6 cong két nbi t6i thiéu:
+>24 cbng 10/100/1000 Mbps hoic twong duong;
+>8 cong 1/10Gbps SFP+ hoic twong duong;
- Téc @6 chuyén mach (Switching capacity): > 208Gbps;
- Téc d6 chuyén tiép dit liéu (Forwarding rate): > 150Mpps;
- S6 lugng dia chi MAC hodc bang MAC: > 32,000;
- S6 nhém LAG ¢6 the tao (LAG groups): > 128;
- Ho trg kha nang xép chong ;
- C6 sén tinh ning truyén tai Audio/Video qua méi truong Ethernet theo
thoi gian thuc;
- Giao thirc dinh tuyén: RIPv1/v2, Dinh tuyén theo chinh sach (PBR),
OSPF, IS-IS, Tinh;
- Giao di¢n dong 1énh CLI va web (GUI);
- Giao thuc SSH va SNMP;
- Ngudn dién: >01 ngudn;
- Bao hanh: >3 nim theo tiéu chuén ciia nha san xuit.

Khong dap ing mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.3

Thiét bj tuong lira
vung 161 cho hé thong
thong tin cap do 4

- Thiét ké dang rackmount hoic twong duong;
- Thong lwong Threat Prevention/Threat Protection do véi traffic hon
hop appmix/enterprisemix > 4.5 Gbps;
- New session per second/connection per second > 90.000;
- S6 cong két nbi t6i thiéu:
+ Céng ddng 1Gbps: >8;
+ Cong quang 1 Gbps SFP: >6;
+ Cong quang 10Gbps SFP+: >4 cong (trang bi sin >02 transceiver toc
d6 >10Gbps chuin SR);
+ Cong high availability (HA): >01;
- T6i thiéu 02 nguén, ho tro du phong redundant;
- Giao thirc dinh tuyén: OSPF, BGP, static routing;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- C6 san tinh ning High availability ciu hinh Active/Active hoic
Active/Passive;

- C6 tinh nang tudng lira, kiém soat theo ing dung Application
Control/App-ID, phong chong xam nhap (IPS), Antivirus/Antimalware;
- C6 tinh nang loc web URL-Filtering theo cac danh muc (category);

- C6 kha nang tuy bién cac IPS signature, cho phép chuyén d6i / import
ct phap signature tir Snort sang ngay trén Firewall;

- C6 menu riéng dé céu hinh chinh sach giai ma SSL, dc lap voi menu
c4u hinh chinh sach kiém soat truy cap;

- C6 kha ning chuyén tiép cac yéu cau DNS request dén tén mién doc
hai (malicious domain) t6i mot dia chi IP dich dinh nghia truéc (DNS
sinkhole/DNS trap), &p dung cho moi loai rng dung;

- Giao di¢n quan tri dd hoa web, CLI va qua API dé quan tri thiét bi;

- C6 chtrc nang phan tich log va bao céo tong hop;

- Yéu cau trang bi sin tdi thiéu cac tinh ning IPS, Application Control,
Antivirus, URL Filtering hodc twong duong c6 hiéu lyc >03 nam;

- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khoéng dap g mdt trong céc ti€u chi trén

Khong dat

3.4

Thiét bj tuong lira
vung bién cho hé
thong thong tin cap
do 4

- Thiét ké dang rackmount hoic twong duong;
- Thong lwong Threat Prevention/Threat Protection do véi traffic hon
hop appmix/enterprisemix > 4.5 Gbps
- S6 lwong phién két néi moi mdi gidy: > 90.000;
- Cong két nbi t6i thiéu:
+ Cong dong 1Gbps: >8;
+ Cong quang 1 Gbps SEP: >6;
+ Cong quang 10Gbps SFP+: >4 cong (trang bi sin >02 transceiver tdc
d6 >10Gbps chuin SR);
+ Cong high availability (HA): >01;
- Tbi thiéu 2 ngudn, ho tro du phong redundant;
- Giao thirc dinh tuyén: OSPF, BGP, static routing;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat

Chuong 111 - 4




- C6 san tinh ning High availability ciu hinh Active/Active hoic
Active/Passive;

- C6 tinh nang Firewall, kiém soat theo ung dung Application
Control/App-ID, phong chéng x4m nhap (IPS), Antivirus/Antimalware
¢6 hiéu lyc >03 nam,;

- C6 kha nang tuy bién cac IPS signature, cho phép chuyén d6i / import
ct phap signature tir Snort sang ngay trén Firewall;

- C6 menu riéng dé céu hinh chinh sach giai ma SSL, dc lap voi menu
c4u hinh chinh sach kiém soat truy cap;

- C6 kha ning chuyén tiép cac yéu cau DNS request dén tén mién doc
hai (malicious domain) t6i mot dia chi IP dich dinh nghia truéc (DNS
sinkhole/DNS trap), &p dung cho moi loai rng dung;

- Giao di¢n quan tri dd hoa web, CLI va qua API dé quan tri thiét bi;

- C6 chtrc nang phan tich log va bao céo tong hop;

- Bao hanh: >3 nim theo tiéu chudn ciia nha san xuat.

Khoéng dap g mdt trong céc ti€u chi trén

Khong dat

3.5

Thiét bi tudng lira
cho h¢ thong thong
tin cap do 3

- Thiét ké dang rackmount hoic twong duong;
- Thong lwong Threat Prevention/Threat Protection do véi traffic hon
hop appmix/enterprisemix > 1 Gbps
-S4 lugng phlen ket ndi mdi moi gidy: > 30.000;
- S cong két ndi tbi thiéu:
+ Cong dong 1Gbps: >6;
+ Cong quang 1 Gbps SFP: >01;
- Dung lugng luu trit: > 128 GB;
- Giao thirc dinh tuyén: OSPF, BGP, static routing;
- C6 san tinh ning High availability ciu hinh Active/Active hoic
Active/Passive;
- C6 tinh nang Firewall, kiém soat theo ung dung Application

Control/App-ID, phong chong xam nhap (IPS), Antivirus/Antimalware;

- C6 tinh nang loc web URL-Filtering theo cac danh muc (category);
- C6 menu riéng dé€ cau hinh chinh sach gidi ma SSL, doc 1ap véi menu
cau hinh chinh sach kiém sodt truy cap;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- C6 kha ning chuyén tiép cac yéu cau DNS request dén tén mién doc
hai (malicious domain) t6i mot dia chi IP dich dinh nghia truéc (DNS
sinkhole/DNS trap), &p dung cho moi loai rng dung;

- Giao di¢n quan tri dd hoa web, CLI, va qua API dé quan tri thiét bi;

- C6 chirc nang phan tich log va bao céo tong hop;

- Yéu cau trang bi sin cac tinh niang IPS, Application Control, Antivirus,
URL Filtering hodc twong duong c6 hi¢u luc >03 nam;

- B4o hanh: >3 nam theo tiéu chuin cla nha san xuét.

Khoéng dap g mdt trong céc ti€u chi trén

Khong dat

3.6

Thiét bj tuong lira
ung dung Web

- Thiét ké dang rackmount hoic twong duong

- Bang thong tng dung (Application Throughput): >10 Gbps;

- Cong két ndi 1Gbps ddng (RJ45) hoidc twong duong: >6;

- Cong két ndi 10Gbps quang SFP+: >4;

- B6 nh¢ (RAM) > 24 GB;

- S6 lwong két ndi SSL mdi gidy (SSL CPS/TPS) str dung thuat todn ma
hoéa RSA: > 7500;

- Thiét bi c6 tdi thiéu 2 ngudn;

- C6 sin tinh ning ciu hinh HA (Active/Active hodc Active/Standby);
- C6 san tinh ning can bang tai ung dung 16p 4/16p 7 (Advanced Layer
4/Layer 7 server load balancing);

- Chong tin cong OWASP Top 10 (OWASP Top 10 Protection);

- Chdng tin cong Bot doc hai (Malicious bots Protection);

- Gidi han s lugng truy cap (Advanced Rate Limiting)

- Phan cimg hd trg SSL Offloading/Offloading TLS;

- Chdng tin cong chiém quyén tai khoan (Account takeover (ATO)
protection);

- Tich hop kha ning chdng DDoS (Integrated DDoS protection);

- H6 tro quan tri GUI, CLI, SSH, SNMP;

- Thoi gian bao hanh theo tiéu chudn ciia nha san xut: >3 nim.

Khong dap g mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.7

- Tong thong lugng (WAF Throughput): >220GB; i
- Khé ndng phan bo thong lugng: C6 kha nang phan bo thong lugng linh

Pat
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Bin quyén thong
luong WAF (WAF
Throughput)

hoat cho tdi thiéu 15 thiét bi WAF.
- Thoi gian st dung: >3 ndm

Khéng dap ting mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Khong dat

3.8

Thiét bi gom luu
luong mang

- Thiét ké dang rack mount;

- S6 luong cong quang toc dé 1G/10G/25G hodc tuong duong: >48;

- S6 luong cong quang tbc d6 40G/100G hoic twong duong: >8;

- Thong luong thiét bi: >2 Tbps;

- C6 sén tinh ning loc >256 quy tic Flow mapping filter hoic filter rule;
- C6 sén tinh ning tong hop nhiéu ludng SPAN, TAP vao cac duong lién
két téc do cao hon;

- C6 sén tinh ning loc géi tin tir 16p 2 dén 16p 4;

- C6 sén tinh ning can bang tai dua theo ma bam;

- Hd tro tdi wu héa phan phéi luu lwong mang téi cac cong cu bao mat
trong hé thong;

- Phian mém quan tri: Co san phén mém dé thyuc hién cu hinh quan tri
thiét b;

- Kha nang kich hoat thém céc tinh nang (license mo rong) néu c6 nhu
cau:

+ Clustering véi cac thiét bi tong hop luu lugng khac

+ Giai dong goi (Decapsulation) L2ZGRE/VXLAN Tunnelling

+ Dong goi (Encapsulation) L2ZGRE/VXLAN Tunnelling

+ Loai bo header MPLS/VXLAN (Header Stripping)

- Nguon thiét bi: >02 ngudn cap;

- Bao hanh: >3 nidm theo tiéu chuin ciia nha san xuat.

Khéng dap ting mdt trong céc ti€u chi trén

Muyc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.9

Thiét bi phan tich
trung tam

- Thiét ké dang rack mount hodc twrong duong;

- C6 kha ning chay cluster, hodc mua thém ban quyén dé ting ning luc
luu trix, xu 1y;

- Tong dung lwong luu trit cua hé théng: >80TB metadata;

- Cong két ndi: >02 céng 1GigE RI45 hodc =02 céng SFP+;

- Thiét bi c6 sén >02 ngudn cap;

- Lién tuc giam sat, phat hié¢n, diéu tra va ngan chan cac mbi de doa m&i
trén mang theo thoi gian thuc;

Muc 1.2.4 -
Chuong V - Phan
2

Pat
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- Quan tric cac tai san, cac su kién, canh béo lién quan;

- C6 san tinh ning tich hop nhan metadata tir cdc cam bién NDR
Sensor/Network APT (Security), IPS, Network Packet Capture;

- C6 san tinh ning tich hop nhan thong tin 1am giau tir Endpoint
Security, Vulnerability Management, Threat Intelligence;

- Tich hop sin AI dé hd trg phén tich va lam giam cac canh béo sai; tong
hop, tom tit cac Vén dé chinh va céc chi tiét quan trong cta canh bao;

- Tich hop Al dé tong hop, hién thi tryc quan tinh hudng cac thuc thé bi
anh hudng nhleu nhit;

- Tich hop sdn AI khuyén nghi cac budc khic phuc, phan tmg, hanh
dong co thé dé xur 1y, khéc phuc canh bao;

- Hién thi bang tham chiéu MITRE: cac k§/chién thuét lién quan t6i canh
bao;

- Bao hanh va hd trg k¥ thuat: >36 thang.

Khéng dap ting mdt trong céc ti€u chi trén

Khong dat

3.10

Thiét bi cam bién
trung tam

- Thiét bi phan ctng chuyén dung, rackmount;

- Nang luc xur ly >5Gbps va c6 kha nang mé rong 1én >10Gbps;

- Cong két ndi: >2 ports 1/10GigE RJ45 hoic twong dwong, >4 ports
10GigE SFP+ hodc twong duong, >2 ports 40G QSFP+ hodc >2 port
100G QSFP28 hodc tuong duong;

- Cong quan 1y: >02 1GigE RJ45 hoic twong dwong;

- Dung luong luu trir: céu hinh RAID hd trg dy phong khi xay ra su c¢b
hong 6 cimg, dung luong luu trir kha dung >8 TB;

- S lugng Sandbox tich hop sin hodc ghép ndi véi tong Sandbox:
>160VM;

- Thiét bi c6 sdn >02 ngudn cip;

- Ché d¢ hoat dong: In-line monitor, fail-open (bypass) or TAP/ SPAN;
- Sir dung cac cong nghé phan tich phat hién mdi nguy hé théng mang,
file, Web, str dung cong ngh¢ sandbox, c6 cong nghé Machine Learmng,
- Phat hién, ngan chin cac kiéu tan cong nang cao (zero-day), 1am roi
(obfuscated), c6 chi dich (targeted), ngan chin cac két ndi C&C;

Muc 1.2.4 -
Chuong V - Phan
2

Pat
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- Phat hién va canh bao d6i v6i cac hanh vi tin céng qua mang ndi bd
nhu: Internal Reconnaissance, Privilege Escalation,Lateral Movement of
Malware, Data Exfiltration Detection;

- Céc cam bién cung cip metadata va nhat ky phat hién dé thyc hién lién
két dix li¢u va phan tich mdi de doa nang cao;

- C6 san nén tang thyc thi o ngay trén thiét bi va cho phép tich hop vai
thiét bi Sandbox chuyén dung cua cting hing;

- Cac cam bién dugc quan 1y tap trung, chia s¢ thong tin tri thire tinh bao
mdi nguy thoi gian thyc dé nhan dién va ngan chin cac tan cong nang
cao;

- Bao hanh va hd trg k¥ thuat: >36 thang.

Khong dap ing mdt trong céc ti€u chi trén

Khong dat

3.11

Thiét bi phan tich ma
doc Sandbox

- Thiét bi phan ctng chuyén dung, rackmount;

- Ning lyc xir ly: >15.000 mau/ngay;

- Cong két nbi song hanh/nhan mau: >02 ports 1Gbps RJ45 hodc tuong
duong;

- Cong quan Iy: >01 ports 1Gbps RJ45 hodc tuong dwong;

- Dung lugng luu trii: >2 6 cing >4TB, RAID1;

- Ngudn: >02 khbi ngudn, dy phong néng hot-swap;

- Ho tro chay song hanh (cluster/grid) hodc gdm nhiéu thiét bi dé mo
rong s lugng sandbox;

- Phén tich mi ddc st dung nhiéu co ché phan tich tinh, phan tich dong
(sandboxing) khong dung mau bao mat, sur dung ML/ALI Phat hi¢n cac
tan cong zero-day, APT co chu dich, phat hién cac ma doc, khai thac
chua timg thay trugc do;

- Moi trudng phan tich thuc thi d40: HS trg trén cac hé diéu hanh Sandbox
gém Windows, MacOS;

- Cho phép phan tich cac URL dugc nhung trong email hodc file;

- C6 san tinh ning phén tich nhiéu dinh dang file khac nhau, ti thiéu
bao gﬁ‘)m: portable executables (PEs), web content, archives, images,
Java, Microsoft;

Muc 1.2.4 -
Chuong V - Phan
2

Pat
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- C6 san tinh ning phén tich cac loai file toi thiéu bao gom: chm, class,
dll, doc, docx, exe, jar, js, jse, jtd, Ink, mov, pdf, ppt, pptx, psl, rtf, swf,
vbs, xls, xIsx, xml;

- Bao hanh va hd trg k¥ thuat: >36 thang.

Khong dap ing mot trong cac tiéu chi trén Khong dat
- Ban quyén cho Hé thong Phén tich, phat hién cdc mdi nguy an ninh
mang;
- Ban quyén xtr Iy >1Gbp bing thong mang, c6 kha ning nang cip mo
rong;
Ban quyén cho Hé | - Phat hién va ngan chan cac mdi nguy mdi, zero day sur dung cong nghé
thdng Phén tich, phat | khong st dung mau, twong quan nhiéu chiéu, phat hién cac 13y lan di Muc 1.2.4 - Dat
3.12 hién cac moi nguy an | ngang trong hé thong, Chuong V - Phan :
ninh mang tai trung | - Cé san trién khai bat goi tin va diéu tra sau (Forensics), san tim mdi 2
tam chinh nguy;
- C6 san tinh ning cc kha ning phan ng: xem xét ngir canh, tong hop
thong tin dicu tra, phan loai wu tién, diéu tra sau;
- Dich vu bao hanh, hd trg k¥ thuat: >36 thang.
Khong dap trng mét trong céc ti€u chi trén Khong dat
- Ban quyén cho Hé thong Phén tich, phat hién cdc mbi nguy an ninh
mang;
- Ban quyén xtr Iy >1Gbp bing thong mang, c6 kha ning nang cip mo
Ban quyén cho Hé | rong;
thong Phén tich, phat | - Phan tich tho1 gian thuc, phat hién va ngan chan tire thoi cac tan cong Muc 1.2.4 - Dat
3.13 hién cac moi nguy an | ndng cao, c6 chu dich, khai thac diém yéu cua hé diéu hanh va ing dung; | Chuong V - Phan ;
ninh mang tai Dai | - Phat hién cdc ma doc nang cao, ransomware, Callback (C&C) 2
KSKL connection, khai thac diém yéu, cac hanh vi tron tranh, phat hién céc lay
lan di ngang;
- Dich vu bao hanh, hd trg k¥ thuat: >36 thang.
Khong dap trng mét trong céc ti€u chi trén Khong dat
Phén tich, phat hién | - Cam bién 4o héa chuyén dung (virtual appliance);
e . < b 1s 1A e ) Muc 1.2.4 -
314 cac moi nguy an nl{lh - Nflng luc Xu ly 1@{1 t(n’ZSGbps, Chuong V - Phin Pat
mang - Cam bién 4o | - SO lugng cong gidm sat: >4; )

hoa

- Ché d¢ hoat dong: ngoai tuyén (Out-of-Band of SPAN);

Chuong I1I - 10




- Tich hop v&i Thiét bi phan tich trung tim tai cac cong ty mién, Thiét bi
phan tich ma doc nang cao tai cac cong ty mién;
- Hd trg cac nén tang 4o hoa, t6i thiéu gom: ESXi, KVM, Hyper-V.

Khong dap ing mdt trong céc ti€u chi trén

Khong dat

3.15

May tinh quan tri
giam sat van hanh

- Khuén dang: Tower;

- B vi xtr Iy: > Intel Core i3-14100 hodc twong dwong vé sb lugng core
va xung nhip;

- B nhé: =16 GB Up to 264 GB RAM;

- O cling: >512GB SSD;

- Céng két ndi tdi thiéu: 2 USB; 02 x HDMI port; 1 x RJ45 Port;

- Hé diéu hanh: Windows 11 Pro;

- Keyboard + Mouse;

- Bao hanh >12 thang theo tiéu chuan hing.

Khong dap ing mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.16

Man hinh gidm sat

- Hién thi: >55 inch;

- B§ phan giai: >3,840 x 2,160;

- Két nbi: > 3 HDMI;

- b sang: > 500 cd/m2;

- Goc nhin: > 178 x 178;

- Thoi gian hoat dong (Gio/ Ngay): 24/7;
- Pén nén: E-LED hoic turong duong

- Thoi gian bao hanh: > 24 thang.

Khéng dap ting mdt trong céc ti€u chi trén

Muyc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.17

Thiét bi chuyén mach
quan ly

- Thiét ké dang rackmount;

- Céng két nbi tdi thiéu: >48 cong 10/100/1000 Mbps hoic tuong dwong;
>8 cong 1/10Gbps SFP+ hoic twong dwong;

- Téc d@6 chuyén mach (Switching capacity): > 256Gbps;

- Téc d6 chuyén tiép dit liéu (Forwarding rate): > 190Mpps;

- S luong dia chi MAC hoic bang MAC: > 32,000;

- S6 nhém LAG tdi da c6 thé tao (LAG groups): > 128;

- Hd tro kha ning xép chdng ;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- Giao thirc dinh tuyén: RIPv1/v2, Dinh tuyén theo chinh sach (PBR) cho
IPV4 va IPV6; C6 san cac giao thic dinh tuyén: OSPF, IS-IS, Tinh
(Static);

- Giao di¢n dong 1énh CLI va web (GUI);

- Giao thurc SSH va SNMP;

- B4o hanh: >3 nam theo tiéu chuin cta nha san xuét.

Khong dap trng mét trong céc ti€u chi trén Khong dat
- Kiéu dang: Rack mounted > 1U;
- Bo vixur ly: 02 x Intel Xeon Gold 32 Cores, xung nhip >2.5GHz thé hé
thir 5 hodc tuong duong vé sb luong core va xung nhip;
- B nh¢: > 256GB; Kha nang nang cap mo rong 1én t6i 32 khe cam
DIMM, dung luong t6i da 1én téi >8 TB;
-0 cimg: 204 6 cimg >1.92TB SSD; Kha nang ning cap mé rong 1én
Mav chi auan K to1 2126 b cung SAS/SATA; q Muyc 1.2.4 - Dat
3.18 . ’y \ q Y. B0 diéu khién RAID: HO tro t61 thiéu RAID 1, 5, 6; 8 GB Cache; Chuong V - Phan j
giam sat - Két ndi mang: >04 x 1GbE; 2
- PCle slot: >3;
- OS hd tro t6i thiéu: Windows Server; Red Hat Enterprise Linux;
VMware ESXi;
- Ngudn cap: >02 ngudn cap;
- Bao hanh: >3 nim theo tiéu chuén ciia nha san xuit.
Khong dap trng mét trong céc ti€u chi trén Khong dat
i Co cac phu kién trién‘khai kéqm}heo: cap diép, cap mang, hat mang, day Muc 1.2.4 - . Dat
3.19 Phu kién trién khai | thit, phu ki¢n khac (day du de lap dat cac thiét bi trong dy an). Chuong V - Phan ’
Khoéng c6 céc phu kién trén 2 Khoéng dat
- C6 kha nang giam sat hé théng ha tﬁng CNTT: thiét bi mang/bao mat,
may chu, phe‘fm mff:m hé théng, website URL;
A A . 1. | - License phan mém: 100 nodes;
P.h’an e Quan Iy + Khoéng giéi han thanh phan duoc quan 1y trén timg thiét bi nhu CPU, Muc 124 - A
3.20 glam — sat  mang RAM, volume, interface, fan, temperature; Chuong V - Phan bat
(NMS) ’ ' > o, terp : 2

+ Khong gidi h;,m thanh phﬁn xu ly va hién thi cho hé théng giam sat;
+ Cho pheép trién khai theo md hinh High Availability. Trién khai HA
cho toan b céc thanh phan thu thap, xir 1y trong hé thong;
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+ Cho phép trién khai theo m6 hinh multi-tenant, t6i thiéu 1a 3 tenants
tuong ung voi 3 mién; dit liéu tai cac khu vie dugc luu trir riéng biét,
mot s6 thong tin c6 thé duge cdu hinh dong bo vé trung tam;
- Giai phap c6 kha ning giam sat nhiéu loai thiét bi nhu Router, Switch,
Firewall, Wireless, Server va cac thiét bi hd trg giao thice SNMP;
- C6 kha nang tim kiém va khic phuc sy ¢6 duong mang theo hop-by-
hop cho moéi truong On-Premise va Cloud;
- C6 kha nang giam sat strc khoe phan cimg cta cac nha cung cip phd
bién;
- C6 kha nang thu thap va phan tich dit liéu Flow tir nhiéu hing bao gém
Netflow v5, v9, Juniper® J-Flow™, sFlow®, Huawei® NetStream™;
- Xac dinh cac nguoi dung, ing dung, va giao thuc mang dang ti€u thu
nhiéu bang thong nhat; hién thi Top céc dia chi IP ti€u thy bang thong va
tim ra viéc sir dung bang thong khong mong mudn;
- Giam sat theo thoi gian thyc cac tién trinh chay trong hé théng va thong
ké hiéu suat ing dung;
- Kha ning thu thap, hop nhit va phan tich cac thong tin tir nhiéu moi
trrong nhu Syslog, SNMP traps, Windows, Vmware;
- Khé ndng xem log theo thoi gian thuc;
- Cung cap bang diéu khién dong (dynamic dashboard) cé kha niang kéo
tha cac metric tir nhiéu nguén dé so sanh va truc quan hoa $6 liéu trén
mdt ché d6 xem duy nhat, gitip gidm sat chuyén sau va twong quan cac
dir liéu lich st trén cac thanh phén khac nhau cua co sé ha téng;
- Cho phép xuét bao céo qua cac dinh dang Excel, PDF, XML, Html, va
hinh anh;
- Tich hop sin cong nghé Al
- Ban quyén va hd trg k¥ thudt >3 nam.

Khoéng dap ting mdt trong céc ti€u chi trén Khoéng dat
Phin mém quan trj | - .E}'al’l q,uy?n Microsoft SQL Server 2022 Standard (hodc tuong thich voi Muc 1.2.4 - . Pat
3.21 CSDL giai phép); Chuong V - Phan
Khoéng dap tng tiéu chi trén 2 Khoéng dat
392 H¢ diéu hanh may | - Ban quyén Microsoft Windows Server 2025 Standard dang 2 core pack Dat

chu

(cho céc may chu loai 2CPUx32 cores);

Chuong IIT - 13




- Ban quyén Microsoft Windows Server 2025 Standard (CAL) (mot bd Muc 1.2.4 -
gdm 5 CAL) (hodc tuong thich voi giai phap). Chuong V - Phan
Khong dap trng mét trong céc ti€u chi trén 2 Khong dat
- Thiét ké dang rackmount hoic twong duong;
- S6 cong két nbi t6i thiéu:
+>24 cong toc 46 1G/10G SFP+ hoic twong duong;
+>02 cong QSFP28 toc dd >40Gbps hodc twong duong;
- Module kém theo:
+ T6i thiéu 14 module dong 1000BASE-T hoic twong duong;
+ T6i thiéu 10 module quang toc dd 10Gbps chuin SR hodc tuong
duong;
- Tdc @6 chuyén mach (Switching capacity): > 1000 Gbps;
- Tdc d6 chuyén tiép dit lidu (Forwarding rate): > 800 Mpps;
L - S luong dia chi MAC hoic bang MAC: > 32,000;
Thiét bi chuyén mach — 381 lan 4o (VLANs): > 4094:
cho hé thong thong ° u’()’ﬁg Mang 'an ao 5): = 2
tin cép 46 4 du phong | Khung jumbo (Jumbo Frames): > 9198 Bytes; Muc 1.2.4 - .
(cb thé dﬁﬁg cho L= S6 nhom LAG (LAG groups): > 128 Chuong V - Phan
HTTT chp do 3 nbu | " Dap g céc tiéu chuan quoc té: IEEE 802.1d, IEEE 802.1w, IEEE 2
cin) i 802.1p, IEEE 802.1Q, IEEE 802.3ad, IEEE 802.1s; Dat
323 - C6 san tinh nang truyén tai Audio/Video qua moi truong Ethernet theo
thoi gian thuc;
- H) tro kha ning xép chong;
- Ho trg cac giao thue dinh tuyén: RIPv1/v2, BGP, EVPN, VXLAN,
Dinh tuyén theo chinh sach (PBR) cho IPV4 va IPV6;
- C6 san céc giao thic dinh tuyén: Tinh, OSPF, IS-IS;
- Giao di¢n dong 1énh CLI va web (GUI);
- Giao thuc SSH va SNMP;
- Nguon dién: >02 ngudn;
- Bao hanh: >3 nim theo tiéu chudn ctia nha san xuat.
Khong dap trng mét trong céc ti€u chi trén Khong dat
3.24 - Thiét ké dang rackmount; DPat
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Thiét bi chuyén mach
quan ly dy phong

- Cépg két nbi tdi thiéu: >48 cong 10/100/1000 Mbps hoic tuong dwong;
>8 cong 1/10Gbps SFP+ hodc tuwong duong;

- Toc @6 chuyén mach (Switching capacity): > 256Gbps;

- Toc d6 chuyén tiép dit lidu (Forwarding rate): > 190Mpps;

- S luong dia chi MAC hoic bang MAC: > 32,000;

- S6 nhom LAG tdi da c6 thé tao (LAG groups): > 128

- H6 tro khd niing xép chong;

- Giao thirc dinh tuyén: RIPv1/v2, Dinh tuyé'n, theo chinh sach (PBR) cho
IPV4 va IPV6; C6 san cac giao thic dinh tuyén: OSPF, IS-IS, Tinh
(Static);

- Khé ndng quan ly: giao dién dong 1énh CLI, giao thuc SSH, SNMP va
giao di¢én web (GUI);

- Nguon dién: toi thiéu 1 ngudn cap;

- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khong dap ing mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Khong dat

3.25

Thiét bj tuong lira
ving 16i cho hé thong
thong tin cép d6 4 du
phong (c6 thé dung
cho ving bién néu
can)

- Thiét ké dang rackmount hoic twong duong;

- Thong lwong Threat Prevention/Threat Protection do véi traffic hon
hop appmix/enterprisemix > 4.5 Gbps;

- New session per second/connection per second > 90.000;

- SO cong két noi toi thiu:

+ Cong dong 1Gbps: >8;

+ Cong quang 1 Gbps SFP: >6;

+ Cong quang 10Gbps SFP+: >4 cong (trang bi san >02 transceiver toc
dé >10Gbps chuan SR);

+ Cong high availability (HA): >01;

+ Tbi thiéu 02 nguén, ho tro du phong redundant;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh ning High availability ciu hinh Active/Active hoic
Active/Passive;

- C6 tinh nang tuong ltra, kjém soat theo ing dung Application
Control/App-ID, phong chong xam nhép (IPS), Antivirus/Antimalware;

- C4 tinh nang loc web URL-Filtering theo cdc danh muc (category);

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- C6 kha nang tuy bién cac IPS signature, cho phép chuyén d6i / import
ct phap signature tir Snort sang ngay trén Firewall;

- C6 menu riéng dé€ cau hinh chinh sach gidi ma SSL, doc 1ap véi menu
cau hinh chinh séch kiém soat truy cap

- C6 kha nang chuyén tiép cac yéu cau DNS request dén tén mién doc
hai (malicious domain) t6i mot dia chi IP dich dinh nghia truéc (DNS
sinkhole/DNS trap), &p dung cho moi loai tng dung;

- Giao di¢n quan tri dd hoa web, CLI va qua API dé quan tri thiét bi;

- C6 chirc ning phan tich log va bdo céo tong hop;

- Yéu cau trang bi san tdi thiéu cac tinh ning IPS, Application Control,
Antivirus, URL Filtering hodc tuong duong ¢6 hi€u lyc >03 nam;

- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khong dap g mdt trong céc ti€u chi trén

Khong dat

3.26

Thiét bi tuong lira
cho hé thong thong
tin cap do 3 du phong

- Thiét ké dang rackmount hoic twong duong;

- Thong lwong Threat Prevention/Threat Protection do véi traffic hon
hop appmix/enterprisemix > 1 Gbps

- S6 lwong phién két n6i mdi mdi gidy: > 30.000;

- SO cong két noi toi thiu:

+ Cong dong 1Gbps: >6;

+ Cong quang 1 Gbps SFP: >01;

- Dung lugng luu trir: > 128 GB;

- Giao thirc dinh tuyén: OSPF, BGP, static routing;

- C6 san tinh ning High availability ciu hinh Active/Active hoic
Active/Passive;

- C6 tinh nang Firewall, kiém soat theo tng dung Application
Control/App-ID, phong chong xam nhép (IPS), Antivirus/Antimalware;

- C4 tinh nang loc web URL-Filtering theo cdc danh muc (category);

- C6 menu riéng dé€ cau hinh chinh sach gidi ma SSL, doc 1ap véi menu
cau hinh chinh séch kiém sodat truy cap

- C6 kha nang chuyén tiép cac yéu cau DNS request dén tén mién doc
hai (malicious domain) t6i mot dia chi IP dich dinh nghia truéc (DNS
sinkhole/DNS trap), &p dung cho moi loai rng dung;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- Giao di¢n quan tri dd hoa web, CLI, va qua API dé quan tri thiét bi;

- C4 chirc nang phan tich log va bdo céo tong hop;

- Yéu cau trang bi san cac tinh ning IPS, Application Control, Antivirus,
URL Filtering hodc tuong duong c6 hi¢u luc >03 nam;

- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khong dap g mdt trong céc ti€u chi trén

Khong dat

3.27

Thiét bj tuong lira
cho tmg dung Web
du phong

- Thiét ké dang rackmount hoic twong duong

- Bing thong ung dung (Apphcatlon Throughput): >10 Gbps;

- Cong két n01 1Gbps dong (RJ45) hoic twong duong: >6;

- Cong két ndi 10Gbps quang SFP+: >4;

- Bo nhé (RAM) > 24 GB;

- S6 lwong két ndi SSL mdi gidy (SSL CPS/TPS) str dung thuat todn ma
hoa RSA: > 7500;

- Thiét bi c6 toi thiéu 2 nguon;

- C6 san tinh ning ciu hinh HA (Active/Active hoic Active/Standby);

- C6 san tinh ning cén bang tai ung dung 16p 4/16p 7 (Advanced Layer
4/Layer7 server load balancing)

- Chong tan cong OWASP Top 10 (OWASP Top 10 Protection);

- Chong tan cong Bot doc hai (Malicious bots Protection);
- G161 han s0 lugng truy cdp (Advanced Rate Limiting)

- Phan cimg hd trg SSL Offloading/Offloading TLS;

- Chong tan cong chiém quyén tai khoan (Account takeover (ATO)
protection);

- Tich hop kha ning chong DDoS (Integrated DDoS protection);

- Ngén chan truy cap theo vi tri dia ly (Geolocation-based Blocking);

- H6 trg quén tri GUI, CLI, SSH, SNMP;

- Bao hanh thiét bi >3 nam theo ti€u chuan ctia nha san xuat.

Khéng dap ting mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.28

May chu quan ly
giam sat du phong

- Kiéu dang: Rack mounted > 1U;

-Bo vixu ly: 02 x Intgl Xeon Gold 32 Cores, xung nhip >2.5GHz thé hé
5 hodc tuong duong ve so lugng core va xung nhip;

Muyc 1.2.4 -
Chuong V - Phan
2

Pat
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- Bo nhd: >256GB; Kha ning nang cap md rong 1én toi 32 khe cim
DIMMM, dung lugng t6i da 1én t6i >8 TB,

-0 cung: =04 6 cing >1.92TB SSD; Kha ning nang cip md rong 1én
to1 > 12 6 cling SAS/SATA;

- B0 diéu khién RAID: H3 tro tdi thiéu RAID 1, 5, 6; 8 GB Cache;

- Két ndi mang: >04 x 1GbE;

- PCle slot: >3;

- OS hd tro t6i thiéu: Windows Server; Red Hat Enterprise Linux;
VMware ESXi;

- Nguodn cap: >02 nguon cap;

- B4o hanh: >3 nam theo tiéu chuan cua nha san xuat.

Khéng dap ting mdt trong céc ti€u chi trén

Khong dat

3.29

May tinh quan tri
gidm sat van hanh du
phong

- Khuon dang: Tower;

- B vi xtr Iy: > Intel Core i3-14100 hodc twong dwong vé sb lugng core
va xung nhip;

- Bo nhé: >16 GB Up to 64 GB RAM;

- O cling: >512GB SSD;

- Céng két noi tdi thiéu: 2 USB; 02 x HDMI port; 1 x RJ45 Port;

- Hé diéu hanh: Windows 11 Pro;

- Keyboard + Mouse;

- Bao hanh >12 thang theo tiéu chuan hing.

Khong dap g mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

3.40

Man hinh giam sat du
phong

- Hién thi: > 55 inches

- DB§ phén gidi: > 3,840 x 2,160

- Két N6i: > 3 HDMI

- B sang: > 500 cd/m2

- G6c nhin: > 178 x 178

- Thoi gian hoat dong (Gio/ Ngay): 24/7

- Bén nén: E-LED hoic tuong duong

- Thoi gian bdo hanh: > 24 thang

Khéng dap ting mdt trong céc ti€u chi trén

Muc 1.2.4 -
Chuong V - Phan
2

Pat

Khong dat

Yéu cau vé dich vu trién khai, dich vu huan luyén khai thac, quan tri hé théng
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Yéu cau trién khai, ho
tro, quan tri, vén
hanh san pham hodc

Ha tang k¥ thuat, phan mém thuong mai dugc mua sim s& duoc trién
khai lap dat, cai dat tai theo pham vi quy md dau tu cta du an tai cac hé
thdng thanh phan cua cac don vi thudc Tong cong ty Quan 1y bay Viét
Nam.

Hinh thire trién khai: D4i véi thiét bi ha téng, phén mém thuong mai
duoc lép dat, cai dat tai cac diém thudc pham vi cac h¢ théng thanh phén
trong Tong cong ty Quan ly bay Viét Nam theo dy an.

Quy trinh trlen khai:

- Chuén bj trién khai:

Muc 1.3 - Chuong

Pat

4.1 hang Tmc céng viéc 1 ia}y gung Tnt h?'udgvié}il p}léphtfién lihai’; quy trinh trién khai; V - Phin 2
ctia du 4n truoe khi ay dung goi cai at hodc thong so6 (néu can).
n .. - Thyc hién trién khai:
nghi¢m thu ban giao + Lap dat thiét bi, cai dat cdu hinh ha tang k¥ thuat, phan mém thuong
mai, cai dat phan chia h¢ thong thiét ké.
+ Cai dat, cau hinh thong s an toan thong tin va cac cau hinh theo thiét
ké da c6 dé hinh thanh méi truong theo thiét ké.
+ Kiém tra tich hop v6i cac hé thong lién quan;
- Nghiém thu, ban giao.
Khong dap trng mét trong céc ti€u chi trén Khong dat
5 Yéu cau khac
Cac giai phap lya chon thiét bi dam bao sin sang tuong thich voi Ipvé khi
o _ | ¢6 y€u céu v€ nang cap hé thong He¢ thong sin sang ning cap, tich hgp Dat
51 Yéu cau vé tinh san | IPv6 theo ké hoach chuyen ddi IPv6 cua Bo TTTT va theo ké hoach cap | Muc 1.3 - Chuong :
' sang voi Ipv6 phat tai nguyén. V - Phéan 2
Khoéng dap g mdt trong céc ti€u chi trén. Khoéng dat
Céc hé thong da duoc phé duyét hd so cap d6 3 va 4 vé an toan thong tin
cia Toéng cong ty Quan ly bay Viét Nam phai tuan theo céc tiéu chudn
A A A .| trong Thong tu so6 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Bo Thon
5.2 Yeu cau v an todn tin Vgé Tmygén thong quy dinh chi tiét, hlgrc')’}rllg dan mot sé didu cta Nghgi Muc 1.3 - Chuong Dat

thong tin

dinh sb 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an
toan h¢ thong thong tin theo cap do va TCVN 11930:2017 vé Thiét lap
chinh sach an toan thong tin, T6 chitc ddm bdo an toan thong tin, Pam bao

V - Phan 2
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nguén luec, Quan ly thiét ké, xay dung hé thong, van hanh, Dam bao vé
mit thiét ké hé thong, giai phap an toan thong tin dam bao an toan (mang,
may chu, ing dung, dit li€u).

Khoéng dap g mdt trong céc ti€u chi trén

Khong dat

BAO HANH BAO TRi

Yéu cau vé bao hanh
bao tri

- Nham dam bao hé thong thiét bi khi dua vao van hanh duoc hd trg, bao
hanh béo tri an toan, nhanh chéng, hiéu qua, cic hang muc thiét bi chinh
(thiét bi mang, thiét bi tuong lura, thiét bi tuong lira tmg dung WATF, thiét
bi gom luu lwong mang, thiét bi phan tich phat hién cac moi nguy an ninh
mang IDS/APT, may chu, phan mém quén 1y giam sat mang NMS), can
thiét phai dugc xac nhan boi chinh hing san xuét (d6i voi cac hang nude
ngoai) voi day du cac ndi dung:

+ Cam két va xac nhan c¢6 van phong dai dién hoac Nha phan phdi
chinh thirc va c6 Trung tdm bao hanh hodc don vi iy quyén tiép nhan bao
hanh tai Viét Nam.

+ Cam két va xac nhan vé viéc hang hoa, thiét bi chao thau khong
c¢6 ké hoach End-of-Sales (EOS) hodc End-of-Life (EOL) tai thoi diém
chao thau.

+Cam két va xac nhan vé viéc thiét bi chao thau khong chira bat ky
phﬁn mém doc hai nao nhu virus, trojan, backdoor. Cam két chiu trach
nhiém néu phat hién thiét bi chira ma doc sau khi tring thau.

-Yéu cau cung cép cac dich bao hanh, bao tri, hd trg k¥ thuat chinh hing
mién phi téi thiéu 03 nim (36 thang) ké tir ngay nghiém thu ban giao,
dua vao sir dung dbi véi hang hoa dwoc cung cép.

Muc 1.3 - Chuong
V - Phan 2

Pat

Khoéng dap g mdt trong céc ti€u chi trén

Khong dat

THOI GIAN GIAO HANG VA PAO TAO HUAN LUYEN

Tién d6 giao hang,
ngay hoan thanh dich

Nha thau ¢ cam két dap tng tién do giao hang, ngay hoan thanh dich
vu: Theo yéu cau tai Mau sb 01A Chuong IV dap tmg yéu ciu.

vu

Nha thau khong dap tmg tién d6 giao hang, ngay hoan thanh dich vu

Muc 1 .
Chuong V - Phan
2

Pat

Khong Dat
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Yéu cau vé dich vu huin luyén khai thac, quan tri hé théng

2.1

Hinh thire hudn luyén
tap trung

-Huan luyén Dao tao tap trung tai Céng ty Quan Iy bay Mién Bac, Cong
ty Quan Iy bay Mién Trung va Cong ty Quan Iy bay Mién Nam

-S4 16p: Tong sb 3 16p:

+ Cong ty Quan ly bay Mién Béc, Trung tim Théng béo tin tirc hang
khong, Trung tdm Khi tuong hang khong: 1 16p

+ Cong ty Quan ly bay Mién Trung: 1 16p

+ Cong ty Quan ly bay Mién Nam: 1 16p

- Thot lugng va ndi dung huén luyén mdi 16p: 14 budi

+ Quan tri h¢ thong (téng quan cho dy an) (2 budi)

+ Hé thong thiét bi mang (2 bu01)

+ Hé théng thiét bj bao mat (3 bubi)

+ Hé thong phén tich phat hién cdc mdi nguy an ninh mang (IDS/APT)
(4 budi)

+ Heé thong quan 1y giam sat van hanh (3 budi)

- Nhan sy thyc hién: Téi thiéu 01 giang vién va 02 trg giang cho mdi

16p.

Khoéng dap g mdt trong céc ti€u chi trén

Muc 1.3 - Chuong
V - Phan 2

Pat

Khong dat

2.2

Hinh thic dao tao
truc tlep trong qua
trinh trién khai (on-
job training)

Noi dung huan luyén cac tinh ning lién quan t6i timg hé thong, thiét bi,
cu thé:

-Huén luyén vé hé thong chuyén mach (Switch)

-Huén luyén vé hé théng tuong lira (Firewall)

-Huén luyén vé hé thong tudng lira img dung web (Web Application
Firewall)

-Huén luyén vé hé thong phén tich phat hién cac mdi nguy an ninh mang
(IDS/APT)

- Huan luyén vé hé thong quan 1y giam sat van hanh

Khoéng dap g mdt trong céc ti€u chi trén

Muc 1.3 - Chuong
V - Phan 2

Pat

Khong dat

23

Yéu cau vé tai liéu
ban giao

Cac tai liéu/san phém ban giao phai dugc chu dau tu hodc don vi thu
hudng phé duyét, bao gom:
- Tai liéu dao tao;

Muc 1.3 - Chuong
V - Phan 2

Pat
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- Tai liéu thiét ké;
- Tai li¢u trién khai hé thong;
- Tai li€u quan tri van hanh h¢ thong;

Khoéng dap g mdt trong céc ti€u chi trén Khoéng dat
CAC YEU CAU KHAC
- Nha thau cam két dam bao yéu cau thuc hién dung cac bién phap dam
bao an toan lao dong, bao v€ mdi truong va cac quy dinh hién hanh cua
Nha nudc trong qua trinh trién khai va dua vao van hanh, khai thac str
Bién phap dam bao dung. Muyc 1.2.va lﬁ;- Dat
an toan lao dong - Nha thau phai c6 phuong an dam bao chong chay, nd, dién giat, sét, tranh | Chuong V - Phan
’ roi héng, roi rot thlet bi xuéng mit dat lam hu hai thiét bi, an toan cho 2
nguoi khi xay ra su cd;
Khoéng dap g mdt trong céc ti€u chi trén Khoéng dat
Kiém tra, tht | Nha thau co trach nhiém cai dat, ban giao, hudng dan st dung theo yéu
A . L AL X , Muc 1, Muc 2, Pat
nghiém, doéng goi, | cau tai Muc 1, Muc 2, Muc 3, Chuong V - Phan 2 cia E-HSMT
van chuyén Nha thau khong thyc hién cai dit, ban giao theo yéu cau tai Muc 1, Muc Muc 3, Chuong V
: : : | TR - Phan 2 Khong dat

2, Muc 3, Chuong V - Phan 2 cia E-HSMT
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