Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Yéu cau vé kj thudt bao gom cdc ndi dung co ban nhw sau:

1. Gi6i thiéu chung vé du todn, géi thiu:

- Chui dau tu: Cong an tinh Péng Thap

- Tép g61 thau: Thué dich vu yém hanh, giam sat an toan thong tin va dudng truyén két ndi tir Hé théng SOC
cua tinh Pong Thép dén nha cung cap dich vuy;

- Tén du toan: Thué dich vy van hang giam sat an toan thong tin;

- bia diém thuc hién: Tinh Pong Thap;

- Nguén vén: Kinh phi dia phuong;

- Loai hop dong: Tron goi;

- Thoi gian thyc hién hop dong: 13 thang, trong d6 (Thoi gian hoan thanh viée cai dit, két ndi h¢ thong trong
vong 01 thang ké tor ngay hop dong c6 hiéu luc; Thoi gian thué dich vu 12 thang ké tir ngay hoan thanh viéc cai dat,
két n61 h¢ thong)

- Quy mo: Thyc hién hd tro van hanh tir xa hé thong SOC duoc dit tai tinh Dong Thap, hd tro phdi hop ting ciru
cac sy cO an toan an ninh mang xay ra trén dia ban tinh Bong Thap.

2. Muc tiéu cong viéc: Nang cao nang luc phong, chong tan cong mang, bao dam an ninh, an toan trong hoat
dong giao dich dién tu, img dung cong ngh¢ thong tin, chuyén do6i s6, gop phan phat trién kinh té - xd hoi theo tinh
than Nghi quyét 57 ciia Trung wong, bao dam quy dinh cua Ludt An toan thong tin mang, Nghi dinh so 85/2016/ND-
CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé thong thong tin theo cép do, Thong tu so 12/2022/TT-
BTTTT cua B9 Thong tin va truyén thong quy dinh chi tiét va huéng dan mot sb dleu ctia Nghi dinh s6 85/2016/ND-
CP ngay 01/7/2016 ctia Chinh phi1 vé bao dam an toan hé thong thong tin theo cap do.

Tinh nang dich vu

Dich vu van hanh giam sat an toan thong tin:



- Giam sat, phat hién, canh bao cac dau hiéu bat thuong.
- Ung ctu, xtr I sy ¢6 an toan thong tin

3. Yéu cau k¥ thuét cia goéi thiu:

3.1. Yéu ciu vé ky thuét chung

Nha thau phai lap Bang cam két va dap trmg dﬁv du cac no1 dung nhu sau:

Giai phap, dich vu trung tam giam sat diéu hanh an toan, an ninh mang (SOC) phai dap ung day du theo quy
dinh tai Quyét dinh so 1356/QD-BTTTT ngay 07 thang 7 nam 2022 cua B Thong tin va truyén thong;

Cam két khi xay ra su ¢6 nha thau phai lién hé khic phuc trong vong 02 gio ngay sau khi nhan dugc thong tin
don vi su dung (bang dién thoai, email) va phai khic phuc xong sy c0 trong vong 04 gio.

Khong tiét 16 bat ky thong tin gi lién quan dén viéc dao tao, huan luyén, danh gia an toan thong tin cua h¢ thong;
Sén sang trinh dién cac tinh ning san pham trong trudong hop chii dau tu yéu cau dé chirng minh kha ning dap
ung dich vu.

Nghiém thu chat luong dich vu hang thang (The hién bang Bién ban nghiém thu timg thang). Can ctr Bién ban
nghiém thu chat luong dich vy, néu nha thau khong dam bao vé chat luong dich vu cung cép theo yéu cau E-
HSMT va dé xuét trong E-HSDT, Chu dau tu s& cham dit hop dong véi nha thau, toan bd thiét hai ciia Chu
dau tu nha thau phai chiu trach nhiém, dong thoi Chu dau tu s& cong bo vé chat lugng san pham dich vu cung
cap cta nha thau trén Hé théng mang dau thau qudc gia.

Nha thau phai dat ISO/IEC 27001:2022 trong linh vuc van hanh giam sat va xu ly su cd an toan thong tin
(SOC) (Truong hop lien danh thi tung thanh vién lién danh phai dap ving yéu cau nay). Trong qua trinh thyc
hién hop dong, truong hop can thiét Cha dau tu c¢6 quyén yéu cau nha thau cung cap ching chi ISO/IEC
27001:2022 nhu di cam két trong E-HSDT dé Chu dau tu kiém tra, xac minh.

Nhan sy ¢6 hd so ning luc dam bao yéu céu vé tong sb lugng, chuyén nganh, chimg chi, kinh nghiém (it nhat
12 nguoi) theo quy dinh tai Quyet dinh s6 1356/QD-BTTTT ngay 07 thang 7 ndm 2022 ctia B4 Théng tin va
truyén thong, trong d6 tdi thiéu nhan sy phai dap tng day du quy dinh nhu sau:
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- C6 bang t6t nghiép dai hoc trd 1én thugc chuyén nganh cong ngh¢ thong
tin/An toan thong tin hodc chuyén nganh gan véi cong nghé thong tin theo quy
dinh.

I | SOCManager L 1.¢6 01 trong céc chimg chi con hicu luc dén thoi diém déng thiu: CISA,
CISSP, CISM, CCISO hodc tuong duong
- C6 kinh nghiém it nhat 5 ndm trd 1én cho vi tri twong tu
- C6 bang t6t nghiép dai hoc trd 1én thugc chuyén nganh cong nghé thong
tin/An toan thong tin hodc chuyén nganh gan véi cong nghé thong tin theo quy

) Nhan sy giam sat an toan 6 dinh. , 7 ‘

thong tin - Tier 1 - C6 01 trong céac chig chi con hi€u luc dén thoi diém dong thau: CEH, S+,

CSA, CND hodc tuong duong
- C6 kinh nghiém it nhat 1 ndm trd 1én cho vi tri twong tu
- Co bang tbt nghiép dai hoc trd 1én thugc chuyén nganh cong nghe thong
tin/An toan thong tin hodc chuyén nganh gan véi cong nghé thong tin theo quy

3 Nhéan sy xt Iy su cb - 5 dinh ’ 7 ‘

Tier 3 - Co6 01 trong cac chung chi con hi¢u lyc dén thoi diém dong thau: CHFI,

CTIA, OSCP, OSCE, GSEC hodc twong duong
- C6 kinh nghiém it nhét 5 nam trd 1én cho vi tri tuong tu

3.2. Yéu cau k¥ thuit chi tiét:
- Nha thau phai lap bang thuyét minh vé noi dung céng viée cung cip dich vu va dap tng day du theo yéu cau
bén dudi.

- Bang tom tat ndi dung cong viéc yéu cau:
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Dich vu Van hanh giam st an toan thong tin 24x7 (Monitoring), dap ing cic yéu ciu
co ban sau:

1. M6 hinh chung: H¢ théng SOC duoc dat tai hé théng cua tinh (Cong an tinh hodc So
Khoa hoc va Cong nghé), do Cong an tinh Péng Thap (Phong An ninh mang va phong
chéng t6i pham st dung cong nghé cao) chiu trach nhiém quan 1y, van hanh. Pon vi cung
cap dich vu (MSSP) cung cip doi ngil chuyén gia, cic giai phap cong nghé hd trg dé van
hanh SOC cho tinh tir xa hodc tai chd.
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2. Giam sat lép mang (NDR):
- Giam sat hoat dong mang cua céc thiét bi trong h¢ théng duoc gidm sat.
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- Phat hién cac giao thirc 16p mg dung (Layer 7) hoat dong trong hé thdng nhur:
Facebook, Youtube, BitTorrent,...

- Phat hién va hién thj thoi gian thuc céac két ndi mang tir h¢ théng dén cac vung dia
Iy trén thé giGi trén giao dién ban d6 (Geographic Map).

- Phat hién va thong ké thoi gian thuc cac website duoc truy cap boi ngudi dung,
mg dung trong hé thong.

- Phat hién va thong ké thoi gian thyc cac ing dung hoat dong trén hé thong (mic
dinh thdng keé top 20 mg dung ¢ hoat dong nhiéu nhat).

- HO tro xuat bao céo thong ké theo céc tiéu chi: Top IP trong mang c6 hoat dong
nhiéu nhét, Top giao thtrc, Top qudc gia, Top website, Top IP dich,..).

- HO trg xuit bao cdo théng ké hoat dong mang ddi voi mot thiét bi cu thé trong hé

thong mang dugc gidm sat.

3. Gidam sat nhat ky, sw kién an toan thong tin (SIEM):

- Phat hién va canh bao céac hoat dong két ndi toi cac may chu diéu khién mang
Botnet (BotCC).

- Phat hién va canh bao cac hoat dong két ndi téi cac may chu, tén mién nguy hai
duoc bao céo va tong hop trong co sd dit lidu ctia nha thau va cac to chtc uy tin nhu
Emerging Threats, Virus Total, OTX, Spamhaus,...

- Phat hién va canh bdo cac hoat dong cia Malware, Spyware, Ransomeware,
Adware; Trojan, Worm trong hé thng.

- Phat hién cac hoat dong khai thac, ldy nhiém, ctia ma doc trong ha téng mang
LAN/WAN.
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- Phat hién va canh bao cac phén mém doc hai/mi doc duoc tai vé tlr internet.

- Phat hi¢n va canh bao céc cude tan cong, khai thac 16 hong cua hé diéu hanh:
Windows, Linux, Unix trong h¢ thong mang LAN/WAN va public.

- Phét hién va canh bao cac cudc tin cong, khai thac 16 hong trong cac tng dung
quan trong nhu: Web, FTP, SMTP, SQL, DNS, VOIP, TFTP, Telnet, cac ing dung dung
chung cua tinh,... trong hé thong mang LAN/WAN va public.

- Phat hién va canh bao cac cudc tan cong, khai thac 16 héng trén cac thiét bi mang:
Cisco, D-Link, TPLink, HPE, Sophos, Jupiter, Peplink,... trong hé thong mang LAN/WAN
va public.

- Phat hién va canh bao cac cudc tan cong, khai thac 16 hong trén nén tang di dong
(Android, I10S,...).

- Phat hién va canh béo cac cudc tan cong tu chéi dich vu DoS, DDosS.

- Phat hién va canh bdo cac hanh vi df‘) quét, tham do hé thdng str dung cac cong cu
nhu Nessus, Acunetix, Nmap,... trong hé¢ thong mang LAN/WAN va public.

- Phat hién va canh bdo cac hanh vi vi pham chinh sach an ninh an toan thong tin
cua phap luat.

- Phat hién va canh bao viéc sir‘ dung cac phﬁn mém, ung dung Chat, IRC nhu:
Facebook, Google Talk, ICQ,...; cdic phan mém Teamview, Logmein,...

- Phat hién va canh bao céc hanh vi truy cap cac website c6 ndi dung khiéu dam, bao
luc, ca do.

- Phat hién va canh bao cac hoat dong cua mang ngang hang Peer To Peer P2P nhu
BitTorrent, Edonkey, Gnutella,...

- Phat hi¢n va canh bao c4c hoat dong cia mang TOR (TOR network).
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- Phat hién va canh bao cac th,f)ng tin lién quan téi data breached (10 password,
password dé doédn, password ma hoa yéu,...).

- Phat hién va canh bao cac phﬁn mém doc hai/ma doc duoc guri vao hé thé)ng mail
noi bo.

- Phat hién va canh bao cac cudc tham do, khai thac cua ké tin cong su dung cac
payload da c6 trong co s¢ dit liéu cua don vi cung cap dich vu, OTX, Emerging Threats.

Giam sat thiét bi dau cudi (Endpoint Monitor & Log Collector):

- Thu thap gidm sat log cua cac server Window/Linux/AIX/Solaris (syslog, audit
log, secure log, kern log, auth log, mail log, modsec log).

- Thu thap giam sat log cua cac webserver:
Nginx/Apache/JBoss/Tomcat/Lighttpd/LiteSpeed Web Server/IIS.

- Thu thap giam sét log ctia cac ung dung thong dung sinh logs theo chuan syslog.

- Giam sat tinh toan ven cua céc file/thu muc hé thong Linux/Windows.

- Phét’hién va canh bao hoat dong lién quan tan cong apt trong hé thong theo co s
dir li¢u da biét.

- Phat hién va canh bao hoat dong cua cac tién trinh/phén mém ddc hai/ma doc trong
server Linux.

- Phét hién va canh bao hoat dong cua cac tién trinh/phan mém doc hai/ma doc trong
may chay Windows.

- ‘Phét ‘hién va canh bao hoat ddng mang (proxy, VPN, dns, telegram) cuia cac tién
trinh/phan mém doc hai/ma doc chay trong may Linux/Windows.

- Phat hién va canh bao hoat dong khai thac, leo thang dic quyén trong cic may
Linux/Windows c6 st dung string, command nhay cam.
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- Phat hién, thu thap cac IOC lién quan t&i cac mdi nguy hai dua theo co sé dit liéu
cua don vi giam sat, OTX.

- Théng ké sb luong thiét bi dugc gidm sat (may chu, thiét bj mang).
4. Bdo cdo va xir Iy sw co 24/7:
- Bio cdo két qua thu thap, phén tich giam sat hé thong (d6t xuat, dinh ky hang tuan, thang).
- Hb tro ting ctru su cb 24/7.

Kénh

5 fll;fg Pam béo ¢6 kénh dudng truyén phu hop dé két ndi tir Hé thong SOC tinh vé don vi Nha
L2VPN | Sung cap dich vu
50Mbps

4. Giai phap va phwong phap luén:

Nha thau chgtcfn bi dé )gucft gidi phdp, phwong phdp ludn tong qudat thue hién dich vu theo cdc ndi dung quy dinh
tai Chuwong nay, gom cac phan nhuw sau:

1. Gidi phap va phwong phap lugn,
2. Ké hoach céng tac.

5. Quy dinh vé kiém tra, nghiém thu san phim: Nha thau cam két thyuc hién theo yéu cau ctia chu du tu va
cac quy dinh cua phép luat



