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Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cu vé ky thuit

Yéu cau vé ky thudt bao gom cdac néi dung co ban nhw sau:

I. Gi6i thiéu chung vé dw an/dw toan mua sim, goi thau

1. Giéi thiéu chung vé dw an, géi thau

Tén cht dau tu: Chi cuc Tiéu chuan do luong chat lugng

Tén gbi thau: Goi thau s6 01: Nang cap hé théng truy xuit ngudn goc

Nhiém vu: Nang cap, cip nhat, tich hgp 02 Hé thong truy xuit ngudn gbc
san pham, hang hoa cua tinh Bac Giang va tinh Bac Ninh (cii) va ing dung cac
cong nghé tién tién vao truy xuat nguon goc san pham, hang hoa trén dia ban tinh
Bac Ninh, dam bao tinh tuong tac, bao mét truy xuat dir liéu hiu qua, dap img

nhu ciu truy xuit ngudn goc cho nhleu linh vyc san pham, hang hoa va két ndi
véi Cong thong tin truy xuat ngudn goc san pham, hang hoa ctia Qudc gia

Ngudn vén: Ngan sach nha nudc

Hinh thirc lyra chon nha thau: Pau thau rdng rii trong nudc, qua mang;

Phuong thure lya chon nha thau: Mot giai doan, mot tii hd SO

Thoi gian t chirc lwa chon nha thau: 45 ngay

Thoi gian bat dau to chire lyra chon nha thau: Quy IV nim 2025

Tuy chon mua thém: khong ap dung

Thoi gian thuc hién géi thau: 60 ngay

Dia diém thyc hi¢n: Tinh Béc Ninh

2. Muc tiéu:

- Xay dung hé théng truy xuit ngudn gdc theo céc tiéu chuan qudc gia va
qudc té duoc cong nhan tiéu chuan GS1. Str dung cac cong nghé nhu ma QR code,
ma vach, RFID, blockchain dé dinh danh va ghi nhan thong tin san pham.

- Xay dung hé thong truy xuit ngudn gdc san pham tap trung, dong bo,
chuan hoéa, c6 kha ning két ndi véi Cong thong tin truy xuat ngudn gdc san pham,
hang hoa qudc gia va nén tang qudc gia vé dinh danh, xac thuc va truy xuat ngudn
gbc san pham, hang héa — NDA Trace (néu van hanh chinh thic trude quy
11/2026). Nang cao minh bach chudi cung tng, quan 1y chit lugng san phim va
bao vé thuong hiéu dia phuong; hd tro chuyén doi sé doanh nghiép va co quan
quan 1y nha nudc, tao didu kién phat trién kinh té bén vimg cho tinh Bic Ninh.

- Phat trién cac giao dién lap trinh tng dung (API) cho phép hé thdng truy
xudt ngudn gdc cua doanh nghiép két ndi va trao ddi dir liéu véi Cong thong tin
truy xudt ngudn goc san pham, hang hoa qudc gia va NDA Trace (néu van hanh
chinh thurc trude quy 11/2026) mot cach an toan va hiéu qua. Bam bao viéc chia
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sé dir liéu tuan thi cac quy dinh vé bao mat thong tin va quyén riéng tu. Dir liéu
duoc chuan hoa theo cac dinh dang chung dé Cong thong tin truy xuit ngudn gbc
san pham, hang hoa qubc gia va NDA Trace (néu van hanh chinh thirc trude quy
11/2026) c6 thé tiép nhan va xir 1y.

- Tuyén truyén vé loi ich cta truy xuét ngudn gdc va Cong théng tin qudc
gia dé khuyén khich sy tham gia ctia doanh nghiép va ngudi tiéu dung.

3. Quy mé géi thau:

Nang cap, tich hop hai hé théng TXNG cii cua Bic Giang va Béac Ninh 1én
nén tang cong nghé Blockchain, ¢6 kha niang két ndi vi Cong thong tin truy xuat
ngudn gdc san pham, hang héa ctia Qudc gia va nén tang NDA Trace (néu van
hanh chinh thtrc trudce quy 11/2026).

II. Yéu cau vé k¥ thuat

1. Yéu cau chung , o ’ ‘

- Tuan thu ti€u chuan quoc gia va quoc t€: Hé thong phai dap ung day du
cac yéu cau ky thuat duge quy dinh tai TCVN 12850:2019 — Truy xuét nguén
gbc: Yéu cau chung dbi véi hé thong TXNG, cung véi cac tiéu chuan c6 lién quan
khac vé dinh dang dir liéu va vat mang dir liéu (TCVN 13274:2020, TCVN
13275:2020). Pong thoi, 4p dung hé thong tiéu chuan GS1 dé bao dam dinh danh
théng nhat cho san pham (GTIN), dia diém (GLN) va cac d6i twong khac trong
chudi cung ung.

- Kha ning tich hop va lién thong: Hé théng bao dam du diéu kién két nbi,
chia sé dir liéu véi Cong Thong tin Truy xuat ngudn gdc san pham, hang hoa qubc
gia theo ding quy dinh; hé théng dam bao du diéu kién két ndi, chia sé dit liéu voi
nén tang NDA Trace (néu van hanh chinh thirc truée quy 11/2026).

- Ung dung cong nghé tién tién: Hé thong duoc thiét ké véi kién trac mo,
linh hoat, dé mé& rong va san sang tich hop cong ngh¢ moi. Pac biét, hé théng hd
tro két ndi va luu trir dit lidu trén nén tang Blockchain, bao dam tinh bat bién va
minh bach, tao loi thé khac biét so v&i cac giai phap thong thuong va ning cao
niém tin cho doanh nghiép, co quan quan 1y va ngudi tiéu dung.

- Pam bao an toan, bao mat thong tin: Hé théng phai tuan thi Nghi dinh s6
85/2016/ND-CP vé bao dam an toan hé thong thong tin theo cip do; c6 co ché
phan quyén, xac thyc, ma hoa va giam sat truy cap. Dir liéu truy xuat phai duoc
bao vé toan ven, tranh mat mat hodc stra doi trai phép.

- Kha ning phuc vu da d6i tuong va da linh vuc: Hé thdng phai hd trg truy
xudt cho nhiéu nhom san pham, hang hod khac nhau (ndng san, thuy san, thuc
pham ché bién, cong nghiép, dugc pham...), dap tmg nhu ciu quan 1y nha nude
va nhu cau thi trudng, dong thoi phuc vu minh bach thong tin cho ngudi tiéu dung.

2. Danh muc quy chuén, tiéu chuin k§ thuit ap dung
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- Hé théng duoc trién khai tuan thi Tiéu chuan k¥ thuat vé tmg dung cong
nghé thong tin trong co quan nha nudc theo Thong tu 39/2017/TT-BTTTT ngay
15/12/2017 ctia B6 Thong tin va Truyén thong. Pay 14 cin ct phap 1y quan trong
bao dam tinh thong nhat, dong bd va lién thong trong trién khai tng dung CNTT
tai cac co quan quan ly nha nudc.

- V@& truy xuét ngudn gbc, hé thong ap dung diy du cac tiéu chuan qudc gia
gdm TCVN 12850:2019 — Yéu ciu chung dbi v6i hé thong truy xuit ngudn gdc,
TCVN 13274:2020 — Huéng din dinh dang cac ma dung cho truy vét va TCVN
13275:2020 — Binh dang vat mang dit liéu. Pong thoi, cac TCVN chuyén nganh
s€ dugc tuan thu theo tirng nhém san phém cu thé nhu ndng san, thuy san, thuc
pham ché bién hay duoc pham, nham bao dam su phu hop va kha ning tng dung
thuc tién.

- Song song voi d6, hé thdng ap dung tiéu chuan qudc té GS1 bao gém cac
quy dinh vé dinh danh, dit liéu va trao d6i thong tin (GTIN, GLN, GDSN...), qua
d6 bao dam kha ning lién thong, tich hop trong pham vi qudc gia cling nhu qudc
té, pht hop voi dinh huéng hoi nhap.

- Ngoai ra, hé théng con tuan thil cc tiéu chuan vé an toan thong tin, trong
d6 c6 Nghi dinh 85/2016/ND-CP vé bao dam an toan hé théng thong tin theo cap
do va TCVN ISO/IEC 27001:2019 - Cong nghé thong tin - Cac ky thuat an toan
- Hé thong quan 1y an toan thong tin - Cac yéu cau. Day la nhimng chuan myc gitp
hé thong bao dam tinh bao mat, toan ven va san sang, dap ing yéu cau quan 1y dir
lidu trong moi trudng s6.

3. Yéu ciu k¥ thuit can dap @ng ciia phain mém ndi bd

Hé thong duoc trién khai tai trung tim dit liéu (DC) véi ha ting may chi va
thiét bi mang dong bo, bao dam van hanh 6n dinh 24/7, dép tng s6 luong 1on
nguoi dung doéng thoi va duy tri thoi gian phan hdi nhanh cho céac tac vu nghiép
vu. Céc thanh phan duoc phan tach rd rang theo chirc ning, gdm may chu ung
dung (Web/App), may chu co sé dir liéu chinh (Database Master) va cac may chu
co s& dir liéu du phong (Database Slave), gitip toi vu hiéu ning, bao dam tinh sén
sang va thuan tién cho viéc mé rong trong tuong lai.

Pé dam bao hé thong sau khi nang cip hoat dong 6n dinh, dap tng nhu cau
st dung, c4u hinh phan ctng dé xuét nhu sau:
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Site Host P Qty. 0S/Software CPU MEM Disk Notes Desc
name (GB) (GB)
DC | Web XOOKIOOKXHX. XXX 1 - OS: Linux 8 16 100 | - OS vol: 20GB - Web
- Software: Nginx, - App vol: 80GB - APl
docker -CDN
| - Nginx
DC | Database | XxX.ootooxxx 1 - OS: Linux 6 16 250 | - OS vol: 20GB - Postgresgl Master
- Software: Nginx, - App vol: 30GB - MongoDB (Router)
docker - Redis
Database | XXXJ00LXXXXXX 1 - OS: Linux 6 16 250 | - OS vol: 20GB Postgresql Slave
DC - Software: Nginx, - App vol: 30GB MongoDB Shard
| | docker |
DC Database | xX.00¢XXX.X00X 1 - OS: Linux 6 16 250 | - OS vol: 20GB Postgresq| Slave
- Software: Nginx, - App vol: 30GB MongoDB Shard

docker

- Dit lidu dugc sao luu dinh ky theo ngdy, tuan va thang; ban du phong duoc
lru tai may chii du phong va hé théng luu trix riéng, bao dam kha nang khoi phuc
nhanh khi xay ra sy c0.

- V& an toan théng tin, hé thong tuan thtt Nghi dinh 85/2016/ND-CP va
TCVN ISO/IEC 27001:2019, véi cac giai phap chit dao gdm phan quyén truy cap
theo vai tro, ma hoa dit liéu quan trong, chimg thuc da 16p va két ndi an toan qua
VPN/SSL. Toan b hoat dong dugc ghi log va giam sat lién tuc, co co ché canh
bao theo thoi gian thyc dé phat hién va xu 1y kip thoi cic nguy co mat an toan
thong tin.

- Ngoai ra, h¢ théng duoc tich hop giao dién quan tri truc quan, hd tro can
bd k¥ thuat dé dang theo ddi tinh trang may chi, hiéu ning co so dit liéu va tién
trinh d6ng b voi Cong Thong tin Truy xudt ngudn gbe Qudc gia. Cach tiép can
nay vira dap tng yéu cau k¥ thuat, vira bao dam tinh an toan, bao mat va 1a cin
clr quan trong cho viéc tinh toan chi phi dau tu.

4. Yéu ciu ky thuit chi tiét

4.1. Danh sdch tic nhan tham gia vao hé thong

TT | Teén tac nhan Mo ta tac nhan Phan loai tac nhan
1 |QTHT Quan tri hé thong Phurc tap
2 |CV Chuyén vién Phuc tap
3 |LD Lanh dao Phuec tap
4 | NDDN Nguoi dung hé thong Phurc tap
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4.2. Bing chuyén doi yéu cdu chivc ning sang truwong hop siw dung

TT Tén Use Case Tén tac nhan M5 ta chirc ning chi tiét

1 | Landing Page NDDN
Nhép ma 16 san pham dé truy xuat
Hién thi ban dd cac co s&
Hién thi hinh anh cac thuong pham tiéu biéu
Hién thi danh sach cac doanh nghiép tiéu biéu
Tin tirc m&i nhat

2 | Trang dang nhap NDDN
Admin doanh nghiép dang nhap bang mi s6 thué, mat khau
Quén mat khau

I | Quén tri doanh nghiép

3 | Lién két ddi tac NDDN
Chon ddi tac trong hé thong dé lién két
Chon thong tin thuong pham dé chia sé thong tin trong chudi san xuét
Xem trang thai danh sach 10i moi giri ddi tac
Huy 161 moi két ndi
Phan hoi 161 moi duoc két ndi (Tir chdi, chip nhan)

4 | Quan ly co s¢ NDDN
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Thém méi co s&

Xem danh sach co s&

Stra thong tin co so

Xoba co so

Tim kiém co sé theo tir khoa

Thém mai bo phan thudc co so

Quan ly nhan vién

5 |[thuoc co s& doanh | NDDN
nghiép
Thém b0 phan, vai tro cho nhan vién
Ding nhap tai khoan trén Mobile App dé khai bao
Phéan quyén chinh stra mot s6 thong tin
CAu hinh thong tin cho cac hoat dong/su kién
6 Chqr}g chi  doanh QTHT
nghiép
Xem danh sach chung chi doanh nghiép
Xem chi tiét chung chi
Loc theo doanh nghi¢p
II | Quan Iy truy xuat
7 Quan ly san pham nudi NDDN

trong

B sung danh sach thuong pham cho san pham
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Gan san pham vaéi don vi nudi trong

Gén san pham véi co so

Gan san pham v6i doanh nghiép

Quan 1y thuong phdm

NDDN

Thém méi thuwong phim

D(*)ng’ b thong tin thuong pham theo ma GTIN di ding ky v6i Trung tdm
Ma s0, ma vach Qudc gia

Xem danh sach thuong pham

Stra thong tin thuong pham

X6a thuong pham

Tim kiém thuong pham theo tén/ma

Chimg chi thuong
pham

QTHT

Xem danh sach chimg chi thuong pham

Xem chi tiét chtng chi

Loc theo thuong phdm

10

Quan ly don vi nuodi
trong

NDDN

Thém maéi don vi nudi trong

Xem danh sach don vi nuoi trong

Stra thong tin don vi nudi trong

Xoa don vi nuoi trong
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Tim kiém don vi nudi trong theo tir khda

V& toa d6 khu vuc (polygon) trén ban d6 sd

11

Quan ly vat tu

NDDN

Xem danh sach vat tu

Thém vat tu

Xem chi tiét thong tin vat tu

Xoa vat tu

Loc, tim kiém vt tu theo tén, loai vat tu

12

Truy xuét vat tu

NDDN

Phén phdi vat tu

Xem lich sir phan phéi va st dung vat tu

Xem danh sach hoat dong c6 su dung vat tu

Xem danh sach 16 thuong pham lién quan dén hoat dong c6 sir dung vat tu

Tim kiém theo don vi nudi tréng/khoang thoi gian

13

Thiét lap biéu mau
hoat dong nudi trong

NDDN

Thém méi hoat dong nudi trong

Xem danh sach hoat dong nudi trong

Stra thong tin hoat dong nudi trong

X6a hoat dong nudi trong

Tim kiém hoat dong nudi trong theo tir khoa

14

Thiét 1ap biéu mau su
kién theo ddi trong yéu

NDDN
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Thém moi su kién

Xem danh sach su kién

Stra thong tin sy kién

Xoba su kién

Lich st khai bao su

15 I £ NDDN
kién trong yéu
Xem danh sach su kién da khai bao
Xem chi tiét tung sy ki¢n
Tim kiém sy kién theo tir khoa
Pong bo 1én Cong TXNG Qubc gia
16 L}ch s Ak.halk bao hoat NDDN
dong nudi trong
Xem danh sach hoat dong da khai bao
Xem chi tiét tig hoat dong
Tim kiém hoat dong theo tir khoa
I | Quén ly tem
17 Nang cap Quan 1y 16 QTHT
tem
Hé thong tu sinh tén 16 tem theo quy tic
Xuat file excel 16 tem c6 chira duong link TXNG
v Quin ly ma s6, ma

vach (MSMYV)
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18 | hang cua tiéu chuan I(\)I]ggllll,
GS1 (GPC)
Xem danh sach nhém nganh hang
Gan phan loai GPC cho thuong phim
19 | Danhsich ma GLN | 3T
Xem danh sach ma GLN
Gan mi GLN cho co sé/dia diém
, ~ THT,
20 | Danh sach ma GTIN I?IDDN
Xem danh sach ma GTIN
Gan ma GTIN cho thuong pham
vV Blockchain + QR
Digital Link
Tich hop dir liu Truy
21 | xuat nguon goc theo 16 | QTHT

1én blockchain

Lya chon 16 thuong pham

Xac thyc thong tin 16

Kiém tra tinh hop 1& mi dinh danh (MSMV, GLN, GTIN)

Chuén hoa dix liéu 16 theo dinh dang blockchain

Tao yéu cau ghi dit liéu 1én blockchain

Ghi nhan blockchain transaction (transaction ID, hash)

Luu vét giao dich trén hé théng noi bo

Cap nhat trang thai déng bo 16
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Tao ma QR digital link
cho ting 16

QTHT
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Lya chon 16 thuong pham

Kiém tra dit liéu 16 trudce khi sinh QR

Sinh duong dan Digital Link theo chuan GS1

Gan tham sb blockchain (transaction ID, hash) vao duong din

Sinh ma QR code tir Digital Link

Luu trit QR code trong hé thong

Gan QR code vdi 16 twong ting

Xuat QR code ra file (PNG/SVG/PDF) hoic in 4n tem

Cép quyén phan phéi QR code cho doanh nghi¢p

VI

Quan ly thong tin cac
Sé ban nganh

23

Quan 1y phan hé

QTHT

Xem danh sach phan h¢

Thém méi phan hé

Stra thong tin phan h¢

Xba phan hé

Tim kiém theo tir khoa

24

Quan 1y vai tro

QTHT

Xem danh sach vai tro

Thém mai vai tro

Gén cac nhom san pham vaéi vai tro

Stra nhoém vai tro
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Xem danh sach vai tro

25 | gt cie s ban neann | €
Danh sach phin quyén
Thém m&i phan quyén
Cap nhat phan quyén
X6a phan quyén
Tim kiém phan quyén
Xem chi tiét phan quyén

VII | Tich hop

Tich hop 1 san TMDT
26 | Van hanh chinh the | THT
trude Quy 11/2026)

Céu hinh thong tin két ndi san TMDT hoic NDA Trace
Xac thuc API vo1 san hoac NDA Trace
DPdng bo danh muyc san pham
Pong bo dit liéu don hang
Pong b trang thai giao dich
Nhéan phan hoi tir satn TMDT hoidc NDA Trace
Luu trir lich st déng bo
Quan 1y log giao dich

\41!

Quan ly danh muc
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27 | Pon vitinh QTHT
Xem danh sach don vi tinh
Thém don vi tinh
Stra thong tin don vi tinh
Xoba don vi tinh
Tim kiém don vi tinh theo tén/ki hi¢u
28 | Loai chirng chi QTHT
Xem danh sach loai ching chi
Thém méi loai chung chi
Stra thong tin loai chirng chi
Xba loai chiing chi
Tim kiém loai chimg chi theo tén
IX | Théng ké bao cdo
29 | Téng quan h¢ thong NDDN Céc tinh nang thuong dung
30 | Dashboard NDDN

Tong s6 nguoi dung

Tong don vi nudi trong

Tong s0 san pham nudi trong

Téng s6 thuong pham

Téng s6 16 thuong pham

Luot quét ma theo thoi gian/dia diém

Hién thi ban d6 hanh trinh, dudng di cua 16 thwong pham
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B4o céo hé thong

NDDN
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Danh sach nhéan vién khai bédo gan day

Danh sach co s¢ duoc tao gan day

L6 duoc tao gﬁn nhét

32

Tai bao cao dir liéu

LD

Béo cédo theo khoang thoi gian

Béo cdo theo nganh hang

Bao céo theo ting So

33

Lich gui bao cdo dinh
ki

LD

Thiét 1ap thong tin béo cao dinh ky

Xéc dinh tan suat va thoi gian gui

Tu dong gui bao cdo theo lich

34

Ban d6 thong ké

NDDN

Chon ché d6 hién thi: Co s¢ hodc Pon vi nudi trong (PVNT)

Loc BVNT theo co s&

Xem thong tin dia diém cua co so/DVNT trén ban do

Xem chi tiét thong tin co so/DVNT

Xem tong quan DVNT trong hé thong

Xem téng quan co sé trong hé thong

Chuyén dbi ché do va 4p dung loc nang cao (tinh/thanh, trang thai, loai san

pham)

Quadn tri giao dién da
nén ting




Tiép nhan thong tin ké
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35 khai cua doanh nghiép v
Tiép nhan hd so ké khai tir doanh nghiép
Kiém tra tinh day du cta ho so
Xéc thyc tinh hop 1€ cta thong tin ké khai
Luu trit ho so ké khai vao hé thong
Thong béo két qua tiép nhan cho doanh nghiép
Phé duyét thong tin
36 | doanh nghiép ké khai | CV
su kién, hoat dong
Xem thong tin cho duyét
Xem chi tiét thong tin khai bao
Duyét thong tin
Ttr chéi duyét
Cap nhat 1y do tir chéi cho doanh nghiép
Quan 1y hi¢u luc
37 | MSMV (activate/tam | QTHT
khoa/thu hoi)
Lua chon MSMV can thay d6i hiéu luc
Gui yéu cau cip nhat trang thai MSMV t6i VNPC
Nhén phan hi trang thai tit GS1/VNPC
Luu vét giao dich thay d6i hiéu luc MSMV
Cap nhat trang thai MSMV trén h¢ théng tinh
Kiém tra tinh hop
33 1¢/duy nhat ma thuong cV

ph?ln GTIN trén hé
thong MSMV
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Nhap MSMV

Gui yéu cau tra ciru MSMV t6i GS1/VNPC

Nhén két qua tra ciru tir GS1/VNPC

Ghi nhan két qua kiém tra (hop 16/khong hop 18, trang/duy nhét)

Hién thi thong tin trén hé thong

Cip & quan 1y API

39 key QTHT
Khoi tao API key moi
Gan pham vi quyén (scope) cho API key
Céap nhat thong tin API key
Huy kich hoat API key
Ghi nhan lich st thay d6i API key

40 gltinm?caiiéhr?iril%o hos Cv
Lua chon san phém hodc 16 can phan loai
Gan mure do rai ro cho san pham/16 (Thap / Vira / Cao)
Ghi nhén lich sir phan loai (nguoi thuc hién, ngay ap dung)
Kiém tra diéu kién bt budc theo mirc d¢ rui ro

9 Hién thi canh bao cho nguoi dung biét khi xem thong tin san phim
Thu vién biéu mau sy
41 kién, hoat dong theo QTHT

cac tiéu chuan TCVN
mau

Xem danh sach biéu mau su kién, hoat dong c6 san cho tirng mit hang/nganh
hang

Thém biéu mau mau




135

Stra thong tin biéu mau

Cho phép doanh nghiép copy biéu mau dé chinh stra

Bo kich hoat biéu mau

Xéa biéu mau khi chua st dung

Loc biéu mau theo mit hang/nganh hang

42 | Tin tirc va Quang ba | NDDN
Xem danh sach cac bai viét ndi bat
Thém moi tin tlrc
Xba tin tirc

Ung dung di dong

43 (Mobile app) NDDN
Xem danh sach thong tin quang ba
Thém mai thong tin quang ba
Xoa thong tin quang ba

44 Ung dung di dong NDDN

(Mobile app)

Thém maéi don vi nudi trong

Cap nhat don vi nudi trong

Khai bao hoat dong nudi trong

Khai bao sy kién truy Xuét

Loc, tim kiém, thong tin hoat dong da khai bao

Xem lich str thong tin hoat dong da khai bao

Loc, tim kiém thong tin su ki¢n da khai bao

Xem lich str thong tin sy kién da khai bao
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4.3. Cdc yéu cdu phi chikc ning

4.3.1. Yéu cau can dap g déi véi co s dir liéu

- Chéng truy cap bat hop phap vao CSDL;

- Nguoi su dung trong tmg dung khong duoc phép truy cap CSDL bang cac
cach ngoai thao tac trén phan mém;

- C6 day du cac co ché sao luu dy phong - khéi phuc hé théng CSDL theo
nhiéu phuwong phap nhim d6i pho véi cac nguy co rii ro xdy ra trén hé thong.

4.3.2. Yéu cdu vé an toan thong tin

- Hé thdng phai dap ung dugc an toan thong tin cap do 2, cho phép bao vé
dit liéu va thong tin trudc moi su tan cong va xam nhép khong mong mudn tir bén
ngoai, ddng thoi dam bao tinh riéng tu vé thong tin ctia mdi thanh phan tham gia
hoat dong trong h¢ théng theo Khoan 1, Diéu 8, Nghi dinh 85/2016/ND-CP ngay
01 thang 07 ndam 2016 cta Chinh phil vé bao ddm an toan hé théng thong tin theo
cap do.

- Hé thdng phai dap tmg kha ning an toan, bao mat theo nhiéu muc: muic
mang, muc xac thyc nguoi st dung, miac CSDL;

- Cac co ché theo ddi va giam sat, luu vét tit ca cac hoat dong quan trong
lam thay d6i dir liéu.

4.3.3. Yéu cau vé cai dat, ha t&ing, dwong truyén, an toan van hanh, khai

thac, su dung

Hé théng duoc thiét ké bao dam khic phuc cac sy cd vé dir lidu, img dung
cling nhu hé diéu hanh. Khi dit liéu, tng dung bi hong hoic hé diéu hanh bi sup
d6, hé thong bao dam cac dir liéu backup cho viéc phuc hdi trang thai lam viéc 6n
dir}h. Vi¢c thyc hién sao luu (back-up) hé théng dugc thuc hi¢n theo quy dinh cu
the.

Vé sao luu, luu trit dit liéu: hé théng cung cdp cong cu dam bao:

- Luu trir dy phong toan b CSDL dinh ky hodc dot xuat

- C6 cong cu dé dé dang phuc hoi toan bo dir licu

- Dy tru phuong an luu dy phong thay d6i hodc du phong toan bd cho CSDL

- Luu dy phong an toan phai bat budc dén ngudng cta hé thong

- Lich sur cua hoat dong an toan dir li¢u s€ dugc ghi lai

- Luu trit cac di liéu chi tiét da qua thoi gian quy dinh (goi 13 dit liéu ngoai
tuyén).

Vé phuc héi s6 liéu khi c6 su co:

- Yéu cau thoi gian phuc hoi co sé dit liéu: 6h

- Yéu cau thoi gian phuc héi hé diéu hanh: 6h

4.3.4. Yéu cdu vé tinh san sang véi IPv6

- Hé théng d¢am béo tuan thu tidu chuan quy dinh tmg dung cong ngh¢ thong
tin tai cac co quan hanh chinh, don vi sy nghiép, san sang ho trg IPv6 va san sang
trién khai néu c6 yéu cau két nbi trén Internet;
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- Pam bao mang may chit DNS quéc gia, hé thdng trung chuyén luu lugng
quéc gia hoat dong an toan, tin cdy véi dia chi IPv6, dap timg yéu cau cta hoat
dong Internet Viét Nam

4.3.5. Yéu cau vé giao dién nguoi sir dung

- Hé thong sé& cung cép giao dién truc quan, than thién v6i nguoi sir dung va
pht hop ddi voi cac nhom nguoi str dung khac nhau. Co thiét k& man hinh trinh
bay du thong tin va hoat dong cua hé théng;

- Cac giao dién Umg dung phai than thién vdi nguoi su dung va dé dung. H6
tro t6i da sir dung cac chuc nang bang ban phim may tinh;

- Hé théng phan mém duogc thiét ké str dung ngdn ngir Viét Nam. HO tro
chuan ngon ngit Unicode (TCVN6909:2001). Ngudi st dung ¢ thé sir dung cac
bo gd tiéng Viét nhu Vietkey hoic UniKey dé soan thao cac ndi dung ma khong
gip trd ngai vé van dé chuan ngédn ngit.

- Khuon dang hién thi ngay DD/MM/YYYY.

- Cac man hinh nhap va cap nhat dit liéu vé co ban phai théng nhat vé cac
thao tac trén ban phim cling nhu vé mau sic, fonts chit;

- Cac man hinh tra ciru diéu kién loc bao c4o ciing phai thong nhat véi nhau;

- Cac chirc ning phan mém duoc xay dung véi mot co ché théng bao 16i than
thién va rd rang. Thong bao 16i phai dugc Viét hoa tdi da, giap cho ngudi sir dung
biét dugc 1y do gy ra 16i dé tranh 13p lai cac truong hop tuong tu.

4.3.6. Yéu cau vé mirc do chiu dung sai hong doi véi cdc 16i cii phdp Idp
trinh, 16i 16-gic trong xir Iy dir liéu, 16i kiém sodt tinh diing dan cia dir lidu ddu
vao

Céc 0 nhép liu trén giao dién ngudi dung phai dam bao cac nguyén tic sau:

- Dit lidu dugc kiém tra ngay thoi diém nguoi dung nhap dit liéu vao 6 nhap;

- Hién thi thong bao ngay hoic khong cho nhap khi nguoi dung nhap dir liéu
khong hop 1€;

- Cac 6 nhap phai hién thi ddu théng bao 6 nhap 1a bat budc hodc tiiy chon
nhap dir liéu cho nguodi dung;

- Cac 6 nhap can c6 dinh dang cua dir liéu nhap chuyén biét vi du: O nhap
ngay thang, 6 nhap sb...

- Thtt ty cac 6 nhap tuan theo dung logic ctia vin ban can nhap, nguoi ding
hoan toan co thé str dung ban phim (khong can chudt) dé di chuyén toi cac 6 nhap
nay;

-Pbi v6i cac 6 nhap co dir liéu ¢d dinh nhu: Danh muc, ngay thang, danh
sach cu thé... can hd tro hién thi danh sach dé nguoi dung chon ma khong can
nhap.

Viéc nhap dir liéu trén hé thdng dam bao rang budc xir 1y logic ciia chuong
trinh. Céc dir liéu trudc khi nhap vao hé thong can phai dugc kiém tra tinh ding
dan vé cau trac, dinh dang va logic va phai thong bao ngay cho nguoi sir dung khi
c6 16i xay ra.

Dam bdo 16i & mot phién 1am viéc ctia ngudi dung (tdc nhan) nay khong lam
anh huong dén phién 1am viéc cua nguoi dung khac cta hé thong.
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4.3.7. Cdc yéu cau phi chirc nang khac

a) Hiéu nang hoat dong

Hé théng phai dam bao cac tiéu chi vé tai nguyén sir dung trong qua trinh
van hanh khai thac, nhu sau:

- C6 kha nang dap tng sb luong ngudi st dung dong thoi 100 nguoi trén 10
chirc ning co tan suit st dung nhiéu nhat;

- Tai nguyén luu trix (Storage) chiém dung cta hé thong trong trang thai hoat
dong binh thuong khong dugc phép 16n hon 80% tai nguyén luu trir dugc phép
st dung;

- Tai nguyén vi xtt Iy (CPU) ma cac chtrc ning thuéc Hé théng chiém dung
cua cac may chu khong dugc phép 16n hon 80% tai nguyén vi xtr 1y dung chung
tai moi thoi diém;

-B6 nhé truy cap ngiu nhién (RAM) ma céc chirc niang thudc Hé thong
chiém dung cua cac may chu khong dugc phép 16n hon 80% bd nhd truy cap ngau
nhién cua may chu;

b) Tinh kha dung

Hé théng phai dugc duy tri va sin sang dap Gmg cac yéu cau ctia nguoi sir
dung v6i kha nang dap ung 24/24 gio.

c¢) Kha nang mé rong

Hé thong can c6 kha ning mé rong trong tuong lai dé phuc vu nang cap dap
g kip thoi nhitng yéu cau thuc té.

d) Kha ning dong b, chia sé dir liéu

Hé théng can c6 phuong an déng bd, chia sé dir licu béng nhiéu hinh thuec,
pht hop voi cac hé théng khac khi c6 yéu cau trong qua trinh trién khai.

5. Yéu cau vé do phirc tap ki thuit-cong nghé ciia phin mém

- Phién ban cua cac thanh phan hé thdng dugc cung cip phai dam béo 1a cac
phién ban méi nhét trong kha nang twong thich cho phép.

- Céc thanh phan hé thong dam bao kha ning twong thich va c6 thé tich hop
v6i nhau.

- Hé thdng can dugc xay dung dam bao nguyén tic thiét ké module va tinh
ké thira giita cac phan hé va dir liéu dung chung.

- V& d6 phure tap xir Iy bén trong: Py 13 hé thong quan 1y nhiéu phan cap
nguoi dung khac nhau, mic do duoc phép truy cap dir liéu khac nhau, thoi gian
truy cap dir liéu duoc gidi han do d6 viéc xu 1y bén trong 1a rat phirc tap.

6. Yéu ciu vé dao tao hwéng din sir dung, quan tri, vAn hanh va cac
cong tac khac cé lién quan

Pon vi cung cip c6 trach nhiém dao tao va chuyén giao cho don vi va ca
nhan st dung hé théng:

- Pao tao hudng dan van hanh, st dung va khai thac hé théng:

+ Gi6i thiéu chung vé céc chirc ning cta hé thong;
+ Gi6i thiéu quy trinh, quy tic van hanh va hudng dan khai thac hé théng;
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+ Hudng dan sir dung ting chire nang; nhiing 16i nguoi st dung thudng gip
trong qua trinh van hanh, khai thac hé thong.

- Pao tao quan tri h¢ théng:

+ Gi6i thiéu chung vé céac chirc niang quan tri hé thong;
+ Cai dat, cdu hinh hé théng;

- Chuyén giao day du tai liéu dao tao (tai liéu hudng dan st dung phan mém;

tai liéu huong dan quan tri phan mém) cho chu dau tu.
+ Tai liéu ddo tao s& dugc chuan bi bang tiéng Viét.
+ Tai lidu dao tao dugc cung cp bang ban climg va ban mém.

7. Yéu ciu vé bio hanh, bio tri, k§ thuit sau ban hang

- Pon vi trién khai du an phfli ¢ trach nhiém hd trg su cb (jéi vO1 pham vi
cong viéc thyc hién. Thoi gian ho tro 1a 24 gid/ngay, 7 ngay/ tudn, thoi gian co
mat xur 1y céc su co tai cho 1a khong qué 48h ké tir khi nhan dugc thong bao.

- Cung ca”ip dich vu béo hanh tit ca cac nhiém vu phén mém cua du an trong
12 thang ké tir ngay nghiém thu du an.

- Cam két vé hd tro k¥ thuét, bao hanh ddi v6i phan mém.

- Nha cung cip phai co hd tro' truc tuyén trén ir~1ternet,’h€~) trg bang duong
dién thoai nong (co thong tin chi tiét vé nhan vién ho trg, so hotline,...), c6 cac
chinh sach ho trg & chuyén giao cong nghé va bao hanh micn phi trong thoi gian
12 thang ké tuir khi ky nghi¢m thu hgp dong.

- Cung cip céac ban va 18i, cac phién ban phan mém nang cép trong thoi gian
bao tri.

- Truong hop hét thoi han mién phi béo hanh, bao dudng thiét bi, don vi xy
dung phai dam bao cung cap hodc tu van don vi khac cung cap dich vu bao tri,
bao dudng khi chu dau tu c6 yéu cau.

Muc 2. Ban vé: Khong
Muc 3. Kiém tra va thir nghiém

Cin ¢t Thong tu s6 16/2024/TT- BTTTT ngay 30/12/2024 ciia B6 Thong tin
va Truyén thong quy dinh vé quy dinh chi tiét néi dung cong tac trién khai, giam sat
cong tac trién khai, nghiém thu d6i v6i du an dau tu Gng dung cong nghé thong tin;
xé4c dinh yéu cau vé chat luong dich vu va cac ndi dung dic thu cua hop dong thué
dich vu dbi véi thué dich vu cong nghé thong tin theo yéu cau riéng.

Hé thong TXNG phai dap tmg cac yéu cau vé kiém thi, van hanh thi nhu
sau:

- Hé théng phai dugc kiém thir hodc van hanh thir theo yéu cau trudc khi tién
hanh nghiém thu.

- NOi dung kiém thir vé chire nang, kiém thir hiéu nang, két ndi va an toan,
bao mat.
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- Trong trudng hop xay ra 16i hodc diém yéu khi kiém tra, van hanh tht, nha
thau phai bo sung, hoan thién va to6 chirc van hanh thir lai. Qua trinh nay chi két
thuc khi phan mém dap ung yéu cau chat luong

- Viéc kiém thtr phai duoc thuc hién theo ké hoach va ndi dung duoc théng
nhit gitra Chii dau tu va Nha thau.



