Chuong V. YEU CAU VE KY THUAT
Muc 1. Yéu ciu vé ky thuat
1.1. Gidi thiéu chung vé duw todn mua sim, géi thiu

- Tén goi thau: Nang cip Hé théng mang Lan, Hé théng Wifi quan 1y tap
trung cho co s¢ 01, 02 cua S¢ Tai chinh tinh Hung Yén.

- Tén dy toan mua sam: Nang cap Hé théng mang Lan, Hé thong Wifi quan
1y tap trung cho co s 01, 02 ctia S¢ Tai chinh tinh Hung Yén.

- Ngué)n von: Tu kinh phi H6 trg dy an cong nghé thong tin clia nganh tai chinh
dugc giao tai Quyét dinh s6 126/QD-STC ngay 23/9/2025 cua S¢ Tai chinh tinh Hung
Yén.

- Thoi gian thuc hién géi thau: 90 ngay.
- bia diém thuc hién: So Tai chinh tinh Hung Yén
+Co'sé 1: S6 535 duong Nguyén Van Linh, phudng Phd Hién, tinh Hung Yén;
+ Co 50 2: S6 8 dudng Chuia Chudng, phuong Phd Hién, tinh Hung Yén
1.2. Yéu ciu vé ky thudt
a) Yéu cau chung:
- Hang ho4 phai c¢6 xuat Xt rd rang, san xuat nam 2025 va mai 100% chua
qua st dung.
- Nha thau cam két khi giao hang phai ban giao day du cac gidy td sau:
~ + Chung nhdn xudt xir hang hoa C/O do co quan tham quyén ciia nuoc
xuat khdu cdp va gidy chung nhdn chdt lwong C/Q - doi voi hang hod nhdp khau,
~ + Hoac Gidy chirng nhdn chat lwong xudt xwong — doi voi hang hod san
xuat trong nuoc;
- Gia dy thau da bao gom thué VAT, chi phi van chuyén, lap dit, cai dat,
nhdp khau (néu c6), dao tao chuyén giao cong ngh¢, bado hanh, bao tri va toan b
cac chi phi khac c¢ lién quan.
b) Yéu cau k¥ thuat cy thé:

Dic tinh va thong sd k¥ thuét co ban cia hang hoa dugc mé ta & cac bang

duéi day:
DANH MUC — A R . ; GHI
STT | ANG HOA DAC TINH VA THONG SO KY THUAT COBAN | 1o
Thiét bi chuyén

mach 24 cong

24 cong 10/100/1000M Base-T PoE+
4 cong 10G SFP+

1 cong RJ45 Console Port

1 cong USB 2.0

Giao dién két noi




CAu hinh phan
cung va

nang luc cua thiét
bi

Switching capability: 128 Gbps
Throughput: 95.23Mpps

CPU: 1 Core 800MHz

Téng cong sudt PoE tdi da: 380W
Flash: 256MB

Memory: 512MB

MAC Address Entry: 16K
Jumbo Frame: 12K

ARP Entry: 2K

ND Entry: 1.5K

VLAN Entry: 4K

LACP Group: 64

LACP Member in Group: 8

L2 Multicast Entry: 3K
Anti-lightning: 6KV
Anti-Static: 6KV

MTBF > 80000 gio

Céc tinh nang
layer 2

Bao gom tinh ning UNI/NNI trén céc tat ca cac cong, ph
hop véi mang Metro Ethernet

Bao gom céc tinh nang quan Iy MAC: Storm Control, Flood
Control, MAC Address Aging Time, Mac Address Learning
on va off, Mac Address Learning Limitation, Mac Address
VLAN Bunding, MAC Debug

Bao gdm cc tinh nang thudc ho giao thirc Spanning Tree:
STP, RSTP, MSTP, BPDU Guard, Flap Guard, Loop Guard,
Root Guard, TC Guard

Bao gom céc giao thirc vong Ring: VIST/VISTH,
G.8032(ERPSv1&v2)

Bao gdm cac tinh nang cho giao thirc tong hop lién két: LACP
Link Aggregation, LACP Port Priority, LACP Load Balance,
LACP Rate Monitor, LACP Debug

Céc tinh nang
layer 3 va
multicast

Bao gém cac tinh nang ARP, DNS, NTP Server/Client,
ICMP

Bao gom tinh ning Static route cho IPv4 va IPv6

Bao gom céc tinh nang DHCP v4/v6 Client, DHCP
Snooping, DHCP Option51, DHCP Option82

Bao gom cac tinh ning Multicast: IGMPv1/v2/v3 Snooping,
IGMP Snooping Proxy, MLD Snooping, MVR, MVP

QoS

Panh diu va uu tién luu lugng véi 802.1P Priority, DSCP
priority

Phan loai luu lvgng Three Color Marker, Priority Remark,
Traffic Redirect, Traffic Meter, Traffic Mirror

Kiém so4t luu lugng: Rate Limit, Traffic Shaping

Cac thuat toan: SP, RR, WRR, WDRR, SP+WRR,
SP+WDRR

Quan ly nghén: Tail-drop, RED, WRED




Tinh nang bao mat
va
du phong network

Bao gom céc tinh nang phong chdng de doa Dynamic ARP
Inspection (DAI), ARP Check, AARF ARP-Guard, ARP
Speed Limit, ARP Source Suppression, PPPoE+

Bao gém cac tinh nang Anti-Attack Detect, Drop, Flood,
Log, URPF, White List, Black List

Cong ngh¢ Mix Virtual Switching Technology (M-VST)
Cong ngh¢ H-VST (Hierarchical Virtual Switching
Technology)

Cho phép mang van chuyén tiép dit liéu trong khi nang cap
phién ban phan mém (In-Service Software Upgrade ISSU)
Cho phép c4u hinh tinh ning MAD (Multi-Active Detection)
v6i cac chic nang MAD LACP, MAD BFD, MAD Fast-
hello tranh anh huong dén dich vu khi hé théng stacking c6
su ¢b

b3 bao gé)m cac tinh nang du phong HA, ULFD, UDLD,
(G.8032, ULPP, Monitor Link, EEP, BFD v¢i Static Route

Céc tinh nang
quan tri, cau hinh
thiét bi

Bao gom céc tinh nang SPAN, RSPAN, VLAN SPAN,
sFlow, LLDP

Ho trg FTP, SFTP, TETP, FTPS

C6 thé quan tri qua cloud hoan toan mién phi

Tuong thich voi cong nghé Telemetry cho phép thu thap dir
liéu giam sat theo thoi gian thuc nhiéu hon véi do chinh xac
cao hon

Zero Touch Provisioning cho phép tu dong tai cac tép pl}ﬁn
mém h¢ thong, cau hinh, license, patch 1én céc thiét bi trang
thong qua DHCP server, USB flash disk

Ngudn, quat va
nhiét d§ hoat dong

Nguon xoay chiéu 100V ~ 240V, 50Hz ~ 60Hz

Nhiét do hoat dong: -5°C dén 50°C, nhiét d6 luu kho: -40°C
dén 70°C

Do 4m 1am viéc: 10%~90% khong ngung tu, do 4m luu kho:
5% ~95% khong ngung tu

Thiét bi chuyén
mach 48 cong

Giao dién két no1

48 cong 10/100/1000M Base-T PoE+
4 cong 10G SFP+

1 khe cim mé rong

1 cong RJ45 Console Port

1 cong USB 2.0

CAu hinh phan
cing va nang luc
cua thiét bi

Switching capability: 216 Gbps
Dién nang tiéu thu: <48W

Téng cong suét PoE tbi da: 760W
MAC Address Entry: 32K

Jumbo Frame: 12K

ARP Entry: 8K

ND Entry: 8K

VLAN Entry: 4K




LACP Group: 64

LACP Member in Group: 8
MSTP Instance: 64

L2 Multicast Entry: 6K
Anti-lightning: 6KV
Anti-Static: 6KV

MTBF > 80000 gio

Céc tinh nang
layer 2

Bao gom tinh ning UNI/NNI trén céc tat ca cac cong, phu
hop v6i mang Metro Ethernet

Bao gdm céc tinh ning quan Iy MAC: Storm Control, Flood
Control, MAC Address Aging Time, Mac Address Learning
on va off, Mac Address Learning Limitation, Mac Address
VLAN Bunding, MAC Debug

Bao gdm céc tinh nang thudc ho giao thirc Spanning Tree:
STP, RSTP, MSTP, BPDU Guard, Flap Guard, Loop Guard,
Root Guard, TC Guard

Bao gdm cac giao thirc vong Ring: VIST/VIST+,
G.8032(ERPSv1&v2)

Bao gdm cc tinh nang cho giao thirc tong hop lién két: LACP
Link Aggregation, LACP Port Priority, LACP Load Balance,
LACP Rate Monitor, LACP Debug

Céc tinh nang
layer 3 va
multicast

Bao gom cc tinh ning ARP, DNS, NTP Server/Client,
ICMP

Bao gom tinh ning Static route cho IPv4 va IPv6

Bao gom céc tinh nang DHCP v4/v6 Client, DHCP
Snooping, DHCP Option51, DHCP Option82

Bao gdm céc tinh ning Multicast: IGMPv1/v2/v3 Snooping,
IGMP Snooping Proxy, MLD Snooping, MVR, MVP

QoS

Panh dau va wu tién luu lugng véi 802.1P Priority, CoS,
DSCP priority

Phan loai luu lvgng Three Color Marker, Priority Remark,
Traffic Redirect, Traffic Meter, Traffic Mirror

Kiém soat luu lugng: Rate Limit, Traffic Shaping

Cac thuat toan: SP, RR, WRR, WDRR, SP+WRR,
SP+WDRR

Quan !}'/ nghén: Tail-drop, RED, WRED

Tinh nang bao mat
va
du phong network

Bao gdm cc tinh ning phong chdng de doa Dynamic ARP
Inspection (DAI), ARP Check, AARF ARP-Guard, ARP
Speed Limit, ARP Source Suppression, PPPoE+

Bao gom céc tinh ning Anti-Attack Detect, Drop, Flood,
Log, URPF, White List, Black List

Cong nghé¢ Mix Virtual Switching Technology (M-VST)
Cong ngh¢ H-VST (Hierarchical Virtual Switching
Technology)

Cho phép mang van chuyén tiép dit liéu trong khi nang cap
phién ban phan mém (In-Service Software Upgrade ISSU)




Cho phép cau hinh tinh ning MAD (Multi-Active Detection)
v6i cac chic nang MAD LACP, MAD BFD, MAD Fast-
hello tranh anh hudng dén dich vu khi hé théng stacking co
su ¢b

D3 bao gém cac tinh nang dy phong HA, ULFD, UDLD,
G.8032, ULPP, Monitor Link, EEP, BFD v¢i Static Route

Céc tinh nang
quan tri, cau hinh
thiét bi

Bao gom cac tinh ning SPAN, RSPAN, VLAN SPAN,
sFlow, LLDP

Hb trg FTP, SFTP, TFTP, FTPS

C6 thé quan tri qua cloud hoan toan mién phi

Tuong thich voi cong nghé Telemetry cho phép thu thap dir
lidu giam sat theo thoi gian thyuc nhidu hon véi d6 chinh xac
cao hon

Zero Touch Provisioning cho phép tu dong tai cac tép phan
mém hé thng, cdu hinh, license, patch 1én cac thiét bi tring
thong qua DHCP server, USB flash disk

Nguén, quat va
nhiét d6 hoat dong

Ngudn xoay chiéu 100V ~ 240V, 50Hz ~ 60Hz

Nhiét do hoat dong: -5°C dén 50°C, nhiét do luu kho: -40°C
dén 70°C

Do am lam viée: 10%~90% khong ngung tu, d6 am luu kho:
5%~95% khong ngung tu

Thiét bi phat
song khong day
gan tran

Giao dién két noi

1 cong 10/100/1000M Base-T hd trg PoE 802.3at

Thong s6 ki thuat
song WIFI

Dai tan 2.4 GHz: 2.400 dén 2.4835GHz

Dai tan 5 GHz: 5.150-5.350GHz, 5.47-5.725GHz, 5.725-
5.850GHz

Bing tan 2.4 GHz: 2 stream 2x2

Bang tan 5 GHz: 2 stream 2x2

Téc d6 truyén:

802.11b: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps
802.11a/g: 6Mbps, 9Mbps, 12Mbps, 18Mbps,
36Mbps, 48Mbps, 54Mbps

802.11n: 6.5Mbps-300Mbps (MCS0-MCS31, HT20-HT40),
400Mbps with 256-QAM
802.11ac: 6.5Mbps-866Mbps
VHT20-VHT160)

802.11ax (2.4GHz): 8.6Mbps-574Mbps (MCS0-MCSI11,
NSS=1-2, HE20-HE40)

802.11ax (5GHz): 8.6Mbps-2,402Mbps (MCS0-MCS11,
NSS = 1-2, HE20-HE160)

Diéu ché va md hoa: Low Density Parity Check (LDPC),
Maximum Likelihood Detection (MLD)

Tinh ndng RF nang cao: TPC (Transmit Power Control), ACS
(Automatic Channel Scanning)

Cong nghé chuyén ving nhanh: 802.11 K/V/R

G161 han bang thong: theo SSID hoac theo User

Cén bang tai theo user

24Mbps,

(MCS0-MCS9, NSS=1-2,

Ning lyc thiét b

Chuan wifi IEEE 802/11a/b/g/n/ac/ax




S6 lwong SSID tdi da: 32

S6 lugng ngudi dung t6i da: 512

Ché d6 hoat dong: fit mode (quan tri tap trung qua controller
cung), hoac FAT mode - Standalone (hoat dong dong lap, bao
gdm cac chirc ning cua wifi va router)

Kiéu bao mat hd trg: Open, PSK, WPA-Personal, WPA-
Enterprise, WPA2-Personal, WPA2-Enterprise, WPA3-
Personal, WPA3-Enterprise, Portal, 802.1X, Radius

Céc tinh nang network: PPPoE Client, DHCP Server/Client,
Static IP, DNS Proxy, Bridge, NAT (6 FAT mode)

HO trg cong nghé Space-Time Block Coding (STBC)

Ho tro cong nghé Short GI (Short Guard Interval)

Hb tro cong nghé Spectrum Navigation

Tiét kiém nang luong voi: U-APSD, Green AP mode

Yéu cau bat budc quan ly tap trung qua controller cimg

Kha ning quan ly | Thong qua cloud

Ché do standalone
Thiét bi ) —
Controller Bao gom trong h¢ thong

Giao dién két noi

12 cong 1000M RJ45

Céu hinh phan
cing va nang luc
cua thiét bi

B0 nh¢ Flash: 256M

B0 nhé: 512M

Pi bao gdbm kha ning quan tri 64 AP
Anti-Lightning 4KV

Anti-Static 4KV

Céc tinh nang cho
mang cé day

C6 thé cau hinh Dynamic IP, Static IP, PPPoE

HO tro nhiéu duong WAN

Bao gom tinh ning PBR, Load Balancing giira cic dudng
WAN

Static NAT, Dynamic NAT, Port Mapping

Bao gom tinh ning IPSec VPN

Céc tinh nang cho

Bao gom céc tinh naing CAPWAP, AP Upgrading
Kha nang du phong High Availability

Khaoi dong lai AP theo lich hoac thu cong

Gi6i han s lwong ngudi truy cap

mang khong day c
Restore AP, AP Status Monitoring, AP Escape
STA Status Monitoring
Chuyén ving nhanh (802.11K/V va PMK Caching)
Tinh ning QoS G161 han bang thong trén AP group
cho G161 han bang thong trén Service Name
mang khong ddy | Kiém soat bang thong Downlink/Uplink

Tinh nang bao mat
mang khong day

Ho trg WPA-Personal, WPA-Enterprise, WPA2-Personal,
WPA2-Enterprise, WPA3-Personal, WPA3-Enterprise

Bao gdm céc tinh ning STA Isolation, STA Blacklist MAC
va Whitelist MAC

Bao gdm cac tinh niang Scan & Anti-rogue, Flood Attack
Detection, SSID Hidden




Access Control, Connection Limitation, IP Access List, Time
Rule List
ba bao gém cac tinh nang Open, PSK, 802.1X, Local Portal,
External Portal
"P3 bao gdm cac tinh nang App Filtering, URL Filtering,
) 5 . | Keyword Filtering, Mail
T}nh pang P aom at Filtering, File Type Filtering"
va chong tan cong N \ _ .
Pa bao gom céc tinh nang Behavior Record
"P3 bao gdm cac tinh nang Flood Attack, Single Packet
Attack, Network Scan Attack, Sources Address
Spoofing, Network Access Blacklist"
O mang don + Chuan dau cam: RJ45
4 | Pé noi chuyén Chuan két ndi: CAT6
dung Bao gém Dé ndi chuyén dung
Déy nhiy mang Chuén dei}u cérn: RJ45
5 'm : Chl{an két noi: CAT6
Chiéu dai: 2m
Déy nhiy mang Chuafm d?}u cém: RJ45
6 1m : Chuan két noi: CAT6
Chiéu dai: Im
Chuan dau cam: RJ45
7 | Patch panel Chuan két ndi: CAT6
S6 lugng cong: 24 cong
Tiéu chuan: CAT6
S6 lugng 16i: 8 soi
8 | Cap mang Cat6 | Quy cach dong hop: 305m
Tiéu chuan chng nhiéu: UTP
Vo6 boc: Nhya PVC
Tiéu chuan: CAT6
9 | Hat mang Cat6 S6 lugng 16i: 8 chan
Vo6 boc:Nhya PVC
Mang ghen ludn | Kich thudc: 24 x 14 mm
10 | diy dién cé nap | Chat liéu: Nhya
loai 1 Quy céch: 2m/cay
Ming ghen luon | Kich thudc: 50x35 mm
11 | diy dién cé nap | Chat liéu: Nhya
loai 2 Quy céch: 2m/cay
12 ()I‘lg ludn day Loai ong: Ong mém/ rudt ga
mém Chat liéu: Nhua
Kich thudc: 6U
Mau sic: Trang
Théng sb:
13 | Tu mang Thép vo tii 1mm, khung rack gén thiét bi 1.8mm
Cura trude ludi/ mika.
Hong han lién, ti1 treo tuong
Phu kién: 10 bo 6c rack, 1 quat hut, 1 thanh ngudn 3 port.
Luuy:

- Moi tén model, chung loai, thuong hiéu bat ky nao xuét hién tai muc nay
(k€ ca trong truong hop khong co6 thuat ngit hodc twong duong phia sau) chuong




nay déu chi mang tinh tham khao, khéng mang ¥ nghia bat budc. Nha thau c6 thé
chao theo cac model, chiing loai, thwong hiéu d6 hodc bat ky model, ching loai,
thuong hiéu khac nhung phai dap ting bang (ttc 1a twong duong) hodc cao hon
cac diéu kién k¥ thuat quy dinh & trén;

- Thuat ngit “hodc twong dwong” tai E-HSMT nay duoc hiéu 13 tuong dong
vé tiéu chuin san xuét, cong ngh¢ ché tao, tinh nang - hi¢u qua - hi¢u Suét str
dung......;

- Truong hop nha thau chao hang hoa c6 thong sé k¥ thuat twong duong,
Nha thau phai c6 tai liéu ching minh tinh twong duwong cta thong sd ky thuat,
hang ho4 do.

- B6i voi thong s6 ki thuat vé kich thude va khéi luong tinh cia hang hoa
chi mang tinh chét twong dbi.

1.3. Yéu cau vé bao hanh

- Thoi gian bao hanh: tdi thiéu 12 thang ke tr ngay nghiém thu ban giao,
dua vao str dung theo tiéu chuan cua Nha san xut;

- Trong vong 04 gid ké tir khi nhan dugc yéu céu bao hanh chinh thtrc bang
van ban hay dién thoai/Fax, email ctia chi dau tu vé cac hu hong, 101 phat sinh,
can bo k¥ thuat ciia nha thau sé c6 trach nhiém nghién ctru va dé xuét bién phép
khic phuc.

- Trong vong 24 gid ké tir khi nhan dugc yéu cau bao hanh, sé& tién hanh
hoan thanh viéc khic phuc, trong trudng hop 161 don gian c6 thé hudng dan xur 1y
tir xa, trong nhitng truong hop phirc tap, s& ctr can bd dén tan noi dé sta chira,
khic phuc, trir nhiing truong hop bat kha khang nhu thién tai, bao lut, héa hoan,...

- Trudmg hop hét thoi han bao hanh, Nha thau phai dam bao cung cap dich
vu bao tri khi chu dau tu c6 yéu cau vai chi phi dugce xac dinh hop ly theo thoa
thuan cua hai bén trén tinh than phu hop véi cac quy dinh hién hanh;

1.4. Yéu cau vé Bao tri, vin hanh hé thong

- Nha thau c6 trach nhiém bao tri va hd trg k¥ thuat dam bao hoat dong lién
tuc, on dinh, hi¢u qua va an toan trong thoi gian con bao hanh, cu thé:

+ Trong thoi gian hd trg, khi dugce chu du tu thong bao co sy ¢b, hong héc,
nha thau phai c6 trach nhiém khac phuc/xtr 1y 161 va phai chiu moi chi phi khac
phuc, stra chira..

+ Thoit gian nhan thong tin: trong gid hanh chinh.

+ Thoi gian hd tro: 24 gid/ngdy, 7 ngay/tuan (ké ca ngay nghi va ngay 18).
- Thoi gian dap tmg khi co su cd:

Thoi gian tiép nhan va phan hoi khi c6 sy c6 dudi 04 gio.

Thoi gian xur 1y 16i hé thong dudi 24 gio.

Thoi gian huéng dan xir Iy cac 16i dit liéu dudi 12 gio.

Muc 2. Ban vé: Khong c6 ban vé



Muc 3. Kiém tra va thir nghiém

- Kiém tra s luong va chét luong hang héa khi giao hang.

- Kiém tra sy phu hop cua hang hoa cung cip v6i cac yéu cu vé dic tinh
ky thuat cua ho so moi thau. ‘ ,

- Nha thau phai thong bao cho Chu dau tu trudc it nhat 1a 02 ngay trudce khi
tién hanh ban giao hang hoa.



