Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Giéi thiéu chung vé dw toan, géi thau

- Tén duy todn mua siam: Dy toén chi tiét Duy tri, van hanh va nang cap hoan thién
méi truong két ndi co sé dit liéu qudc gia vé dan cu (dé an 06).

- Tén g6i thau: Mua siam, b sung ha tang thiét bi van hanh Hé théng théng tin
giai quyét thu tuc hanh chinh két noi co s¢ dir liéu quoc gia vé dan cu (de an 06)

- Hinh thire lya chon nha thau: DAu thau rong ri trong nudc, qua mang.

- Phuong thirc lva chon nha thau: Mot giai doan mét tdi hd so.

- Loai hop dong: Tron goi.

- Thoi gian thuc hién goi thau: 120 ngay

- Dja diém thuc hién: Trung tdm Chuyén d6i s6 Van hoa, Thé thao va Du lich.

- Pham vi thuc hién: Thuc hién trén Ha tang thiét bi van hanh cho Hé théng théng
tin Giai quyét thu tuc hanh chinh két ndi co s& dit liéu quéc gia vé dan cu (Bé an 06).

- Muc tiéu nhiém vu:

+ Dam bao duy tri hoat dong 6n dinh, lién tuc va an toan cua hé théng “Hé thng
thdng tin giai quyét thu tuc hanh chinh” phuc vu hiéu qua céng tac xi Iy hé so tha tuc
hanh chinh va khéng lam gian doan viéc cung cap dich vu cdng truc tuyén.

+ Tang cuong nang lec xir Iy va mé rong tai nguyén hé théng, bao gom ca luu
trir dix liéu, nham dap tng nhu cau van hanh ngay cang ting do khéi lugng hd so dién
tir phét sinh 16n; ddng thoi hd tro trién khai mé hinh hoat dong du phong nang cao tinh
san sang va bao ¢am hé théng hoat dong on dinh trong diéu kién tai cao va luong truy
cap lon.

+ Tang cudng bao vé dix liéu va bao dam hé thdng van hanh an toan, tuan thu
cac quy dinh vé an toan thdng tin, dong thoi phong ngtra rai ro phat sinh do hu hong
thiét bi phan ciing hoic céc thiét bi dang str dung d hét vong dai hd tro tir nha san xuat,
c6 thé dan dén mat mat dix liéu va gian doan hé thong.

1.2. Yéu cau vé ky thuat

1.2.1. Yéu cau chung

Phan tuyén bé cua nha thiu vé dap ang ky thuat phai day da (ddi véi ting hang
muc hang héa theo yéu cau ciia E-HSMT, nha thau phai c6 bang chao ki thuat day dua
cac noi dung: Tén hang hoa, model (hoic ky ma hiéu néu co), hang san xuat, xuat x,
thdng sé ky thuat). Ngoai ra, nha thau nop kém theo E-HSDT tép tin (file) word hoic



excel tuyén bd dép tng ky thuat cia nha thau vai day da cac noi dung theo yéu cau.

- Hang héa do nha thau cung cap phai dam bao cac yéu cau ki thuat sau:

+ Ddi voi hang hoa thiét bi chinh:
Hang hoa thuoc goi thau phai méi 100% chwa qua sir dung, cOn nguyén
dai nguy@n kién, c6 ngudn gc xuat xi rd rang, duoc san xut tir nam 2025
tro lai ddy. C6 catalogue hodc tai liéu ki thuat véi day du cac thdng sb ki
thuat kém theo. D4 bao gdbm day du céc vat tu, phu kién kém theo dé Iip
dat hoan chinh, van hanh theo yéu cau cua chu dau tu.
Hang hoa phai duoc bao quan theo tiéu chuan cia nha san xuat.

+ Ddi véi hang hoa thiét bj khac:
Hang hoa thugc goi thau phai mai 100% chua qua sir dung, ¢6 ngudn goc
XUt xt rd rang. DA bao gom day du céc vat tu, phu kién kém theo dé lap
dat hoan chinh, van hanh theo yéu cau cta chu dau tu.

- Téng thoi gian thuc hién goi thau do nha thau d& xuat khoéng duoc vuot qué
thoi gian thuc hién hop dong duoc quy dinh trong E-HSMT nay.

- Nha thau phai cam két cung cip ban gdc hoic ban chup chung thuc Gidy
chtng nhan xuat xt (CO) va ban gdc Gidy chirng nhan chét luong hang hoa (CQ) cua
nha san xuat déi véi hang héa thiét bi chinh nhap khau hoic Gidy chiing nhan xuat
xudong déi véi hang hod san xuat trong nudce trude khi ban giao hang hoé cho cha dau
tu. Truong hop nha thau khéng xuat trinh duoc CO va CQ hoic gidy chiing nhan xuat
xudng theo yéu cau, chu dau tu c6 quyén tir chdi tiép nhan hang hoa.

- Nha thau phai c¢d bang tién do chi tiét thyc hién géi thau phd hop voi dé xuét
k¥ thuat va dap tng yéu cau cua E-HSMT. Trong bang tién do phai cé day du céc noi
dung vé: tién a6 cung cap, lap dat, chay thir (hodc van hanh thir), huéng dan st dung,
nghiém thu.

- Tén hing san xuat, xuat x&, model, ky ma hiéu caa hang hoa (néu cd) néu
trong E-HSMT chi mang tinh chat tham khao, minh hoa. Nha thau cé thé chao hang
hoa c6 théng sb ki thuat diing hozc tuong duong hoic cao hon yéu cau (twong duong
dugc hiéu theo dap ung toan bo cac thdng sé ki thuat duoc néu ra trong mot hang hoa
cuia E-HSMT, cdng nghé méi hon duoc hiéu 1a cdng nghé ra sau va c6 nhitng théng
s6 ky thuat cao hon so véi yéu cau ciaa mot hang muc hang héa trong E-HSMT).

1.2.2. Yéu cau chi tiét

1.2.2.1. Danh muc, sé lweng hang hoa thiét bi mua sdm va dich v kém theo:
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| | Hé thong mang va twong lia bé sung




vao ha
tang co
san

Cisco C3650-
STACK-KIT

Module + Cable

Cai

Hé thong may
cha Hyper -V

May chu vat ly
Hyper-V

- CPU : 2 CPU vit ly, mdi CPU
> 16 nhan, xung > 2.6 GHz, hd
tro VT-x / AMD-V / SLAT /
EPT.

- RAM: > 128 G’B DDR4/DDR5
ECC, mé rong téi thiéu dén 2
TB.

- Disk: 2 SSD 480 GB cau hinh
RAID 1.

- Controller: RAID controller hd
tro RAID 0/1/5/6/10, cé cache >
2 GB va pin backup.

- Mang (NIC): Téi thiéu 4 port
10GbE + 1 port quan tri iLO /
iDRAC / IMM:; hd trg SR-10V,
VLAN, Teaming. H3 trg toi
thiéu 4 port 1Gb

- Nguon dién: 2 PSU du phong
(Redundant), cong suat > 800W,
chuan 80 Plus Platinum.

- Tuong thich SAN: Két noi
duoc vai thiét bi luu trir qua
HBA 16/32Gb FC

Cai

Thiét bi
chinh

Ban quyén hé
diéu hanh

- Window Server (Ban quyén
vinh vien)

- Twong thich hé théng dang van
hanh

Goi

O cang may chu

- O SSD tbc @6 cao dung heong
480GB

- Twong thich véi hé théng dang
van hanh

Cai

- O HDD dung luong 1.2TB

- Twong thich véi hé théng dang
van hanh

Cai

Thiét b;
bé sung
vao ha
tang co
san

RAM may chu

RAM 32GB DDR4 ECC

- Twong thich véi hé théng dang
van hanh

Cai

Thiét bj
bé sung
vao ha
tang co
san

Card FC HBA 16Gb Dual Port:

Cai




Card HBA két
ndi may chu
SAN

- 03 Card b6 sung cho 03 server
Hyper-V

- 01 Card du phong

Tuong thich véi hé théng dang
van hanh

Thiét b;
bé sung
vao ha
tang co
san

Dich vu trién
khai, cai qat tich
hop hé thong

- Kiém tra phan cting, dam béo
thict bi hoat dong on dinh.

- Cap nhat phién ban firmware,
bios cho cac may chu

- Cai dat he diéu’hénh, cu hinh
phan mém h¢ thong.

- Cau hinh céc dich vu nén tang
nhu: Active Directory, DNS,
DHCP, Firewall, chia sé dur liéu
noi bo...

- Thiét Iap chinh sach bao mat,
phé&n quyeén truy cap va sao luu
da lidu.

- Tich hop cac thiét bi mai vao
hé¢ thong hién hiru.

- Kiém tra, danh gi4, nghiém thu
van hanh theo tiéu chuan ky
thuat.

Goi

H¢é thong luu
trir

Thiét bi leu trir

- Dang rackmount < 3U, chuan
19-inch.

- Sb luong controller > 2, hoat
dong Active—Active.

- CPU > 12 core/controller.

- Téng RAM cache > 128 GB,
cé thé nang cap dén 512 GB.

- Hb trg > 16 port FC 32Gbps va
> 4 port 10GbE iSCSI.

- Tong dung luong 6 ’
SSD/NVMe > 40 TB trudc cau
hinh.

- H6 tro > 64 disk ma khdng can
thém controller.

- Bang thong tong > 22 GBs.

- Pat > 250.000 IOPS (R/W
70/30).

- Thoi gian dap ang (response
time) < 1ms.

- H4 tro LUN > 32TB, tong s6
LUN > 2048.

Cai

Thiét bi
chinh




- Thay néng tat ca céc thanh
phan: disk, PSU, controller.

- g sdn sang h¢ thong >
99.9999% (6 s0 9).

- Nang cap firmware online,
khéng gian doan 1/0.

- C6 co ché mirror RAM cache
gitra hai controller.

- C6 co ché bao vé cache khi mat
dién.

_H& tro RAID 1, 5, 6 hoic
twong duong

- Cho phép ma rong néng
storage pool.

- Cho phép di tra volume online
gitra cac pool.

- C6 tinh ning ty dong phan cap
dix liéu gitra SSD/HDD (Auto-
tiering).

- Hb trg Deduplication,
Compression

- Hb tro Thin Provisioning.

- Hb tro Encryption.

- Hb tro Immutable Snapshot.

- C6 kha nang ddng bo dix liéu
giira hai hé théng (Sync &
Async Replication).

- C6 GUI va CLI quan tri.

- Ho tro 40 hoa storage ngoai
(Virtualization).

- Giam sét real-time: 10PS,
throughput, latency, utilization,
capacity.

- Ho tro SNMP (v2c+),
HTTP/HTTPS, API.
- C6 canh béo 16i tu dong.

- H6 trg VMware, Linux
(RHEL, SUSE), AlX, Windows
Server.

- B4o hanh >3 nam, hd tro k§
thuat 24x7x4h.

- Thiét bj khong nam trong danh
muc End of Sale hoac End of
Life trong 5 nam téi

- Firmware c4p nhat mai nhat,
ho trg TLS 1.3 va SSH 2.0.
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1.2.2.2. H¢ théng mang va twong lira

- Mua sdm module va cap stack (stack-kit) dé ting kha nang du phong cho 2
thiét bi mang cisco swtich 3650 hién co.

- Pi day va cau hinh két ndi du phong cho 2 thiét bi switch access 3650 va 2
thiét bi firewall Fortigate 100F

1.2.2.3. H¢ théng may cha Hyper - V

- B6 sung thém 01 may chu vat ly Hyper-V dé nang tong sé may chua van hanh
hé théng 1én 4 may chu, ting cuong kha nang du phong. Chuyén luu trix dit liéu sang
hé théng luu trix chuy@n biét SAN, dép (ng yéu cau hiéu suat cao trong twong lai khi
khéi luong dit liéu phuc vu chuyén dbi s tang 18n.

- Nang RAM lén 128GB RAM va bd sung thém card HBA dual port cho toan
bd cac may chi Hyper-V va cau hinh Cluster gitta cac may chu Hyper-V.

1.2.2.4. Hé thong lweu triz

- Pau tu thém 1 thiét bi luu trir SAN hiéu nang tét chay giao thac FC va két ndi
v6i cac may chu Hyper-V. Bong thai thiét bi c6 hd trg 16 cdng FC 32Gb (8 trén mdi
controller) tuong thich 16/8Gb dam bao két néi du phong téi 4 méy cha vat ly cai
dat Hyper-V va van dap ung cho viéc mé rong trong tuong lai 1én téi da thém 4 may
cha vat ly nira hoac két ndi cac hé thdng khac trong TT CPS.

- Thay Pin cho 2 controller trén Fujitsu Eternus DX100 S4, thay thé 6 ctng
hong, mua thém 6 du phong. Nang cap firmware cho thiét bi va 6 cang. Tiép tuc sir
dung lam thiét bi backup.

1.2.2.5. So' dé mang va lweu trir sau nang cdp
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1.3. Tiéu chi ky thuat

a. May cha Hyper-V
May chi vat Iy méi can dap tng cac yéu cau ky thuat sau:

Tiéu chi A Ao A
STT chinh Yéu cau ky thuat
1 | Kidu dén Dang rackmount 2U, l4p ta rack chuan 19 inch, thiét bi
g méi 100%, chua EoS/EoL trong 5 nam.
> | cpu 2 CPU vat ly, mdi CPU > 16 nhan, xung > 2.6 GHz, ho
tro VT-x / AMD-V / SLAT / EPT.
3 |RAM > 128GB DDR4/DDR5 ECC, mé rong tbi thiéu dén 2 TB.
g4 | O diahe dieu |, oon 48068 chu hinh RAID 1.
hanh
5 SM‘ﬁa e U8y i trén thidt bi eu tri SAN moi
RAID controller hd trg RAID 0/1/5/6/10, c6 cache > 2
6 Controller ..
GB va pin backup.
Téi thiéu 4 port 10GbE + 1 port quan tri iLO / iDRAC /
7 | Mang (NI e HILY TIDRAL
ang (NIC) 1| MM: h tro' SR-1OV, VLAN, Teaming. H3 tro ti thidu




4 port 1Gb Twong thich voi ha tang switch access hién
tal - cisco catalyst 3650

2 PSU dy phong (Redundant), cng suat > 800W, chuan

8 Nguon dien 80 Plus Platinum.
9 | Quan trj tir xa HO tro quan tri HTML5 KVM, cai OS qua virtual media,
al i Power Control, Firmware update tir xa.
10 AQ héa & hé | Cai Windows Server 2022 (Standard/Datacenter) va
dieu hanh Hyper-V Role, ho trg Failover Cluster, Live Migration.
1p | Tuong thich Két ndi duoc voi thiét bi luu trir qua HBA 16/32Gb FC
SAN (hoac iSCSI 10/25GbE.)
Bao mat & on | C6 TPM 2.0, UEFI Secure Boot, ECC RAM, Predictive
12 . : : A s L oA
dinh Failure, Firmware bao vé chir ky so.
13 Giam sat & | H6 tro SNMP / Redfish / IPMI, quan ly tap trung qua
quan ly Windows Admin Center / SCVMM.
14 |Bao hanh & Bao hanh 3 nam, hd trg ki thuat 24x7x4h onsite.
dich vu

b. Hé thang luu triz

Hé thdng luu trir can dép Gng céc yéu cau k¥ thuat sau:

Nhém tiéu chi

Yéu ciu ky thuat chinh

Ghi chu

inch.

- Dang rackmount < 3U, chuan 19-

- S6 lugng controller > 2, hoat dong

Nang lyc phan
cung

Active—Active.

- CPU > 12 core/controller.

- Tong RAM cache > 128 GB, c6 thé
nang cap dén 512 GB.

- Hb tro > 16 port FC 32Gbps va > 4
port 10GbE iSCSI.

- Tong dung luong 6 SSD/INVMe >
40 TB trudc cu hinh.

DPam bao hé thdng dat
chuan enterprise, du
phong day du, hoat dong
lién tuc khi 1 controller
hozc 1 port 15i.

Kha nang mé
rong va hiéu
nang

- Hb tro > 64 disk ma khong can
thém controller.

- Bang thdng téng > 22 GBs.

- Pat > 250.000 10PS (R/W 70/30).
- Thoi gian dap ung (response time)
<1ms.

bam bao hiéu nang cao
va kha nang phuc vu
d6ng thoi nhidu may cha
DB.




- Hb trg LUN > 32TB, tong s6 LUN >
2048,

P san sang
va an toan dir
liéu

- Thay néng tat ca cac thanh phan:
disk, PSU, controller.

- D6 sin sang hé thong > 99.9999% (6
s6 9).

- Nang cap firmware online, khdng
gian doan 1/0.

- C6 co ché mirror RAM cache gitra
hai controller.

- C6 co ché bao vé cache khi mat
dién.

Giam thiéu downtime va
mat dir liéu; bao dam
tinh san sang cuc cao
cho hé théng Database
Tier 1.

CAu tric luu

- Hb trg RAID 1, 5, 6 hoic tuong
duong.
- Cho phép mé rong néng storage

Gilp tbi vu hiéu nang va

trir va quan ly pool. str dung dung lugng luu
a Y. Cho phép di trd volume online gitra |, _ .. g cung fuong
dung luong . trir linh hoat.
cac pool.
- C6 tinh nang tu dong phan cap di
liu gitta SSD/HDD (Auto-tiering).
- Ho tro Deduplication,
Compression.
- H6 trg Thin Provisioning.
- Hb tro Encryption. Pép ing day du céc tinh
Tinh ning - H6 trg Immutable Snapshot. nang bao mat, tiét kiém
phan mémva | - C6 kha nang dong bo dix liéu gitta | dung luong, va
quan tri hai h¢ thong (Sync & Async backup/replication cho
Replication). moi truong DB.
- C6 GUI va CLI quan tri.
- Ho tro 40 hoa storage ngoai
(Virtualization).
- Giam sat real-time: IOPS, ., .,
. Giup quan tri vién giam
throughput, latency, utilization, e < xs
s i sat hiéu nang va loi theo
Glam satva | capacity. thoi gian thuc, két ndi
van hanh - H6 trg SNMP (v2c+), J C

HTTP/HTTPS, API.
- C6 canh bao 15i tu dong.

dugc vai hé théng giam
sat trung tam.




Tinh t < . Phu hop véi ha tang a0
|’n qung‘A - Ho tro VMware, Linux (RHEL, ,u \Q’p 0, 2{ a_Ag a.A
thich hé diéu SUSE), AIX, Windows Server héa va co so dir liéu hién

hanh ’ ’ ' cécua TT CBS
- B4o hanh > 3 nam, hd trg ki thuat
o 24XTx4h. DPam bao 6n dinh lau
Bao hanh & e LA : .. C
dich v - Thiéet bi khdng nam trong danh dai, tuong thich tiéu
i muc End of Sale hoic End of Life chuan bao mat mai nhét.
trong 5 nam tai.

1.4. Céc yéu cau khac

1.4.1. Bdo hanh, bdo tri:

- Pham vi bao hanh:

Nha thau cam két bao hanh va néu thoi gian bao hanh tdi thiéu 03 nam Véi
hang ho thiét bi chinh quy dinh tai myc 1.2.2.1 Chuong V, téi thiéu 01 nam vai cac
hang hoa thiét bi con lai.

- Dich vu hd tro ky thuat, sira chira, khic phuc sy ¢ trong thoi gian bao hanh:

Thoi gian tiép nhan: 24/7/4h (24 gio/ngay, 7 ngay/tuan, phan hdi trong vong
4 gid ké tir thoi diém tiép nhan yéu cau).

Thoi gian xir ly 16i: trong vong 08 gio ké tir thoi diém tiép nhan yéu cau, nha
thau phai dua ra phuong an xu Iy hoic thay thé.

Trong thoi gian bao hanh, moi chi phi lién quan dén khic phuc su cé, vt tu
thay thé do I5i cua Nha san xuét déu do nha thau chiu trach nhiém.

- Bao tri: Toan bd hang héa va phu kién phai duoc bao tri sau khi hét han thoi
gian bao hanh véi gia uu dai.

1.4.2. Y8u cdu vé ldp dat, nghigm thu, ban giao hang hoa

- Thuyét minh vé phuong an ki thuat: Nha thau phai dua ra phuong an ky
thuat Iap dat cho toan bo hang hda thuoc pham vi cung cap.

- V& chay thtr san pham:

+ Trudc khi dua vao lap dit, hang hoa phai duoc Chu dau tu nghiém thu vé mt
s6 lugng, chiing loai (model, ky ma hiéu, xuat x&, hdng san xuat) so véi hop dong.

+ T6 chirc kiém tra hang hda don 1¢ trude khi dua vao lap dit ngay trong qué
trinh ban giao. Sau khi lap dit phai t6 chtc chay tht toan bo hang héa thudc goi
thau. Trong qua trinh chay thir s& két hop to chic hudng dan su dung. Thoi gian
chay tht phai dép (ng yéu cau chung va yéu cau chi tiét vé tién do thuc hién goi
thau.

- V& dam bao ki thuat toan hé thong: Nha thau phai cam két hang hoa sau khi



1ap dit s& van hanh dung theo céc tai liéu ky thuat di kém caa hang hoa.

- V& dam bao an ninh an toan: Hang hoa thudc géi thau phai dugc tap trung
tai Trung tdm Chuyén ddi s6 Vin hda, Thé thao va Du lich.

- Trong qua trinh kiém tra va thr nghiém, néu Chu dau tu ¢ sy nghi ngo vé
chat lwong hang hda, san pham caa nha thau cung cap, Chu dau tu c6 thé giao cho
mot don vi doc 1ap c6 chic nang dé tién hanh danh gi4, kiém tra, thir nghiém. Nha
thau s& phai chiu trach nhiém chi tra toan bo cac chi phi c6 lién quan néu bi két luan
chét lvgng hang hda, san pham do nha thau cung cap khéng déap ung yéu cau theo
quy dinh cua E-HSMT va hop ddng d4 ky két.

1.4.3. YBu cdu vé hwéng dan s dung

Sau khi ban giao, nha thau phai cung cap céc tai liéu huéng dan chay tht va
van hanh san pham téi Chu dau tu.

1.5. Yéu cau vé dich vu trién khai, cai dit tich hop hé théng

Nha thau ¢ trach nhiém thuc hién dich vu trién khai cai dit tich hop hé thong,
y&u cau nhu sau:

- Kiém tra phan cang, dam bao thiét bi hoat dong 6n dinh.
- Cap nhat phién ban firmware, bios cho cac may chu
- Cai dat hé diéu hanh, cau hinh phan mém hé théng.

- CAu hinh cac dich vu nén tang nhu: Active Directory, DNS, DHCP,
Firewall, chia sé dir liéu noi bo...

- Thiét 1ap chinh sach bao mat, phan quyén truy cap va sao luu dit liéu.
- Tich hop cac thiét bi méi vao hé théng hién hitu.
- Kiém tra, ¢anh gia, nghiém thu van hanh theo tiéu chuan ky thuat.
Muc 2. Ban vé
Khoéng c6 ban vé kem theo.
Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh: Theo quy dinh cua nha san xuat va
phap luat Viét Nam.



