Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

Yéu cdu vé kj thudt bao gom cdc ndi dung co ban nhw sau:

1.1. Giéi thiéu chung vé duw dn/dw todn mua sim, géi thiu

- Chu dau tu: Trung tam Cong nghé thong tin, BO Noi vu

- Pia chi: S6 8 Ton That Thuyét, Cau Gidy, Ha Noi

- Du toan mua sam: Thyc hién Quyét dinh s 88/QD-CNTT ngay 06/11/2025 cua Giam dbc Trung tAm Coéng nghé
thong tin vé viéc phé duyét diéu chinh K€ hoach lya chon nha thau Mua sam tai san va thué dich vu nam 2025 ctua Trung
tam Cong nghé thong tin.

- Tén gobi thadu: Mua ban quyén phan mém tai Trung tdm tich hop dit liéu B6 Noi vu.

- Cong viéc chinh cta goi thau:

Phan 1: Mua 01 nim ban quyén phan mém diét Virus cho may chu, may tram, phong chbéng Virus mang ciia hing cia
hang Kaspersky Next EDR Foundation: Mua ban quyén phan mém di€t Virus cho cdc mdy chu, mdy tram cua hang cta hing
Kaspersky Next EDR Foundations (650 node) tai tru s¢ chinh cua B so 8 Ton That Thuyet va Trung tdm Tich hop di li¢u
sO 12 Ngo Quyeén.

‘ Phén 2: Mua 01 nam ban quyén cép nhat phﬁn mém Mail-SeCure cho hé théng thu dién tir cong vu:Mua 01 nim ban
quyén cap nhat phan mém Mail-SeCure cho h¢ thong thu dién tir cong vu ctia BO Noi vu.

- Thoi gian thuc hién géi thau:

Phan 1: Mua 01 nim ban quyén phan mém diét Virus cho may chil, may tram, phong chéng Virus mang cta hing cua
héng Kaspersky Next EDR Foundation:

+ Thoi gian ban giao gidy chimg nhan ban quyén cac phan mém 1a 30 ngay ké tir ngay Hop ddng c6 hiéu luc.
+ Thoi gian ban quyén 1a 01 nam ké tir ngay ban quyén duoc kich hoat.

Phén 2: Mua 01 ndm béan quyén cap nhat phﬁn mém Mail-SeCure cho hé théng thu dién tr cong vu:

+ Thoi gian ban giao gidy chimg nhan ban quyén cic phan mém la 30 ngay ké tir ngay Hop dong co hiéu luc.
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+ Thoi gian gia han ban quyén 1a 01 nam ké tir ngay ban quyén duoc kich hoat.
1.2. Yéu cdu vé ky thudt
Thong s6 ki thuat cua hang hoa va cac dich vu lién quan phai tuan tha cac thong sb k¥ thuat va cac tiéu chuan sau
day:
Phan 1: Mua 01 niim ban quyén phin mém diét Virus cho may chii, may tram, phong chdng Virus mang ciia
héng Kaspersky Next EDR Foundation

Hang "I'én h g n I Ap o x gen 2 Yéu cau
Y hoa/dich vu Thong so ky thuat va cac tiéu chuan )
muc so0 A : ‘ khac
: lién quan

H® tro trién khai cac hé diéu hanh:

- Hé diéu hanh Microsoft 7spl, 8, 10,11

- Hé diéu hanh Microsoft Windows Server 2008 spl, 2012, 2016, 2019, 2022,
2025

- C6 bd cai bao vé cho cac hé diéu hanh Mobile: i0S, Android

-Hd tro hé diéu hanh Linux: Red Hat, CentOS, SuSe, Ubuntu, Debian,
. . AlmaLinux OS, AlterOS, Amazon, Astra, EMIAS, EulerOS, Oracle,
Phan mém diét | Goslinux...

1 glrl‘fs cho may | _ 5 ¢ ha didu hanh MAC tir phién ban MAC OS 12-15
u may _

Tra1;1 Chire nang Anti-Virus:

- C6 kha nang phat hién va diét viruses, spyware, worm, trojan rootkit,

Keyloger Macro,...

- Cho phep lya chon quét nhanh, quét full, quet tire thoi, quét theo lich trinh va
ho trg quét tir xa qua giao dién quan 1y tap trung.

- Giai phap hd tro quét thoi gian thuc cac file truy xuat.

- Co kha nang chi quét nhiing file méi va nhung file co sy thay dbi so véi lan
quét virus gan nhat giup tang toc do quét virus
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- Giai phap phai quét bd nhd hé thong dé phai hién cac rootkit, tién trinh an, va
cac hanh vi khac cho thdy ma doc hai dang ¢ ging an gidu.

- Giai phép c6 chuc nang bao vé Web , dap ting quét cho traffic web, email, file
theo co ché chu dong.

- Giai phap dap ung chirc nang thong bdo cho nguoi st dung va quan tri hé
théng vé viéc phat hién ddi tuong bi nhiém ma doc qua hdp thoai canh bao cho
nguoi st dung; Email, SMS va gui té1 SIEM cho nguoi quan tri.

- Cho phép nguoi quan tri c¢6 thé thiét 14p mic dinh cac hanh dong sé& thuc hién
khi chuwong trinh phat hién ma ddc: Alert/Notify, Clean, Delete/Remove, Move/
Quarantine.

- Hd trg cac tinh ning ma nhd d6 nguoi quan tri co thé 1ap ké hoach ngan chan
viéc bung nd 1ay lan virus trong hé thong.

- Giai phap c6 chirc nang Quanrantine dbi twong bi nghi l1ay nhiém trudc khi
thuc hién Repair/Delete, khi can co thé Restore lai tir cac file nay.

- Bao vé cac nguy co tir Email bang viéc quét toan bd cac Email vao/ra dé phat
hién va ngin chin cic nguy co tir Email. HO trg cac giao thic: POP3, SMTP,
IMAP

Chirc nang HIPS (Host IPS):

Ngan chdn xam nhép vao may chu ngan chan céc ing dung thuc hién cac hanh
vi nguy hiém cho hé diéu hanh dam bao quyén truy vao tai nguyén hé diéu hanh
va dir liéu ca nhan

Chirc niing giam sat mang va giam sat hé thong:
- Cho phép xem toan bo cac két ndi mang trén may tinh theo thoi gian thuc.
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- Cho phép ghi lai hoat dong cua cic ung dung trén may tinh, cung cip thong
tin nay dé nang cao tinh bao mat.

Chirc nang Firewall:

- Phai c6 chtic ning hd trg kiém soat traffic vao/ra.

- Cho phép thao tac kiém soat Firewall Client tir xa nhu: Disable, Enable tir xa.
- Giai phép phai c6 kha nang canh bdo, gidm sat cac ing dung dang chay.

- Cho phep tao ra tap luat (rule) dua trén ng dung hodc mang (application
network, network packet rule). Ho tro cac dang protocol: TCP, UDP, ICMP,
ICMPV6, IGMP, va GRE.

Chirc nang Device control:

- Phai c6 kha nang ngan chan thiét bi nao co thé hodc khong thé sir dung trén
Windows.

- Phai c6 kha ning ngin cdm cac Gmg dung chay tir thiét b luu trir ngoai.

- Phai c6 kha nang thiét 1ap lich duoc sir dung thiét bi cdm ngoai qua giao tiép
USB.

- Cho phép thiét 1ap danh sach cac thiét bi cam ngoai dugc sir dung (Trusted
Device).

Chirc nang Web Control:

- Loc Web theo URL, Category, Data, Content.

- G161 han truy cap Web theo lich

- Cho phép quét toan bo giao tiép thong qua giao thac HTTP, HTTPS, kiém tra
toan bo URL xem c6 trong danh sach cac website chira ma ddc hay website Itra
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dao hay khong.

- Cho phép tao ra cac luat dé han ché hay cAm ngudi dung truy cap vao nhimng
ndi dung khong Cho phép.

- Tépv luat c6 thé thuc hién theo lich, Cho phép cac luat thuc hién theo thoi gian
cu the.

Chirc nang Application Control:

- Cho phép thiét lap danh sach trang bang viéc phan loai cac Gmg dung theo
danh gia cia nha san xuat, hodc st dung cong ngh¢ dién todn ddm may.

- Cho phép tao ra danh sach trang cac ing dung theo nhém ngudi sir dung bang
viéc két hop voi AD/LDAP.

- Kha nang thi@;t 1ap danh sach d@n cac ung dungNtheo nhém, theo su phan loai
cua nha san xuat hodc theo co ché bao mat cia moi don vi st dung.

Chirc nang Virus Update:

- HO tro update bang tay tai Client tir Server quan 1y.
- H{ trg Update cho nhiéu Client tir Server quan 1y.
- Hb tro 1ap lich tu dong download update.

- Server quan ly trung gian: Co6 thé tai Update tur nhiéu nguon khac nhau (tir
server quan ly cap trén, tir nha cung cap qua Internet), c6 thé thiét l1ap viéc lua
chon ngudn update.

- Giao thure dung dé update virus tir nha cung cap, tir may chu 13 giao thuc
chuan: HTTP, HTTPS, FTP, SMB share va c6 thé hoat dong théng qua Proxy.

Chirc ning quét 16 hong bao mat:
- C6 kha nang quét 156 hong bao mat cic san pham cua Microsoft va cac hing
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khac.

- Bao vé thiét bi khoi ransomware bao gdm ca cac thu muc chia sé trén mdy
chu (ransomware including protection for server share folders)

- Phuc hdi dir liéu bi nhim ma doc (Malicious action rollback)

Mt s chirc ning bao vé khac:

Thanh phan bao vé AMSI hd trg quét phan mém ddc hai tir Microsoft

Kha nang tu bao ve¢:

- Phan mém diét virus phai c6 kha nang tu bao v¢ trude cac mdi nguy co tir mi
doc, nhu viéc ma doc muon x6a chuong trinh diét Virgs ra khoi may tinh. Viéc
bdo v¢ duoc thuc hién trén file ciia truong trinh trén 6 dia, trén RAM va trong
Registry.

- Ngan chén tat ca qua trinh diéu khién chuong trinh diét virus qua may tinh
diéu khién tur xa.

- Thiét 1ap Password dé bao vé chuong trinh khi mudn truy cap hay thuc hién
cac tac vu cu thé.

- Tinh ning Phat hién va ngan chin céc thiét bi USB mé phong gia mao thiét bi
ban phim (BadUSB Attack Prevention)

Chirc nang Report:

- H§> trg report cac thong tin ngay tai may tram: Virus quét duogc; vi tri file
nhiém virus; vi tri file backup; file dugc backup; trang théai Start-stop cua
service theo tung ngay.

- HO6 tro théng ké, b4o céo tinh hinh virus trén toan mang.

- HO6 tro théng ké, bao cao theo lich
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- Ho trg bao céo, théng ké tinh hinh cai dat, trang thai update virus trén toan
mang
- Hd tro xuit bao cdo qua nhiéu dang khac nhau PDF, XLS,...

+ cac bao cdo phai dugc phan loai theo mtrc d quan trong.
+ c4c thong bao hé thong duoc thuc hién dudi dang Pop-up trén thanh Taskbar.
+ Hién thi nhiéu thong tin trén Dashboard.

+ Cac canh bao c6 thé thyc hién qua: Email

Quan ly tap trung:

- Phan mém quan tri tap trung hd tro cai dit trén cac hé diéu hanh: Server 2008
SP1, Server 2012, Server 2016, Server 2019, Server 2022, Server 2025

- Phan rpém quan tri tap trung cho phep trién khai phéan cap theo co ché Master/
Slave dé phu hop véi céc to chuc 16n.

- Giao dién pl}ﬁn mém quan tri co thé cai dat trén Window, Linux. HO tro giao
dién theo chuan MMC cuia Microsoft va giao dién Web.

- Giam sat viéc su dung dich vu dam may (Cloud Discovery only).

- H{ tro g& bo cac phan mém tir xa trén cac may Client.

- Quan ly phan ctng dua trén cac thong tin trén Registry.

- Co tinh nang quan 1y moblie android, 10S

- Cho phép phan g tu dong khi phat hién virus vugt qué gidi han

- Giai phap chi can mot Agent chay duy nhat quan 1y cho cac module cua
chuong trinh.
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- Giai phap phai c6 kha nang tap trung quan 1y, trién khai, bao cio.
- Kha ning phan chia nhom quan 1y va thiét lap cac chinh sach quan 1y khac
nhau.

- Giai phap c6 kha nang cho phép nguoi quan tri kiém soat ngin ngtra viéc sir
dung License phan mém Antivirus mot cach trai phép.

- Kha nang thiét 1ap cAu hinh Anti-virus, Firewall t61 tung may tram tur xa va
khong cho phép nguoi st dung binh thuong thay doi cac thict 1ap nay.

- H5 tro bao cao, théng ké tinh hinh cai dat, trang thai update virus trén toan h¢
thong.

- Chuc nang quan ly, 4p dung chinh sach khong phu thudc vao Active
Directory.

- Cho phép ngudi ding c6 thé diéu khién duoc phan mém diét virus khi ra khoi
mang.

Kha ning cung cip tinh ning phan tich diéu tra ngudn goc tan cong:

- Cung cip kha nang hién thi rd rang hon vé cac d6i tuong doc hai bang “thé su
¢6”, mo ta chi tiét qua trinh 1ay nhiém, v6i duong lay lan cua ddi tugng, liét ké
cac dit ligu dugc thu thap trong thé su ¢ nhu: registry, file drop, network

- Xem toan bd pham vi cua bat ky mdi de doa nao. Hiéu nguyén nhan gdc ré
ctia moi de doa va cach no thuc su xay ra. Tim ra dot tAn cong bat dau tir dau?
khi nao? méi de doa nay c6 con dang an nip & dau? dé loai bo cac gbe ré cua
cudc tan cong do

Cap nhat license
phan mém

- Cép nhat license trén cac may chu, mdy tram tai Tru s& Bo, S6 8 Tén That
Thuyét, Cau Gidy Ha Noi.
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- Cai dit, cAu hinh may chu quan 1y tap trung, thiét 1ap chinh sach, tic vu quan
ly cac endpoint.

Phan 2: Mua 01 nim ban quyén cip nhit phin mém Mail-SeCure cho hé thong thw dién tir cong vu

Hang , Té.n BT . A £y~ Ae x o pen 2 Yéu ciu
muc sb hoa/dich vu lién Thong so ky thuat va cac tieu chuan Wi
: guan
Mua 01 nam ban .
quyén cap nhat |- Cap nh%t cac ban va/stra 101 (Bug ﬁxes, Feature L\lpgra‘des, Major releases...)
1 phan mém Mail- | - Nang cap phién ban mdi Cl:lO hé’ diéu hanh va phan mém (Version Upgrade)
SeCure cho hé | - Cap nhat cac hinh thirc chong tan cong vao email gateway mdi.
thong thu dién tUr | _ 43 trg k§ thudt tir hang.
cong vu
- Kiém tra tinh trang hoat dong cua phﬁn mém.
- Kiém tra, ra soat nhat ky hé théng.
2 Ho tro ki thuat - Nang cap phan mém, hotfix cho phan mém.
- Cap nhat tinh nang bao mat (Signature, Patten).
- Sao luu céu hinh, chinh sach hién tai cta phén mém.
- Thoi gian sén sang: 24h x 7 ngay /tudn.
- Thoi gian phan hoi: 1 gio
3 Xu 1y su cd - Thoi gian dap Gmg: 4 gio

- Chiu trach nhiém khoi phuc hé thong bi hong do 16i phan cimg, phan mém
trong thoi gian ngan nhat.
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Muc 2. Ban vé

Khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém cén tién hanh gdm c6: Kiém tra chay thtr khi cip nhat License phan mém.



