PHAN 2. YEU CAU VE KY THUAT
CHUONG V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé k¥ thuét

1.

2.

2.1

Gidi thigu chung vé géi thiu

Tén goi thau: Trang bi giai phap SDWAN cho Tong Cong ty.
Chu dau tu: Tong Cong ty Phét dién 3 - CTCP.

Nguon von: Vén khau hao co ban va Vén san xuét kinh doanh.

Muc tiéu dau tu: Pau tu hé thng SDWAN cho Tong cong ty Phat dién 3 nham
dam bao két n6i ciia cac hé thong cong nghé thong tin tir don vi dén Tong cong
ty hoat dong 6n dinh, quan tri tap trung & Tong cong ty.

Thoi gian thyc hién goi thau: Trong vong 20 tuan ké tir ngay hop dong c6 hiéu
luc dén ngay hoan thanh nghiém thu. Trong do:

+ Thoi gian cung cip hang hoéa, lap dat cdu hinh va huéng dan sir dung, quan
1y van hanh hé théng: 16 tuan ké tir ngdy hop dong 6 hiéu luc.

+ Thoi gian nghiém thu: trong vong 04 tuan ké tir ngay nha thau hoan thanh
cong viéc.

Pia diém trién khai: Tong Cong ty Phat dién 3 - CTCP va cac don vi HTPT cia

Tong Cong ty Phat dién 3.

Yéu cau vé kj thudt va dich vu:

Yéu cdu vé ky thudt ciia hang héa:

STT Danh muc hang hoa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

1

Thiét bi SD-WAN tai cic Core WAN EVN

Thong luong Firewall Téi thiéu 28 Gbps

Thong lugng IPS T6i thiéu 5.3 Gbps

Thong lugng Threat Protection T6i thiéu 2.8 Gbps

Sb luong phién két ndi dong thoi | Téi thiéu 3,000,000

S6 luong VPN Tunnels Client-to-
Gateway IPsec: tich hop san hodc
da bao gom trong ban quyén thiét
bi

Tbi thiéu 16,000




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Cong két no1

Toi thicu:

16x GE RJ45 Ports

8x GE SFP Slots

4x 10 GE SFP+

1x GE HA Port

1x GE Management Port
1x Console port

1x USB port

Transceiver

Co6 san tdi thiéu: 4x 10GE
transceiver SR

SFP+

Kha nang luu tri

Téi thiéu: 1x 480GB

S6 luong Firewall a0 yéu cau: tich
hop san hodc da bao gom trong ban
quyén thiét bi

Téi thiéu 10

Nguén

T6i thiéu hai ngudn véi kha nang du
phong

Yéu cau kién trac phan cing

C6 kién trac phan ctng véi chip xir 1y
song song hodc da nhan, dam bao hi¢u
nang cao dé phuc vu dong thoi SD-
WAN va Firewall

C6 kién traic SD-WAN két hop
Security (Firewall tich hgp SD-WAN),
hd tro co ché quan 1y tap trung tir noi
b0 (on premises).

Céc tinh nang SD-WAN

Hb tro tinh ning phan ludéng két ndi
theo rng dung

SLA Health Check theo cac théng s6
Latency, Jitter va Packet Loss

H6 trg Auto Discovery VPN
(ADVPN): Ty dong thlet 1ap Tunnel
két ndi (goi 12 dudng tat - shortcuts)
giita cac Spoke trong kién trac Hub va
Spoke.

Céc tinh nang bdo mat IPS

Ho trg IPS signatures

Céc tinh nang Anti-Malware/Anti-
Virus

Loc virus thong qua cac giao thuc va
dang file sau:
- Ho tro HTTP, FTP, IMAP, POP3,




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

SMTP

- Quét luu luong dugc ma hoa béng
tinh nang SSL Inspection

- Co tinh nang phat hién, loai bé ma
ddc va tai tao tap tin nham ngan chan
mbi de doa

HO tro Al va Sandbox dé phat hién cac
advance Virus/Malware

Céc tinh nang kiém soat img dung
(Application Control)

H6 tro nhan dién tmg dung theo cac
chu dé (categories) khac nhau

Tinh san sang

Active-Active, Active-Passive,
Clustering

Ho6 tro chia tai cac Firewall duoc ao
hoa gitra cac thiét bi trong Cluster/HA

Thiét bi c6 day du ban quyén sir
dung céc tinh ndng bao méat nang
cao

IPS, Advanced Malware Protection,
Application Control thot han 2 ndm

Bao hanh, dich vu hd trg k¥ thuat

Dich vu bao hanh phan ctng va hd trg
k¥ thuat dap img SLA 24x7 cua hang
san xuat, thoi han 2 nam tinh tir ngay
nghiém thu dua vao st dung.

Yéu cau khac

Thuoc nhom Top Leaders trong béo
cdo 3 nam gan nhat cua Gartner danh
cho h¢ thong tuong Iira theé hé mai

Thiét bi SD-WAN tai viin phong Tong Cong ty (DC Site)

Thong lugng Firewall

Téi thiéu 26.5 Gbps

Thong lugng IPS

Téi thiéu 9 Gbps

Thong lugng Threat Protection

Tbi thiéu 6 Gbps

S6 luong phién két ndi dong thoi

Téi thiéu 11,000,000

S6 luong VPN Tunnels Client-to-
Gateway IPsec: tich hop san hodc
da bao gdm trong ban quyén thiét
bi

Téi thiéu 16,000

Cong két noi

Tbi thiéu:

8x 10/GE SFP+ Slots
8x 5/2.5/GE RJ45 Ports
8x GE RJ45 Slots




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

4x GE SFP Slots
I1x GE HA Port
1x GE Management Port

1x Console port
1x USB port

Transceiver

Co san toi thiéu: 4x 10GE SFP+
transceiver SR

Kha nang luu trir

Téi thiéu: 1x 480 GB

S6 lugng Firewall a0 yéu cau: tich
hop san hodc da bao gom trong ban
quyén thiét bi

Téi thiéu 10

Nguén

T6i thiéu hai ngudn véi kha nang du
phong

Y¢u cau kién trac phan cliing

C6 kién tric phan ctng véi chip xir ly
song song hodc da nhan, dam bao hi¢u
nang cao dé phuc vu dong thoi SD-
WAN va Firewall

C6 kién traic SD-WAN két hop
Security (Firewall tich hgp SD-WAN)),
hd trg co ché quan 1y tap trung tir noi
b0 (on premises).

Céc tinh nang SD-WAN

Hb tro tinh ning phan ludng két ndi
theo img dung

SLA Health Check theo cac théng s6
Latency, Jitter va Packet Loss

H6 tro Auto Discovery VPN
(ADVPN): Tu dong thiét 1ap Tunnel
két ndi (goi 1a dudng tat - shortcuts)
giita cac Spoke trong kién triic Hub va
Spoke.

Céc tinh nang bdo mat IPS

Ho trg IPS signatures

Céc tinh ndng Anti-Malware/Anti-
Virus

Loc virus thong qua céac giao thirc va
dang file sau:
- Hd tro HTTP, FTP, IMAP, POP3,
SMTP

- Quét luu lugng duoc méi héa bang
tinh ndng SSL Inspection




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

- Co tinh nang phat hién, loai bé ma
ddc va tai tao tap tin nham ngan chan
moi de doa

Hb trg Al va Sandbox dé phat hién cac
advance Virus/Malware

Céc tinh ning kiém soat img dung
(Application Control)

H6 tro nhan dién tmg dung theo cac
chu dé (categories) khac nhau

Tinh san sang

Active-Active, Active-Passive,
Clustering

Ho6 tro chia tai cac Firewall duoc ao
hoa gitra cac thiét bi trong Cluster/HA

Thiét bi c6 day du ban quyén s
dung céc tinh nang bao méat nang
cao

IPS, Advanced Malware Protection,
Application Control thoi han 2 ndm

Bao hanh, dich vu hd tro k§y thuat

Dich vu bao hanh phan ctng va hd trg
k¥ thuat dap img SLA 24x7 cua hang
san xuat, thoi han 2 nidm tinh tir ngay
nghiém thu dua vao sir dung.

Yéu cau khac

Thuoc nhom Top Leaders trong béo
cdo 3 nam gan nhat cua Gartner danh
cho hé thong tuong Iira thé hé mai

Thiét bi SD-WAN tai DR Site

Thong lugng Firewall

Téi thiéu 27.5 Gbps

Thong lugng IPS

Téi thiéu 4.5 Gbps

Thong lugng Threat Protection

Téi thiéu 2 Gbps

S6 luong phién két ndi dong thoi

Tbi thiéu 3,000,000

S6 luong VPN Tunnels Client-to-
Gateway IPsec: tich hop san hodc
da bao gom trong ban quyén thiét
bi

Ti thiéu 2,500

Cong két noi

Toi thiéu:

8x GE RJ45 Ports

2x 10GE RJ45 /10GE SFP+ combo
ports

1x Console port

1x USB port

Kha nang luu triv

Téi thiéu: 1x 120GB




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Phu kién di kém

C6 san khay d& gan ta rack tuong thich
véi thict bi

S6 luong Firewall a0 yéu cau: tich
hop san hodc da bao gom trong ban
quyén thiét bi

Téi thiéu 10

Ngué)n

Téi thiéu 2 ngudn du phong, hd trg sin
1 DC Power Adapter, 100240V AC,
50/60 Hz.

Yéu cau kién trac phan cing

C6 kién tric phan ctng véi chip xur 1y
song song hodc da nhan, dam bao hi¢u
ning cao dé phuc vu doéng thoi SD-
WAN va Firewall

Cé6 kién tric SD-WAN két hop
Security (Firewall tich hgp SD-WAN),
hd tro co ché quan 1y tap trung tir noi
b0 (on premises).

Céc tinh nang SD-WAN

Hb tro tinh ning phan ludéng két ndi
theo rng dung

SLA Health Check theo cac théng s6
Latency, Jitter va Packet Loss

HO6 tro Auto Discovery VPN
(ADVPN): Ty dong thiét 1ap Tunnel
két ndi (goi 1a dudng tat - shortcuts)
giita cac Spoke trong kién trac Hub va
Spoke.

Céc tinh nang bdo mat IPS

Ho trg IPS signatures

Céc tinh ndng Anti-Malware/Anti-
Virus

Loc virus thong qua céac giao thic va
dang file sau:
- Ho6 tro HTTP, FTP, IMAP, POP3,
SMTP

- Quét luu luong dugc ma hoa béng
tinh nang SSL Inspection

- C6 tinh nang phat hién, loai bo ma
doc va tai tao tap tin nham ngan chan
mdi de doa

Hb tro Al va Sandbox dé phat hién cac
advance Virus/Malware




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Céc tinh nang kiém soat ing dung
(Application Control)

Ho tro nhan dién tmg dung theo cac
chu dé (categories) khac nhau

Tinh san sang

Active-Active, Active-Passive,
Clustering

HO trg chia tai cac Firewall duogc ao
hoa gitra céc thiét bi trong Cluster/HA

Thiét bi c6 day du ban quyén s
dung cdc tinh ndng bdo mat nang
cao

IPS, Advanced Malware Protection,
Application Control thoi han 2 ndm

Bao hanh, dich vu hd trg k¥ thuat

Dich vu bao hanh phan ctng va hd trg
k¥ thuat dap ung SLA 24x7 cia hang
san xuat, thoi han 2 nam tinh tir ngay
nghiém thu dua vao sir dung.

Yeéu cau khac

Thuoc nhom Top Leaders trong bao
cdo 3 nam gan nhat cua Gartner danh
cho hé thong tudng Itra thé hé mai

Phin mém quan ly SD-WAN tap trung (VM)

Phan mém chuyén dung c6 ning
luc quan 1y tap trung, quan 1y cau
hinh, quan 1y chinh sach va gidm
sét cac thiét bi Firewall va
SDWAN cua toan b hé thong
mang WAN

Tdi thiéu 20 thiét bj va ¢6 thé nang cap
1én 100,000 thiét bi

Nén tang hd tro

Amazon Web Service AMI, Amazon
EC2, Amazon EBS
Citrix XenServer
Google Cloud Platform
Linux KVM Redhat
Microsoft Azure
Microsoft Hyper-V
Nutanix AHV
OpenSource XenServer
Oracle Cloud

VMware ESXi

Kha nang luu trir logs/ ngay

Tbi thiéu 2GB/ ngay




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Tinh nang quan ly céu hinh va cép
phat thiét bi

Cho phép quan ly tap trung cac thiét bi
tuong lira, thiét bi chuyén mach, thiét
bi bao mat SD-WAN

Cho phép quan ly cau hinh tap trung
bang cdc mau cau hinh nang cao

Tu dong sao luu va kiém soat stra doi
cau hinh thiét b1

Tinh nang quan ly chinh sach va
doi tugng

Cho phep quan ly va ciu hinh chinh
sach bdo mat va doi tugng tap trung

HO tro giam sat lich su thay ddi chinh
sach va doi tuong

Tinh nang quan ly SD-WAN

Cho phép quan 1y bao mat SD-WAN
voi cac chinh sach theo img dung dua
trén hleu ning ctia mdi duong truyén

Cung cip giao dién giam sat va bag cao
SD-WAN theo bang thong, do tre, rét
goi1

Kha nang gidm sat va quan ly

Cung cip kha nang hién thi, truy cap
va quan 1y céc thiét bi, giao dién cong,
cai dat va nhiéu tinh ning khéc

Cung cip kha ning giam st hiéu ning
cua thiét bi

Cung cap kha ning kiém tra danh gia
mo hinh mang

Céc tinh nang khac

Hb tro giao dién quan trj ban quyén
phan mém (license) cho cac thiét bi
dugc quan ly

Hb tro co ché hoat dong nhu may chu
nodi bo cap nhat cac chit ky va ndi dung
bdo mat cho céc thiét bi dugc quan ly

Kha ning két hop voi thiét bi
chung h¢ sinh thai

HO tro két ndi véi thiét bi phan tich log
tdp trung cung hang dé quan tri cac
thiét bi trén 1 giao di¢n duy nhat

Tinh nang giam sat va phan tich
chuyén siu bang Al

Ban quyén tinh nang Tich hop mo dun
giam sat va phan tich chuyén sau bang
Al cho 25 thiét bi thoi han 2 nam




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Ban quyén tinh ning tich hop mé dun
giam sat va phan tich chuyén sau vé
SD-WAN cho 25 thiét bi thoi han 2
nam

Thiét bi ¢6 day du ban quyén st
dung tinh nang quan Iy thiét bi tap
trung cho cac thiét bi Firewall

Ban quyén phan mém vinh vién cho tdi
thiéu cho quan 1y 20 thiét bi tuong lira

Yéu cau vé phan mém quan ly

Phan mém cho phép quan 1y tap trung,
quan 1y ciu hinh, quan 1y chinh sach va
giam sat cac thiét bi SDWAN hién hitu
va thiét bji SDWAN trang bi trong du
an

Bao hanh, dich vu hd tro k§y thuat

Dich vy hd trg k§ thuat chinh hang thoi
han 2 nam tinh tir ngay nghi¢m thu dua
vao st dung.

Thiét bi phan tich Log

Phén ctng chuyén dung c6 ning
luc quan 1y log tap trung cho cac
thiét bi Firewall cua toan b hé
thong mang SD-WAN

Téi thiéu 50 thiét bi, cho phép quan 1y,
phan tich log tap chung cho céc thiét bi
SDWAN hién hitu va thiét bi SDWAN
trang b1 trong du 4n

Nang lyc Ivu trir log tap trung cho
cég thiét b1 Firewall ctua toan bo hé
thong mang (GB/day of Logs)

Téi thiéu 25 GB/ngay

Cong két ndi Tbi thiéu 2 cong RJ45
Khd ndng 6 cling luu trir Tb61 thiu 4 TB
Kha ning hd trg RAID RAID 0/1

Kha ning hién thi tap trung trén
toan h¢ sinh thai

Tong hop log va dir li€u tur cac san
pham cung thuong hiéu va hé théng
cua bén thir 3

Ho trg thu thap thong qua cac phuong
thuc nhu syslog, APIs, dich vu tiép
nhan canh bao

Cung cap kha nang luu trir logs c6 thé
mé rong voi viée kiém soat truy cap
dua trén vai tro va chinh sach luu trix
dir licu




STT

Danh muc hang héa

Théng s6 ky thuit va cac tiéu chuin
toi thi€u

Canh bao cac mdi de doa theo thoi
gian thuc

Tich hop lién mach v&i ngudn tinh bao
moi de doa dé nang cao kha nang phat
hién

Ho tro tu dong hda va tao bao cao
tuy chinh

Ho trg quy trinh 1am viéc tu dong cho
viéc xu ly canh béo, tao ticket va giri
thong bao

Co ché du phong

H tro co ché du phong theo thoi gian
thuc (active - passive)

HJ trg chuyén tiép log dén mot thiét bi
cung loai khac, mot may chu syslog
hoac may chu CEF

Ho trg cac tinh ning

Dich vu phat hién dot bung phat: Cung
cap goi noi dung tu dong dé phat hién
cac phan mém doc hai moi nhat, bao
gdm tom tit cac dot bung phat va chudi
lay nhiém (kill chain) dé biét cach thirc
hoat dong ctia chung

Dich vu IoC cung cap nguédn dit liéu va
két hop cung vé6i kha ning phén tich
cua thiét bi dé xac dinh cac hanh vi va
dau vét kha nghi trong h¢ thong mang

Ho tro thiét ké, trién khai va duy tri
trang thai bao mat. Pong thoi cung cap
cac khuyén nghi v€ cau hinh

Tu dong hoa cac phan tng khi gap su
c¢b véi trinh quan 1y su ¢b, connector,
playbooks

HO trg tich hop md dun Threat
Intelligence Platform

Béan quyén phan mém

Thiét bi c6 day du cac gidy phép vé
IoC, Dich vu tu don héa bao mat, Dich
vu phat hién dot bung phat, Threat
Intelligence Platform, thoi han 2 ndm

Gidy phép danh gi4 an toan — tinh tuan
thu thoi han 2 nam.

Bao hanh, dich vu hd tro k¥ thuat

Dich vu bao hanh phéan cting va hd trg
ky thuat dap ung SLA 24x7 cua hang




STT Danh muc hang héa Thong so ky th}\l'i.lt V‘:i cac tieu chuan
: toi thicu
san xuat, thol han 2 nam tinh tir ngay
nghi¢m thu dua vao su dung.
Ghi chu:

Nha thau phdi dé xuat cu thé ky ma hiéu, nhan hiéu, xudt xir, hang san xudt ciia
hang héa ma nha thau chao. Trwong hop nha thau khong dé xudt thi E-HSDT
ciia nha thau khéng dwoc xem xét, danh gid.

Nha thau phai cung cdp tai liéu ky thudt hodc cac chimg tir can thiét dé chirng
minh hang héa do Nha thau chao dap iing yéu cdu ciia Chii dau tir.

Nha thau phdi cung cdp gidy phép ban hang, gidy ity quyén ban hang ciia nha
san xudt hodc ciia dai Iy phdn phéi hodc gidy chieng nhédn quan hé déi tac hodc
gidy cam két ho tro ky thudt, bio hanh ciia nha san xudt hodc cia dai Iy phdn
pho‘i hodc tai liéu khdc co gia tri twong duwong doi véi cdc hang muc: T hiét bi
SDWAN (Cung cdp trude thoi diém ky két Hop dong).

Nha thau phdi soan mét bang tuyén bo dap vmg vé ky thudt dé chieng minh hang
héa do nha thau chao tudn thi véi cdc yéu cau theo mdu cung cdp bén durdi.
Trong bdn tuyén bé déap vmg phdi néu ré mire dé dap g cdc yéu cau cia E-
HSMT (bao gom tirng khodan muc, ddc tinh ky thudt chi tiét quy dinh tai bang
trén). Nha thau chi dwoc phép sir dung cdc tir ngit sau: “Ddp vmg” “Khéng
ddp g’ dé tra 1oi vé tinh ddp ing theo yéu cdu cia E-HSMT. Tat cd cdc dap
ng yéu cau ky thudt déu phai dwoc gidi thich cu thé (tham chiéu ré rang dén
tung dong/tung trang cua tai liéu ky thuat).

Cdc phan mém dwgc sir dung cho Dw én déu phdi c6 ban quyén sir dung hop
phadp cua chinh hang, dam bao khong vi pham, xam pham cac hoat dong sang
ché, ban quyén, thiwong hiéu, bi mdt thiwong mai, bi quyét va quyén sé hitu tri
tué ciia bén thir ba, dap g cdc yéu cdau néu trong E-HSMT va cdc tiéu chudn
néu trong E-HSDT.

Bang tuyén bé dap wng vé k¥ thuat

Hang | Tén |Thong s6 ky | Thongsoky thuatva|Ho so | Tinh dap
muc |hang |thudt va cic|cac tiéu chudn caa | tham ung cua

1




sO hoa, |tiéu chuin ciia | hang hoa chao trong | chiéu hang hoa
dich | hang hoa trong | E-HSDT
vu E-HSMT

M | @ 3) 4) ) (6)

Ghi chu:

- No1 dung & céac cot (1), (2), (3) phai duoc lap twong trng véi ndi dung cua: Bang
Thong s6 ki thuit va cac tiéu chuin.

- Céach thuc trinh bay ndi dung & ¢dt (5) nhu sau: “Tén tai ligu” - “Phan, chuong,
muc, bang (néu c6)” - “trang” - “dong”.

- Noi dung & cdt (6) chi duge ghi “Déap img” hodc “Khong dap ting”.

2.2. Yéu cau ve dich vu:

Pon | SO

Thong tin Yéu cau dich vu toi thiéu .
’ : vi tinh | lwgng

- Trién khai, thiét 1ap hé thong SD-WAN

- Khao sat va danh gia hé thong.

- CAu hinh phdn mém quan ly SD-WAN tap
trung.

- CAu hinh phdn mém giam sat, danh gi4, phan
tich chat luong duong truyén.

Dich vu trién | - Cdu hinh thiét bi SD-WAN (Ipsec, Routing,

khai Policy).

- Tich hop thiét bi SD-WAN vao phan mém quéan
1y SD-WAN tap trung

- Cau hinh thiét bi quan 1y Log tap trung.

- Kiém tra va toi wu hé thong SD-WAN.

- Van hanh tht nghi¢m hé théng SD-WAN.

- Huéng dan st dung.

Go1 1

3. Cac yéu cau khac:

3.1. Yéu ciu vé Phuong an k¥ thuit trién khai:



- Céc yéu cau chung khi lap dit:

O

Can ctr hién trang thuc té hoat dong cua mang WAN, nha thau hd tro’/phéi
hop cha dau tu xay dung phuong an k¥ thuat cdu hinh két ndi cho hé théng
SDWAN. Phuong 4n k¥ thuat thé hién bang phuong phap luan trinh bay
vé phuong 4n trién khai lap dat thiét bi theo myc 2.2 & trén tai Téng Cong
ty va cac don vi ciia Tong Cong ty. B6 tri nhan su trién khai dam bao dap
g tién do theo yéu cau E-HSMT.

Toan bd thiét bi duoc lép dat, cau hinh, nghiém thu va ban giao tai chd (co
bién ban nghiém thu, ban giao).

Nha thau cung cap day du vat tu cai dat: cap quang, module quang, cap
dong, v.v.

Trién khai 1ap dat 02 thiét bi SDWAN dang rack mount 19 inches tai Trung
tam dir liéu Tong cong ty, hd tro ché dd Active/Active hoic
Active/Passive, ddm bao hoat dong dy phong lién tuc.

Két n6i mang WAN va LAN theo phuong 4n ky thuat di thong nhat voi
chi dau tu.

Cai dat va cau hinh thiét bi SDWAN theo phuong an k¥ thuat da thong
nhat v6i chit dau tu, két hop voi hé thdng giam sat va quan tri tai Tong
cong ty.

- Trong E-HSDT, nha thau phai mé ta duoc so bo phuong an cung cap dich vu

cho chu dau tu véi cac ndi dung chu yéu sau:

o Trinh tu thuc hién cong viéc ciia nha thau va thoi gian thi cong dy tinh
cho mdi giai doan chinh ctia cong trinh;

o Qua trinh va thoi gian kiém tra, thir nghiém;

o Bao cdo kém theo gom: bo céo chung vé cac phuong phap ma nha
thau du kién ap dung va céac giai doan chinh trong viéc thi cong.

o Nha thau phai thyc hién theo Bang tién do thi cong chi tiét sau khi
Bang nay dugc cha dau tu chip thuin.

- Nha thau dam bao viéc trién khai, cai dat va cdu hinh dam bao hé thong hoat

dong on dinh, khong gy ra gian doan, khong gay ra suy giam hiéu ning. Han

ché tdi thiéu anh huong dén cac hoat dong cac hé théng/dich vu khac.



3.2. Yéu ciu vé tinh hop 1¢ ciia hang hoa:
Nha thau phai cam két:

e Toan bd hang hoa phai dugc san Xuat tir ndm 2025 tré lai day, ddm bao méi
100%, day du catalogue.

e Nha thau phai cam két cung cap vin ban cam két ctia chinh hing xac nhan
cac thiét bi phan cing chao thau khong hét vong doi san pham (End-of-Life
- EOL) trong tdi thiéu 3 nam ké tir ngay chao thau va va phai cung cap Vin
ban cam két nay (ban gdc hoic ban dién tir) tai thoi diém dbi chiéu tai lidu
néu dwoc moi vao déi chiéu tai lidu.
- Nha thau c6 cam két cung cap cac chtng tir chirmg minh tinh hop 1& cua hang
hoa nhu sau:

+ Gidy chiimg nhan xuat xt (C/O - Centificate of Origin) do co quan c6 tham
quyén nudc san xuat hodc nude xuat khau cap d6i v6i Thiét bi phan cing
(Ban gbc hoic ban sao y chimg thuyc);

+ Chtng nhan chét lugng (C/Q - Centificate of quality) hodc chtng chi khac
c6 gia tri tuong duong do Nha san xuét cap hodc do vin phong dai dién cia
nha san xuat xac nhan khi giao hang d6i voi Thiét bi phan ctimg (Ban gdc);

+ To khai hai quan va Packinglist d6i v&i thiét bi phan cing nhap khau (ban
photo khong thé hién gia tri thiét bi c6 dong ddu xac nhan cua don vi nhap
khau);

+ Giéy bao hanh ctia Nha san xuét hodc Vin phong dai dién cua nha san xudt
tai Viét Nam vé viéc bao hanh va hd tro k¥ thuat ddi véi Thiét bi phan ctng
(02 nam ké tir ngdy nghiém thu dua vao st dung),

+ Chung nhan license d61 véi phan mém (Ban goc hoac ching nhéan dién t
hodc ban chup man hinh portal c6 dong dau xac nhan ctia nha thau);

+ Cac ban quyén phan mém duoc ban giao cho Chu dau tu tir chinh hing, dam
bao khong vi pham, xdm pham cac hoat dong sang ché, ban quyén, thuong
hiéu, bi mat thuong mai, bi quyét va quyén sé hitu tri tué ctia bén th ba, dap
ing cac yéu cau néu trong E-HSMT va céc tiéu chuan néu trong E-HSDT.



3.3.

3.4.

3.5.

Yéu cau vé hd tro ky thuit/ bao hanh:

Nha thau cam két hd tro k¥ thuat mién phi theo tiéu chuan nha san xuét tbi thiéu
02 nam ké tir ngay nghiém thu dua vao st dung

Noi dung hd tro: Trong thdi gian bao hanh, Chu dau tu s& nhan duoc dich vu
hd tro k¥ thuat lién tuc tir Nha thau, Nha san xuét. Viéc hd trg phai bao gém
cac hinh thire: ho tro tir xa (dién thoai, email, website...) va ho tro tai chd néu
cac hinh thtrc hd tro tir xa chua dap tng duoc yéu cau.

Dia diém hd tro k§ thuat:

+ Tong Cong ty Phat dién 3 - CTCP, s6 60-66 dudong Nguyén Co Thach, Khu
do thi Sala, Phuong An Khanh, Tp. HCM cac don vi hach toan phu thuoc
ctia Tong Cong ty Phat dién 3

Nha thau dam bao cung cap cac kénh hd tro dudi day:

+ Qua Email, S6 Hotline;

+ Cong thong tin (Portal) khoi tao yéu ciu hd tro cta hing.
Thoi gian va dia diém trién khai

Thoi gian cung cap hang hoa, 1ap dit cdu hinh va chuyén giao cong nghé van
hanh hé théng: trong vong 112 ngay ké tir ngay Hop dong c6 hiéu luc.

Dia diém giao hang, cai dit, trién khai dich vu:

+ Tong Cong ty Phat dién 3 - CTCP, s6 60-66 dudng Nguyén Co Thach, Khu
do6 thi Sala, Phuong An Khanh, Tp. HCM va cac don vi hach toan phu thuc
ctia Tong Cong ty Phat dién 3

Huéng din sir dung, quén 1y vin hanh

Nha thau phai cam két vé viéc cung cap day du tai liéu, ho so ky thuat va thuc
hién hudng dan str dung, quan 1y van hanh sau khi hoan thanh trién khai:

Ly thuyét: Pao tao hudng dan cai dat cau hinh, quan 1y van hanh cac thiét b,
phan mém trong hop dong.

Thuc hanh: Thyc hanh cdu hinh, khai thac céc tinh nang cua thiét bi chinh

Thoi gian: trong 01 ngay tai dia diém cua Chu dau tu.



