Chuong V. YEU CAU VE KY THUAT
Muc 1. Yéu cau vé ky thuét
1.1. Giéi thiéu chung vé duw dn, géi thiu

Pay 1a mot trong nhitng goéi thau duoc phé duyét tai Quyét dinh sb 65/QP-
CTSBMTT ngay 26/11/2025 cta Cuc truong Cuc Ching thuc s6 va Bao mat thong tin,
cu thé:

- Tén g6i thau: Goi thau s 29: Mua sam Sim PKI

- Gia g6i thau: 2.910.600.000 VND.

- Ngudn vén: Ngéan sach Qu‘é)c phong - Chi Co yéu Chinh phu.

- Hinh thire Iyra chon nha thau: Chao hang canh tranh qua mang.

- Phuong thl’J:(; 11_1’:’:1 chon nha thau: 01 giai dqan; 01 ta1 ho so.

- Thot gian lqét dau to chirc lya chon nha thau: Quy I'V/2025.

- Loat hop dong: Tron goi.

- Thoi gian thyc hién goi thau: 30 ngay.

1.2. Yéu ciu vé ky thudt

Tom tat thong s6 ky thuat ciia hang hoa va cac dich vu lién quan phai tuan thi
cac thong sb k¥ thuat va cac tiéu chudn sau day:

Han | Tén hang
g hoa/dich

muc vu lién
s quan

Théng s6 k§ thuit va cac tiéu chuin

e

- UICC

H3J tro cac ché do dién ap A,B,vaC(5V, 3V, 1.8V)

B6 nhd EEPROM 250,000 byte

Giao thirc truyén nhan T=0

Kha ning tang toc do giao tiép C6, ¢ thé 1én dén 16 clocks/ETU

S6 kénh luan ly 4

Co, tuan thu theo ISO 7816

Méi trugng bao mat ID 0 va 1 v6i ETSI TS 102.221

- Phan cirng

1 Sim PKI CPU 32 bit MCU

16kB ROM cho boot loader

280kB Flash cho 1ap trinh va luu trir dir li¢u
10kB cho RAM phan hé thong

2kB cho RAM phén thuit toan

Bo nhé

Giao }iép’ truyén | H/W UART cho truyén dan ban song cong bat dong bo
dan noi tiép (twong thich véi ISO 7816-3)

Bo ting tdc tinh toan phép nhan modular TORNADO-E
bic tinh bao mat | B tinh toan phan cing DES/Triple DES
B¢ tinh toan phan cung AES 1&n d€n 256 bit

B0 phat s ngdu nhién 16-bit RNG
B0 phat s0 ngau nhién that 16-bit True RNG
One 16-bit Digital True RNG

Bo phat s6 ngiu
nhién

Bo tinh toan | B tinh toan chén 1& cho 8/16/32 bit
chin 1¢/CRC B6 tinh toan CRC-32




Ching chi bao

N CC EALS+

mat

- Ung dung GSM/USIM
Thuét toan xac thuc USIM Milenage véi kernel AES
HO trg bao mat 3G, GSM
Bo dém xdc thuec GSM [
Chdng nhan ban Co
Assisted Roaming Yes

- JavaCard™
Phién béan Java Card (JC) 3.0.2 Classic Edition hodc cao hon
Kich thudc by dém JC APDU | 263 bytes
Kich thuéc by dém ghi JC 16 bytes
Kich thudc phan header cho 7 bytes
giao dich JC y
?éCh thude stack ndi bd cho 24 bytes
Kich thudc phan header cho 12 bytes

JC Stack Frame

Kich thudc JC Stack

Cau hinh, 248 bytes 1a mic dinh

Kich thuéc by dém JC
Transaction

Céu hinh, 250 bytes la mic dinh

S6 luong RAM kha dung cho
cac JC Applet

11,483 bytes (chia s€ voi RFM)

S6 lwong EEPROM kha dung
cho cac JC Applet

250,000 bytes

B6 ma hoa JC

ALG _DES CBC NOPAD,
ALG_DES CBC _IS09797 M1,
ALG_DES CBC _IS09797 M2,

ALG_DES ECB_NOPAD,
ALG_DES _ECB 1S09797 M1,

ALG _DES ECB _1S09797 M2

Tét ca bd ma hoa DES hd tro khoa 8-, 16- va 24-byte.
ALG_AES BLOCK 128 CBC NOPAD,

ALG_AES BLOCK 128 ECB NOPAD,

ALG_AES BLOCK 256 CBC _NOPAD,

ALG_AES BLOCK 256 ECB_NOPAD

Tét ca bd ma hoa AES hd tro khoa 16-, 24-, va 32-byte
ALG_RSA NOPAD,

ALG_RSA PKCSI1

ALG_RSA PKCS1_OAEP

T4t ca bo ma hoa RSA hd tro khod tir 512 dén 4096 bits

Bo bam JC

ALG_SHA,
ALG_SHA 224,
ALG_SHA 256,
ALG_SHA 384,
ALG_SHA 512,
ALG MD5

Bo ky s6 JC

ALG_DES MAC4 NOPAD,
ALG_DES MAC8 NOPAD,
ALG_DES MAC4 1S09797 M1,

ALG _DES MACS8 1S09797 M1,

ALG _DES MAC4 1S09797 M2,

ALG _DES MACS8 1S09797 M2,

ALG _DES MAC4 PKCSS5,

ALG _DES MAC8 PKCSS5,

ALG _DES MAC4 1S09797 1 M2 ALG3,
ALG_DES MAC8 1S09797 1 M2 ALG3
Tét ca cac chir ky DES hd trg khoa 8-, 16-, va 24-byte
ALG AES MAC 128 NOPAD




Tét ca cac chir ky AES h6 tro khod 16-, 24-, and 32-byte
ALG RSA MDS5 PKCSI1

ALG_RSA SHA PKCSI
ALG_RSA SHA 1S09796
ALG_RSA SHA 224 PKCSI1
ALG_RSA SHA 224 PKCS1 PSS
ALG_RSA SHA 256 PKCSI1
ALG_RSA SHA 256 PKCS1 PSS

ALG RSA SHA 384 PKCSI (yéu cau do dai khoa
> 624 bits)

ALG RSA SHA 384 PKCS1 PSS

ALG RSA SHA 512 PKCSI (yéu cau d6 dai khoa
> 752 bits)

ALG _RSA SHA PKCS1 PSS (t6i 512),

ALG _RSA MD5 PKCS1 PSS

Tt ca cac chit ky RSA hd trg khod tir 512 t6i 4096 bits
ALG_ECDSA_SHA

ALG_ECDSA_SHA 224

ALG_ECDSA_SHA 256

ALG_ECDSA_SHA 384

ALG _ECDSA _SHA 512

H5 trg cac chit ky ECDSA hd tro khoa 192 - 256

va 521-bit

B0 tinh checksum JC

ALG_ISO3309 _CRC16
ALG ISO3309 CRC32

Bo tinh s6 ngau nhién JC

ALG_PSEUDO_RANDOM
ALG _SECURE RANDOM

H6 tro thuat toan
javacard.security. KeyAgree
ment

ALG_EC_SVDP_DH,
ALG_EC_SVDP DH_PLAIN

Khoa JC

TYPE_DES

TYPE DES TRANSIENT RESET

TYPE _DES TRANSIENT DESELECT
TYPE_AES

TYPE_AES TRANSIENT RESET

TYPE_AES TRANSIENT DESELECT

TYPE _RSA_CRT _PRIVATE,
TYPE RSA PRIVATE,

TYPE_RSA_PUBLIC (exponent 1én dén 32 bits)
(Hb tro khoa RSA: 512 - 4096 bits)
TYPE_EC_FP_PUBLIC,
TYPE_EC_FP_PRIVATE

(HJ trg khoa ECDSA: 192, 256, 384, va 521 bits)

Cép khoda JIC

ALG_RSA,
ALG_RSA_CRT,
ALG EC FP

Phat sinh cap khoa JC On
Card

RSA: Chicu dai khod tir 512 dén 4096 bits
EC: Chiéu dai khod 192, 256, 384 va 521 bits

H5 tro phan cimg JC DES, AES, ECC/RSA
- Open Platform/Global Platform
Phién ban Open Platform (OP) 2.2.1
Phién bén goi org.globalplatform 1.5
SCP80
Giao thirc bao mat kénh OP SCP81i07
SCP02i15 va i55
Phién ban khoa OP 15
Thut toan ma hoa kénh OTA AES, DES
- (U)SIM API cho JavaCard
| Phién ban SIM API | 43.019 v5.6.0




Phién ban UICC API 102 241 v6.7.0
Phién ban USIM API 31.130 v6.2.0

. Bo dém, dung DES cho ma hod va tinh checksum
Bao mat OTA Tinh checksum CRC32

- Bao hanh: 12 thang

1.3. Cdc yéu cdu khdc: Khong co.

Muc 2. Ban vé: Khong c6 ban vé

Muc 3. Kiém tra va thir nghiém

Kiém tra dang, du ) luong, chét luong cta hang hoa theo dung yéu cau tai Muc
1.2 - Yéu cau vé ky thuat.




