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Phian 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dv an/dy toan mua sim, goéi thau:

1.1. Gi6i thiéu vé du toan mua sim

- Tén du toan mua sam: Trién khai “Dich vu duy tri, bao tri ha tﬁng mang
cong nghé thong tin va hé théng may chu ctia S Tai chinh nam 2025”;

- Quyét dinh phé duyét Ké hoach lwa chon nha thiu: Quyét dinh sb
14747/QB-STC ngay 20/11/2025 ctia S¢ Tai chinh Ha Noi vé viéc phé duyét ké
hoach lya chon nha thau Trién khai “Dich vu duy tri, bdo tri ha tﬁng mang cong
nghé thong tin va hé théng may chii ciia S¢ Tai chinh ndm 2025,

1.2. Gi6i thiéu vé géi thiu

- Chii ddu tu: S¢ Tai chinh thanh phd Ha Noi

- Tén goi thu: Trién khai “Dich vu duy tri, bao tri ha téng mang cong nghé
thong tin va hé théng may chu cta S¢ Tai chinh nam 20257,

- Hinh thirc Iya chon nha thau: Pau thau rong rdi trong nudc, qua mang.

- Phuong thitc lIwva chon nha thau: Mot giai doan, mot tai ho so.

- Ngudn von: Ngan sach Nha nudc

- Thoi gian thue hién hop dong: Quy IV/2025

- Loai hop dong: Tron goi . 7 ‘

- N0i dung cong vi€c géi thau: Trién khai “Dich vu duy tri, bao tri ha tang
mang cong nghé thong tin va h¢ thong may chu cuia S& Tai chinh nam 2025

2. Muc tiéu cong viéc:

~ Cung cap dich vu duy tri, bao tri ha ting mang cong nghé thong tin va hé
thong may chu cia S& Tai chinh nam 2025

3. Yéu ciu k¥ thuit ciia goéi thau:

Nha thau c6 thé ap dung cac tiéu chuan dich vu khac nhung phai chirng minh
cac tiéu chuan nay twong duong hodc cao hon tiéu chuan do chii dau ti, bén moi
thau yéu cau. V& co ban, bén moi thiu khong can néu quy trinh, phuong phap
thue hién dich vu cu thé ma nha thau phai tuan theo. Nha thau dugc quyén dé xuit
quy trinh, phuwong phép thyc hién ma nha thau thiy 1a thich hop dé thyuc hién goi
thau.

3.1 Khéi lwong cong viée:

Ponvi | SO

TT | Tén thiét bi tinh lwong

A | Trién khai lip dit b6 sung hé thong Wifi
I | Trién khai lap dit bd sung cac Wifi cii
Lép dat 12 nat Wifi Nuat 12
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TT | Tén thiét bj Donvi| S0
j tinh lugng
2 | Switch Cisco 24 cong Gigabit 10/100/1000 Mbps Chiéc 20
3 | Day mang CAT6 UTP 4 Pair Hop 1
4 | Pau bdm mang RJ45 Hat 25
5 | O cim dién da ning Cai 12
6 | Day dién 2x2.5mm Mét 100
II | Trién khai ldp dit va trién khai Mang Wifi tai tAng B1
B phat song khong day chuan 802.11abgn/ac WiNG
1 802.11abgn/ac Wallpate Wedge 867 Mbps Sing, Dual band radio Céi 3
1x1; or single band radio 2x2, internal antenna MIMO 2x2
Access Point, ho trg PoE
) Ban quyén quan 1y thém APs cho controllerLICENSE, AP Céi 3
LICENSE FOR NX-5500
Ngudn cho bo phat wifi
- Cong suit cap ngudn PoE <30W
3 | - Tuong thich voi cac thiét bi 802.3at PoE Cai 8
- Bao vé chéng sét 1a1g tru’yénrva‘l on dinh dong dién.
- Cap AC chuéan 3 chau noi dat
4 | Thiét bi chuyén mach POE Cai 1
5 | Day dién 2x2.5mm Mét 500
6 | O cam dién da ning Cai 8
7 | Day mang CAT6 UTP 4 Pair Hop 3
8 | Ong gen mém D20 ( ludn ddy mang, day dién, tin hiéu ) Mét 500
9 | Pau bam mang RJ45 Hat 20
10 | Thi cong, lap dat 1
g | Di chuyén, thiét 1ap va hop nhat Hé thong may chii, hé thong
mang
I Di chuyén, lip dit diy mang day tin hiéu thiét bi may chua, tin
hiéu mang
1 Day Nhay Quang LC-LC Singlemode Duplex ( 2 dau tron) Day 30
Day Nhay Quang SC/APC-LC /UPC Singlemode Duplex (1 dau A
2 . S Day 10
vuong, 1 dau trom)
Daéy nhdy quang SC/UPC-SC/UPC Singlemode, Duplex, 9/125,
3 2mm Fiber Optic Cables 5SM_SCSC-SM-DX2.0-5M ( 2 dau Day 10
vuong — két n6i 2 ODF)
Module quang SFP-1.25G- SFP 1310nm 20km Duplex LC SMF £
4 . . Chiec 10
Optical Transceiver Module
5 | Module quang SFP 1.25G to Rj45 10/ 100 / 1000 Chiéc 5
6 | May test mang Noyafa NF-801R Thiét bi 1
7 Thiét ké ]ai lgét ndi chq hé théng mang méi, cai dat, thiét 1ap go Vung ]
bo cac két noi khong can thiét, cau hinh mang
8 Théo d&, van chuyén thiét bi 1én Tﬁng 6 I# 3
thong
. B0 sung, thay thé thiét bi diéu khién tin hi¢u trung tim

(CoreSwwitch)
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TT

Tén thiét bi

Don vi
tinh

So
lugng

Cisco Catalyst 9300

Chiéc

FG-120G 18 x GE RJ45 ports (including 1 x MGMT port, 1 X
HA port, 16 x switch ports), 8 x GE SFP slots, 4 x 10GE SFP+
slots, SP5 hardware accelerated, dual AC power supplies
FC-10-F120G-108-02-DD FortiGuard IPS Service
FC-10-F120G-247-02-DD FortiCare Premium Support

Chiéc

B luu dién Easy UPS 3S cong suit 20 KVA, dién ap 400v
(E3SUPS20KHB)

Bo

Céu hinh firewall

Thiét bi

| B

CAu hinh thiét bi chuyén manh trung tam coreswitch

Thiét bi

Cau hinh may chu hé théng quan Iy AD

May

11

Céu hinh, thiét lap 200 may tram vao hé théng, thiét 1ap céc dich
vu kém theo nhu chia s¢ may in, 6 mang, ...

May

200

Bio tri hé thong may chii va thiét bi co sé ha ting mang

Bao tri hé théng may chi/Béo tri hé théng mang - Kiém tra nhat
ky truy cap phan mém.

- Kiém tra nhat ky ding nhap may chu vat 1y va may chi do.

- Sao luu dit li€u cac may chu ao va vat ly dinh ky hang ngay.

- Trién khai hé théng co so dir liéu, web services dang van hanh
trén nén tang ao hoa container Docker.

- Hd tro kiém tra, quan tri, khéc phuc 15i may chu vat ly dang hoat
dong trén nén tang ao hoa KVM; khic phuc 18i cac may chit 4o co
nén tang hé diéu hanh windows server, Linux (ubuntu, oracle
linux).

- Kiém tra, cap nhép dinh ky hang tudn cac ban vé 15i cho hé diéu
hanh va phan mém trén cic may chu vat 1y va may chu do.

- Cai dit lai hé diéu hanh va cac phin mém trong trudng hop bi
16i khong stra chita dugc (window, linux, oracle database, web
services).

- Kiém tra tinh trang domain Active Directory, join va quan tri
cac may chii windows theo domain Active Directory; Kiém tra,
céu hinh group policy ciia Active Directory theo chinh sach dugc
yéu cau (chinh sach vé mat khau cho tai khoan ding nhap, két ndi
6 luu trir mang sau khi dang nhap cho ngudi dung trong domain,
)

- Kiém tra cac 16i phan cimg, dua ra canh bao cac 16i phan cing
c6 thé xdy ra, dé xuit stra chita - thay thé; Lap ké hoach thay thé
khi phan ctng bi 18i (hong), tranh gian doan truy cap trong gid
hanh chinh va giam thiéu rui ro.

- Kiém tra, theo ddi bang thong, c4u hinh téi uu bang thong thong
qua chinh sach danh cho céc thiét bi mang két ndi voi may chu.

- V¢ sinh toan by may chu vat 1y 1 thang/1 lan;

Thang
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TT

Tén thiét bi

Don vi
tinh

So
lugng

Béo tri h¢ thong quan tri co s¢ dir ligu:

- Kiém tra nhat ky truy cap, ding nhap co so dit liéu

- Sao luu ciu hinh co sé dir liéu.

- Quan 1y, sao luu cac ban backup du phong ra thiét bi luu trix
ngoai.

- Sao luu dit li€u co so dit li€u Oracle Database, MySQL hang
ngay ra thiét bi luu trir hién c6. Phuc hoi lai dit liéu khi c6 yéu
cau.

Théang

Bao tri hé thong tuong lira, thiét bi mang tai phong may chu:
- Cau hinh chinh sach truy cap theo yéu cau
- Kiém soét cac truy cap, diéu hudng két ndi theo yéu cau.
- Kiém tra nhat ky truy cap tuong lira, truy cap hé théng mang.
- Kiém tra nhat ky ding nhap hé thong mang, tudng lua.
- Sao luu dir lidu cac chinh sach, kiém soat truy cap, dinh ky hang
ngay.
- Cau hinh, quan 1y cac ban backup du phong ra thiét bi luu trir
ngoai
- Cap nhat firmware (hé diéu hanh) cho cac thiét bi mang.
- Hb tr¢ truy tim nguyén nhan, hudng dan khic phuc sy c6 hé
thdng mang.

- Quan tri, duy tri h¢ thng wifi quan 1y tap trung (bao gom lip
dit thiét bi t6i uu vung phu séng, quan tri, nng cap firmware).
- V& sinh toan b thiét bi mang 1 thang/1 lan;
- Kiém tra cic 16i phan ctng, dua ra canh bao cic 16i phan cling
c6 thé xay ra, dé xuat sita chita - thay thé; Lap ké hoach thay thé
khi phan cimg bi 15i (hong), tranh gian doan truy cap trong gio
hanh chinh va giam thiéu rii ro. Phuc hoi lai hé thong khi co yéu
cau (tir cac ban sao luu).

Thang

Cdc nhan hiéu, xudt xit néu trong bang chi tiét cong viéc mang tinh chat tham khao, nha

thau co thé chao cdc hang hoa san pham co ma hiéu va xuat xwr khdc voi tiéu chuan ky thudt

twong dwong hodc cao hon, phit hop véi kha nang cung vmg va luu hanh, dam bdo chdt lwong

theo yéu cau

3.2. Yéu cau chi tiét cong viéc bao tri thye hién:

Mirc do dap tng

Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
bat | Khong dat
1 May chu:
Kiém tra cac dich vu chay trén
may chu (Service) hoat dong co bap
on dinh khong? Pé lam dugc ung | Khong dap
viéc nay can phai ghi lai tat ca x yéu | Ung yéu cau
cac qua trinh hoat dong cua may cau
chu vao mot log file
bam bao thuong xuyén theo doi bap
qué trinh van hanh cua cac ung | Khong dap
website duy tri trén cdc may chu. x x yéu | ung yéu cau
Yéu cau c6 sO theo ddi cu thé qua cau
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R Mirc do dap un
Stt Cong viéc bao tri Quy | Thang | Tuan | Ngay b 7ap Wme
Pat | Khong dat
trinh hoat dong ctia cac Website
trén mang nodi b
bép
Céc ket noi tr may tram dén may X ung | Khong dap
chu phai thong suot. yéu | ung yéu cau
cau
bé dam bao tinh thong suot can
to chirc mdt cach chit ché cac két Pa
noi dam bao tinh thong nhat vé l'rnp Khéne d4
mat toc d6 ciling nhu tinh bao mét X X él% n égu c éf;
cao trong khi thuc hién céc tac Zﬁu gy
nghi¢p gitta may chui va may
tram
Nang cap mét sO phan mém h¢
thong (dugc phat trién ctua chinh bép
hang nhu: Cac ban nang cap va X X ung | Khong dap
sta 101, 10 hong...) nén khi can yéu | ung yéu cau
thiét, lam tang tinh linh hoat khi cau
su dung may chu
Co6 mét sO6 phuong an du phong ,
P L ~ bap
(cai dat lai, thay the, stra chira...) , N ,
Co z £ o2 ung | Khong dap
khi c¢6 truong hop xau nhat xay | x X A , o A
A s A S yéu | ung yéu cau
ra trén may chu (doi voi cac 101 cAu
phan cing va phan mém)
bap
Khac phuc céc su co k¥ thuét khi < ung | Khong dap
dang nhap vao mang yéu | ung yéu cau
cau
Céc dia chi IP cua cac may chu
phai duoc thong nhat trén toan
mang ndi by. Cach danh dia chi bap
IP can thay doi d€ co su thong < « < ung | Khong dap
nhat gitia mang bén trong va yéu | ung yéu cau
mang bén ngoai (Internet) dé cau
tang tinh khong trung 1ap dia chi
mang voi dia chi Internet.
Can thuong xuyén lau chui lam Dé
sach bui cho cac may chu de 1’mp Khone da
khong lam anh huong dén cac | x X éﬁ n égu C£l
thiét bi cia may chu va tang tinh ¥z gy
. i cau
an toan khi st dung.
Céc thiét bi ngoai vi (chudt, ban D4
phim, man hinh) ctia may chua ~ap R .
~ N . ; . ung Khoéng dap
cing can dugc lam sach dinh ky | x X o | tme véu cAu
dé khi van hanh khoéng xay ra y; gy
< cau
truc trac.
Kiém tra thuong xuyén cac ket bap | Khong dap
A A ~ M X X , , ~ A
ndi mang dién rong (WAN) bang ung | ung yéu cau
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khong két néi mang.

cau

Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay Mire do dap ung
Pat | Khong dat
cac dich vu c6 san cua hé diéu yéu
hanh. cau
Pinh ky t5i wu hoa hé théng nhu: Dap Khone da
Defraq, Scandisk cac 6 dia trén X ung | Ahong da;p
may cha. you | umg yeu cad
cau
Cai dat cac chuong trinh diét
virus ty dong 1én cac may chu va bap
cap nhat thuong xuyén céc ung | Khong dap
chuong trinh nay 1 tudn mot lan x yéu | g yéu cau
dé tang tinh 6n dinh khi cac may cau
tram dua dir li€u vao may chu.
Thuong xuyén ghi lai cau hinh f;sp Khone da
tot nhat cua hé thong khi van X yét% {mg yégu c?ﬁl
hanh. Au
bép
Cap nhat ban va 15i hé théng ung Khoéng dap
Windows server x X yéu | g yéu cau
cau
bép
Kiém tra, cap nhat cac ban va 15 ung Khoéng dap
Window tir nha phat hanh x x yéu | ung yéu cau
cau
- A , X 1A 5 A Dép
Kiém tra cac 16 hong bao mat o Khéne d4
trén hé diéu hanh va thuc hién X X IAIg , ong aP
khic phuc (néu c6) you | wmeyeucad
cau
2 Hé théng mang:
a. Thiét bi HUB, SWITCH:
Céc chan cam vao HUB lu6n 6n
dinh khi st dung (kiém tra Pap
thuong xuyén, néu cé truc tric ung | Khong dap
d6i v6i nhimg HUB méi nén thay x yéu | g yéu cau
thé hodc bao hanh theo ché do ciu
ctia nha san xuat)
Kiém tra cac dau ngudn cim vao f?ap Khé .
HUB tiép xtc ¢6 dugc 6n dinh X u?rAlg , OnAg daP
hay khong? yéu | lmg yéu cau
cau
bép
Lau chui thuong xuyén dinh ky. X ne Kh ong da;p
yéu | ung yéu cau
cau
b. Dau cim vao HUB:
Cac dau cim luon kiém tra dé £?ap R .
tranh tinh trang han gi din dén X e Kh ong da;p
yéu | ung yéu cau
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cau

R Mirc do dap un
Stt Cong viéc bao tri Quy | Thang | Tuan | Ngay b 7ap Wme
bat | Khong dat
Cén c6 mot sb cac dau RJ 45 can i);lp Khone da
thay thé khi co6 tinh trang héng X Ag , Ag P
A A yéu | img yéu cau
nhu néu ¢ trén. X
cau
bép
Thuong xuyén ki€ém tra cac dau X tmg | Khong dap
nay mot cach co trat tu. yéu | ung yéu cau
cau
bép
Panh so cac dau cam theo thir ty < tmg | Khoéng dap
va quy dinh san tu trude. yéu | mg yéu céu
cau
c. Puong day mang:
\ A 1:R L 1A bép
Thuong xuyén kiém tra cac hop , R .
A L Tk . A n ung | Khong dap
di day (cac ong gen bao v€ day | x R , o A
yéu | img yéu cau
mang) Au
Lap ra mot so do tong thé cua bép
mang (cac day mang dugc bo tri < tmg | Khoéng dap
nhu thé nao trong tong thé ca toa yéu | ung yéu cau
nha) cau
Khac phuc cac duong day bi bap
hong do chudt... va mét so cac tac < ung | Khong dap
nhan khac gay ra doi véi mot s yéu | ung yéu cau
doan cap tran (n€u co). cau
d. Day cam tu 0 tudng vao may
tinh:
bi cac day nay sat chan tuong va Izzp Khone d4
duoc nep dinh vi bang bang dinh | x Ag , Ag P
M yéu | ing yéu cau
hodc ong gen. X
cau
Kiém tra thuong xuyén cac dau I?ap R .
s A s 13 A1 ung | Khong dap
kep cua day nay bang thiét bi do X R , A A
. A < . yéu | img yéu cau
mang, tranh chép hoac han gi. Au
bép
Khac phuc va thay méi khi hong ung | Khong dap
hodc thay ca doan day yéu | mg yéu céu
cau
\ \ . bép
Lam dy phong khoang 5 — 10 m , R .
A \ . XX oan ung | Khong dap
day du phong c6 sy cO moi day | x A , A A
\ . yéu | img yéu cau
tuy loai. X
cau
3 Thiét bi phu tro:
a. bong ho do mang:
bap
Két ndi tir may ra ddy, 6 tuong... X e Kh ong dap
yéu | ing yéu cau
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s Murc d§ dap in
Stt Cong viéc bao tri Quy | Thang | Tuan | Ngay b 7ap Wme
Pat | Khong dat
bép
Lau chui thuong xuyén. X une Kh ong da;p
yéu | img yéu céu
cau
b. Kim kep mang:
s A 2 A g bép
Chu y khi kep nén can than voi n Khone da
cac dau sat dé cong kim va kho e & dap
yéu | ung yéu cau
kep. X
cau
bép
Tra dau thuong xuyén doi voi cac < tmg | Khoéng dap
moi noi cua kim. yéu | umg yéu cau
cau
bép
Tra dau chong gi (khi kim da su X ung | Khong dap
dung nhiéu) yéu | umg yéu cau
cau
Duy tri hé thong co s& ha tang an
4 ninh thong tin bdo dam an toan
thong tin mang cuia S&
a. [PS + DC controler:
Tai va cai dat cac ban nang cap
moi, cac ban va hé¢ thong, tuy ,
. . . , X bap
chinh cac chinh sach (rule) bao o Khone d4
mit theo timg thai diém hodc khi X X ng | Mhons dap
. Al A yéu | ung yéu cau
c0 cac nguy co bao mat xuat hién Au
tor bén ngoai cling nhu trén hé
thong.
Nang cap thiét lap, cai dat cac
Rule, cac dia chi IP cua cac thiét ,
bi thong tin, cdic may chu, may Bap
tram trén toan mang ndi bo; Phdi X X X u1}g Kh ong dap
A , S, yéu | ung yéu cau
hop thuc hién ng ctru, xtr ly sy Au
cO phan mém trong qua trinh su
dung.
Kiém tra thuong xuyén day va bép
dau cam vao thiét bi, bd nhd hé ung Khoéng dap
A . ) r 5 ~ [N X X A ’ A A
thong, dinh ky x6a bo dir liéu yéu | umg yéu cau
khong can thiét cau
. . . bép
Phoi hop voi nha cung cap sua , R .
. oy o X n Khoéng da
chita kip thoi khi xay ra hdng X i B d P
. yéu | ung yéu cau
hoc. X
cau
, X A A ; Bé,p
Co6 k& hoach néng cap cac n Khone da
module bao mat dé kiém soat cac X é§ i égu C£l
hoat ddng cua hé¢ thong tot hon . }clﬁu gy

b. Firewall:
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Murc do dap ung

Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
Pat | Khong dat
Tai va cai dit cac ban nang cap ,
. Z. . . . . bap
mdi, thay d6i cac chinh sach bao o Khone d4
mat tuy theo cac thay doi thém X é§ o égu c£1
méi thiét bi hay dich vu trong hé i gy
thong.
Phéi hop v6i nha cung cap sua bap
chita kip thoi khi xdy ra hdng X X une Kh ong dap
hoc yéu | mg yéu céu
' cau
. N L2 £ bap
Pinh ky kiém tra cac cong ket n Khéne da
ndi, tbc do hoat dong, su én dinh éff . égu c£1
cua thiét bi trong h¢ thong. ¥z gy
cau
bép
Lén phuong an dy phong khi xay X tmg | Khoéng dap
ra héng hoc. yéu | umg yéu cau
cau
c. Router:
Téi va cai dat cac ban nang cap bép
moi, dinh ky kiém tra viéc dinh X ung Khoéng dap
tuyén trong hé thong, d6 tré va do yéu | umg yéu cau
mat goi theo ti€u chuan. cau
Kiém tra thuong xuyén day va bap
dau cam vao thiét bi. Phoi hop X < ung | Khong dap
véi nha cung cap sta chita kip yéu | ung yéu cau
thoi khi xay ra hong hoc. cau
A PO S Dép
Cap nhat va thay do6i cac phuong , R .
an hoat dong dinh tuyén tdi wu une Kh ong da;p
cho thiét bi ygu | ungyeucau
i cau
d. Coreswitch
Theo doi, quan 1y, van hanh hé .
X X A A 1 bap
thong co s& ha tang thiét bi i Khéne d4
mang:  Coreswitch;  Acatel X X X é§ n égu CE;EJ
Switch Optic; Switch, Router, Zﬁu gy
Server SAN IBM, SAN Switch
Tai va cai ddt cac ban nang cip f,r);lp Khone da
méi, dinh ky kiém tra do trd va X x | x N P
do mat goi theo ti€u chuan. ¥z gy
cau
bép
Kiém tra thuong xuyén day va X X X tmg | Khong dap
dau cam vao thiét bi. yéu | mg yéu céu
cau
Phéi hop v6i nha cung cap sua Bap
01 op VOl mha cung cap £ ung Khoéng dap
chita kip thoi khi xay ra hdng X X X R , A A
yéu | mg yéu céu

héc.

A

cau
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Murc do dap ung

Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
Pat | Khong dat
bép
Lén phuong an du phong khi xay X ung Khong dap
ra héng hoc. yéu | umg yéu cau
cau
e. Kiém tra cac 16 hong bao mat f,r);lp Khone da
trép hé dieu ’ha‘mh va thuc hién X X éﬁ n égu C£l
khac phuc (n€u c6) e gy
cau
Bao mat hé théng mang phuc vu ?::p Khone da
5 ket noi gitra hé thong CNTT cua | x X X X e o
35 yéu | umgyéu cau
cau
Theo doi, duy tri, bao tri, vén
hanh h¢ thong mang phuc vu két
noi gitra h¢ thong CNTT cua So
Cap nhat ban va 16 hong bao mat .
N K £ k- bap
hé thong mang phuc vu két noi o Khone d4
gitta h¢ thong CNTT cua So: X X X éﬁ mn égu . ?EJ
Firewall Fortinet FG-110C- Zﬁu £y
BLD; Coreswitch Cisco 3560G
Theo doi tinh trang hoat dong bap
cua chuong trinh, - Theo doi va ung Khoéng dap
. . X X X 5
phat hién cdc truy cép trai phép yéu | ung yéu cau
vao h¢ thong cau
Ao g~ 1cA A Dé’lp
Sao luw/phuc hoéi dir liéu phan n Khéne d4
mém dinh ky (hang tuan, hang X X X e S dap
théng) yéu | img yéu cau
cau
Dich vu cap nhat phan mém Ao
héa CSDL phuc vu cong tac theo
doi bao mét an ninh thong tin, hé
thong cua So.
Trién khai cai dat phan meém dich bép
vu trén toan hé thong: VMWare, ung | Khong dap
X X X ;
VMWare Host va VMWare yéu | umg yéu cau
Vcenter cau
Duy tri, ho trg va ra soat va khac
phuc tai cdic may chu va may bép
tram trong qua trinh st dung < < < ung Khong dap
phan mém; Phoi h(_yp thue hi‘én yéu | umg yéu cau
ung cuu, xu ly sy c6 phan mém cau
trong qua trinh str dung.
A A .1 A A bép
Cap nhat, va 10i phan mém o Khone da
thuong xuyén dam bdo an ninh, X X X é§ n égu c?ﬁl
an toan thong tin CSDL. Zﬁu gy

Dich vu ) cap nhat phén mém
phong chong xam nhap IPS phuc
vu cong tac theo doi bado mat an
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Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
Pat | Khong dat
ninh thong tin, cap nhat va 10i
bao vé hé thong mang tai So.
Cap nhat, va 10i phan mém
thuong xuyén dam bdo an ninh, Dé
an toan thong tin CSDL; Duy tri, (rnp Khone d4
ho tro va ra soat va khac phuc tai X X X ne , S dap
o .o yéu | ung yéu cau
cac may chu va may tram trong ciu
qua trinh sir dung phan mém may
tram, may chu.
.2 . X . D) ]
Trién khai phdi hgp thuc hién ~ap R .
, , s SN S ung | Khong dap
ung cuu, xu ly sy c6 phan mém X X X R . A A
s , yéu | img yéu cau
trong qua trinh str dung. X
cau
Dich vu cap nhét phan mém thiét
bi tuong lua (Firewall) phuc vu
theo ddi bao mat an ninh thong
tin, va 10i cua So.
bap
Trién khai cai dat dich vu trén ung Khoéng dap
\ A 1A . . X X X A , ~ A
toan h¢ thong (Firewall Fortinet) yéu | ung yéu cau
cau
Duy tri, ho trg va ra soat va khac
phuc xt ly su c6 phan mém tai bap
cac may chu va may tram trong X X X ung | Khong dap
qué trinh st dung. Cép nhat, va yéu | ung yéu cau
161 phan mém dam bdo an ninh, cau
an toan thong tin CSDL.
Trién khai phdi hop thuc hién Bap N
, , s S Y ung | Khong dap
ung ctu, xu 1y sy ¢6 phan mém X X X A , o A
s , yéu | ung yéu cau
trong qua trinh st dung. X
cau
Cap nhat dich vu ma héa duong
truyén phuc vu cong tac duy tri,
ho trg va cép nhat, theo doi bao
mat, va 10i phan mém cua So
Duy tri, ho trg, ra soat va khac bép
phuc su co phan mém trong qua X X X ung | Khong dap
trinh sur dung; Phoi hop xtur 1y su yéu | ung yéu cau
c0 phan meém. cau
Dich vu cép nhat phan mém phuc Pé
vu cong tac duy tri, ho trg va cap 1’1’np Khone da
6 | nhit, theo doi bao mat, v 16i | x | x X Sl e
phan mém HE thong mang cua ¥z gy
\ cau
S&
Quan ly, kiém soat truy cap mang bap
7 ndi b Wifi tép trung ciia Sé phuc X X x ung | Khong dap
vu cung cap tin hiéu Wifi cho cac yéu | ung yéu cau
CBCC,VC,LDHD tai cac tang cau
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nhat giita mang bén trong va

Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
Pat | Khong dat
lam viéc, cac to chirc cong dan,
cac phong hop cua Sé.
Bao tri, duy tri, stra chira, van
hanh hé théng phin mém Co
quan dién tir han ché gidy t& phuc
8 vu cong tac chi dao diéu hanh va
xur ly cac nghiép vu hang ngay
cua cac CBCC, VC, LbHD cua
S¢
Cong viéc chi tiét thuc hién
Kiém tra cac dich vu chay trén
may chu (Service) hoat dong co bap
6n dinh khong? Dé lam dugc ung | Khong dap
viéc nay can phai ghi lai tit ca x yéu | tmg yéu cau
cac qua trinh hoat dong ciia may cau
chu vao mot log file
bam bao thuong xuyén theo doi
qua trinh van hanh cua céc bép
website duy tri trén cac may chu. ung | Khong dap
Yéu cau c6 s6 theo dbi cu thé qua x yéu | g yéu cau
trinh hoat dong ctia cac Website cu
trén mang ndi b
Pé dam bao tinh thong sudt can
tér chirc mot cach chzfu; ché cég ké:[ o
noi dam bao tinh thong nhat vé ~ap Khéne da
mat toc dd ciing nhu tinh bdo mat | x X u1}g , OnAg aP
cao trong khi thuc hién céac tac yi:u tng yeu cau
nghiép gitta may chd va may cau
tram
Nang cdp mot sO phan mém
(dugc phat trién cia chinh hing bap
nhu: Cac ban nang cap va sira 13i, ung | Khong dap
16 hong...) nén khi can thiét, 1am x x yéu | ung yéu cau
tang tinh linh hoat khi st dung cau
may chu
Co6 mét sO phuong an dy phong ,
(cai dit lai, thay thé, sira chita...) bap N
S X £ 2 ung | Khong dap
khi c6 truong hop xau nhat xay | x X R , o A
A s Y S yéu | ung yéu cau
ra trén may chu (doi voi cac 101 Au
phan ciing va phan mém)
bap
Khic phuc cac sy ¢d ky thuat khi X X tmg | Khoéng dap
dang nhap vao mang yéu | ung yéu cau
cau
Cac dia chi IP cua cac may chu D4
phai duoc thong nhat trén toan ’np Khéne dé
mang ndi by. Cach danh dia chi | x X uﬁg , ° ? P
IP can thay d6i dé co su thong Zgﬁ tng yeu cau
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Stt Cong viéc bao tri Quy | Thang | Tuin | Ngay
Pat | Khong dat
mang bén ngoai (Internet) dé
tang tinh khong trung 1ap dia chi
mang voi dia chi Internet.
Pinh ky t5i uu héa hé théng nhu: D% hone di
Defraq, Scandisk cac 6 dia trén X e & 0ap
. , yéu | img yéu cau
may cha. X
cau
Cai dat cac chuong trinh diét
virus ty dong 1én cac may chu va bap
cap nhdt thuong xuyén cdc < « tmg | Khoéng dap
chuong trinh ndy 1 tuan mot lan yéu | umg yéu cau
de tang tinh On dinh khi cdc may cau
tram dua dit li€u vao may chu.
Thuong xuyén ghi lai cau hinh f’r);lp Khone da
tot nhat cua hé thong khi van X X Ag , Ag P
yéu | img yéu cau

hanh.

cau




